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Abstract — To overcome the problem of underwater 

transmitted platform being detected by energy detector, a burst 
hybrid spread spectrum scheme which transmits extremely short 
signal for covert underwater acoustic communication is proposed 
in this paper. A non-data-aided self-synchronization algorithm is 
achieved using a time-frequency 2-dimensional search algorithm, 
carrier frequency offset and symbol offset forms a two-
dimensional phase space. In the two-dimensional phase space, 
optimal carrier frequency and chip phase are found at the same 
time. An orthogonal-hybrid spread spectrum communication 
scheme with direct sequence spread spectrum (DSSS)-BPSK 
modulation, Cyclic Shift Keying (CSK) modulation and DSSS-
MFSK modulation is proposed which promotes the bandwidth 
efficiency. The non-coherent maximum likelihood receiver is 
adopted to counteract the fast selected and frequency selected 
channel fading. The performance of the system over AWGN 
channel and underwater acoustic multipath channel is analyzed 
through the theory analysis and numerical simulation. The data 
from the shallow water experiment near South Sea, China, is 
used to demonstrate the system performance. The results from 
the experiment showed that the data rate can achieve up to 317 
bps and bit error rate (BER) under 10-3 in the distance of 5 km 
over the bandwidth of 4 kHz. 

Keywords—burst-mode communication; hybrid spread 
spectrum; covert communication; orthogonal modulation 

I. INTRODUCTION 
To realize the low probability of detection (LPD) in 

underwater acoustic communication, the most commonly used 
method is the DSSS method. The DSSS method usually 
adopts rake receiver and space diversity to promote the 
receive signal-to-noise ratio (SNR) and to minimize the 
probability of detection and interception [1-2]. Although the 
DSSS will not likely be detected by a commonly used energy 
detector by using the long code sequence, it can still be 
detected by a frequency detector for its fixed carrier frequency. 
In the base of the DSSS, the frequency hopping modulation 
uses pseudorandom sequence to control the carrier frequency 
changing periodically. So it is hard to detect the hopping 
pattern and the detection probability is reduced. Whereas, the 
bandwidth efficiency of the frequency hopping modulation is 
low [3-4]. Recently, the multicarrier spread spectrum approach 
is used for covert communication. The error correction code 
and channel equalization technology are applied in the scheme 
to promote the system’s robustness. The long code sequence is 

still necessary to realize the covert communication [5-6]. 

The covert acoustic communication methods mentioned 
above all send the signal continuously which can still be 
detected by energy integration over a long period time. To 
overcome the problem, a burst mode hybrid spread spectrum 
scheme for covert acoustic communication is proposed in this 
paper. The scheme transmits impulse signals randomly in 
time-domain and controls the impulse length within 100ms. 
Due to its short signal length, it is hard to be detected by 
energy detector in time-domain. So the burst mode 
communication scheme promotes the probability of detection 
and interception. 

In the radio frequency communications, the typical burst 
format for data packet uses preamble for carrier and symbol 
timing recovery [7]. The preamble doesn’t carrier information 
which reduces the transmission efficiency and increases the 
impulse length. The data packet of the scheme proposed in the 
paper is structured without preamble and uses one of the data 
channels to realize the synchronization. In the hybrid signal, 
the inphase branch is modulated by BPSK-DSSS and is used 
as the synchronization channel. The quadrature branch is 
modulated by CSK. In order to promote the data rate, another 
channel is modulated by MFSK-DSSS is added in the hybrid 
signal.  

The paper is organized as follows. Section II describes the 
system’s transmitter and receiver structure. The 
synchronization method is introduced and the performance of 
the system in AWGN channel and underwater acoustic 
multipath channel is analyzed in this part. Section III presents 
the performance of the system in different channels through 
simulation and sea trail. The last part is conclusion. 

II. MODEL SYSTEM 

A. Transmitter 
The transmitter diagram of the considered system is shown 

in Fig.1. Group the input data stream into 0 11+ +k k bits with 
symbol duration sT , where BPSK modulation carriers 1 bit, 
CSK modulation carries 0k  bits and MFSK modulation carriers 

1k  bits. BPSK modulates by ( )cos 2π cf t , CSK modulates 
by ( )sin 2π cf t , the frequency tones of the MFSK signal is  
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Fig. 1. Transmitter block diagram of burst mode hybrid spread spectrum 
system 

modulated at frequencies of ( )1,2,...,+ Δ =cf m m M  with 
/ , 1,2,...Δ = =si T i , i controls the frequency space of different 

tones. The carrier frequencies of three signals are orthogonal 
over the information symbol duration. The transmitted symbols 
are spread with different m-sequences containing N chips 
yielding a theoretical processing gain of 18dB at the receiver. 
The chip duration is assumed to be cT , i.e., =s cT NT . The 
modulated spreading sequence by CSK can be shown as 
follows 

( ) ( ) ( )
( ) ( )

0τ τ
τ τ

+ Δ ≤ ≤ − Δ⎧⎪= ⎨
− + Δ − Δ < ≤⎪⎩

sk

s s s

c t k t T k
c t

c t T k T k t T
       (1) 

Where k represents the information modulated by CSK and 
( )c t  is the spreading wave chip. For traditional M-ary 

frequency shift keying (MFSK) modulation, the modulation 
frequency tones are not overlapped, so the bandwidth 
efficiency is low. Whereas, if the adjacent frequency tones are 
minimized to make the carriers be orthogonal, there is still no 
inter-carrier interference, while the bandwidth efficiency is 
promoted significantly. The orthogonal frequency space is 
treated as the minimal frequency space. The orthogonal 
frequency space of MFSK modulation before direct-sequence 
(DS) spectrum spreading is 1 / sT  and it is 1 / cT  after DS 
spectrum spreading. On the other hand, if the frequency space 
of the MFSK DS system is 1 / sT , this means that there is a 
strong spectral overlap of the different frequency tones after 
DS spectrum spreading, which increases the inter-carrier 
interference, however, different MFSK tones are still 
orthogonal over the symbol duration [8]. That means the signal 
associated with each MFSK tones can be recovered, as long as 
the channel does not violate the condition. 

As shown in Figs.2 and 3, there are the frequency 
spectrums with MFSK modulation before DS spectrum 
spreading and after DS spectrum spreading with the frequency 
space 1 / sT . To reduce the interference caused by multipath, 
we can increase the frequency space. Assume the frequency 
space is /λΔ = sT , where λ  is normalized frequency space, 
we can adjust λ  to change the frequency space [9]. 
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Fig. 2. Frequency spectrum before DS spectrum spreading with MFSK 
modulation 
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Fig. 3. Frequency spectrum after DS spectrum spreading with MFSK 
modulation 

The inphase branch is as the pilot channel for the traditional 
CSK spread spectrum system and the system’s bandwidth 
efficiency is 0 / 2k N , where N is the spectrum spreading gain. 
The inphase branch of the proposed system in the paper is 
modulated by BPSK and is as the pilot channel at the same 
time; meanwhile, another channel whose modulation frequency 
is orthogonal with other channels modulated by MFSK is 
transmitted together. The bandwidth efficiency of the hybrid 
system is ( )0 11 / 2+ +k k N . Compared to the traditional CSK 
spread spectrum system, the hybrid system promotes the 
bandwidth efficiency. 

B. System Synchronization 
Synchronization plays a critical role for a more accurate 

replica of the transmitted symbol sequence in a receiver design. 
Synchronization mainly contains carrier synchronization and 
time synchronization, meanwhile, the carrier synchronization 
contains carrier frequency synchronization and carrier phase 
synchronization. The typical data packet uses a preamble for 
carrier and symbol timing recovery, while, for the complex 
multipath underwater acoustic channel, a long preamble is 
needed to capture the signal which decreases the 



 

 

 

Fig. 4. Receiver block diagram of the burst-mode hybrid spread spectrum system 
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Fig. 5. Block diagram of the time-frequency 2-dimensional search algorithm 

 

transmission efficiency. A non-data-aided self-synchronization 
algorithm is adopted in the paper. The algorithm is introduced 
as follows. 

For the transmitter as depicted above, the transmitted signal 
can be written as   

( ) ( ) ( ) ( ) ( )( ) ( ) ( )(
( ) ( )( )( ))

1
0 0 1

2 2

2 cos 2 sin 2

cos 2

π π

π ϕ

= +

+ + Δ +

b t
c c

c m

s t P b t c t f t c t f t

c t f b t t
(2) 

Where cf  is the carrier frequency and P is the power of the 
transmitted signal. Assume the carrier phase is zero and ϕm  is 
the phase introduced by the mth FSK modulator. ( )0b t  and 

( )2b t  are the bits modulate by BPSK and MFSK. ( )0b t  takes 
the values -1 or +1, for the information sequence is M1-
ary, ( )2b t  takes the values from the set 

{ }1 1 1 11 ,3 ,..., 1,1,..., 3, 1− − − − −M M M M  with the equal 

probability. Δ  is the frequency space. ( )0c t , ( )1c t  and 

( )2c t is chip waveform of the BPSK modulation, CSK 

modulation and MFSK modulation. ( )( )1
1

b tc  represents the ( )1c t  

circles shift with the information ( )1b t  modulated by CSK. 
The frequencies of three data channels are orthogonal. 
Considering that the transmitted signal passes through the 
AWGN channel, the receive signal can be expressed as   

( ) ( ) ( ) ( )( )(
( )( ) ( ) ( )( )

( ) ( )( )( ) ) ( )

1

0 0

1

2 2

2 cos 2
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τ τ π ϕ

τ π ϕ

τ π τ ϕ

= − − + +
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′+ − + Δ − + + +

(3) 

Where τ  represents the time delay and df  represents 
Doppler shift. ( )0 2ϕ ϕ π τ= + +c df f  and 

( )( )0 22ϕ ϕ ϕ π τ τ′ = + + + + Δ ⋅ −m c df f b t  is the difference 
between the transmitter phase and the receiver phase. 0ϕ  is the 

random carrier phase distributed uniformly over ](0,2π  . 

While ( )n t  represents the additive white Gaussian noise 
(AWGN) with zero mean and double-sided power spectral 
density of 0 / 2N . The receiver block diagram of the 
considered system is shown in Fig.4. Before demodulation, the 
signal capture is needed. According to the character of the 
three channel signals, the channel modulated by BPSK is used  
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Fig. 6. Non-coherent maximum likelihood receiver with MFSK 
demodulation 

as the synchronization channel. A time-frequency 2-
dimensional search algorithm is used to capture the signal [10]. 

The carrier frequency offset and the symbol offset form a 
two-dimensional phase space. In the space, optimal carrier 
frequency and chip phase are found at the same time (the detail 
please refers to the literature [10]). The block diagram of the 
time-frequency 2-dimensional search algorithm is shown in 
Fig. 5. 

After the perfect synchronization, the non-coherent 
maximum likelihood receiver is adopted for CSK and MFSK 
demodulation. The receiver with MFSK demodulation is 
shown in Fig.6. The CSK non-coherent demodulation is similar 
to the MFSK demodulation. The only difference is that the 
receiver multiplies the different cycle shift of ( )1c t  replacing 
of the different frequency carrier. 

The BPSK demodulation maybe has a π±  phase error 
caused by carrier phase offset. So the accurate carrier phase 
estimation is needed before demodulation. It can be estimated 
by the signal modulated by BPSK. The carrier frequency and 
chip phase are assumed to be perfect estimates. Consequently, 
the inphase branch can be expressed as 

( ) ( ) ( ) ( )( )( )
( ) ( ) ( ) ( )( ) ( ) ( )

( ) ( )( ) ( ) ( )
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           (4) 

The quadrature branch is expressed as  
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Where 0 0ϕ ϕ ϕ′ = + m , ( )′In t and ( )′Qn t  are contributed by 

( )n t  of (3). ( )( )2 , 1δ =b t m  for ( )2 =b t m , otherwise 

( )( )2 , 0δ =b t m  and m  is the symbol information modulated 

by MFSK. Multiply ( )I t  and ( )Q t  by the chip ( )0c t  and 
integrate the results, we can have  
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Where ( )( )1
0 1, bR c c  represents the cross-correlation value 

between ( )c t  and ( )( ) ( )1
1

b tc t . ( )0 2,R c c  represents the cross-

correlation value between ( )0c t  and ( )2c t . ′′IN  and ′′QN  are 

contributed by ( )n t  and the interference of other channels. 
The cross-correlation value is very small for the orthogonality 
of the codes. So the carrier phase can be estimated as 

1
0ˆ tanϕ − ′⎛ ⎞= − ⎜ ⎟′⎝ ⎠

Q
I

                             (8) 

C. Performance Analysis 
Considering the AWGN channel it can be assumed that the 

receiver acquires perfect synchronization. Because the carrier 
frequency of each channel is orthogonal, there is no 
interference caused by other channels after bringing the signal 



down to the baseband. So the BER of each channel is the same 
as the BER of the signal modulated alone. Assuming the BER 
of the BPSK modulation, CSK modulation and MFSK 
modulation are 0P , 1P  and 2P , the binary information 0 and 1 
has the equal probability. The total BER of the system can be 
expressed as   

0 0 1 1 2

0 11
+ +=

+ +e
P k P k PP

k k
                       (9) 

Regardless of the additive noise, the signal passes through 
the time-invariant acoustic multipath channel and the received 
signal can be expressed as   

( ) ( ) ( )(

( )( ))
( )( ) ( ) ( )( )

( ) ( )( ) ( )( )
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c t f t
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Where αl , τ l  and φl represent the attenuation factor, delay 
and phase-shift for the multipath component of the channel, L 
is the total number of the diversity paths. We choose BPSK 
signal as an example to analyze the influence of demodulation 
over the multipath channel. Let us assume that the received 
signal synchronizes the first arrived ray which has the 
maximum energy. So the corresponding time delay is zero. 
Assume that the first BPSK transmitted data bit is 0[0]b  and 
the former data bit is 0[ 1]−b , the decision variable Z  
corresponding to the first bit can be expressed as 

( ) ( ) ( )00

1 cos 2π= ∫
sT

c
s

Z r t c t f t dt
T

             (11) 

Upon substituting (10) into (11), Z  can be written as  
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) 

Where D  in (12) is the desired output which can be written 
as ( )0[0],δ=D b k . K is the binary information modulated by 
BPSK takes values of -1 or +1. There are three types 

interference in (12). The interference term of ( )sI l  is 
contributed by the path , 1,2,..., 1= −l l L associated with the 
same data channel, which can be expressed as  

( ) [ ] ( ) ( ) ( )

[ ] ( ) ( ) ( )
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       (13) 

Where 2θ φ π τ= +l l c lf , which is a random variable 

uniformly distributed in (0,2 ]π , while [ ]
0 0, τc c lR  and [ ]

0 0,
ˆ τc c lR  

are partial auto-correlation functions, which are defined as  
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s
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                    (15) 

The interference term of ( )1MI l  is contributed by the path 
, 1,2,..., 1= −l l L , induced by CSK modulation channel, which 

can be expressed as   
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Where [ ]
0 1, 1, 1τ −⎡ ⎤⎣ ⎦c c lR b  and [ ]

0 1, 1
ˆ , 1τ −⎡ ⎤⎣ ⎦c c lR b  are partial 

cross-correlation functions of ( )0c t  and ( )1c t . [ ] ( )1

1

1−bc t  
represents the chip waveform modulated by the bit 0[ 1]−b . 
The interference term of ( )2MI l  is contributed by the path 
, 1,2,..., 1= −l l L  induced by MFSK modulation channel, 

which can be expressed as  
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Where 2θ ϕ φ π τ= + +m m l c lf , [ ] [ ]
0 2, 2, 1 , 1τ θ− −⎡ ⎤⎣ ⎦c c l mR b  

and [ ] [ ]
0 2, 2

ˆ , 0 , 0τ θ⎡ ⎤⎣ ⎦c c l mR b  are partial cross-correlation 

functions of ( )0c t  and ( )2c t . Having analyzed the 
interference terms in (12), we can found that they have an 
important relationship with the correlation of the chip 
waveform. The auto-correlation of the m sequence with the 
chip duration cT  can be written as  

( )
11

1

τ
τ

τ
τ

⎧ +− ≤⎪⎪= ⎨
⎪− >⎪⎩

c
c

N

c

N T
N TR

T
N

              (18) 

From the formula, we can see that the auto-correlation 
value goes down to 1/− N  with the time delay over the chip 
duration. So the interference caused by the same data channel 
is very small. The other two interference terms have an 
important relationship with the cross-correlation of the DS 
spectrum spreading sequence. Assume the DS spectrum 
spreading sequence ( )0c t  and an arbitrary sequence ( )c t  has 

a same value with the number of { }( )S S 1,2,.., N∈  chips and a 
different value with the number of N-S  chips, the cross-
correlation can be expressed as   

( ) ( ) ( )
0 1 0 10

1 2τ −= =∫
sT

c c
s

S NR c t c t dt
T N

              (19) 

We have analyzed the performance of the BPSK coherent 
demodulation over the multipath channel above, the non-
coherent demodulation of CSK and MFSK is similar to BPSK. 
Here a detailed analysis is not given. The performance of the 
system will be numerically evaluated as follows. 

III. NUMERICAL AND EXPERIMENTAL RESULTS 

A. Numerical Simulation 
In the simulation, the sample rate is set to 48 kHz and the 

carrier frequency is set to 6 kHz. The DS spreading sequence is 
m sequence with the length of 63. CSK modulation carries 5 
bits and MFSK modulation carriers 3 bits whose carrier 
frequency space is 1 / sT .The total bandwidth is 4.2 kHz and 
the data rate is 285.7 bps. A burst frame contains 3 symbols. 
The length of the burst frame is 94.5 ms. 

Fig.7 and Fig.8 show each data channel and the hybrid 
system’s BER performance for different SNR over the AWGN 
channel and multipath channel. Each data channel has the 
same 0/bE N . The channel model uses 5 discrete paths, with 
the normalized amplitudes 1, 0.4, 0.3, 0.2, 0.15 and the channel 
delay 0, 3.1, 8.3, 14.6, 18.7 ms. From the figures we can see 
that the performance of the CSK modulation is best and the 
MFSK is worst. The performance of the hybrid system is close 
to the BPSK modulation. Due to the interferences caused by 
multipath, the performance over the multipath channel is worse 
than that over the AWGN channel. 
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Fig. 7. the system’s BER over the AWGN channel 
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Fig. 8. the system’s BER over the multipath channel 
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Fig. 9. BER comparison over the multipath channel 

In order to obverse the interference caused by other data 
channels, we let only one branch of the hybrid signal pass 
through the multipath channel. So there is only the multipath 
interference caused by the same data channel expressed as in 
equation (13). According to the expression (9) we can calculate 
the hybrid system’s BER i.e. the BER without interferences 
caused by other data channels. We define this BER as a theory 
BER. We keep each data channel has the same transmitted 
power in two different simulation. The results are compared in 
Fig. 9. We use XX-No-ICI to represent the BER that each 
modulated signal passes through the multipath channel alone 
and XX-ICI to represent the hybrid system’s BER. From the 
figure we can clearly see the interferences of each data channel.  
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Fig. 10. BER comparison after adjust transmitted power over the multipath 
channel 
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Fig. 11. The hybrid system’s BER comparison after adjust the transmitted 
power 

The interference of CSK and BPSK modulation caused by 
other data channels is smaller while the MFSK is larger. 

From Figs.7 - 9, we can find that there is a little difference 
of the BER performance among the three signals. CSK 
modulation performs best. MFSK modulation performs worst 
and is affected by multipath severely. So we can enhance the 
transmitted power of the MFSK signal appropriately to make 
the performance be close to each other. The hybrid system’s 
BER performance will be improved. After adjusting the 
transmitted power, the BER performance for different SNR is 
shown in Fig.10. As shown in Fig.10, the performance is close 
to each other and the performance after adjusting the 
transmitted power is improved compared to the system with 
equal 0/bE N . In order to see it clearly, we replot the hybrid 
system’s BER performance with ICI and without ICI in Fig.11. 
From the figure we can clearly see that the BER after adjusting 
the transmitted power is lower and is close to the theory BER. 

B. Exprimental Results 
The sea experiments were conducted in the South Sea 

China, in April 2013. The water depth in the experimental area 
is about 50 m. The sound speed profile presented faint negative 
grads. The fixed source was located at about 25 m and the 
received hydrophone was located at about 15 m. The system’s 
bandwidth was 4 kHz ~ 8 kHz. Measured channel impulse 
response using LFM signal in the distance of 5km is shown in  
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Fig. 12.  channel impulse response 
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Fig. 13. time-frequency 2D search relation figure 

Fig.12. There are about 7 paths and the maximum channel 
delay is about 10 ms.  

The transmitted signals were spread with m-sequence 
containing 63 chips. CSK modulation carried 5 bits and MFSK 
modulation carried 2bits, 3bits and 4bits. The length of the 
burst frame was 94.5ms. The highest data rate was 317 bps. 
When capturing the signal, the search frequency range is 

100 ~ 100− +c cf Hz f Hz  and the search step is 5 Hz. The 
time-frequency 2D search relation figure is shown in Fig.13. 
We can find there is an obvious peak, so we can easily get the 
time and frequency synchronization. The sea surface was calm 
in the experiment duration. The transmitter and receiver were 
relatively immobile. So the searched Doppler frequency shift 
was zero. 

Fig.14 gives one of the maximum likelihood receiver 
correlation results of CSK and MFSK modulation before 
decision. We circle shift the correlation results to make the 
correlation maximum values overlap in the center. The sharper 
the correlator outputs, the better the demodulation performs. 
As shown in Fig.14 we can see that there are sharp correlation 
peaks with CSK and MFSK modulation. The sidelobes are 
much lower than the peak values. According to the statistical 
results, the mean BER under 10-3 and the highest data rate is 
317 bps in the distance of 5 km. 
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(a) CSK correlation results 
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(b) MFSK correlation results 

Fig.14 CSK and MFSK correlation results 

IV. CONCLUSION 
A burst mode hybrid spread spectrum covert acoustic 

communication is proposed in this paper. It sends extremely 
short signals randomly and modulates by using the spreading 
spectrum scheme to realize the covert communication. The 
hybrid signal contains DSSS-BPSK modulation, CSK 
modulation and DSSS-MFSK modulation which are modulated 
by the orthogonal carrier frequency to promote the bandwidth 
efficiency. This paper provides the self-synchronization 
scheme and analyzes the performance of the system over the 
multipath channel. The performance of the proposed system is 
validated by the shallow water experiment near the South Sea 
China. In the distance of 5 km, the data rate can achieve up to 
317 bps with BER under 10-3 over the bandwidth of 4 kHz. 
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