Tom, et al.,

The discussion in today's MTM4 science meeting of "system failure data back-up" strategies raised some very interesting issues about how to have the system do as much as possible to maintain data collection capability under various failure scenarios. The goal would be to have data collection continue as long as possible after a failure to allow time to either repair the system or, if the failure is catastrophic, install back-up stand-alone instrumentation (as is currently operated at the MSE site). In either of these scenarios we can imagine that it could take a period of time of at least a month to mobilize a non-scheduled ROV dive at the MSE site.  Our initial approach has been to have the instruments have internal batteries and logging capability that they would default to in case of system failure. Now that we are into the experiment design details there are some weaknesses and implemention details with this approach that we need to examine.

This raises several questions:

1) What are the likely failure modes that would impact multiple instrument channels and,

2) What can we do about them to maintain data continuity.

Some possible failure modes effecting a BIN

Scenario 1: MMC SideArm hardware failure. If DPA power was maintained then data logging would hang. If BIN node power was cut-off, then some instruments would revert to logging internally at their previously programmed sample rates. 

Remedy for data continuity: Power can be remotely cut off from higher-up node. Individual instrument battery power and data storage would be limited.

Fix: ROV dive to swap BIN.

Scenario 2: MMC fatal software failure. If DPA power was maintained then data logging would hang. Node could be reset by remotely cycling power from higher-up node.

Remedy for data continuity: Power can be remotely cut off from higher-up node causing a cold reset. If that didn't restore then power can be remotely cut off from higher-up node causing some instruments to revert to logging internally on their previously programmed sample rates. Individual instrument battery power and data storage would be limited.

Fix: ROV dive to swap BIN.

Scenario 3: Loss of communications to node (complete optical cable or component failure, configuration error). Local BIN should continue logging data as before. BIN should continue local functionality through power-cycle reset (the first thing you would do to try and restore comms probably would be a power-cycle reset).

Remedy for data continuity: Data would continue to be logged.

Fix: ROV dive to swap defective component, or install stand-alone self logging instrumentation to maintain data continuity.

Scenario 4: Loss of power to node (power supply, riser or benthic cable or other failure).

Remedy for data continuity: Keep BIN powered through local source for as long as possible. Power failure would be detected by monitoring the local 400V input. Data could be continue to be logged for some period of time and power loss "event" could cause system to go into "low power" mode by shutting off all non-critical loads, changing sample rate to be as low as feasible, etc. In talking to Ed it sounds like we have the possibility of having enough local energy storage to hold the system up for some period of time in case of a power failure (hours-days or longer). We also have the information available to make decisions such as voltage input. The question: what to do with these features?

Fix: Field mission to swap defective component, or install stand-alone self logging instrumentation to maintain data continuity. 

I raise these issues so we can begin to explore possible system responses to possible failures and begin to figure out how we are going to deal with them. As we go along I will work up a more formal approach and incorporate the results into our system testing plans.
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