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1. Introduction

The purpose of this document is to capture the system-wide requirements placed on the MOOS Mooring system design for a fault-tolerant design. For the purposes of this requirements document the definition of fault tolerance is that:

In case of a system failure in a hardware or software subsystem data sampling and logging will be maintained or restored in a predictable and reliable way for critical data items.

These methods can be through redundant system design, emergency back-up systems that restore all or partial functionality or field service module replacement. For some critical MOOS mooring systems, there currently are no reasonable backup strategies, for example the mooring riser cable.

The goal of the MOOS Mooring fault tolerant design requirements below is to predict the most likely system failures and to use existing sub-system resources to provide fault tolerance on a system-wide basis. True fault tolerant design is expensive and the MOOS mooring strikes a balance by providing tolerance for the failures predicted most likely to occur but not attempting to prevent all possible system failures.

An important element of fault tolerance is testability. This is the ability to know the current state of the system during pre-deployment, deployment and in service so that system faults can be detected. Actions can then be taken to prevent faults from worsening or restore system functionality remotely or through field service. It must be recognized that the MOOS mooring system must operate in a harsh physical environment where there is a great risk to equipment and cost in dollars and human effort to engage in observatory installation and maintenance. For example, placing a BIN on the seafloor and actively laying cable from the base of a mooring is a multi-day operation that deploys equipment with great value. There is extreme difficulty of repair once the system is in place. Without the proper tools and procedures to diagnose a problem could require the recovery of portions of the observatory, with the attendant possibility of irreversible damage during the process, for example damaging the Benthic cable during re-spooling. For this reason each step in the installation of a seafloor observatory must be incrementally testable for proper operation during the installation process. The allows the faulty installation step to be either immediately rectified or reversed without requiring subsequent mobilizations or disturbing other non-failed parts of the system. An example is that after connecting an EOM benthic cable connector to the base of the mooring you must be able to actively verify the optical and electrical functionality of the connection before laying several kilometers of seafloor cable. The MOOS mooring system shall include the diagnostic functions to support in-situ fault diagnoses and isolation. In critical sub-systems the MOOS mooring system shall provide redundancy that allows partial or complete restoration of service in case of failure where feasible within our financial and resource budgets..

2. Definitions.

2.1. Fault tolerance: In case of a system failure in a hardware or software subsystem data sampling and logging will be maintained or restored in a predictable and reliable way.
2.2. Redundant design: Duplicate hardware or software automatically or manually takes over the functions of a failed subsystem with little or no loss of performance.
2.3. Safe mode: A mode of operation that maintains data sampling as long as possible in case of loss of system resources. Example is to switch to internal instrument logging and reduce instrument sampling period to preserve system resources.
3. Overall Requirements

3.1. In case of a system failure in a hardware or software subsystem data sampling and logging will be maintained or restored in a predictable and reliable way for critical data items. This requirement applies to system installation operations as well as routine operations.

4. Critical Data items or systems

4.1. Surface engineering or operational

4.1.1. GPS

4.1.2. Globalstar

4.1.3. Mooring controller

4.1.4. 12 Volt power feed

4.1.5. Medusa board

4.2. Subsurface engineering or operational

4.2.1. Riser cable and terminations.

4.2.2. Benthic cable and terminations.

4.2.3. BIN controller

4.2.4. BIN Medusa card

4.3. Science instruments

4.3.1. BIN instruments

	Current Meter, ADCP, RDI Sentinel 600 kHz, 47 meter range

	CTD (SBE 16+)

	Fluorometer/Backscatter, Wetlabs ECO BB2F triplett

	Current Meter, profiling, Aquadopp HR Profiler, 6000m


5. Subsystems design for fault tolerance.

