Using Iridium Data Unit for PPP connection over LINUX
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Iridium Data Unit

The Iridium satellite communications system allows users to place voice and data calls from remote locations anyplace in the world using an Iridium data Unit, a handset about the size of a cordless phone. The data unit is a L-Band transceiver which provides an asynchronous data port and is full Hayes compatible and hence can be treated as a standard phone modem. The data calls to the internet are available through Iridium’s ISP.

Iridium-Windows-Linux

The Iridium satellite system officially supports data connections only with proprietary Windows software. It allows the user to make 2 different types of data calls: Dial-up data & Direct Internet data.
The dial up data connections provides the dial up connectivity through the Iridium phone to your own ISP. The connection has a data rate of 2.4 Kbps.

The direct Internet connectivity offers a speedier connectivity by using the servers at the Iridium gateway (the Iridium gateway in this case acts as our ISP). This is achieved through proprietary software at the desktop and compression algorithms running at the gateway servers. The client software at the desktop allows spoofing, which actually disconnects the desktop from the iridium system when no data is being transferred, thus minimizing the call time.

Unfortunately no such software exists for Linux though. But fortunately the Iridium system works with the standard PPP software making it accessible to linux. The Iridium data unit used/tested for connection were Motorola 9500 and 9505. The phone contains a standard modem that respond to most of the AT commands. It is accessible via an RS-232 serial link at 19200 baud (the baud rate between the machine and the modem over the RS-232 serial connection is 19200 baud, though the outgoing internet data connection from the Iridium unit is still 2400 baud).

Linux Implementation

The linux implementation consisted of building the appropriate applications- PPP and PPTP for Strong-Arm Linux (version 2.4.9-ac10-rmk2-np1-cerf2) and writing scripts to establish and tear down the satellite connection.

PPP/PPTP

PPP is the acronym for Point-to-Point protocol and it establishes the link between two machines using a modem over normal telephone lines. The PPP implementation used for Iridium connection was PPP 2.4.2b3 on Strong ARM linux. 

The PPP was built with PPTP (point to point tunneling protocol) support. PPTP is used to tunnel an encrypted data stream over an existing IP data stream such as PPP. It is used to establish a secure connection between a host on the Internet to another computer behind a firewall. The PPTP was used to tunnel into the MBARI network through MBARI’s Microsoft VPN server.

PPP Setup for Sidearm with Strong ARM linux

Message Logging

The logger daemon in linux uses the /var/log/messages file to log any debug messages while establishing the PPP connection. A separate file can be used to collect the log messages only from the PPP application. In order to do that we need to create a new file

 touch /var/log/ppplog

Edit /etc/syslog.conf to include the lines 

Local2.*
/var/log/ppplog

Daemon.*
/var/log/ppplog

Restart ‘syslogd’ (the linux logger daemon)

kill –9 $(pidof syslogd)

syslogd

Modem

Check to make sure the modem is connected to the correct serial port. It is /dev/ttySX13 in the case of MBARI Sidearm. (/dev/ttySX12 & /dev/ttySX13 are the two serial ports available, they both use the same interrupts).

The Iridium unit operates at 19200 bauds over RS-232 connection. Hence we need to set the serial port to 19200 bauds. 

Sty –F /dev/ttySX13 19200 crtscts

The ‘crtscts’ option is for hardware flow control.

Resolver Information

When connected over the Internet, computers are reference by their IP numbers. However for the ease of system administration the IP numbers are also referenced by names like shore.mbari.org. A name resolver program which runs on the host asks a nameserver to translate the internet names to IP numbers. This nameserver or the Domain name server (DNS) needs to be entered in /etc/resolve.conf

Edit /etc/resolve.con (need to be root to do that)

Make sure to add these lines

search shore.mbari.org mbari.org

nameserver 134.89.10.32

nameserver 134.89.12.13

Check with the system administrator for any change in the IP address of DNS server.

Edit /etc/host.conf and add these lines (have to be root to do that)

order hosts, bind

Edit /etc/nsswitch.conf and add these line (have to be root to do that)

hosts:          files dns
These 3 files should be readable by all

chmod a+r /etc/resolv.conf /etc/host.conf /etc/nsswitch.conf

No Default Route

The PPP application will not set up a connection if there is an already existing default route. A default route would exist if the host was in an Ethernet network

To find out if there is a default route existing, type the command


route –n

If there is a line starting with 0.0.0.0, then this is the default route.

To remove the default route, use the command (need to be root to do that)

route del default

Hostname

Make sure that the host machine has a name.

Hostname can be set with 


hostname=<yourhostname>

You need to be root to execute this command.

PPP Options

The ‘pppd’ (PPP daemon) application checks the /etc/ppp/options file for any PPP options that it needs. These options can also be given along with the pppd command used to set up the PPP link.

The ‘options’ file consists of

# If no local IP address is given, pppd will use the first IP address
# that belongs to the local hostname. If "noipdefault" is given, this
# is disabled and the peer will have to supply an IP address.

noipdefault



# To indicate that the PPP connection would be the default route
defaultroute

#To tell the PPP to log the debug messages

debug

# Require the peer to authenticate itself before allowing network
# packets to be sent or received.
# It is expected to be standard in future releases of pppd. Use the call option #(see manpage) to disable
# authentication for specific peers.

noauth

#Enable Hardware flow control

crtscts

# Specifies that pppd should use a UUCP-style lock on the serial device
# to ensure exclusive access to the device.
lock

# async character map -- 32-bit hex; each bit is a character
# that needs to be escaped for pppd to receive it. 0x00000001
# represents '\x01', and 0x80000000 represents '\x1f'.
# To allow pppd to work over a rlogin/telnet connection, ou should escape
# XON (^Q), XOFF (^S) and ^]: (The peer should use "escape ff".)
#asyncmap 200a0000
asyncmap 0

# Specifies that pppd should disconnect if the link is idle for n seconds.
idle 600

[For more options look at http://home.debitel.net/user/hannes.lau/etc/Etc.ppp.options.htm ]

PAP-SECRETS

MBARI uses the pap (password authentication protocol) to authenticate users dialing into the MBARI network. Edit and fill up the /etc/ppp/pap-secrets file (as root)

<yourusername>
*
<yourpassword>
*

Scripts

PPPON

The script establishes a PPP connection, reestablishes a connection if the connection breaks down.

The most important line in the script is:

pppd /dev/ttySX13 19200  noccp -detach user <username> connect "chat -v -f /etc/ppp/chat

script"

-
19200 is the baud rate at which the serial port establishes connection over the RS-232 link.

· ‘noccp’ is for disabling compression. Linux does not support the compression that MBARI dial in servers have.

· ‘-detach’ is for disallowing the ‘pppd’ application from forking into a new process.

· ‘user’ is for telling the dial in servers to authenticate dial in. The user name is checked for in the pap-secrets file. Otherwise the default is to use the hostname as the user.

· Connect runs the chatscript.

References:

http://home.debitel.net/user/hannes.lau/etc/Etc.ppp.options.htm
http://www2.sis.pitt.edu/~jkabara/tele-2100/iridium/iridium_final.html
http://oldnewt.phys.unsw.edu.au/~mcba/iridiumLinux.html
http://www.theory.physics.ubc.ca/ppp-linux.html
