Remote Console Administration

Administration through serial port/modem

Overview

This component allows a user, when remotely connected to a target machine by a serial connection (direct-cable/modem), to activate cmd.exe shell on a remote terminal, to activate command line utilities, to invoke applications, and to transfer files between target and host machines.

Connecting Host to Target Machine, Direct-Cable connection

On the target machine choose a free serial port (we will name this port TargetAdminComX:). This port can't be the debug port if the target is activated in debug mode NT. It can't be shared with any other process, since the Remote Administration Service will take hold of the port from startup to shutdown.
The host machine choose a serial port for the use of HYPER TERMINAL application (we will name this port HostComY:).

Connect these ports with a serial null-modem standard (RS-232) cable 
Adding Serial Port Admin Capability to Target Machine

While building a target configuration using the Target Designer application, add the component “Serial Console Administration” (Located under the System/Management/Management Applications/Remote Management  node in the component tree).

After adding this component you can change the component properties:

Serial Port Setting:

Port Number: TargetAdminComX: (COM1:, COM2: …)

 as chosen in Connecting Host to Target Machine)

Baud Rate: 19200

Data Bits: 8

Parity: None 

Stop Bits: 1

You can specify any valid values for the serial connection, but the value should match those chosen by the HyperTerminal on the host machine.

The default values are as stated above and COM1: is used.

To use ZMODEM file transfers the Serial Port Settings must be Data Bits: 8, Parity: None and Stop Bits: 1 

The “Serial Port Admin” admin component is dependent on the “Serial Ports” capability, so you should also add a serial port component (this component should be TargetAdminComX: as defines in the properties of “Serial Console Administration”).

Failure to add a “Serial Port” will fail the dependency check.

Auto Login Settings:

Define the default credentials for the user that logon to “Serial Console Administration”.

Use check boxes to enable the use of a specific part of user credentials with a default value.

User credentials are constructed from Domain, User Name, and Password 

Warning: the user credentials submitted here are stored in a visible way in the registry and are not protected by encryption !

Number of failed logon: the number of failed logons before default credentials are ignored and all credentials are queried from the user.

A successful connection or New logon session (after reconnection) will make default credentials settings valid again.

Session Settings:

Default shell: enter the full path name of the shell that will be used. Any shell that runs under Windows NT (for example, Korn shell, C shell) is appropriate. The default shell is cmd.exe. 

Login Script: is the full path name of the cmd batch file that contains the login script and is run when a user logs on to the server.

Terminal Emulation: Selects the terminal emulated in the command line session

Terminal Size: Sets the width and height of the terminal screen emulated

Alt Key Mapping: should be changed to the appropriate mapping for the Alt key on your system. For example, a value of 1 maps the Ctrl-A key sequence to the Alt key.

Configuring HYPER TERMINAL

We will refer to HyperTerminal as the terminal emulation software. Other terminal application can be used and should be configured similarly.

Activate HyperTerminal (Start/Programs/Accessories/Hyperterminal/Hyper Terminal) and specify the name for the connection ("Remote Serial Admin" for instance).

Choose HostComY: in the "Connect To" dialog, in the "Connect Using" entry.

At the port setting dialog define the serial port setting. Use values as defined in the Component Properties (of "Remote Serial Admin" component in Target Designer).

For this example use:

Bit Per second: 19200

Data Bit: 8 

Parity: None

Stop Bit: 1

Flow Control: Hardware (this should be the case if you use a fully wired serial connection cable that connects DTR / DSR / RTS / CTS)

HyperTerminal will immediately try to connect to target machine. The Serial Remote Administration Service will detect the connection (DSR line in the cable will be set) and start the Logon process ( a User Name prompt will appear).

Set the properties of the HyperTerminal (in the menu File/Properties, or click at the properties icon) to the following:

Settings Tab

Function, arrow and ctrl keys act as: Terminal keys

Emulation:
Terminal emulation should match the terminal chosen for Terminal Emulation in the Session Settings property sheet
ASCII Setup

Send line ends with line feed: Disabled

Echo typed characters locally: Disabled

Line delay: 0

Character delay: 0

Append line feeds to incoming line ends: Disabled

Force incoming data to 7 bit ASCII: Disabled

Wrap lines that exceed terminal width: Enabled

Logon Process and Security

The logon process is used for starting a new cmd.exe shell in the target machine under the specified credentials.

To restart the logon process:

· Exit the cmd.exe shell.

· Disconnect and reconnect HyperTerminal.

Note: Any physical disconnection between the machine (such as disconnecting the cable) will cause a new logon process.

The Serial Remote Admin will prompt for USER NAME (without the domain prefix), DOMAIN (If the machine is connected to a domain specify the domain the user resides on, otherwise the domain entry is ignored) and PASSWORD (* will be echoed back).

There is no special client terminal software (we use regular HyperTerminal) that will make logon process in a secure way).

There is no limit on the amount of failed logons, and there is no limit on the rate of feeding logon data to the machine. 

Console Emulation Using HyperTerminal

After a successful logon, the HyperTerminal acts as console for the cmd.exe shell running on target machine.

HyperTerminal doesn’t support all of the WinNT console functionality. Some console utilities may not work correctly using HyperTerminal.

Activating Applications

The cmd.exe shell can activate applications. This application will be activated under User Credentials but will run under a console and desktop not visible to the user. 

CmdRmt creates a new WinStation (CMdRmtWinstation) and new Desktop (CmdRmtDesktop). All processes are created within CmdRmtDesktop

If a console application running in cmd.exe console activates some GUI and waits for a response (typically this will be a message box) the user on the HyperTerminal will not be notified of this event.

If an application fails its invocation (some DLL is missing or using start.exe fails to find the application) a message box is displayed (that informs the user of the failure), and the cmd.exe shell will hang waiting for user on the target to acknowledge this message.

Choosing “System Message Interception” component in “System/Platform/Error Recovery” node in the component tree will cause any message box to terminate automatically. There is no need for the user to acknowledge it. This can solve the problems described above.  

File Transfer

HyperTerminal can send files to other terminal, using various protocols. The Serial Remote Administration Service implements ZMODEM protocol.

To specify the protocol HyperTerminal uses for sending or receiving files, choose ZMODEM as the current protocol. 

Sending Files from Host to Target Machine Using HYPER TERMINAL

To send a file from the host to the target machine, use “Transfer/Send File” from the menu or press the send icon. You can specify there a file to send. As the file is sent to the target, a send progress dialog will be opened.

You can also cancel sending a file in the middle. The file will be saved in the current directory (of the cmd.exe shell) and will replace any existing file on the target machine.

For the cmd.exe shell to be ready to receive files, the line buffer should be empty and no application should be running in the console of the cmd.exe shell. (The HyperTerminal actually activates rz.exe in the cmd.exe shell before starting file transfer. The rz.exe utility is the utility on target responsible for file receiving)

If the send process continues uninterrupted and no error is reported, the file is guaranteed to reach its destination correctly (by CRC). If a file transfer is interrupted then a partial file may reside in the target machine. The file name will be the same as in the host machine. (Path is stripped from the file).

More than one file can be sent this way (using wildcards).

Sending a File from Target to Host Machine - SZ.EXE Utility

Before sending a file from the target to the host machine, define in the HyperTerminal the target directory on the host for the files to arrive at (Transfer/Receive File on the menu). All received files will be saved in this directory. Files received will not replace existing files (instead a Number will be attached to the file name). HyperTerminal ignores the file path. 

Activate the sz.exe utility to send a file


Sz.exe /sFileName. 

HyperTerminal will notice that a file is being sent and will open a file transfer progress Dialog. The file transmission can be halted at any time by pressing the Cancel button. File transmission is protected by CRC and the file is guaranteed to arrive correctly from target to host if no error is reported.

Sz.exe utility option

Sz.exe has many options. A brief description follows ( [] indicates default values):

/sSourceFileName : 

Source file name (can include a full path) 

/tTargetFileName [SourceFileName] :

Name of the sent file on host (HyperTerminal will ignore the path)

/xEscapeControlCodes : + or [-]

Specify whether binary chars will be sent within the ZMODEM stream

/cCrcType: [32] or 16

Specify the type of CRC used for transfer (32 bit or 16 bit CRC)

/oOverWrite :

Specify the file overwrite behavior for HyperTerminal to use:

        NONE

None

        N_L
 
Newer or longer

        CRC

CRC differs

        APPEND

Append to file

        [ALWAYS]
Overwrite always

        L_D

Length or date differ

        NEVER

Never overwrite

/iIncludePath : [+] or –

Specify if path is to be sent to HyperTerminal (HyperTerminal will ignore path information)

/eEolConvert: + or [-]

Specify if Eol characters are to be converted before being sent.

/mXferMethod : WINDOW or [STREAMING]

Specify the transfer method of data packets (STREAMING has better throughput but WINDOW is better for noisy lines) 

HyperTerminal “Transfer/Send Text File” Menu Option

This menu option name may be misleading since it is not used for sending text files from host to target (Transfer/Send File … menu option sends text files as well as binary files from the host to the target machine).

Instead, you can use this option to send “batch” like commands to cmd.exe shell (this “batch” .txt file can be acquired using Transfer/Capture Text menu option or written manually). 

Disconnecting From Cmd.exe Shell

To quit a cmd.exe session, do the following:

1. Quit all activated applications. (use tlist.exe –t to identify all applications invoked by cmd.exe shell – cmdsession.exe)  

2. Quit all invoked shells (another cmd.exe, 4nt.exe …)

3. Use “exit” command to exit cmd.exe shell.

4. A “User Name” prompt will be displayed, indicating that a new Logon Process has started.

Any left processes that were created during Remote Session will be killed when the session terminates unless they were created on other desktop or with different user credentials (or with the same user credentials but with a different logon ID).

Stopping Serial Remote Administration Service on Target

To stop Serial Remote administration service, do:


net stop cmdrmt

To have net.exe component on the embedded machine select the netexe component from the Applications/Utilities node in the Target Designer component tree.

Modem Connection

To do Remote Administration through modem, the “Modem Console Administration” component should be selected. This component relies on “Serial Console Administration” to do the data transfer and on TAPI to handle the modem connection.

Change the properties of “Serial Console Administration” to refer to the serial port that the modem is connected to. A modem device component should be installed and configured to the same serial port (modem properties). If there is no modem device connected at the specified port, “Serial Console Administration” will be activated as Direct-Cable connection on this port. 

“Modem Console Administration” will Auto Answer any call and will prompt with “User Name:”.

