Chapter 5


Planning for Large-Scale Configurations


This chapter focuses on how to create typical large-scale network configurations in which a Routing and Remote Access Service router can be used. The following routed network scenarios are highlighted in this chapter:


(	Corporate network


(	Branch office network


(	Using PPTP tunnels to connect a branch office network





Network media, addressing, routing protocols, and other services are discussed as they apply to each scenario. While the actual networks you work with might vary, the basic concepts apply as discussed here. Some of these concepts have already been discussed in Chapter 4, “Planning for Small-Scale Configurations.”





Note


Routing and Remote Access Service running on Windows NT Server version 4.0 is also referred to as the Windows NT router.





Corporate Network


A typical corporate network has the following characteristics:


(	Many LAN segments; for example, one segment on each floor or wing of several buildings with a backbone 


(	More than one network protocol (IP or IPX)


(	OSPF-configured areas, if it uses IP


(	Dial-up connectivity for users connecting from home or while traveling


(	Connectivity to external networks


(	Demand-dial connections to branch offices


(	Dedicated circuits to branch offices


Figure 5.1 shows an example of this type of network.


	�


Figure 5.1 OSPF corporate network


A corporate network typically uses a different types of network media. The different office segments can be on 10-MB Ethernet or Token Ring networks, but the backbone network used for connecting the different networks and hosting servers is usually made up of 100-MB Ethernet or FDDI. Connectivity to external networks (the Internet) is over leased lines or Frame Relay. Connectivity to branch offices is either over switched media (ISDN or analog modems) or dedicated media (leased lines or Frame Relay). 


You can also use tunnels (such as PPTP) to connect branch offices to the corporate network. For more information on this type of configuration, see “Connecting a Branch Office by Using PPTP Tunnels” in this chapter. This scenario shows branch office connectivity over switched, demand-dial links and dedicated links. 


Table 5.1   Network Media for the Corporate Network


Router�
Role�
Media�
�
�
�
Windows NT Router 1�
Connects to backbone�
One 100-MB Ethernet or FDDI card�
�
�
Connects to Network C�
One 10-MB Ethernet or Token Ring Card�
�
Windows NT Router 2�
Connects to Network A�
One 10-MB Ethernet or Token Ring card�
�
�
Connects to Network C�
One 10-MB Ethernet or Token Ring card�
�
Windows NT Router 3�
Connects to Network B�
One 10-MB Ethernet or Token Ring card�
�
�
Connects Network C�
One 10-MB Ethernet or Token Ring card�
�
Windows NT Router 4�
Connects to backbone�
One 100-MB Ethernet or FDDI card �
�
�
Connects to Network D�
One 10-MB Ethernet or Token Ring card�
�
�
�
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�
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Router�
Role�
Media�
�
�
�
Windows NT Router 5�
Connects to backbone�
One 100-MB Ethernet or FDDI card �
�
�
Connects to Router 6�
One or more ISDN and/or analog modems�
�
�
Connects to Router 7�
One Frame Relay card�
�
Windows NT Router 6�
Connects to Router 5�
One or more ISDN and/or analog modems �
�
�
Connects to Network F�
One 10-MB Ethernet or Token Ring card�
�
Windows NT Router 7�
Connects to Router 5�
One Frame Relay card�
�
�
Connects to Network G�
One 10-MB Ethernet or Token Ring card�
�
Windows NT Router 8�
Connects to backbone�
One 100-MB Ethernet or FDDI card�
�
�
Connects to remote access clients�
Modems and/or ISDN lines�
�
Windows NT Router 9�
Connects to backbone�
One 100-MB Ethernet or FDDI card�
�
�
Connects to external network�
One leased line (56K/T1) or Frame Relay card�
�



Planning Addresses on the Corporate Network


The addresses you need to provide are specific to the transport protocol you are using on the network: IP or IPX. 


The following sections describe how to assign addresses to your network.


IP Addressing for the Corporate Network


Because this network can connect to an external network through Windows NT Router 9, the addressing scheme chosen must be consistent with the external network. For this example, assume that one or more Class B networks are used, and that the Class B network range is broken up into subnets to provide the proper number of networks and hosts per network as needed by this corporation. Each network segment can be assigned 254 addresses to help organize the network.


A typical IP address map is shown in Table 5.2.


Table 5.2   IP Addresses for the Corporate Network


Segment�
IP network�
Mask�
�
�
�
Backbone�
172.16.1.0�
255.255.255.0�
�
Network A�
172.16.2.0�
255.255.255.0�
�
Network B�
172.16.3.0�
255.255.255.0�
�
Network C�
172.16.4.0�
255.255.255.0�
�
Network D�
172.16.5.0�
255.255.255.0�
�
Network E�
External network�
-----------------�
�
Network F�
172.16.128.0�
255.255.255.0�
�



If you need more than 254 addresses on a segment, configure a new segment rather than increase the network address range. To provide for growth in your network, assign branch offices a 254-address range, even if there might not be that many computers.


However, if you have a branch office with 10 to 15 people, it is recommended that you not waste the extra addresses in a 254-range subnet. In this case you can use variable-length subnets instead to divide the 254 addresses into multiple subnets of different lengths. Both Routing Information Protocol (RIP) version 2 and the Open Shortest Path First (OSPF) protocol support variable-length subnets. Figure 5.1 and Table 5.3 show examples of variable-length subnets used for the RAS address pools.


Table 5.3   IP Addresses for the RAS Pools


RAS Pools�
Starting address of the pool�
Mask�
Number of addresses in the pool�
�
�
�
J (for RAS Router 8)�
172.16.129.0�
255.255.255.128�
128�
�
I (for Router 6)�
172.16.129.128�
255.255.255.224�
32�
�
H (for Router 5)�
172.16.129.160�
255.255.255.224�
32�
�
K (not used in diagram)�
172.16.129.192�
255.255.255.224�
32�
�
L (not used in diagram)�
172.16.129.224�
255.255.255.224�
32�
�
All computers on Networks A, B, D, F and G are assigned addresses (manually or by using the DHCP Service) in the ranges described in Table 5.2.


The address for Network E depends on which network the link is connected to.


IPX Addressing for the Corporate Network


Table 5.4 shows how to assign addresses in your IPX network.


Table 5.4   IPX Addresses (hex) for the Corporate Network


Segment�
IPX network�
�
�
�
Backbone�
80000000�
�
Network A�
80000001�
�
Network B�
80000002�
�
Network C�
80000003�
�
Network D�
80000004�
�
Network E�
------------�
�
Network F�
80000100�
�



After planning your network, you must “seed” the network. To do this, you configure the IPX protocol by using Network in Control Panel to enter a network number for the network adapter.


All computers on Networks A, B, D, F, and G then autoconfigure by sensing the network number and the frame type. The Network E address depends on the network the link connects to.


Routing Protocols for the Corporate Network


You can deploy IP or IPX in a corporate network, or use a combination. The following sections suggest ways to use the IP or IPX routing protocol on the corporate network. 


IP Routing Protocols


Corporate networks typically run the OSPF protocol because it is efficient in large networks. For the network depicted in Figure 5.1, configure OSPF on all Windows NT routers. You can use different types of routes depending on the type of WAN connection you use. For a demand-dial link, you must use either static routes or RIP Auto-static. For dedicated WAN links you can use static, RIP Auto-static, RIP, or OSPF.


For this scenario, you must also configure Windows NT Routers 5, 6, and 9 with either static routes or RIP version 2 on the interfaces not added to OSPF. Note that static routes are preferable to running RIP version 2 when the link bandwidth is not adequate or routing update traffic is considered an unnecessary overhead.


OSPF Configuration


Router identification numbers must be unique throughout the OSPF autonomous system. The network administrator can use any addressing scheme to assign them. To ensure uniqueness, it is recommended that you use the IP address of one of the interfaces on the router.


The size of the OSPF link state database, the duration of the route computation, and the volume of messages increase when the size of the network increases. All these factors become excessive in a large corporation with many routers and networks. In such cases, it is a good idea to take a “hierarchical routing” approach; that is, to split the network into a set of independent parts connected by a “backbone.” In OSPF, these independent parts are called areas. Area border routers (ABR) are routers between two areas. Autonomous system boundary routers (ASBR) are routers that connect an OSPF network with a different type of network.


Each area behaves like an independent network: the routers compute only the routes within the area; the OSPF link state database includes only the state of the area’s links; and the flooding protocol stops at the boundaries of the area. 


When splitting an autonomous system into areas, it is important to take into consideration that:


(	The backbone area must be contiguous.


(	Any area border router must be connected to the backbone.


(	The area border routers take a higher load because they maintain several link state databases — one for each area to which they belong.


(	Routers that are inside an area receive the most benefit. The size of the link state database and the resources needed to process link state advertisements are reduced because only link state advertisements from routers within the same area are processed.


(	Routers that have enabled a routing protocol other than OSPF on at least one interface must be configured as autonomous system boundary routers.





IPX Routing Protocols


RIP and Service Advertising Protocol (SAP) are recommended as the routing and service protocols. You must also configure Windows NT Routers 5 and 6 with static routes or RIP on the external network. Static routes are preferable to running RIP when the link bandwidth is not adequate or when routing update traffic is considered an unnecessary overhead.


Other Services on the Corporate Network


You can use the DHCP Service for automatic configuration of IP addresses and other information on client computers. For the network depicted in Figure 5.1, the DHCP/BOOTP relay agent must be configured on Windows NT Routers 1, 2, 3, 4, 6, and 7. When the relay agent is used, client computers on Networks A, B, D, F, and G can acquire addresses from the DHCP server on the backbone. For information on setting up a DHCP server, refer to your DHCP server documentation.





Notes


You do not need to use a relay agent on your router if you have a DHCP server on each network.


If Windows NT Router 9 is connected to an external network that is not secure, then you should configure filters to protect the network from unauthorized access. For more information, see the sections about filters in Chapter 3, “Administering Routing and Remote Access Service,” or in online Help.





Configuring the Corporate Network


To configure the corporate network described in this scenario, you need to perform configuration steps at each router as shown in Table 5.5. Procedures to be performed at routers are described following Table 5.5. 


These steps are intended as a general guideline to setting up and testing a routed IP corporate network. You can find detailed procedures for these steps in the Routing and Remote Access Service online Help file, Mpradmin.hlp, or in Control.hlp, the Help file for Control Panel.


Network Setup, Router by Router


Table 5.5 shows how to configure the routers used in the example network shown in Figure 5.1.


Table 5.5   Individual Configurations for Routers in a Corporate Network


Router�
How to configure�
�
�
�
Router 1�
Install two network adapters and then use Network in Control Panel to install the drivers for the network adapters.


In Network in Control Panel, assign the address 172.16.1.1 to the network adapter connected to the backbone, and 172.16.4.1 to the network adapter connected to Network C.


Install Routing and Remote Access Service and select LAN routing. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure the OSPF routing protocol.


Add the area 0.0.0.1 to the router. The backbone area 0.0.0.0 is added by default.


On the interface connected to the backbone, configure the area to be 0.0.0.0


On the interface connected to Network C, configure the area to be 0.0.0.1 for Area 1.


Configure passwords for each interface.


Install and configure the DHCP relay agent.


�
�
�
�
Router 2�
Install two network adapters and then use Network in Control Panel to install the drivers for the network adapters.


In Network in Control Panel, assign the address 172.16.4.3 to the network adapter connected to Network C, and 172.16.2.1 to the network adapter connected to Network A.


Install Routing and Remote Access Service and select LAN routing. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure the OSPF routing protocol.


Add the area 0.0.0.1 to the router. Delete the backbone area 0.0.0.0 which was added to the router by default.


On the interface connected to Network A, configure the area to be 0.0.0.1


On the interface connected to Network C, configure the area to be 0.0.0.1 for Area 1.


Configure passwords for each interface.


Install and configure the DHCP relay agent.


�
�
Router 3�
Install two network adapters and then use Network in Control Panel to install the drivers for the network adapters.


In Network in Control Panel, assign the address 172.16.4.2 to the network adapter connected to Network C, and 172.16.3.1 to the network adapter connected to Network B.


Install Routing and Remote Access Service and select LAN routing. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure the OSPF routing protocol.


Add the area 0.0.0.1 to the router. Delete the backbone area 0.0.0.0 which was added to the router by default.


On the interface connected to Network B, configure the area to be 0.0.0.1


On the interface connected to Network C, configure the area to be 0.0.0.1 for Area 1.


Configure passwords for each interface.


Install and configure the DHCP relay agent.


�
�
Router 4�
Install two network adapters and then use Network in Control Panel to install the drivers for the network adapters.


In Network in Control Panel, assign the address 172.16.1.2 to the network adapter connected to the backbone, and 172.16.5.1 to the network adapter connected to Network D.


Install Routing and Remote Access Service and select LAN routing. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure the OSPF routing protocol.


Add the area 0.0.0.2 to the router. The backbone area 0.0.0.0 is added to the router by default.


On the interface connected to the backbone, configure the area to be 0.0.0.0


On the interface connected to Network D, configure the area to be 0.0.0.2 for Area 2.


Configure passwords for each interface.


Install and configure the DHCP relay agent.


�
�
Router 5�
Install one network adapter, one Frame Relay card, and a modem, ISDN, or remote access device. Then use Network in Control Panel to install the drivers and add the remote devices to Routing and Remote Access Service.


In Network in Control Panel, assign the address 172.16.1.3 to the network adapter connected to the backbone, and assign a pool of addresses with the starting address of 172.16.129.128 and mask of 255.255.255.224.


Install Routing and Remote Access Service and select LAN and Demand Dial routing. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure the OSPF routing protocol.


Configure the router to be an autonomous system boundary router.


Configure static routes or RIP version 2 on the interface that connects to Router 6.


Configure OSPF on the interface that connects to Router 7.


Install and configure the DHCP relay agent.


�
�
Router 6�
Install one  network adapter and one modem, ISDN, or remote access device. Then use Network in Control Panel to install the drivers and add the remote devices to Routing and Remote Access Service.


In Network in Control Panel, assign the address 172.16.128.1 to the network adapter connected to Network F.


Install Routing and Remote Access Service and select LAN and Demand Dial routing. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure static routes or any routing protocol that is used on the branch office LAN.


Configure static routes or RIP version 2 on the interface that connects to Router 5.


Install and configure the DHCP relay agent.


�
�
Router 7�
Install one network adapter and one Frame Relay card., and then use Network in Control Panel to install the drivers for the adapters.


In Network in Control Panel, assign the address 172.16.6.1 to the Frame Relay adapter connected to the Router 5, and 172.16.7.1 to the network adapter connected to Network G. 


Install Routing and Remote Access Service and select LAN routing and Demand Dial routing. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure static routes or any routing protocol that is used on the branch office LAN.


Configure RIP or OSPF on the interface that connects to Router 5.


Install and configure the DHCP relay agent.


�
�
Router 8�
Install one network adapter and then use Network in Control Panel to install the drivers for the network adapter.


In Network in Control Panel, assign the address 172.16.1.4 to the network adapter connected to the backbone. 


Install Routing and Remote Access Service and select LAN routing and the Remote Access Service. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure the OSPF routing protocol.


Configure the router to be an autonomous system boundary router.


Install remote access devices and then, in Network in Control Panel, configure the Routing and Remote Access Service by adding modems, ISDN, or VPN devices. Assign a pool of addresses with the starting address of 172.16.129.0 and mask of 255.255.255.128.


Install and configure the DHCP relay agent.


�
�
Router 9�
Install two network adapters and then use Network in Control Panel to install the drivers for the network adapters.


In Network in Control Panel, assign the address 172.16.1.5 to the network adapter connected to the backbone.


Install Routing and Remote Access Service and select LAN and Demand Dial routing. The network adapters you have installed automatically appear as interfaces in Routing and RAS Admin.


Configure the OSPF routing protocol.


Configure the router to be an autonomous system boundary router.


Install and configure the DHCP relay agent.


�
�



Configure the OSPF Routing Protocol


To configure the OSPF routing protocol on a router, you must add the OPSF routing protocol to IP, add each interface to OSPF, and then enable OSPF on each interface.


(	To add the OSPF routing protocol to IP


	1.	In Routing and RAS Admin, right-click Summary under IP Routing, then select Add routing protocol.


	2.	In the Select Routing Protocol dialog box, select OSPF by Bay Networks and click OK. 


	3.	In the OSPF Configuration dialog box, make any global configuration changes and then click OK.





(	To add each interface to OSPF and enable OSPF on each interface


	1.	In Routing and RAS Admin, right-click OSPF by Bay Networks, then select Add interface.


	2.	In the Select Interfaces for OSPF dialog box, select the interface to add.


	3.	On the General tab, select the Enable OSPF on this interface check box and then click OK.





When you have added the OSPF protocol, you then configure the area and the passwords for the interface. You can also configure a router as an autonomous system boundary router.


(	To add areas to the router


	1.	In Routing and RAS Admin, right-click OSPF by Bay Networks, then select Configure OSPF.


	2.	Click the Areas tab and then click Add.


	3.	On the General tab, enter a number in Area ID (such as 0.0.0.1 for Area 1) and click OK.





(	To configure the area for an interface


	1.	In Routing and RAS Admin, select OSPF by Bay Networks, then right-click an interface and select Configure interface.


	2.	On the General tab, select an area in Area ID and click OK. 





(	To configure passwords for an interface


	1.	In Routing and RAS Admin, select OSPF by Bay Networks, right-click an interface, and click Configure interface.


	2.	On the General tab, in Area ID, select the area for which you want to configure a password.


	3.	Enter a password in Password and click OK. 


All passwords within an area must be the same. The default password is 12345678.





(	To configure a router to be an autonomous system boundary router


	1.	In Routing and RAS Admin, right-click OSPF by Bay Networks, then select Configure OSPF.


	2.	On the General tab, select the Enable autonomous system boundary router check box and click OK.





Install and Configure the DHCP Relay Agent


(	To install the DHCP relay agent on a router


	1.	In Routing and RAS Admin, right-click Summary under IP Routing, then select Add routing protocol.


	2.	In the Select Routing Protocol dialog box, select DHCP Relay Agent and click OK. 


	3.	In the DHCP Configuration dialog box, add the IP addresses of the DHCP servers you want to forward packets to. 





(	To configure the DHCP relay agent 


	1.	In Routing and RAS Admin, right-click DHCP Relay Agent under IP Routing, then select Add interface.


	2.	In the Select Interfaces for DHCP Relay Agent dialog box, select the interface to add.  





To configure your DHCP Server so that the clients on the network can use DHCP, refer to your DHCP documentation.


Additional Configuration Options


To access network resources by using NetBIOS or domain names, you must install a WINS or DNS name server. For more information, refer to your WINS or DNS documentation.


Testing the Corporate Network


Are the packets being routed correctly?


From a computer on each network, ping a computer on every other network. If you do not receive a reply from a network, the packets are not being routed correctly.


Is OSPF working correctly?


You can check the status of OSPF by opening the OSPF Neighbors dialog box or by viewing the OSPF link state database.


(	To check OSPF by opening OSPF Neighbors


	1.	In Routing and RAS Admin, right-click OSPF by Bay Networks and select View Neighbors.


	2.	In the OSPF Neighbors dialog box, the Neighbor ID column should contain OSPF routers on the same LAN or WAN and the States column should be marked as Full.





(	To check OSPF by viewing the OSPF link state database


	1.	In Routing and RAS Admin, right-click OSPF by Bay Networks and select View link state database. 


	2.	In the link state database, check the link ID of all the router link state advertisements and see all the routers in the same area with your router.





Are you routing to all networks?


On a router, view the IP routing table to make sure you are routing to all the networks. 





(	To see the IP routing table


(	In Routing and RAS Admin, right-click Static Routes under IP Routing and select View IP routing table.





For more information about using the ping utility, see Chapter 6, “Troubleshooting.” 


Branch Office Network


The corporate network scenario depicted a network that included branch offices. This scenario focuses on a typical branch office and how it can be configured.


A typical branch office network has the following characteristics:


(	One LAN segment


(	IP and IPX network protocols


(	Demand-dial or dedicated-link connectivity to the corporate office





See Figure 5.2 shows an example of this type of network.


	�


Figure 5.2 Branch office network


In this scenario, the Windows NT router must be configured with a network adapter for the media being used in the branch office (for example, Ethernet) and an ISDN device or analog modem for connection to the corporate office. A leased-link connection can be used to connect to the corporate office, but this discussion covers only demand-dial connections.


Planning Addresses on the Branch Office Network


For IP addressing, you assign the branch office network segment a network range of 254 addresses to enable potential growth. Assuming the branch office network is Network F in the corporate network scenario, it uses the address 172.16.128.0 for the network and 255.255.255.0 for the mask. (See Figure 5.1 and Table 5.2.)


The Windows NT router (Router 6 in Figure 5.1) is also configured with a RAS address pool as shown in the following table:


RAS pools�
Starting address of the pool�
Mask�
Number of addresses in the pool�
�
�
�
I (for router 6)�
172.16.129.128�
255.255.255.224�
32�
�



For IPX addressing, again assuming this is Network F in the corporate network scenario, the branch office IPX network number is 0x80000100. (See Table 5.3.)


Routing Protocols for the Branch Office Network


IP Routing


It is not necessary to use routing protocols to propagate IP routing information on small networks. Instead, you can configure static routes on the Windows NT router. See “Configuring the Branch Office Network” for an example of how to add a static route.


IPX Routing


If you use the IPX protocol, configure the Windows NT router for RIP and SAP. You can use static routes and services for IPX. However, the number of routes and services can be quite high because of the lack of route summarization (as in IP routes).


If you have many static routes to add, you can configure RIP and SAP on an interface to use auto-static updates. Auto-static updates enable the router to automatically send a request to get a list of routes from other routers and then convert the list into static routes. Note that you must select auto-static update mode on both sides of the connection, that is, configure the interface on each router. For more information on auto-static update mode, see Chapter 1, “Introduction to Routing with Routing and Remote Access Service,” or online Help.


Other Services on the Branch Office Network


You can use the DHCP Service for automatic configuration of IP addresses and other information on client computers. For the network depicted in Figure 5.2, the DHCP/BOOTP relay agent must be configured on the branch office Windows NT router. When the relay agent is used, client computers in the branch office can acquire addresses from the DHCP server on the corporate network. For information on setting up a DHCP server, refer to your DHCP server documentation.





Notes


In most cases, you do not need to use a relay agent on your router if you have a DHCP server on the branch office segment.


Using an ISDN line unnecessarily can be expensive. To prevent a demand-dial connection from initiating when local resources are accessed, install name servers in the branch office to enable local name resolution. The branch office name server must replicate with corporate name servers.





Configuring the Branch Office Network


Given this type of network, the media used within the network, and the services you need to provide, follow the steps outlined in the following sections to configure this network:


(	Install and configure the network adapter.


(	Install Routing and Remote Access Service.


(	Configure remote access devices.


(	Create a demand-dial interface.


(	Add an IP static route.


(	Install and configure the DHCP relay agent.


(	Install a WINS or DNS name server.





These steps are intended as a general guideline to setting up and testing a branch office network. You can find detailed procedures for these steps in the Routing and Remote Access Service online Help file, Mpradmin.hlp, or in Control.hlp, the Help file for Control Panel.


Install and Configure the Network Adapter


	1.	On the Windows NT router, install one network adapter .


	2.	Install the driver for the network adapter by using Network in Control Panel.


	3.	Configure the IP address on the network adapter by using Network in Control Panel.


On the Windows NT router, assign the address 172.16.128.1 to the network adapter connected to the branch office.





Install Routing and Remote Access Service 


Install Routing and Remote Access Service on the Windows NT router. The network adapter you have installed automatically appears as an interface in Routing and RAS Admin.


Configure Remote Access Devices


Install devices on the Windows NT router, then add and configure the devices by using Network in Control Panel.


(	To configure remote access devices


	1.	Install a modem or other remote access device to connect to the corporate office.


	2.	Configure the Routing and Remote Access Service by using Network in Control Panel to add modems, ISDN, or VPN devices and to define the RAS IP address pool.





Create a Demand-Dial Interface


On the Windows NT router, create a demand-dial interface to connect to the corporate network. For more information on creating a demand-dial interface, see “Demand-Dial Network” in Chapter 4, “Planning for Small-Scale Configurations.”


Add an IP Static Route


Add one IP static route to the Windows NT router.


(	To add an IP static route


	1.	In Routing and RAS Admin, right-click Static Routes under IP Routing, then select Add static route.


	2.	Add one static route to the branch office Windows NT router. The interface to use is the demand-dial interface that connects to the corporate network. 


For example:


Destination�
Mask�
Gateway�
Metric�
Interface�
�
�
�
0.0.0.0�
0.0.0.0�
First valid address of the RAS pool on remote  router.�
2�
Name of the demand-dial interface.�
�



This route specifies that if a packet is sent to a computer that is not on the branch office network, a demand-dial connection is made to the corporate office.


	3.	On the corporate router, add a static route in order to connect to the branch office.


For example:


Destination�
Mask�
Gateway�
Metric�
Interface�
�
�
�
172.16.128.0�
255.255.255.0�
The first usable address in RAS pool on remote router �
2�
Name of the demand-dial interface.�
�



	4.	Make sure that the corporate router (Router 5 in figure 5.1) is configured as an AS boundary router so that the static route is advertised to other OSPF routers.





Install and Configure the DHCP Relay Agent


To set up and configure DHCP on your network, you need to install the DHCP relay agent, configure your routers to use the relay agent, and configure your server to be used by your clients.


(	To install the DHCP relay agent


	1.	In Routing and RAS Admin, right-click Summary under IP Routing, then click Add routing protocol.


	2.	In the Select Routing Protocol dialog box, select DHCP Relay Agent and click OK. 


	3.	In the DHCP Configuration dialog box, add the IP addresses of the DHCP servers you want to forward packets to. 





(	To configure the DHCP relay agent 


	1.	In Routing and RAS Admin, right-click DHCP Relay Agent under IP Routing, then click Add interface.


	2.	In the Select Interfaces for DHCP Relay Agent dialog box, add the interface that connects to the clients that need IP addresses, then click OK.  


	3.	Repeat steps 1 and 2 to add the interface that connects to the DHCP server.





To configure your DHCP server so that the clients on the network can use DHCP, refer to your DHCP documentation.


Install a WINS or DNS Name Server


To gain access to network resources by using NetBIOS or domain names, you must install a WINS or DNS name server. For more information, refer to your WINS or DNS documentation.


Testing the Branch Office Network


From a computer in the branch office, ping a computer on the corporate network. If you receive a reply from that computer, the packets are being routed correctly.


For more information about using the ping utility, see Chapter 6, “Troubleshooting.”


Connecting a Branch Office by Using PPTP Tunnels (VPNs)


Currently, many branch offices are connected through leased lines to a corporate network. Leased lines across long distances can be expensive. Windows NT routing enables branch offices to connect to the corporate networks by using the Internet. In this model, a branch office has a dial-up connection to a local Internet service provider (ISP), and the branch office then makes a secure, encrypted tunnel across the Internet to the corporate network. This can result in cost savings because the dial-up line is local instead of long distance.


For more information about PPTP, see the Microsoft Web site at�http://www.microsoft.com/ntserver/info/morepptp.htm





Note


To establish the tunnel, the branch office router must know the IP address for the corporate network router.





Figure 5.3 shows an example of this type of network.





�


Figure 5.3   Connecting a branch office to the corporate network by using PPTP


In this scenario, the Windows NT branch office router makes a demand-dial PPTP connection to the Windows NT router on the corporate network.


The Windows NT branch office router must be configured with a network adapter for the medium being used in the branch office (for example, Ethernet) and an ISDN device or analog modem for connection to the ISP. A leased-link connection can be used to connect to the ISP, but this discussion covers only demand-dial connections.


Planning Addresses on the PPTP Connection


For IP addressing, to enable potential growth you assign a network range of 254 addresses to the branch office network segment (Network F in the corporate network scenario, see Figure 5.1). This network segment (Network F) uses the address of 172.16.128.0 for the network and 255.255.255.0 for the mask. (See Table 5.2.)


The branch office Windows NT router (Router 6 in Figure 5.1) is also configured with a RAS address pool as shown in the following table:


RAS pool�
Starting address of the pool�
Mask�
Number of addresses in the pool�
�
�
�
I (for router 6)�
172.16.129.128�
255.255.255.224�
32�
�



For IPX addressing, again assuming this is Network F in the corporate network scenario, the network segment IPX network number is 0x80000100. (See Table 5.3.)


Table 5.7 shows how to assign addresses to your PPTP-connected network. 


Table 5.7   IP Addresses for the PPTP Connection


Segment�
IP network�
Mask�
�
�
�
Branch office network�
172.16.128.0�
255.255.255.0�
�
Corporate office network�
172.16.1.6�
255.255.0.0�
�



Routing Protocols for the PPTP Connection


You must configure a static route for the connection to the ISP. You can then use RIP or OSPF (or static routes) for the connection to the corporate network, depending on which routing protocols are being run on that network.


For an example of how to add static routes, see “Configuring the PPTP Connection.”


Other Services on the PPTP Connection


You can use the DHCP Service for automatic configuration of IP addresses and other information on client computers. For the network depicted in Figure 5.3, the DHCP/BOOTP relay agent must be configured on the branch office Windows NT router. When the relay agent is used, client computers on the branch office network can acquire addresses from the DHCP server on Network B. For information on setting up a DHCP server, refer to your DHCP server documentation.





Note


You do not need to use a relay agent on your router if you have a DHCP server on the branch office segment.





Configuring the PPTP Connection


To configure a PPTP connection to the corporate network, you must create an interface for the ISP and an interface for the corporate router, and then create a static route for each interface. Follow the steps outlined in the following sections:


(	Install and configure network adapters.


(	Install the Routing and Remote Access Service.


(	Configure remote access devices.


(	Create demand-dial interfaces.


(	Add a filter to PPTP for security.


(	Add IP static routes.





These steps are intended as a general guideline to setting up a branch office PPTP connection to a corporate network. You can find detailed procedures for these steps in the Routing and Remote Access Service online Help file, Mpradmin.hlp, or in Control.hlp, the Help file for Control Panel.


Install and Configure Network Adapters


	1.	On the branch office Windows NT router, install one network adapter for the connection to the branch office.


	2.	Install the drivers for the network adapter by using Network in Control Panel.


	3.	Configure IP addresses on the network adapter by using Network in Control Panel.


For example: 


Router�
Network adapter connected to�
Address�
�
�
�
Branch office Windows NT router�
Branch office�
172.16.128.1�
�
Corporate office Windows NT router�
Corporate office�
172.16.1.6�
�
Address the corporate router uses to dial in to the Internet�
Internet�
172.16.11.1�
�



Install the Routing and Remote Access Service 


The network adapter you have installed automatically appears as an interface in Routing and RAS Admin.


Configure Remote Access Devices


Install devices on the Windows NT router, install PPTP, then add and configure devices by using Network in Control Panel.


(	To configure remote access devices


	1.	On the branch office Windows NT router, install a modem, ISDN device, or other remote access device to connect to the ISP.


	2.	Install the Point-to-Point Tunneling Protocol by using Network in Control Panel. 


	3.	Configure the Routing and Remote Access Service by using Network in Control Panel to add all remote access devices to the service. This includes modems, ISDN, and PPTP VPN devices.





Create Demand-Dial Interfaces


On the branch office Windows NT router, you must add two demand-dial interfaces: one for the modem or remote access device; and one for the PPTP VPN device.


(	To add a demand-dial interface


In Routing and RAS Admin, right-click LAN and Demand Dial Interfaces, then select Add Interface.


For more information on demand-dial connections, see “Demand-Dial Network” in Chapter 4, “Planning for Small-Scale Configurations.”





Note


When configuring the PPTP demand-dial interface, you must use the IP address of the PPTP server’s Internet interface and select the VPN device as the device to use when dialing. See Figure 5.4 for an example.





	�


Figure 5.4   Phone number and device to use when dialing a PPTP server





On the branch office Windows NT router, Routing and RAS Admin now displays three interfaces:


(	One for the network adapter for connecting to the branch office


(	One for the modem or remote access device for connecting to the ISP


(	One for PPTP for connecting to the PPTP server on the corporate network





Add a Filter to PPTP for Security


On the branch office Windows NT router, add security to your PPTP connection by adding a filter for the interface to the ISP. This allows only PPTP traffic on that interface. Also, place a filter on the interface of the PPTP server (the corporate network Windows NT router) to the Internet. 


For information on how to add filters, see “Adding PPTP Filters” in Chapter 3, “Administering Steelhead.”


Add IP Static Routes


Make the PPTP connection to the corporate network by adding two static routes: a route to the ISP, and a route to the PPTP server. 


(	To add static routes


	1.	In Routing and RAS Admin, right-click Static Routes under IP Routing, then select Add static route.


	2.	Add a static route to specify that if a packet’s destination is the corporate network, you must use the PPTP interface.


	3.	To call the PPTP server, add a static route with the following characteristics:


Destination�
Mask�
Gateway�
Metric�
Interface�
�
�
�
172.16.0.0�
255.255.0.0�
172.16.11.1 �
1�
PPTP to corporate network�
�



	4.	Add a second static route to specify that when a connection to the corporate router is needed, the way to get to it is through the ISP. 


	5.	To call the ISP, add another static route with the following characteristics:


Destination�
Mask�
Gateway�
Metric�
Interface�
�
�
�
172.16.11.1�
255.255.255.255�
You can add anything here. The interface is what is most important.�
2�
Connection to ISP�
�



You can then use RIP or OSPF on the router to learn about routes after the PPTP connection has been made.


The configuration described here enables the router that is sending any packets going to 172.16.1.6 (the corporate network) to first connect to the ISP and then connect to the corporate office PPTP server. After you add the interfaces and set up the static routes or routing protocols, you do not have to do any manual connections except during the testing process.


Testing the PPTP Connection


To test the PPTP connection, determine status by checking each of these conditions.


Are you connected to the ISP?


From the branch office Windows NT router, try to ping a resource on the Internet. (This will fail if PPTP filtering is enabled.)


Are you connected by PPTP to the corporate network?


	1.	On the branch office Windows NT router, click LAN and Demand Dial Interfaces.


	2.	Right-click the PPTP interface, then select Connect.


The branch office router should connect to the Windows NT router in New York. 


	3.	Ping a computer on the corporate network.





For more information about using the ping utility, see Chapter 6, “Troubleshooting.”
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