Chapter 6


Troubleshooting


This section contains troubleshooting information about general routing problems as well as problems with the Routing Information Protocol (RIP) and Open Shortest Path First (OSPF) protocol. This section also contains information about how to enable tracing in order to gather troubleshooting information, and how to use the ping command and read routing tables. 





Note


Routing and Remote Access Service running on Windows NT Server version 4.0 is also referred to as the Windows NT router.





Routing and Remote Access Service supports extensive tracing capability to help troubleshoot complex network problems. All components in Routing and Remote Access Service can be independently enabled to display tracing information in the command prompt window, or enabled to log tracing information to files. The tracing function must be enabled by changing settings in the Registry.





Important


Using a Registry editor (Regedit or Regedt32) to change a value can have unforeseen effects, including changes that can prevent you from starting your system.





You can use the following tools and recommendations if you are experiencing problems:


(	Enable tracing.


(	Follow the quick troubleshooting checklist.


(	Use the ping command.


(	Familiarize yourself with routing tables.


(	Follow the RIP troubleshooting checklist.


(	Follow the OSPF troubleshooting checklist.








Enabling Tracing


To enable console tracing, you must set the EnableConsoleTracing entry in the Registry to 1. (You can start file tracing without setting this entry.) This entry must be set to 1 before you start the router. You set the EnableConsoleTracing value entry in the Registry in the following key:


HKEY_LOCAL_MACHINE\System


	\CurrentControlSet


		\Services


			\Tracing





You can then enable tracing for each routing protocol by setting the Registry values described in this section. Tracing for routing protocols can be enabled and disabled while the router is running. Each routing protocol is capable of tracing and appears as a key (such as OSPF and RIPV2) under the following Registry key:


HKEY_LOCAL_MACHINE\System


	\CurrentControlSet


		\Services


			\Tracing





To enable tracing, configure these Registry entries under each protocol key, as described in the following sections:


(	EnableConsoleTracing


(	ConsoleTracingMask


(	EnableFileTracing


(	FileDirectory


(	FileTracingMask


(	MaxFileSize





EnableConsoleTracing     REG_DWORD     0x1


You enable console tracing (in a command prompt window on the router) by setting EnableConsoleTracing to 1. The default value is 0x0.


ConsoleTracingMask     REG_DWORD     0x0–0xFFFFFFFF


ConsoleTracingMask determines the extent of the tracing information displayed. A value of 0x0 indicates no information and 0xFFFFFFFF indicates maximum information. You can enable console tracing for multiple components at a time. Because there is only one console, each component is allocated a buffer inside the console. 





To change the buffer display, position the cursor in the console window and press ctrl+tab. If the tracing information scrolls too quickly in the console window, press the space key to stop the scrolling and then press space again to start scrolling.


EnableFileTracing     REG_DWORD     0x1


You can enable logging tracing information to a file by setting EnableFileTracing to 0x1. The default value is 0x0.


FileDirectory     REG_EXPAND_SZ     Path


You can change the default location by setting the FileDirectory value to the desired path. The filename for the log file will be the name of the component for which tracing is enabled. By default, the log files are placed in the Systemroot\Tracing directory.


FileTracingMask     REG_DWORD     LevelOfTracingInformationLogged


FileTracingMask determines the extent of the tracing information logged to the file. The default value of FileTracingMask is 0xFFFF0000.


MaxFileSize     REG_DWORD     SizeOfLogFile


You can change the size of the log file by setting different values for MaxFileSize. The default value is 0x10000 (64K)





Note


Tracing consumes system resources and should be used sparingly to help identify network problems. After the trace is captured or the problem is identified, you should immediately disable tracing. Do not leave tracing enabled on multiprocessor computers.


The tracing information can be complex and very detailed. Most of the time this information is useful only to Microsoft Product Support engineers or to network administrators who are very experienced with Routing and Remote Access Service.





Quick Troubleshooting Checklist


This section steps through some basic routing configuration problems. It is intended to help you quickly identify a routing problem. The order of the following checklist is from the most likely problem to the least likely problem:


(	Is Routing and Remote Access Service running?


(	Is the router receiving routes?





(	What protocols are you using and what interface are they enabled on?


(	Is your IP configuration correct?


(	Is your default gateway correctly configured?


If you cannot resolve your problem after completing these checks, you might have a problem with a specific routing protocol. See the “Troubleshooting RIP” and “Troubleshooting OSPF” sections for more information. 


Is Routing and Remote Access Service running?


First, make sure Routing and Remote Access Service is running.


(	To determine whether Routing and Remote Access Service is running


	1.	In Routing and RAS Admin, check to see whether the red stoplight on the toolbar is lit. (If it is lit, the green stoplight button will be gray.)


	2.	If the green stoplight is lit and the red stoplight button is gray, the router is not running. Click the green stoplight to start the router. 


	3.	If the router does not start, check the event log for error messages. 





Is the router receiving routes?


If Routing and Remote Access Service is running, check to see whether the router is receiving routes.


(	To determine whether the router is receiving routes


	1.	In Routing and RAS Admin, select Static Routes under IP Routing or IPX Routing.


	2.	On the Tools menu, click View Routing Table. 





In the routing table, the Protocol column shows how the route was learned. If the Protocol column lists RIP or OSPF (or anything other than Local), then the router is receiving routes.


For more information on the routing table, see “Understanding the Routing Table” in this chapter.





What protocols are you using and what interface are they enabled on?


In Routing and RAS Admin, click IP Routing or IPX Routing to see what protocols are installed. Then select a protocol to see what interfaces are using that protocol.


For an interface running OSPF, you must verify that OSPF is enabled on that interface.


(	To verify that OSPF is enabled


	1.	Right-click the interface, then click Configure interface. 


	2.	On the General tab, confirm that the Enable OSPF on this interface check box is selected.





Is your IP configuration correct?


Check that you are using the correct subnet mask for your environment. Obtain this information by using the ipconfig command. To verify, try to ping your neighboring routers.





Note


When routing in Windows NT, IP addresses for network adapters must be on different subnets. 





Is your default gateway correctly configured?


The backup gateway is used only if the primary gateway is down. The default gateway on additional network adapters should be left blank.


Make sure all the following are true for your backup gateway:


(	The default gateway must be a router on a subnet to which the computer running Windows NT is directly connected. To check the default gateway, type ipconfig at a command prompt.


(	You must use only one default gateway per computer. 


(	To configure a backup gateway, configure the TCP/IP protocol: In Network in Control Panel, on the IP Address tab, click Advanced. 








Using the Ping Command 


If you are having connectivity problems, you can use the ping command to check your desired destination IP address and record the results.


You can:


Ping your computer (by address, not host name) to determine that TCP is functioning. (The ping command does not verify that your network adapter is functioning.)


Ping your default gateway or next-hop router to determine whether the router is running.


Ping beyond the next-hop router. 





Table 6.1 shows some useful ping command options.


Table 6.�SEQ table�1�    Ping Command Options


Option�
Use�
�
�
�
-n Count �
Determines the number of echo requests to send. The default is 4, but can be increased by using this option.�
�
-l Size �
Enables you to adjust the size of the ICMP PING packet. This is useful to detect black hole routers. �
�
-f �
Sets the Do Not Fragment bit on the ICMP PING packet. This is used along with the -l option to detect black hole routers.�
�
(	To check connectivity by using the ping command 


	1.	At the command prompt, type ping and the IP address you want to reach. 


Your Command Prompt window will look similar to Figure 6.1 





A response of “Destination net unreachable” means there was no route to the destination. Check the routing table on the router listed in the “Reply from” address in the “Destination net unreachable” message. (For more information on the routing table, see the section, “Understanding the Routing Table.”)


	�


Figure 6.1   Results of ping command


A response of “Request timed out” means that there was no response to the ping in the default time period (about 1.5 seconds). The host might be down or there might not be a route back to you. To determine which is true, you can physically verify that the host is running, or check connectivity through another protocol. If the host is running, check for a return route by viewing the default gateway and local route table. 


	2.	Use the tracert command to find at what router hop the ping is failing. 


To receive information about the tracert command, type tracert -? at the command prompt.


The most common use of tracert is to type 


tracert Computername [-d]


This returns a list of the routers it takes to get to Computername. Using the -d option with tracert makes the return faster because the computer does not try to resolve the names of the routers in the path.








Understanding the Routing Table


To troubleshoot routing, you must understand the routing table. Every computer that runs TCP/IP makes routing decisions that are controlled by the routing table.


(	To display the routing table


	1.	In Routing and RAS Admin, click Static Routes under IP Routing or IPX Routing.


	2.	On the Tools menu, click View Routing Table. 


Figure 6.2 shows an example of a routing table. The list following the figure describes the information in each column of the routing table. 


	�


Figure 6.2   A routing table


(	Destination


This is the destination, host, subnet address, network address, or default gateway. The destination for a default route is 0.0.0.0.


(	Network mask


The network mask is used in conjunction with the destination to determine when a route will be used. For example, a host route has a mask of 255.255.255.255, a default route has a mask of  0.0.0.0, and a subnet or network route will have a mask between these two extremes. 


The mask of 255.255.255.255 means that only an exact match of the Destination uses this route. The mask of 0.0.0.0 means that any destination can use this route. When the mask is written in binary, a “1” is significant (must match) and a “0” means it does not need to match.





For another example, say the destination 172.16.8.0 has a network mask of 255.255.248.0. This network mask means that the first two octets must match exactly, the first five bits of the third octet must match (248=11111000) and the last octet does not matter. The third octet of 172.16.8.0 — that is, 8 — equals 00001000 in binary. Without changing the first five bits (the masked-off portion shown in bold), we can go up to 15, or 00001111 in binary. So a route with a destination of 172.16.8.0 and a mask of 255.255.248.0 applies to all packets destined for 172.16.8.0 to 172.16.15.255.


(	Gateway


The Gateway value is the IP address of the next router where this packet needs to be sent. The gateway must be directly reachable by this router. That is, they must share a common LAN or WAN link. Note that the gateway address on a point-to-point link is configured but not used. The interface is what is important on a point-to-point link.


(	Interface


The Interface value indicates the LAN or demand-dial interface that is to be used to reach the next router.


(	Metric


The Metric value indicates the number of router hops to the destination, or the “cost” of the route. This is used by the router to choose the best route.


(	Protocol


The Protocol value shows how the route was learned. If the Protocol column lists RIP, OSPF, or anything other than Local, then the router is receiving routes.


Troubleshooting Routing Information Protocol for IP


The following steps check possible configuration problems with Routing Information Protocol for Internet Protocol (RIP for IP). All the options mentioned in these steps are configured per-interface.


(	Is RIP version 2 using broadcast?


(	Do authentication passwords match?


(	Are you accepting and announcing routes correctly?


(	Are host and default routes being propagated correctly?


(	Do links that don’t use demand dial use multicast?


(	Are you manually updating routes for Auto-static RIP?








(	To configure these options


	1.	Select RIP for IP and then right-click the interface.


	2.	Click Configure interface.





Is RIP Version 2 using broadcast?


If you have a mixed environment of RIP version 1 and RIP version 2, on the General tab ensure that RIP version 2 is using broadcast instead of multicast. 


Do authentication passwords match?


If you have selected the Enable authentication check box on the General tab, make sure that the password specified in Password is the same as the password on the router receiving packets from this interface. 


By default, authentication is off.


Are you accepting and announcing routes correctly?


On the Security tab, ensure that you are accepting routes and announcing routes correctly. 


By default, all routes are accepted and announced. 


Are host and default routes being propagated correctly?


If host routes or default routes are not being propagated as you expect, change settings on the Advanced tab. 


By default, host and default routes are not sent or accepted. 


Do links that don’t use demand dial use multicast?


If RIP does not learn routes over a demand-dial link, use multicast instead of broadcast. This is because demand-dial links can have endpoints on different subnets where broadcast RIP requests cannot be heard.


Are you manually updating routes for Auto-static RIP?


When you use Auto-static RIP on a demand-dial interface, the first time you make a connection you must manually update routes. 





(	To manually update routes


	1.	Under IP Routing, click Summary .


	2.	Right-click the demand-dial interface, then click Update routes.





You must also update routes manually on the other router for the corresponding interface. The routes then appear under Static Routes.


Troubleshooting OSPF


When you use OSPF as your routing protocol, it is important to establish adjacencies. An adjacency is established when the link state databases of neighboring routers are fully synchronized. This section provides troubleshooting ideas for OSPF routers that are not able to establish an adjacency. 


Check for these configuration problems in this order:


(	Is your router connected?


(	Is logging level set high enough?


(	Are passwords enabled?


(	Do authentication passwords match?


(	Do hello and dead intervals match?


(	Are ABRs on the backbone?


(	Are NBMA neighbors manually configured?


(	Are NBMA router priorities set correctly?


(	Are area IDs set correctly?





Is your router connected?


Ping the neighboring router to ensure basic network connectivity.


Is logging level set high enough?


If you need to increase the amount of information logged in Event Viewer, you can use configuration options in Routing and Remote Access Service. 





(	To increase logging


	1.	Under IP Routing, right-click OSPF by Bay Networks. 


	2.	Select Configure OSPF. 


	3.	On the General tab, select the Log the maximum amount of information option. 





Are passwords enabled?


You should enable or disable passwords for an entire area. To do this, follow the procedure in this section on each router in an area.


By default, Routing and Remote Access Service OSPF routers enable authentication. The default password is 12345678.


(	To enable passwords for each router in an area


	1.	Under IP Routing, right-click OSPF by Bay Networks and select Configure OSPF. 


	2.	On the Areas tab, select an area and click Configure. 


	3.	On the General tab, select the Enable clear-text password option.





Do authentication passwords match?


Authentication must match on all neighboring OSPF routers. Therefore, within an area, any routers that are on the same network must use the same password. To do this, follow the procedure in this section for each interface.


(	To configure the password on each interface


	1.	Under IP Routing, click OSPF by Bay Networks and then right-click an interface.


	2.	Select Configure interface. 


	3.	On the General tab, configure the password. 





Do hello and dead intervals match?


Be sure that the hello and dead intervals match the hello and dead intervals of neighboring OSPF routers. These intervals are configured on a per-interface basis by using the Advanced tab. 


By default, the hello interval is 10 seconds and the dead interval is 40 seconds.





Are ABRs on the backbone?


Be sure that area border routers (ABRs) are on the backbone: 0.0.0.0. Area border routers are routers that are part of two or more different OSPF areas. An ABR does not have to be physically on the backbone if a virtual link has been created that attaches it to the backbone. Virtual links are configured globally by using the Virtual Interfaces tab. When you configure the virtual interface, specify the router that is the endpoint of the virtual link by typing the router ID (not an IP address).


Are NBMA neighbors manually configured?


If the routers are on a nonbroadcast multiaccess (NBMA) network, such as X.25 or Frame Relay, their neighbors must be manually configured because neighbors cannot be found by using multicast. Neighbors are configured on a per-interface basis by using the Neighbors tab. Each neighbor must be listed by its IP interface address on the network.


Are NBMA router priorities set correctly?


If an NBMA network, such as X.25 or Frame Relay, is in a hub-and-spoke configuration, be sure to set the router priority on spoke routers to 0, and on the hub router to 1 or greater. A router priority of 0 means that the router cannot become a designated router (DR). The hub router must be the DR because it is the only router that can communicate directly with all other routers. The router priority default is 1. You set it on a per-interface basis by using the General tab.


On broadcast networks (Token Ring, Ethernet, FDDI) or NBMA networks (X.25, Frame Relay), be sure that no routers have a priority of 0. To become the designated router, at least one router must have a priority of 1 or greater.


Are area IDs set correctly?


Be sure neighboring routers are configured correctly with the same area ID. Also, all routers must agree about whether the area is a stub area.





Troubleshooting IPX


Check to see that your IPX configuration is correct by verifying that you are using the correct network number and frame type for your environment and that you have a unique internal network number configured for your environment. Obtain this information by using ipxroute config.


You can then check your RIP and SAP configurations for more specific problems.


Troubleshooting RIP and SAP for IPX 


The following steps check possible configuration problems with RIP and SAP for IPX. If these problems exist, the router might fail to learn routes or to propagate routes to other routers or clients.


Check for these configuration problems in this order:


(	Check the state of an interface


(	Is the protocol enabled on the interface?


(	Is the update interval correct?


(	Are filters properly set?


(	Are you manually updating routes for auto-static RIP?


Check the state of an interface


You can select an interface and check to see if the interface is enabled and if the network is operational. 


(	To check the state of an interface


	1.	Under IPX Routing, select Summary and select an interface.


	2.	Check the values under the Administrative State and Operational State column headings. 


	3.	The Administrative State for an interface should be Enabled.


	4.	The Operational State for an interface should be Up.





Is the protocol enabled on the interface?


Depending on which protocol you are using, you must have RIP for IPX or SAP for IPX enabled on the interface before routes and advertisements can be routed over the interface. You must also configure the interface to advertise and accept routes or services.





(	To enable RIP on an interface


	1.	Under IPX Routing, select RIP for IPX and right-click an interface.


	2.	Select Configure interface. 


	3.	On the General tab, select the Enable RIP On this Interface check box.


	4.	Select the Advertise Routes check box.


	5.	Select the Accept Route Advertisements check box and then click OK.





(	To enable SAP on an interface


	1.	Under IPX Routing, select SAP for IPX and right-click an interface.


	2.	Select Configure interface. 


	3.	On the General tab, select the Enable SAP On this Interface check box.


	4.	Select the Advertise Services check box.


	5.	Select the Accept Service Advertisements check box and then click OK.





Is the update interval correct?


For LAN interfaces, ensure that the update mode is set to standard and that the update intervals are the same for routers on the same network segments. By default, Update Interval is set at 60 seconds and Aging Interval Multiplier is set at 3 multiplied by the value of Update Interval.


(	To set the update interval


	1.	Under IPX Routing, select RIP for IPX or SAP for IPX and right-click a LAN interface.


	2.	Select Configure interface. 


	3.	On the General tab, in Update Mode, select the Standard option.


	4.	Make sure that the values for Update Interval and Aging Interval Multiplier are the same for all the routers on the network.





Are filters properly set?


Make sure input and output filters are properly set either to filter out unwanted routes or services, or to allow desired routes or services.





(	To set input and output filters


	1.	Under IPX Routing, select RIP for IPX or SAP for IPX and right-click an interface.


	2.	Select Configure interface. 


	3.	On the General tab, click Input Filters or Output Filters.


	4.	Configure filters to permit or deny routes or services that you specify.





Are you manually updating routes for Auto-static RIP?


When using Auto-static RIP on a demand-dial interface, the first time you make a connection you must manually update routes. 


(	To manually update routes


	1.	Under IPX Routing, select Summary.


	2.	Right-click the demand-dial interface, then click Update routes. 





You must also update routes manually on the other router for the corresponding interface. The routes then appear under Static Routes. (Update routes will update IPX RIP as well as IPX SAP.)


Using the Ipxping Command


If you are having connectivity problems, you can use the ipxping command to check connectivity to your desired Routing and Remote Access Service router, and then to record the results. 


Before you can use the ipxping command, you must start the ipxping service on the Windows NT router. 





Note


You can use ipxping on any Windows NT computer, just copy ipxping.exe to the computer and start the IPX Ping Service on the remote router.





(	To start the ipxping service


(	At the command prompt, type net start ipxping�-or-�In Services in Control Panel, select IPX Ping Service, then click Start. 


The default startup setting is Manual.








To specify the ipxping utility, use the following syntax.


ipxping NetworkNumber.NodeNumber


NetworkNumber


The 8-bit hexadecimal internal network number of the router. This can also be the name of the router if you are using a WINS or DNS name server to resolve names on the network. This number is unique for every multihomed computer.


NodeNumber


All services (eg, file, printing, ipxping, etc) on the Windows NT router are in essence running in the internal network with only a single node. This node is designated as 0x000000000001. This number is the same for every computer. See below for an example of how to use ipxping.


Table 6.3 shows some useful ipxping options.


Table 6.3    Ipxping Command Options


�
�
Option�
Use�
�
�
�
-n Count �
Determines the number of IPX ping packets to send. The default is 5, but the value can be increased by using this option.�
�
-l Size �
Enables you to adjust the size of the IPX packet. This is useful to determine the maximum IPX data size from the host to the router.�
�
Example of how to use the ipxping command


This section shows an example of the command and the expected outcome.


At a command prompt window type:


C:\>ipxping indy500


Or type:


C:\>ipxping F0261525.000000000001


The results on the screen show:


Pinging F0261525.000000000001 with 32 bytes of data.





Reply from F0261525.000000000001: bytes=32 time=10.


Reply from F0261525.000000000001: bytes=32 time=0.


Reply from F0261525.000000000001: bytes=32 time=0.


Reply from F0261525.000000000001: bytes=32 time=10.


Reply from F0261525.000000000001: bytes=32 time=0.


�
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