Microsoft FrontPage 1.1 and �Internet Information Server Version 2.0:�How To, Security, Troubleshooting, and Product Support Notes





Introduction


This document contains additional information to help you use Microsoft FrontPage with the Internet Information Server (IIS) that comes with Windows NT Server.  There are four main sections:


How To


This section describes common usage scenarios related to access control and how to handle them with FrontPage and Windows NT.


Security Notes


This section contains a few pointers about how some FrontPage WebBot components work, and using FrontPage on a FAT file system.


Troubleshooting


This section describes tips for tracking down any problems you might have in using FrontPage and IIS, and explains how to fix these issues.


Product Support


This section describes the product support offerings available through Microsoft AnswerPoint.





Additional information on using FrontPage and IIS can be found in the Microsoft Online Support pages available on http://www.microsoft.com/support/products/office/frontpage.htm.


How To


Restrict Browse Access to a Web


If you want to restrict access to a web, create a local Windows NT group for the web's end users, or use a group that is already on the Windows NT system. In the FrontPage Explorer, choose the Permissions command from the Tools menu. In the End Users tab of the Web Permissions dialog box, select "Registered users only." Then, remove all Windows NT groups that have the IIS anonymous logon user (IUSR_<machine_name>). Add the end user group you created and click OK. Then, to update who has browse access to the web, update the users and groups in the Windows NT user group, using the Windows NT User Manager.


Allow anyone onto your web


Adding the Anonymous user, or adding a group containing the Anonymous user, to the list of users on a web allows all users access to that web.





NOTE: You must use the same password for the IUSR_<machine_name> account in the Windows NT User Manager, and in the Internet Service Manager’s WWW Service Property page.


Give Access to Users from Other Domains


To add administrators, authors, or end users (or groups of administrators, authors, or end users) from domains that are outside of the local host's domain, you must add the users or groups using the Windows NT User Manager, so that they have the “Log on Locally” right.





To do this, open the Windows NT User Manager. Select the local domain. Select User Rights from the Policies menu. From the Rights drop down text box select “Log on Locally.”  Scroll down the Grant To field to see if your user or group you want to add is listed.  If the group is not listed, add it using the Add button.


Allow access to webs without requiring user names and passwords


Check the Allow Anonymous box in the Internet Service Manager's WWW Service Properties dialog box. (See Security Issues, below.)


Control Which List of Users is Displayed in the Tools Permissions Dialog


You can control which users and groups can be added to the lists of authors and end-users in the FrontPage Explorer's Permissions dialog on the Tools menu. To do this, open the frontpg.ini file, and under the [Port N]  section, where N is the port number for the IIS server, add the  following variables to modify the contents of the list of users and  groups.





GroupsOnly=1


        List only groups (no users).


UsersOnly=1


        List only users (no groups).


LocalComputerOnly=1


        List only the users and/or groups from the local computer, 


        instead of from the local computer and the primary domain.


ListDomains=DOMAIN1 DOMAIN2 DOMAIN3


        List users and/or groups from domains listed here as well as 


        from the local computer and the primary domain. The list of 


        domains should be space-separated.





Setting both GroupsOnly and UsersOnly to 1 defaults to listing only groups (no users).








Security Notes


WebBot Save Result Component Has Unprotected Output File





Save Results bots produced by FrontPage wizards place their output files in the _private directory of the web. Because end users of a web on an Internet Information Server must have access to these 


files to write to them, they also have access to browse to them. Therefore, an end user who guesses the name of the output file can have access to the results of your form.





Note that the name of the output file is not listed anywhere that an end user can see, nor is it possible for an end user to list the files in the _private directory.





To work around this potential problem, change the location of the Save Results bot's output. Open the Form Properties dialog box. Click the Settings button. In the File For Results field of the Save Results 


Bot tab, change the output file or page. To keep the results within the web, use the root web's _vti_log directory. No one (including authors and administrators) can browse to this directory. To save the 


results to a file, supply the absolute filename of a file that is writeable by end users of the web.





No Access Control Under FAT File System


Under the FAT system, all access control is turned off. However, all FrontPage administrators are required to be Windows NT administrators. This level of access control is still enforced because FrontPage administrators update the server's configuration, which requires Windows NT Administrator privileges. If you try to do a FrontPage administrator operation and you are not a Windows NT Administrator, you will get a message that ends with "Error Code 5." 





When authoring a web under the FAT system, you should turn off the “Allow Anonymous” option in the Web Services Properties dialog box in the Internet Service Manager. This forces authors to log on to create and edit documents.





When you have finished authoring the web, turn Allow Anonymous back on in the Web Services Properties dialog box in the Internet Service Manager. This enables users to browse the web without authorization. 





To protect your web from authoring while it is in this state, use the FrontPage Server Administrator to disable authoring. Open the FrontPage Server Administrator, click Authoring, click OK to disable


it, and click Close to close the FrontPage Server Administrator.





Troubleshooting


Can’t Log on to Open a FrontPage Web


If you aren’t being recognized as a valid user on the web site, trying specifying domain\account_name instead of just account_name in the logon dialog in FrontPage.





If that doesn’t work, make sure the permissions are properly set for that user, including that the user actually is a registered author, administrator, or end user, with “Log on Locally” rights.


Opening a Web That Is Not On the Primary Domain Controller


When using the FrontPage Explorer to open a web from an Internet Information Server that is not on the machine that is the primary domain controller for your user name, the Internet Information Server 


requires that you enter domain\username as your user name. This limitation also affects browsers.  By using the registry key:





HKEY_ LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Services\ W3SVC\ Parameters\ DefaultLogonDomain={domain name} 





you can specify the default log on domain that validates a clear-text log on when no domain is specified in the user name field.


Server Authentication Not Properly Configured


If you receive the following error message when attempting to open a web:





"Unable to complete transaction - the server requested authentication information (userid/password) using an authentication scheme (ntlm) that is unsupported by this tool."





You have not selected the Basic password authentication option in the Internet Service Manager. To do this, run the Internet Service Manager. Select WWW service and choose Properties: Service Properties.


Select the Service tab. In the Password Authentication section, check Basic (Clear Text).





Error 5 When Using the FrontPage Explorer


If you try to do a FrontPage administrator operation, such as creating a web, and IIS is running on the FAT file system or on NTFS with Access Control disabled, an error message ending in "Error 5" indicates one of the following two problems:





- You did not turn off Allow Anonymous in the Web Services Properties dialog box in the Internet Service Manager.





- You are currently logged in under an account that does not have Windows NT administrator privileges on the IIS host machine. To log on as an administrator, quit FrontPage to flush the password cache and then reconnect to the server using a Windows NT administrator user name and password.





Error 500 When Using the FrontPage Explorer


If, after supplying your name and password to the FrontPage Explorer, an error message beginning with "500" appears, it indicates one of the following two conditions:





- You are logging in from a domain that is not recognized by the IIS host machine.





- You are logging in from a domain that is recognized, but you do not have privileges on the IIS host machine.


Could Not Bind To Port 80


If, the following message is displayed:





"httpd: could not bind to port 80"





You are trying to start the FrontPage Personal Web Server while another server (like the Internet Information Server) is running on port 80.





WebBot Registration Component Not Working


The User Registration Page template, the WebBot Registration component, and in general, the “on the fly” registration of new users through the web browser is not supported by the FrontPage Server Extensions for IIS.





Microsoft AnswerPoint


In the event you cannot install or have a technical question about Microsoft® FrontPage(, please refer to the support offerings below. Microsoft's support offerings range from no-cost and low-cost online information services (available 24 hours a day, 7 days a week) to annual support plans. You can also check the Technical Support section in online Help for additional information.





Microsoft support services are subject to Microsoft's then-current prices, terms, and conditions, which are subject to change without notice.





Information Services


AnswerPoint Information Services provides you with easy access to the latest technical and support information for Microsoft products. You can access a variety of low and no cost Information Services 24 hours a day, 365 days a year. Many of the AnswerPoint Information Services make reference to the following technical content: 


Microsoft Frequently Asked Questions (FAQ): Here you will find quick answers to the most common technical issues on using your favorite Microsoft product. 


Microsoft Software Library: The Microsoft Software Library contains hundreds of free software add-ons, bug fixes, peripheral drivers, software updates, and programming aids for easy downloading at your convenience. 


Microsoft Knowledge Base: The Microsoft Knowledge Base is the same database that Microsoft support engineers use to answer technical questions. It is a comprehensive collection of more than 70,000 detailed articles with technical information about Microsoft products, bug and fix lists, and answers to commonly asked technical questions. 





Internet services (World Wide Web and FTP sites): Access the Microsoft FAQ, Microsoft Software Library, and Microsoft Knowledge Base on our Internet sites. Additional information, such as resource kits, white papers, and the latest information about Microsoft products is also readily available. It's easy to search through these technical sources to find what you need. If you're an Internet user, you can access this no-charge information (connect charges may apply) at the following locations: 


The World Wide Web site is located at http://www.microsoft.com


The FTP site is located at ftp.microsoft.com





The Microsoft Network (MSN) and other online services: You can access the Microsoft Knowledge Base and the Microsoft Software Library through MSN and other online services. Additional technical information and community services, such as the Microsoft Frequently Asked Questions, Member-to-Member Bulletin Board Services and links to the World Wide Web, are available on MSN. To access Microsoft support services on MSN, choose Go To Other Location from the Edit menu and type MSSUPPORT. 





Microsoft TechNet: Microsoft TechNet is the front-line resource for fast complete answers to technical questions on Microsoft desktop and systems products. From crucial data on client/server and workgroup computing, systems platforms, and database products, to the latest on support for Microsoft Windows and Macintosh®-based applications, it's all on Microsoft TechNet. Microsoft TechNet is $299 annually for a single user license, or $699 annually for a single-server, unlimited-users license. To subscribe to Microsoft TechNet, call (800) 344-2121. 





Microsoft Developer Network Library (MSDN): The Microsoft Developer Network Library is the comprehensive source of programming information and toolkits for those who write applications for the Microsoft Windows, Windows 95, and Windows NT operating systems, or use Microsoft products for development purposes. Members with an MSDN annual subscription are kept up-to-date through regular deliveries of information, a newsletter, and other information sources. To subscribe to the Microsoft Developer Network, call (800) 759-5474. 





Microsoft Download Service (MSDL): The Microsoft Download Service contains sample programs, device drivers, patches, software updates, and programming aids. Direct modem access to MSDL is available by dialing (206) 936-6735. The service is available 24 hours a day, 365 days a year. Connect information: 1200, 2400, 9600, or 14400 baud, no parity, 8 data bits, and 1 stop bit. 


Microsoft FastTips: This automated service provides quick answers to your common technical questions via an automated toll-free telephone number, fax, or mail. To access FastTips or to receive a map and catalog, call the FastTips number listed for your product of interest:





Desktop applications:	(800) 936-4100	Development products:	(800) 936-4300


Personal Systems products:	(800) 936-4200	Business Systems:	(800) 936-4400





Per-Incident Electronic Service Requests: This service is available to Premier, Priority Comprehensive 35 and 75, and Priority Developer 35 customers. You can directly submit electronic service requests to Microsoft support engineers who receive the requests and work with you to resolve your technical problem. This capability also allows you to access Microsoft support information to maintain and troubleshoot your Microsoft products independently. 





Standard Support


In the United States, unlimited no-charge support from Microsoft support engineers is available on FrontPage usability issues such as Setup, FrontPage usage, and troubleshooting error messages via a toll call between 6:00 A.M. and 6:00 P.M. Pacific time, Monday through Friday, excluding holidays.   


Questions involving HTML code, 3rd party server extensions, or other development-related issues will receive up to two no-charge incidents for the current version.





In the United States call (206) 635-7088.





When you call, you should be at your computer and have the appropriate product documentation at hand. Be prepared to give the following information:


The version number of the Microsoft product that you are using


The type of hardware that you are using, including network hardware, if applicable


The exact wording of any messages that appeared on your screen


A description of what happened and what you were doing at the time


A description of how you tried to solve the problem





Priority Support


Microsoft AnswerPoint offers priority telephone access to Microsoft support engineers 24 hours a day, 7 days a week, excluding holidays, in the U.S.





In the United States, call (900) 555-2020; $55 (U.S.) per incident. Charges appear on your telephone bill.





Text Telephone


Microsoft text telephone (TT/TDD) services are available for the deaf or hard-of-hearing. In the United States, using a TT/TDD modem, dial (206) 635-4948. In Canada, using a TT/TDD modem, dial (905) 568-9641.


Product Support Worldwide


For information on Microsoft subsidiary offices and the countries they serve, refer to the Technical Support section in online Help or the Microsoft World Wide Web site at http://www.microsoft.com. If there is no Microsoft office in your country, please contact the establishment from which you purchased your Microsoft product.





