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Introduction


This manual should provide sufficient material for an operator of the MARS subsea network system to maintain and control the system. 


To avoid having to revise many documents for one small change, whenever possible this document will provide general instruction and refer the reader to a second canonical engineering document for specific details.  Engineering drawings or documents should always be considered canonical, though every attempt will be made to keep this document up-to-date.  


Similarly, whenever possible the reader will be referred to a vendor manual or data sheet rather than having general vendor documentation included here.
 
Concept of Operations

Each of the eight science ports on the MARS submarine node provides power and a 1000Mbs copper Ethernet connection.  The MARS Data Communications Subsystem (DCS) is responsible for carrying those 8 science Ethernet links, as well as Ethernet from within the node itself, to shore and the Internet.  The DCS can be broken into roughly three parts, each of which gets a large section of this manual:

1. The shore-to-sea Ethernet connection is the backbone which connects the node network to the shore network, and then to the internet as a whole.  It uses off-the-shelf fiber-optic telecommunications equipment to put four redundant Gigabit Ethernet links across four fibers in the subsea cable.
2. The out-of-band channel (OBC) is a proprietary high-reliability, low-speed communications link which uses the other four fibers in the subsea cable to provide an always-on command and control link to the node.  Should the backbone Ethernet connection fail, the OBC can be used to diagnose and restart the connection.
3. The network.  The shore-to-sea Ethernet backbone is just one element in a larger Ethernet network designed to provide reliable high-speed links between subsea and shore elements and to the internet as a whole.
The Network

A sketch of the overall MARS Ethernet network is shown below.  The details of the shore-to-sea link are kept very simple, as the system is covered in much greater detail in its own section.
As with the shore-to-sea link itself, the network is defined by the two Cisco 3750 switches at each end of the subsea cable.  The switches operate in a stacked mode such that the pair of switches on each end operate like a single entity for management purposes, but one can take over for the other in the event of a failure.  The two stacks communicate are physically linked through the fiber optics in the subsea cable, and from an Ethernet point of view they are joined by a redundant Etherchannel with 4 gigabit connections between the two.  Note that the connections are set up such that each switch on one end has a direct connection to both switches on the other, providing a degree of redundancy.


The DCS is designed to operate behind the firewall in the private class A subnet (10.x.x.x).
   It further subdivides that space into a number of class B subnets:

	Subnet
	Purpose

	10.91.x.x
	Shore

	10.1.x.x
	Subsea node #1


The space is designed as such to allow for 10.2.x.x to be the second subsea node, etc.


At the subsea end this IP space is further divided as follows:
	Subnet
	Purpose

	10.1.128.x
	Network internal to the node

	10.1.11.x
	Science port one

	10.1.12.x
	Science port two

	…
	

	10.1.18.x
	Science port eight

	10.1.254.x
	Shore-to-sea link


Such that each science port, and the equipment inside the node have a whole class C subnet (255 addresses) available.  This would allow, for example, a science package to have an internal hub or switch and multiple Ethernet clients.
A similar division is made on the shore side:

	Subnet
	Purpose

	10.1.4.x
	Science servers

	10.1.128.x
	MARS infrastructure (system servers, management equipment).  Also the uplink to the outside world.


As designed, there’s quite a bit of additional network numbering space left over, so the network plan can be expanded as required.  At any point in time, the authoritative IP address map is held in document number XXX, the MARS IP Network Master List.
Science Node Networking

Each of the eight node science ports has a dedicated subnet as listed above.  When adding network hosts to a science network, it should be set up with an IP address of 10.1.xx.yyy where xx is 11-18 as appropriate (11 = science port 1, 12 = science port 2, etc), and yyy is any value from 2-254.  Science packages should set their gateway to 10.1.xx.1.

Timing

The time basis for the system is a network time server from Unison Technologies which derives its time from GPS.  This unit provides an accurate time signal over the Ethernet (via the NTP protocol).  The NTP signal is propagated to the subsea nodes over the Ethernet network.
The Shore-to-Sea Ethernet Link Subsystem

Despite the high number of components, the Ethernet subsystem of the DCS is relatively simple.  The backbone of the system consists of the cable itself and the networking equipment attached to each end (Figure 1).
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Figure 1.  The backbone of the DCS

As designed, the DCS backbone is actually roughly symmetrical.  At each end is a stacked pair of Cisco 3750 routers.  Individually, each router provides 24 1000Mbs copper Ethernet ports and 4 1000Mbs expansion ports (so-called SFP ports).  By stacking the routers each pair essentially becomes one large router, which can be administrated as a unit.  It also means one router can be programmed to take over the functions of the other should it fail
.  On the subsea side, the routers connect to the other electronics in the node, and to the eight science ports.  On the shore side, the routers connect to MARS infrastructure servers, servers dedicated to particular science users, and to the greater Internet
.


The gigabit ports on each end essentially connect with each other through a set of converters, amplifiers and transceivers which put the four gigabit channels onto two pairs of fibers (each pair contains a transmit fiber and a receive fiber, for a total of four fibers).  For simplicity, one fiber pair is referred to as “East” and the other as “West.”

Starting from the shore end, each Cisco router has two Gigabit fiber transceivers installed in it.  Each fiber link actually uses two fibers, one for transmit and a second for receive.   The fiber links from a given router go to a Network Electronics optical switch/multiplexer.  This unit performs three main functions.  First, it takes the two transmit signals from the two links on a Cisco, and changes their frequency, moving one from 1310nm to 1558.98nm and the other from 1310nm to 1555.75nm.  Then these two optical signals can be combined onto a single fiber in the second function, multiplexing.  This technique, called DWDM (dense wavelength division multiplexing) allows essentially two separate optical links to be run on a single fiber.  On the receive end, the Network Electronics equipment take the combined optical signal and splits it back into its constituent signals.  (surprisingly, it does not appear these signals, which are still at 1555.75nm and 1558.98nm, need to be frequency shifted back to 1310nm to be read by the Cisco).  Since each Cisco router and Network Electronics rack is dedicated to a single pair of fibers, they are also referred to as “East” and “West.”

On the subsea end, the reverse happens.  The incoming data is demultiplexed by a Network electronics box and goes to the Ciscos.  There are two minor differences on the subsea end, however.  First, the optical transceivers on the Cisco routers will not work properly in the Fluorinert-filled “wet” section of the housing, so commercial Ethernet converters are used to convert the optical signal to copper Gigabit Ethernet, which then goes through the bulkhead and to the routers.  

Also, on the wet end, the two channels coming from each NE split so one channel from each goes to each Cisco (see diagram).  This ensures there is one direct end to end link from each shoreside router to each seaside router.  As such, all of the fiber handling equipment on the subsea node can also be divided into “East” and “West”, but the Cisco routers don’t naturally follow that division.
Amplification

In addition to the system described above, there is one final system component.  An erbium-doped fiber amplifier (EDFA) is used to boost signals for transmission across the subsea cable.  However, the system is built asymmetrically for testing, so there are some details to watch out for. 


On the west side, the EDFAs are used to boost the signal before is enters the subsea cable (Figure 2), in a so-called post-amplification setup.
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Figure 2.  Post amplification.

On the east side, however, the EDFAs are used to boost the signals on the receiving end before they are demultiplexed (Figure 3), in a so-called pre-amplification setup.


[image: image3.emf]Transmit Receive

Receive Transmit

EDFA

EDFA


Figure 3.  Pre amplification.

As designed, the system will provide valuable information about the applicability of both amplification methods to future cabled systems.
The Big Picture
With the details out of the way, here is a more detailed illustration of the network layout.  There are a couple of details which haven’t been covered yet.  First, the Network Electronics units which convert the 1330 nm optics coming from the Cisco to the 15xx.xx nm frequencies are called MRTR-Ds (don’t know why).  Also, each Network Electronics setupcontains a management module called the GYDA (one on shore, on in the node),  The Network Electronics racks actually link together, allowing one GYDA to manage both sets of optics.
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Figure 4.  The big picture, shore side.
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Figure 5.  The big picture, sea side.

The Pass-Through Channel
The Network electronics stacks in the node actually can actually handle a third wavelength, 1549.32 nm.  This wavelength is essentially “shorted” between the two fiber pairs in the subsea node.  It is never converted to usable copper Ethernet.
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Figure 6.  The loop-back channel in the subsea node.
The Out-of-Band (OOB) Subsystem

In addition to the ethernet subsystem, four of the fibers in the subsea cable are dedicated to a low-speed high-reliability communication system known as the out-of-band subsystem.  This system provides essentially a multi-drop serial interface between devices on the shore side and devices on the subsea node.  As the OOB system is relatively low power, it remains on at all times, and provides communications with the node even when the Ethernet subsystem is down.  
Timing

Operations and Maintenance

Topside

The Cisco 3750 Switches

The stacked Cisco 3750 switches form the core of the MARS topside network.  The switches run the Cisco IOS operating system, which can be complex and intimidating.  Below is a quick outline for some of the basic setup and configuration tasks which may come up.  Any more detailed reconfiguration of the system should best be done under the supervision of a Cisco expert.
Dealing with stacked routers


The most important detail to bear in mind about the two Cisco routers is that by putting them in a stacked configuration, they are effectively a single piece of hardware.  They respond to a single IP address and have a single management interface.  They also have a single configuration file, loaded from the master and passed around to all of the slave switches.  Because of this, it is important to either know up front which unit will be master at all times or to keep identical configuration files loaded on all stack participants.


Switches in a stack are numbered.  Generally this number will be assigned before assembling the stack so you have some control over which switch is which.  Out-of-the-box, switches are all numbered one, and when you assemble them in a stack they’ll renumber themselves the best they can.  Since we’re actually building a stack, it’s easy to number the switches beforehand.


In our stacks (both shore and in the nodes), switches are numbered 1 and 2, with number 1 designed to be the master.

Addressing individual ports in the stack


Cisco uses the following format when addressing individual ports in the stack of the form:


(switch number)/0/(port number)

So for example, port number 1 on switch number 1 in the stack is 1/0/1 (the middle digit is always 0 for the 3750).   The port numbers are exactly as numbered on the front of the switch, 1-24 for the RJ45 ports, then 25-28 for the SFP ports.

Passwords


The Cisco uses two levels of passwords.   To make any substantive changes to the router while in the command-line interface, it’s necessary to enable administrative mode using the command “enable” or “en”.  This will require a password which is equivalent to the “root” password to the switch.


In some cases accessing the command line interface will also require a (separate) password – for example when connecting through telnet or SSH.  


Both passwords for the Cisco 3750s are listed in the Master Password List.
Getting a console interface on the stack


The safest, if not simplest way to access the stack is through the console (serial ports).  With stacked switches, the console port on either switch can be used, though as Cisco notes in their documentation, to avoid confusion its best to have just one console user at a time.


The console port is a standard RS-232 port, but the Cisco-proprietary (blue!) console cables must be used.  The console is 9600 baud, 8 bit, no parity, 1 stop, without flow control.


For simplicity, both 3750 switches are connected to the SCM-16 (for exact port assignments see the Master IP Network List).  The console can be accessed through any of the ways detailed in the SCM-16 section of this manual.

Connecting via SSH or telnet


It’s possible to get a command-line interface to the switch through either SSH or telnet to the stack through any of the addresses assigned to the switch (for example, through a gateway address).  Frankly, it’s a bit dangerous to do so as some network configuration changes could disconnect your network port, and then what will you do?  Accessing the switch through these network ports will require providing a separate access password to even get to the prompt.
Opening the web interface


The 3750 switches also have in integral web server which can show current information about the switch and provide a limited amount of configuration control.   This web page can be accessed by opening an web browser to any of the local addresses on the switch.
Cisco configuration files


There are actually two configuration files commonly access on a Cisco switch, running-config and startup-config.  They’re almost the same thing, but with a few subtle differences.  When a Cisco is first powered on, it loads the startup-config for its initial configuration.  As the Cisco runs (and it may run for weeks or even years), any changes are made to the running-config, this includes instruction downloaded from the stack master, or any changes a user might make at the command line.  When the switch is powered off or reset, that running-config is lost unless it’s specifically saved to the startup-config.  Generally speaking, we’re interested in making changes to the running-config, seeing if they have the desired result, then saving them to the startup-config when we’re sure its what we want.
Saving the running configuration from the stack


The simplest method for transferring files from or to a router is through TFTP (trivial file transfer).  This involves having a computer running a TFTP server which the router can reach on the network (not on the other side of a firewall, for example).  TFTP server software is built into most Linux and Unix systems.  Alternately, tftpd32 (http://tftpd32.jounin.net/) for Windows works well.  The following instructions assume you’re using tftpd32 on Windows, or you know how to configure your TFTP server equivalently.
1. Create a space on your computer for configuration files (a folder or directory).

2. Start tftpd.  Configure the base directory to be your configuration file directory.  Also note the server IP address – this is your computer’s IP address.

3. Open a command-line interface to the stack (through the SCM-16, telnet, etc).

4. Enable administrative mode.

5. Run the command:

copy running-config tftp://11.22.33.44/configuration-file-name

where 11.22.33.44 is your computer’s IP address and configuration-file-name is the name of the configuration file you’d like to have created.  It’s a standard filename, so it should be restricted to letters and numbers.


You could also issue the command:

copy statup-config tftp://11.22.33.44/configuration-file-name
which will pull the startup config over to your computer.


If the switch can successfully connect to your computer, it will upload its current (running) configuration to your TFTP server.

Loading a new configuration onto the stack


As with saving a configuration from a stack, the simplest way to transfer a configuration to a 3750 is with SFTP.   In this case, the desired configuration file should be in the SFTP server’s base directory on your computer.

When loading configuration files onto switches, there is a significant difference between running and startup configurations.  When loading a new configuration file to the running configuration, it’s equivalent to typing each line in the config file in at the command line one at a time.  This means the switch configuration once the file has been loaded will be a hybrid between what’s in the configuration file and whatever was setup in the switch before you started downloading the file.  That could be anything.

A config file downloaded to the startup-config will get the switch as a clean slate, but only after restarting the switch.

1. Place the new config file in your base directory on your computer.

2. Start tftpd32, ensure the base directory is pointed to the right place.

3. Open a command-line interface to the stack (through the SCM-16, telnet, etc).

4. Enable administrative mode.

5. Run the command:

copy tftp://11.22.33.44/configuration-file-name startup-config
where 11.22.33.44 is your computer’s IP address and configuration-file-name is the name of the configuration file you’d like to have created.  This will pull the new file in as the switch’s startup config file.  

6. To restart the switch, over the reload command.
Saving the running configuration as the startup configuration


Log into the stack and enable the administrative mode, then issue the command:



copy running-config startup-config

Loading a new configuration onto an individual node in a stack

It may be necessary to commit a configuration file to the startup-config of a particular member of a stack.  This may be necessary if, for example, its unclear which switch in a stack is going to be elected master when the switches restart.  Since the master’s configuration is shared between all the members of the stack, it would be nice if all of the members in the stack started up with the same config file.

I don’t know how to do this yet.  Nor do I know if its necessary.

Restarting the switch stack or an individual switch

From the administrative mode, the whole stack can be restarted with the reload command.  Individual switches in the stack can be restarted with the command reload slot (switch number) though be aware that restarting the master will probably cause another switch to become the new master.
The Cisco Ops and Science switches


The 3500 series switches used for the science and ops subnets are significantly simpler (and have significantly less to do) than the 3750 used in the backbone.  The 3500 series switches are actually quite powerful, but the network as designed does not require much beyond simple switching
All of the instructions for the 3750 series switches (connecting via the web, serial console, uploading and downloading configuration files) is also valid for the 3500 series switches.
The SCM-16 Secure Console Monitor


The SCM-16 Secure Console Monitor from WTI is a sophisticated 16-port serial crossbar and converter.  It can interconnect any two of its serial ports together, and record serial information coming in on any of its ports.  It also has an Ethernet interface which can be used to access any of its serial ports as well as configure the unit.  In the DCS, the SCM-16 is used primarily as an Ethernet-to-serial converter, allowing remote users to access the serial consoles available on many of the installed devices.

There are three primary methods for working with the SCM-16.  First, it has a web interface which allows basic configuration of the unit.  The web interface cannot, however, open a console and let you interact with the serial ports.


Second, there is a command-line interface which can be access through either telnet or SSH across the network, or through serial port #1 on the unit itself.  This interface allows complete configuration of the unit (more complete than the web interface), and it also allows the user to connect to any of the serial ports.


Finally, the SCM-16 allows direct-connection ports, where a user can telnet or SSH to a specific (non-standard) port on the unit and it will automatically connect to a given serial port.  For example, telnetting to port 2013 may open an automatic connection to serial port 13.

The Audit Log and Syslogging


The SCM-16 is configured to log all accesses (users logging in or out, connecting to serial ports) to the syslog server.  It uses facility local0.

The Digi TS-4 Terminal Server


The TS-4 is similar in many ways to the SCM-16.  It is essentially a serial-to-ethernet converter allowing users on the network to access serial devices.  It has a slightly different interface, though it also allows telnet and SSH access to serial ports, and has a web management interface.  It also provides a driver called RealPort which allows serial ports on the TS-4 to look like physical serial ports on a computer running the driver.
WTI Network Boot Bars (NBB)

The WTI Network Boot Bars are intelligent power strips which allow individual plugs to be turned on and off through telnet, web or serial interfaces.
Endrun Technologies Unison NTP Server


The Unison NTP server is actually two devices.  First, it is a highly accurate clock which can synchronize itself to the GPS timing signal.  Second, it is a Linux-based computer which can disseminate this time signal through the Unix-standard NTP time protocol.  This provides a convenient method for synchronizing all computers on the MARS network to a single timebase.  The Endrun provides serial, SSH and telnet interfaces, which are all essentially text-based command line interfaces.

The Endrun recognizes two users: root and gntpuser.  As the Endrun contains a Linux-based computer, the former allows full access to the configuration of the unit.  The user gntpuser can only check system status.  For security reasons, access as root is not available through telnet.
Connecting through SSH


Connecting to the Endrun through SSH is analogous to connecting to any other system, though as noted above the user should be either root or gntpuser.
Connecting through Telnet


Like SSH, connecting to the Endrun through a telnet session is the same as connecting to another computer.  Only gntpuser is allowed to log in via telnet.
Connecting through the serial console through the SCM-16


Finally, the Endrun’s management port is connected to the SCM-16 (see the Master IP Network List for the exact port mapping).  As with other SCM-16 ports, it is accessible either through SSH or telnet to the SCM-16’s management interface or through one of the direct connection ports.  Be aware that the Unison’s serial port operates at 19200 baud, 8 bits, no parity, 1 stop, and that the SCM-16’s port must be configured appropriately.
Getting Help


Once logged into the command-line interface, the command “help” will display a help message.  For further instruction see the Endrun Unison NTP Server Users Manual.

Getting System Status


The 
Basic Configuration


The command netconfig starts a simple network configuration process on the Unison.  Obviously, it is best to run this script while logged in through the serial port.


The command ntpconfig allows preliminary configuration of the NTP server software on the Unison.
At the Node
In contrast to the topside equipment, access to equipment on the node is very limited.  Every effort has been made to provide a couple of different connections to each device, but since cables can’t be plugged and unplugged at will, there are some limitations.  Access is also restricted somewhat to prevent unauthorized or unintentional modifications to the system.

The Cisco 3750 Switches

� The IP standards define a small number private subnets, including 10.x.x.x (a class A subnet) and 192.168.x.x (a class B subnet).  These IP spaces are should never appear directly on the internet at large, but can be used for internal networks with some sort of address translation on the connection with the outside world (i.e. a router or firewall).





�I get the feeling this isn’t quite accurate.  Should figure this out.


�Need to add the “East” and “West” nomenclature.
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