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Power Monitoring And Control Software (PMACS)

Overview

There are three layers to the PMACS software. At the lowest level is the kernel module (device driver) which continuously samples the analog and digital inputs and produces a data stream of time-stamped sample records. Above this is a data distribution process which makes the data stream available over internet and unix domain socket interfaces. At the uppermost level is an XML-RPC server which provides a remote-procedure interface to the data and to the digital output ports. 

Device Driver

The device driver is named nodedacq (Node Data Acquisition) and is a run-time loadable Linux kernel module. The module accepts the following command-line parameters: 

· sample_rate=N: specify the sampling rate in Hz. 

· fifodepth=N: number of samples to buffer. 

· baseaddr=A1,A2,A3,A4: specify the base address of each board. 

· portA=N1,N2,N3,N4: initial value for I/O port A on each board. 

· portB=N1,N2,N3,N4: initial value for I/O port B on each board. 

· portC=N1,N2,N3,N4: initial value for I/O port C on each board. 

The initial I/O port values work as follows. If the value is less than 0, the port is configured for input, otherwise (0 <= value) the port is configured for output and the value is written to the port. 

The parameters for the driver can be found in the file /etc/sysconfig/sampling-opts and the driver is started automatically at boot time by the script /etc/init.d/sampling. 

When the driver is opened for reading, it begins the sampling process. All of the A/D channels and I/O ports on all boards are read sample_rate times/second, a time stamp is added, and the resulting data records are passed to the process which opened the driver. The data records have the following format: 

typedef struct {

    unsigned char       dio[4];

    short               adc[32];

} sdata_t;

typedef struct {

    long                tsecs;

    long                tusecs;

    long                boards;

    sdata_t             s[1];

} sample_t;

The "header" fields, tsecs, tusecs, and boards, are stored in the native byte order of the system (most-significant byte first) while the A/D samples are stored least-significant byte first as this is the byte order used by the I/O boards. 

Data Distribution

The device driver suffers from the restriction that only one process may have it open at any given time. The Data Distribution process, dacqd_nt, reads the data from the driver and makes it available to multiple processes via unix-domain and internet-domain sockets. The A/D values in the data record are converted to native byte order. This process can also filter the A/D data, it takes a single command-line option: 

· -f N: specify the filter length in samples 

If the above option is not used, no filtering is done. 

Although the filter length is specified in samples, the digital filter is actually a first order recursive filter (sometimes referred to as a "log-smoothing filter"). The filter is implemented by the following equation: 

 y[i] = alpha*y[i-1] + (1 - alpha)*x[i]

     where:

       alpha = e^(-1/N)

Another way to calculate N is to select a desired cutoff frequency (-3db point) and use the following set of equations: 

  C = 2 - cos(2*pi*Fc/Fs)     Fc = cutoff freq, Fs = sampling freq

  alpha = C - sqrt(C^2 - 1)

  N = round(-1/ln(alpha))

As with the driver, the parameter settings are stored in /etc/sysconfig/sampling-opts which is used by the script /etc/init.d/sampling when starting the process at boot time. 

Dacq_nt provides a TCP/IP server on port 4242, port 4243, and a named-FIFO interface (unix-domain socket) through the file /tmp/.dacqd-socket. A client simply needs to open one of these interfaces to be provided with a stream of filtered and time-stamped data. The records are in the same format as provided by the device driver. Regardless of the filter settings, the data stream provided on port 4243 is always unfiltered. 

Software Circuit Breaker

The internal loads have no hardware circuit breaker so the breaker process provides one in software. This process reads the unfiltered data-stream from the Data Distribution process (on TCP port 4243) and if it detects that a load's current draw exceeds a compiled-in limit, it switches the load off. To minimize the effect of noise spikes, the process buffers three samples and only reacts if two out of the three samples exceed the limit. 

XML-RPC Server

This server is the primary interface to the NPC. It provides the following functions: 

· getSample: returns a binary string containing the latest sample record. 

· iopSet: set one or more digital output lines high. 

· iopClear: set one or more digital output lines low. 

· iopWrite: write a value to an output port. 

· setADmax: set maximum allowed A/D value (see below). 

· getADerrors: return an array of integers containing a bitmask (1 bit/channel) of A/D errors. 

· clearADerror: clear the error bit for an A/D channel. 

· setADswitch: associate an A/D channel with an output line (see below). 

Over-current Monitoring

The server process also provides over-current monitoring. A separate thread in the process continuously reads the filtered data provided by dacqd_nt and compares the value read from each A/D channel with the allow maximum value (set by setADmax). If the value is exceeded, the output line associated with the channel is deasserted (thus turning off the associated load) and the corresponding error bit is set in the A/D error bitmask. Note that this process operates separately from the circuit-breaker mentioned above, it also reacts much more slowly because it is reading the filtered data stream. 

You will notice that the procedure just described is very general, the server does not deal with current but rather with raw A/D counts, it also has no knowledge of which channels are current-sensors and which output lines are load switches. That information is kept at a higher level, in the PmacsServer. 

Note when the process first starts there are no current limits in-place. In practice, this is not a problem because all external loads are off and the internal loads are protected by a software circuit breaker. 

Watchdog

The same thread which checks for over-current conditions is also responsible for servicing the watchdog timer. If this process stops, the watchdog will timeout in 2 minutes and reset the system. 

Event Logging

All of the NPC sampling processes use the standard Unix "syslog' facility to log events. The syslog messages are sent to the PMACS Server host system where they are stored in the file /var/log/pmacs.log. 

PMACS Server

The PMACS Server provides an interface between the in-water system and the actual users (PmacsConsole and PmacsClient). It handles the mapping of the A/D channels and I/O ports to the various switches and sensors. It also maintains an archive of the raw data stream. 

Hardware

The server system is a rack-mount HP server running Redhat Enterprise Linux 3. 

Software

The PMACS interface to the system is provided by a SOAP server. SOAP is a so-called "web service" similar to XML-RPC but with a far more complex specification. The advantage to using SOAP here rather than XML-RPC is the ability to define the interface in a machine-readable 
WSDL file
. This will (hopefully) make it easier for the science users to develop their own client software to monitor and control the power to their instrumentation. 

The server was written in 
Python
 and uses the 
SOAPpy module
 to provide the SOAP interface. The interface is defined by the following functions: 

· loadListType getLoads(string loadid): returns the state of all loads specified by loadid. 

· loadListType setLoad(string loadid, loadUpdateType newstate): change the state of one or more loads. 

· busListType getBuses(string busid): returns the state of all buses. 

· sensorListType getSensors(string sensid): returns the state of all sensors. 

· mvType getMV(string id): returns the state of the MV converter. 

· int checkGF(string line): check ground-fault current on specified bus line. 

See the WSDL file for the definitions of the various types and IDs. 

Server Internals

There are four major object types corresponding to the components of the system which a client might want to know about: 

· Loads 

· Buses 

· Sensors 

· Ground Fault Detector 

Each type is modeled as a class. The object initializer for the class takes a dictionary as an argument. This dictionary maps the object attribute names to the corresponding analog or digital "interface" on the NPC. 

The server uses an npc.NPC object to periodically poll the NPC and read the latest sample record. When the client requests the state of a component, the sample record is passed to the status method of the corresponding object. This method returns a dictionary which is packed into a SOAP structure and returned to the client. 

Server Configuration

The program takes a single optional command-line argument specifying the server configuration file. This file has a simple '.ini' format. The example below shows the format along with the default values for each entry 

  [network]

  npc = mars-npc1      # NPC hostname

  soapport = 8080      # TCP port the server listens on

  interval = 1         # NPC sampling interval in seconds

  checkauth = off      # If 'on', check authorization for 'setLoad' requests

  [dbase]

  root = /var/lib/pmacs      # top-level database directory

  statedb = ops_db/svcstate  # server-state database (relative to 'root')

  iospecdb = ops_db/iospec   # I/O port database (relative to 'root')

  archivedir = archive       # archive directory (relative to 'root')

  passfile = passwords.txt   # password file (relative to 'root')

  loadfile = loadauth.txt    # Load authorization file (relative to 'root')

  calfile = defcal.csv       # Analog sensor calibration coefficients

Authentication and Authorization

User authentication is handled using the Web Services Security UsernameToken method and a plain-text password file specified by the 'passfile' config directive. Loads are matched to users by the Load Authorization file. The files have the following formats. 

passfile

Ascii file. Each line of the file contains two colon (':') separated fields. The first field is the username and the second is the password. Note that the password is stored in plaintext therefore this file should only be readable by the userid associated with the PMACS server process. 

loadfile

Ascii file. Each line of the file contains two colon separated fields. The first field is the load ID formatted as follows 

   TYPE/PORT/VOLTAGE   (e.g. internal/10/v48 or external/5/v400)

The second field is a comma separated list of usernames. 

Server startup

By default the server is started automatically at boot time by the init-script /etc/init.d/pmacsd. The init script checks for the file /etc/pmacs-server.cfg and if it exists, uses this as the server configuration file. 

The design of the server requires that the NodePowerController (NPC) be on-line when the server starts-up. If you reboot the server host while the NPC is down, you will need to start the server process manually: 

 /etc/init.d/pmacsd start

Note that the server process can handle the case where the NPC is stopped and restarted while the server is running. 

Server shutdown

To shutdown the server process manually, call the init-script with the stop argument: 

 /etc/init.d/pmacsd stop

If the script fails to kill the process, you may need to kill it manually: 

 killall -INT pmacs-server.py

 killall -9 pmacs-server.py   # if the above fails

Server testing

The best way to test the server is to use the PmacsConsole. If this is not possible, you can run the following test script from the command-line on the server host: 

  servertest.py http://localhost/wsdl/pmacs.wsdl

WSDL file

The client needs access to the WSDL file which describes the interface to the server. By default, this file is served by a web server running on port 80 of the server host system. If a second server is run or if the server is run on a different TCP port, the WSDL file will need to be modified and made available to the clients. 

Data Archiving

There are two types of data archiving provided by the server. First, all of the timestamped analog and digital inputs from the NodePowerController are written to a series of ASCII CSV (comma separated value) files. These files are discussed in detail on 
a separate page
. Second, the internal load and sensor data is written to a 
Round Robin Database
. This database contains a three-level "rotating archive": 

· One-second sampled data for the past 24 hours 

· One-minute averaged data for the past 10 days 

· Ten-minute averaged data for the past 30 days 

Plots of this data are available 
online
. 

Event Logging

The server process uses the standard Unix "syslog" facility to log various events. These events can be found in the file /var/log/pmacs.log on the server host. 

Analog Sensor Calibration

The calibration coefficients for the analog sensors are stored in the file specified by the calfile entry in the server configuration file. This file is in CSV format, each record must contain the following fields: 

  SENSOR ID,C0,C1,UNITS

Where C0 and C1 are the coefficients of the following linear equation which converts the A/D input voltage to physical units: 

  UNITS = C0 + C1*VOLTS
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