MARS Computing Infrastructure Test Plan
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This is a combination specification and test plan.  It should be viewed primarily as a test plan to verify that all of the appropriate features and functionalities of the system are working properly, however in doing so it also describes each of those functionalities and provides some instruction on how to use it.
In general, this plan will not include any information which may be subject to change (IP addresses, port mappings, etc), but will instead refer the reader to an authoritative document as follows:

	Info
	Document Number
	Document Name

	IP Addresses
	XXX
	MARS IP Network Master List

	Host/DNS names
	XXX
	MARS IP Network Master List

	MARS nameservers
	XXX
	

	Passwords
	XXX
	MARS Master Password List

	Port mappings for SCM-16
	XXX
	

	Port mappings for Digi TS4
	XXX
	


If actually performing a computing infrastructure test, provide the following information:

	Revision and date of MARS IP Network Master List used:
	

	Revision and date of MARS Master Password List used:
	


When applicable, a test may refer to MARS DCS Operations and Maintenance Manual for details guidance or background on performing an exam.  Some generic instruction is also provided in an Appendix to this document.
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Device: Name resolution

Description:  Internet Domain Name Service (DNS) services.  Since the MARS project uses its own internal namespace, its necessary to have separate DNS services which hand out internal network names.  These servers do not need to run on a dedicated machine.  Typically two are used for redundancy.
	First nameserver hostname
	

	First nameserver IP
	

	First nameserver hosted on
	

	Second nameserver hostname
	

	Second nameserver IP
	

	Second nameserver hosted on
	


Test: Resolution of an internal name on NS1

Verify that: The first nameserver should be able to resolve an internal name (there will be a lot of this later on).
Procedure:  Using the procedure for resolving an internal name from a specific name server, query any internal hostname from the MARS Master IP Network List.   It should return correctly.  
Comments:
Test status:

Date/Initial:

Test: Resolution of an internal name on NS2

Verify that: The second nameserver should be also able to resolve an internal name.

Procedure:  Using the procedure for resolving an internal name from a specific name server, query any internal hostname from the MARS Master IP Network List.   It should return correctly.
Comments:
Test status:

Date/Initial:

Test: Resolution of an external name on NS1

Verify that: The first nameserver should be be able to resolve non-MARS names by contacting authoritative servers.

Procedure:  Using the procedure for resolving an internal name from a specific name server, query any random non-MARS hostname (i.e. www.cnn.com, etc).  You should get a result.
Comments:
Test status:

Date/Initial:

Test: Resolution of an external name on NS2

Verify that: The second nameserver should be also be able to resolve non-MARS names by contacting authoritative servers.

Procedure:  Using the procedure for resolving an internal name from a specific name server, query a random non-MARS hostname.  For some popular sites, you may not get the same answer between this test and the previous (sometimes one hostname refers to many computers.
Comments:
Test status:

Date/Initial:

Device: Syslog Services

Description:  System logging (syslog) is a standard UNIX service whereby one machine (the syslog client) can send text log messages to another machine (the syslog server) to be recorded on the server’s local filesystem.  This allows devices without hard drives (i.e. the Endrun NTP server) to send out log messages regarding their status and performance, as well as any errors and alerts.

NTP client configuration is done on a client-by-client basis and will be included in each section below individually.

	Syslog server hostname
	

	Syslog server IP
	


Test: Log server setup and operational
Verify that: 

Procedure:  
Comments:
Test status:

Date/Initial:

Test: Log summary emails sent out regularly

Verify that:  This needs to be set up.
Procedure:  
Comments:
Test status:

Date/Initial:

Device: Mail Services 
Description:  Policy needs to be determined.

	Syslog server hostname
	

	Syslog server IP
	


Device: PIX-501 Firewall 

Description:  The PIX501 firewall from Cisco is a powerful router/firewall which provides and defines the interface between the internal MARS network and the outside world.  It performs a number of functions:

· Routes traffic from internal computers to the outside world.  This is in concert with the central Cisco routers mra91-01 and mra91-02.
· Defines a certain number of external IP addresses, which is can map to internal IP addresses.  This will be tested on a device-by-device basis separately.

· Restricts external connections to those internal IP addresses to limited subset of services (SSH, http, etc).  This will be tested on a device-by-device basis separately.
· Allows outside users to effectively join the inside network through creation of a VPN.  This will be tested separately.
	Hostname
	

	Internal  IP Address
	

	External IP Address
	


Device: SCM-16 Console Monitor

Description:  The WTI SCM-16 console monitor is a 16 port serial-to-ethernet converter.  It allows direct connection to any of the 16 ports over the network through a variety of means.  As many networked devices provide a serial port for configuration, the SCM-16 provides a powerful “backdoor” into many devices which might otherwise have dropped off the network.


The SCM-16 specific tests will focus on the function of the device itself.  Connection tests for each of the individual client devices will come when dealing with each device.  Generic instructions for connecting to the SCM-16 are given in the appendix.
	Hostname
	

	Internal  IP Address
	

	External IP Address
	


All tests should be run as the designated operational user for the SCM-16 (not the super user).

Test:  Connect via SSH from the internal network and user setup

Test: Connect via SSH from the external network

Test: Connect via HTTP from internal network

Test: Connect via HTTP from external network

Test: Connect via telnet from internal network

Test: Telnet from external network disabled

Test: Superuser password not set to default

Test: NTP Configuration/Time synch with NTP server
Test: Configure and test Syslog Configuration, Audit Log

(use /TEST option in cmd line mode)
Test: Misc Configuration: System ID , Modem dialback disabled, Invalid-access lockout disabled

Device: Cisco Stack mra91-01 and mra91-02 

Test:  Connect to stack via HTTP from internal network

Test:  Connect via SSH (telnet?) from internal network

Test:  Connect to stack via SCM-16 serial console

Test:  Test administrator password

Device: Ops Switch sia91-1 

Test:  Connect to switch via HTTP from internal network

Test:  Connect via SSH (telnet?) from internal network

Test:  Connect to switch via SCM-16 serial console

Test:  Test administrator password

Device: Science Switch 

Test:  Connect to switch via HTTP from internal network

Test:  Connect via SSH (telnet?) from internal network

Test:  Connect to switch via SCM-16 serial console

Test:  Test administrator password

Device: PMACS Server

Test:  Test root password

Test:  Test NTP client

Test:  Connect via SSH from internal network

Test:  Connect via KVM

Test:  Connect to iLO interface from internal network
Device: MarsDCS Server

Test:  Test root password

Test:  Test NTP client

Test:  Connect via SSH from internal network

Test:  Connect via KVM

Test:  Connect to iLO interface from internal network
Device: WTI Boot bar – 16 port
Test:  Connect to HTTP interface from internal network

Test:  Connect to Telnet interface from internal network

Test:  Connect to serial interface through SCM-16
Device: WTI Boot bar – 5 port

Test:  Connect to HTTP interface from internal network

Test:  Connect to Telnet interface from internal network

Test:  Connect to serial interface through SCM-16
Device: APC UPS #1

Test:  Disconnect power, test system holdup

Test:  Test connectivity
Device: NTP Services, Endrun Unison NTP Server 

Test:  Connect through SSH

Test:  Connect through telnet

Test:  Connect through serial interface through SCM-16

Test: Verify NTP lock with GPS, time performance

Device: VPN

Test:  Connect to VPN from outside, do internal network things.
Device: Digiport TS4 Terminal Server

Description: 

	Hostname 
	

	Internal IP Address 
	

	External IP Address
	


Device: Axis 206 Web camera
Description:  Ethernet-based web camera.

	Hostname 
	

	Internal IP Address 
	

	External IP Address
	


Test: Internal Name resolution

Verify that: The hostname given above resolves to the internal IP address given above when using standard MARS nameserver.  
Procedure:  Procedure for testing internal name resolution found in appendix.

Comments:
Test status:

Date/Initial:

Test: External Name resolution

Verify that: The hostname given above resolves to the external IP address given above when using a standard MBARI nameserver.

Procedure:  The procedure for testing external name resolution found in appendix.

Comments:
Test status:

Date/Initial:

Test: Internal HTTP connection

Verify that: The web camera is on the network and functional. 
Procedure:  Using a computer with an MARS internal network connection, open a web browser and connect to the hostname given above.  It will be necessary to type in the username and password given for the camera.  A window showing the current image from the camera should appear.

Comments:
Test status:

Date/Initial:

Test: External HTTP connection

Verify that: The firewall rules for the web camera are properly configured for outside access.  Again, it will be necessary to type in the username and password for the camera.  

Procedure:  Using a computer outside of the MARS network, open a web browser and connect to the hostname given above.  A window showing the current image from the camera should appear.

Comments:
Test status:

Date/Initial:

Other critical services?

Mail, logging, other access issues?  Verify unit is getting NTP time?  Check date and time?  Check video overlay?
Task: Backup Configuration from PIX501

Task: Backup Configuration from SCM-16 

Appendix

Working with the SCM-16


As mentioned earlier, the SCM-16 is a 16-port serial-to-ethernet converter.  For those devices which provide a serial console port (most anything from Cisco, for example), it provides a powerful “backdoor” into the device.
Testing Name Resolution

The internet uses a system called DNS (Domain Name System) to convert hostnames (i.e. www.mbari.org) to IP address (34.89.2.16).  Anytime a hostname is typed into a network application, like a web browser, a name resolution must occur.  Typical desktops do this by querying a name server, a dedicated machine (typically provided by your ISP or company).  Name servers actually perform two functions.  First, they act as a database of names which your company is responsible for.  For example, it’s the MBARI nameserver themselves which tell the rest of the world that www.mbari.org is 34.89.2.16 (they are so-called authoritative).  Second, nameservers can talk to other nameservers if they don’t already know a name-IP address mapping, and they can store (cache) the results so they’ll know the answer next time someone asks.  For example, a MBARI name server does not, out of the box, know that www.google.com is 6.102.7.99.  The first time you type www.google.com into your computer, the nameserver checks its records, finds it does know the answer, and starts working to more authoritative server (in this case it asks the nameserver for “.”, then “.com”, then “google.com” etc.).  When it figures out the answer, it returns it to you and also keeps a copy for itself.
Since the MARS system operates on a private internal network, it is critical that you know which nameserver you are talking to.  The internal nameservers are private to the MARS network and only know the internal IP addresses for MARS computers (10.91.x.x, etc).  It’s important that any internal computer gets this version of the addresses, but its also important that no computers on the outside world get this version of the addresses, as they won’t be able to reach the internal IP addresses.

For some devices, an external IP address is also provided (the mapping between internal and external is actually handled by our firewall).  For these devices, it’s OK for their name to be available on the internet as a whole.  Their external names are handled by the MBARI nameservers.

Checking Names in Windows XP

Windows includes a version of the Unix command-line tool nslookup.  That’s probably the simplest way to check.  

1. At the start menu, select “Run…” and run the command “cmd” to open a command prompt.

2. Type “nslookup (the name you want to lookup)” e.g. “nslookup www.mbari.org”

3. If successful, the system will tell you the IP address, as well as which server it queried.

By default, nslookup will query the name servers configured for the system you’re working on (i.e. the nameservers queried when you just type something in the web browser).  You can force it to query a specific nameserver by giving it a hostname or IP address as its second command line option.  For example “nslookup www.google.com ns1.stanford.edu” asks your computer to contact Stanford’s first nameserver (ns1) and get the address for www.google.com.  Of course, if you give nslookup a hostname, it has to do a DNS lookup on that name (like ns1.stanford.edu) before it can go and ask it how to find Google.
Checking Names in Unix (Linux)

Again, the simplest way is to use the nslookup command as described above.

1. Open a terminal window

2. Type “nslookup (the name you want to lookup)” e.g. “nslookup www.mbari.org”

3. If successful, the system will tell you the IP address, as well as which server it queried.

As with the Windows version (above), you can specify a particular nameserver to query with a second command line argument.

Name lookup can also be checked with the ping utility.  Ping will not tell you which server it queried, but it will tell you if it can connect to the device, which can also be useful.
For internal names
Internal name resolution tests should be performed on a machine which on the MARS internal network (i.e. an operation workstation).   Some of the methods described above also list the name server used to check the name – verify that it is checking on of the internal name servers (list of internal nameservers included in the MARS Master IP Network List.
For external names

External name resolution should be performed on a machine which is outside the MARS network.  This includes any normal MBARI machine, as well as other machine on the internet.  The actual nameserver used should not matter – any name server on the internet should be able to resolve MARS external names.
�Validity of these two tests will depend on our nameserver setup.


�Validity of these two tests will depend on our nameserver setup.
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