MARS IS-Type Punchlist
IS-like items I’d like to address on MARS, condensed form.  
Items which relate directly to the latest Todd/Peter discussion in bold.  
Depending on how things go, some topics may also be handled by the MBARI IS department but they have not been discussed or are secondary.  
Many of these tasks have a large obvious up-front setup cost and a smaller, easily overlooked long-term maintenance cost.  
Almost everything depends on deciding the first two bullet points.
· IP Space …
· for topside servers/management

· for topside science

· for node internals
· for node science

· Security/firewalling/access

· Access from each of:
· Node internals, node science, topside servers, topside science, MBARI network, outside world

 to each of the same…

· Authentication (as necessary) for above access

· As well as keeping this authentication (i.e. access lists for various IP addresses/ranges) up-to-date.
· Physical

· Location of topside computing server racks
· Location of topside control room/management computers

· How much equipment is going in the shore station?

· Fire suppression

· Physical security

· Environmental (HVAC, etc)

· Environmental monitoring and alerts
· Server management

· Policies and responsibility for adding/removing users
· Monitoring disk space and server load
· Rotating out old logs (PMACS)

· Password control, changing passwords
· Operating system updates

· Syslog
· Syslog report summaries or extracts mailed out?
· Email

· Outgoing for notifications, alerts, reports, etc

· To whom?  Is anything being sent out currently?
· Management app?

· Anything taking care of SNMP?

· Take better advantage of Nagios, how about the other management apps (incl PMACS client)?
· Security software

· Intrusion detection?
· Backup

· Ability to restore servers (bare metal or instructions & restore)

· Documentation to reconfigure any hardware out of the box.

· Power
· Sufficient and sufficiently redundant power (?)

· Power monitoring s/w, email alerts, etc

· User support

· Points of contact for new hardware installations, testing
· Points of contact for ongoing problems (help ticketing?  ugh)

· Spares

· Spare power supplies and hard drives for HP servers (1 power supply and 1 of each hard drive)
· MARS Software

· Version control

· Package software so its somewhat reinstallable

· Figure out users – why are we doing everything as root?

Mars IS Tasklist
Above, condensed into Tasklist form

· Network Topology/IP Space/Firewalling
· Determine whether MARS network will remain as separate network or will be intergrated into MBARI network

· Stabilize and document IP addressing scheme (dependent on above)

· Determine if current firewall is adequate for scheme, replace as necessary

· Propogate changes from above to all affected network clients

· Figure out how to trunk from main topside routers to operations routers

· Security/ access

· Access from each of:

· Node internals, node science, topside servers, topside science, MBARI network, outside world

 to each of the same…

· Authentication (as necessary) for above access

· As well as keeping this authentication (i.e. access lists for various IP addresses/ranges) up-to-date.
· Physical

· Determine final location of topside computing server racks (any chance of not having it be in a lab space?)
· Determine location of topside control room/management computers (is this a dedicated space?)
· Itemize computer/network items in shore station, draw network map.

· Ensure sufficient Ethernet cable is pulled to shore station

· Consider non-water based fire suppression system
· Survey physical security of server room, control room
· Survey environmental (HVAC, air filtration, etc) conditions in server, control rooms
· Consider environmental monitoring and alert hardware for server room
· Server management

· Figure out and codify policies for adding/removing users.

· Devise, implements and codify a policy for password control, changing passwords

· Stabilize and document user lists on relevant servers (PMACS and DSC servers), figure out how to run the software not as root.

· Set up system for sending out alerts (likely email to an alias?) and sysadmin information.

· Investigate tools for monitoring disk space and server load (Nagios) and sending out alerts.
· Check configuration for rotating logs on DCS and PMACS servers

· Devise, figure out who and how for operating system updates
· Syslog

· Set up a system so syslog summaries and extracts are mailed out regularly.
· Ensure everything that should be syslogging is doing so to the right files and places.

· Email

· Make sure the servers are capable of sending mail out

· To whom?  Is anything being sent out currently?

· Set up aliases/mailing lists for receiving administration messages.

· Management app?

· Figure out a way of using SNMP information coming from various components

· Update Nagios configuration and ensure its up-to-date.  Figure out a policy for keeping it up to date, as well as ensuring someone’s actually looking at it.
· Security software

· Should we consider some sort of intrusion detection?

· Backup

· Document backup plan.

· Test ability to restore servers (bare metal or instructions & restore)

· Documentation to reconfigure any hardware out of the box.

· Power

· Purchase second UPS

· Configure redundant power paths

· Configure and document network boot bars.

· Set up monitoring of UPSes, email alerts, etc

· User support

· Set up points of contact for new hardware installations, testing

· Set up points of contact for ongoing problems (help ticketing?  ugh)

· Spares

· Order one spare DL360 power supply

· Order spare hard drives for DL360s (one 72GB, one 140 GB)
· MARS Software

· Setup up version control and get everything checked in
· Package software so its somewhat reinstallable

· Integration of temp data into PMACS?
