Mars Computing Infrastructure Tasklist
Ranging from the major to the banal.
· Network Topology/IP Space/Firewalling
· Determine whether MARS network will remain as separate network or will be integrated into MBARI network.  This includes IP numbering schemes (public v private) for topside equipment and for node(s).
Suggested action:  This process has been started.  Extract relevant sections from system requirements, gather options and determine how these options will mesh with the MBARI MARS operation plan.  Meet with stakeholders and come to a decision.
· Stabilize and document IP addressing scheme (dependent on above)
Suggested action:  Hash out IP addressing scheme, document it.
· Determine if current firewall hardware is appropriate for scheme
Suggested action:  Depending on above may require purchasing new firewall hardware, or reconfiguration/elimination of current hardware.
· Propagate changes from above to all affected network clients
Suggested action:  Depending on above, may involve changing settings on some or all network clients.
· Clean up redundant links from main topside routers to the various tier-two switches in the system.  They don’t seem to be working properly right now.

Suggested action:  Work with MBARI IS to determine whether the current setup is appropriate, modify and document as necessary.

· Security/ access

· Access from each of:

· Node internals, node science, topside servers, topside science, MBARI network, outside world

 to each of the same…

· Authentication (as necessary) for above access

· As well as keeping this authentication (i.e. access lists for various IP addresses/ranges) up-to-date.

Suggested action:  This is a big deal and will depend on figuring out how we’re going to interact with users of the observatory.  Will they provide their own servers or use some sort of neutral SSDS?  How much and what kind of access from their home institutions to shore-side assets?  To the node?
· Physical

· Determine final location of topside computing server racks (any chance of not having it be in a lab space?)
Suggested action:  I’m not a huge fan of having the server rack in a lab space.  If there’s sufficient will and commitment, I’d move the server rack to a more private setting – one suggestion is the closet off the current MARS lab.  It would be cozy.

· Determine location of topside control room/management computers (is this a dedicated space?)
Suggested action: Again, I’d like to determine if its feasible to set up a MARS operations center – even if it’s a dedicated space for the computers running the MARS control and monitoring applications (PMACS client, Nagios, etc)  This would also be a natural location for the documentation, etc.

· Consider non-water based fire suppression system
Suggested action:  Depends quite a bit on the location and permanence of the MARS server room.  Would be quite an investment.  Might be able to get around this by co-locating MARS equipment with existing IS computers.

· Survey physical security of server room, control room
Suggested action: Once final server rack location has been determined, keep an eye on security, separate locks, etc.

· Survey environmental (HVAC, air filtration, etc) conditions in server, control rooms
Suggested action:  Our current air conditioning/filtration system is adequate.  If the server rack is moved this will need to be revisited.

· Consider environmental monitoring and alert hardware for server room
Suggested action:  Determine options for environmental monitoring hardware.  Does it fit within our plan and budget for the server room?  Purchase, configure, test, deploy.
· Server management

· Stabilize and document user lists on relevant servers (PMACS and DCS servers), figure out how to run the software not as root.

Suggested action:  This is really the first step.  Figure out who needs access to what for what purposes.  This includes individuals (i.e. personnel at MBARI, UW, WHOI) and also figuring out some of the more generic roles – i.e. if you want to log into the NPC, who do you log into the DCS as?  Yourself, or a generic ‘operator’ account?


It’s generally bad policy to do anything as root, yet we use that account regularly on both the PMACS and DCS machines.

· Figure out and codify policies for adding/removing users.

Suggested action:  Once the userspace has settled down a bit, designate authority for users and figure out some quick policies.

· Devise, implements and codify a policy for password control, changing passwords

Suggested action:  Collect passwords in central, secure place.  Once things have settled down a bit devise a policy for keeping track and changing passwords (i.e. annually)

· Investigate tools for monitoring disk space and server load (Nagios?) and sending out alerts.
Suggested action: Find an appropriate tool, set it up and deploy it.
· Check configuration for rotating logs on DCS and PMACS servers

Suggested action:  Ensure all of the custom logs added as part of the MARS software (i.e. custom syslogs) are properly stored and rotated.

· Devise, figure out who and how for operating system updates
Suggested action: Check if we have an active and usable RHN subscription.  Bring current systems up to date before deployment, then devise a policy for updates after deployment.
· Configure the intergrated Lights-Out (iLO) hardware on the two HP servers

Suggested action:  Figure out the correct destination for iLO ports.  Plug in, configure (will require restart of computers).  Test.

· Syslog

· Set up a system so syslog summaries and extracts are mailed out regularly.
Suggested action: Investigate syslog summarization tools, test, deploy.

· Ensure everything that should be syslogging is doing so to the right files and places.

Suggested action:  Catalog each client which is using syslog, check configuration and test to ensure it is being recorded.

· Email

· Make sure the servers are capable of sending mail out

Suggested action:  Ensure both server are capable of sending mail out (i.e. alerts, etc)

· Set up aliases/mailing lists for receiving administration messages.

Suggested action:  Set up one or more mail aliases (i.e. mars-admin@mbari.org) for various flavors or MARS-related mail, esp automated mail from the system.

· Management app?

· Figure out a way of using SNMP information coming from various components

Suggested action:  Investigate SNMP consoles and consider whether we gain additional information from their use.

· Update Nagios configuration and ensure its up-to-date.  Figure out a policy for keeping it up to date, as well as ensuring someone’s actually looking at it.
Suggested action:  Survey and catalog Nagios services.  Make sure they are accurate and comprehensive to the current setup.  Also advocate more intensive use of Nagios (if its used, it will be kept up-to-date).  Document how to use the software and how to make changes to its configuration.

· Security software

· Should we consider some sort of intrusion detection?

Suggested action: Defer until we have lots of free time.

· Backup

· Document backup plan.

Suggested action:  Work with MBARI IS to document the backup plan for all MARS computers.

· Test ability to restore servers (bare metal or instructions & restore)

· Documentation to reconfigure any hardware out of the box.

· Power

· Configure redundant power paths

Suggested action:  Purchase second UPS.  Set up power paths and network boot bars for full redundancy.

· Configure and document network boot bars

· Set up monitoring of UPSes, email alerts, etc

Suggested action:  Investigate tools for monitoring APC UPSes (either through USB – would require new version of kernel, or through network – maybe SNMP to Nagios?).  Devise a policy and implement it.  Configure network adaptor in APC UPS.
· User support

· Set up points of contact for new hardware installations, testing

· Set up points of contact for ongoing problems (help ticketing?  ugh)
· Any way for user community to share information (so that we don’t have to be a single point-of-contact…)

Suggested action:  This is a major issue and I have no clue.

· Spares

· Order one spare DL360 power supply

· Order spare hard drives for DL360s (one 72GB, one 140 GB)
Suggested action: Determine who is going to purchase HP spares and purchase.  Set up a check-in/check-out log for spare parts.

· MARS Software

· Setup up version control and get everything checked in
Suggested action:  Work with Kevin to determine if this is going to some future MBARI Subversion server, or if we should establish an independent MARS Subversion server.  Work with Mike Kinney and WHOI to check relevant code in.

· Package software so its somewhat reinstallable

Suggested action:  Identify software products which need to be packaged and an appropriate software packaging system.  Create software packages.  Replace existing non-packaged software with packaged software.  Archive software packages and tools for creating packages appropriately.
· Integration of temp data into PMACS Client
Suggested action:  Work with Mike Kinney to come up with a plan.  Divide labor on the plan and start work.
