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1. Overview

This document details a sequence of tests which utilize the LanForge traffic simulation software/hardware to test network connectivity from the shore network(s), particularly the science subnet, and the science instrument subnets on the ocean side.
It includes the following tests.  Each is detailed separately after some discussion of common setup.

1.a. Sea connectivity tests

Basically want to test that we can get traffic from each science subnet (8 total) on the seafloor to the surface under no-load and mildly-loaded conditions.  This will test wiring integrity in the science cabling and network configuration.

1.b. Bit-error-rate tests under electrical load

Will test error rates on a science port while varying power loads (both resistive and inductive) and pulled through the same science cable.  Will also test effect on other science ports.   Tests will look at overall high-level throughput and low-level bit error rates.

1.c. Failover testing

Will test and verify redundant failover capabilities of Cisco routers providing sea-to-shore capabilities, including measure of time to failover and degradation of service, if any.

2. Network Setup
Every test is similar.  The LanForge unit is a Linux computer with multiple Ethernet interfaces.  One set of interfaces will always be plugged into the shore side science network.  The other interfaces will be plugged into various science subnets on the subsea node.  The LanForge will send data out onto the science subnets and expect to see the data show up on the shore side.  Anytime the two streams don’t match is considered an error.    Each test will look at the integrity of this data stream under different conditions.
2.a. Make sure shoreside rack, node are powered and ready to go

2.b. Connect and Configure LanForge to network

The LanForge has 8 ethernet interfaces.  Two are set up as “shoreside” (eth0-1), and six as “seaside” (eth2-7).  Note that using all eight interfaces disables any sort of “normal” Ethernet interface, so the control software must be run locally. [Nothing stopping you from running 5 seaside interfaces and leaving one for management, if that turns out to be a better idea.
The seaside configuration will depend on the test.  The shoreside connection will always be the same.  The configuration of the Ethernet interfaces (assigning IP addresses, etc) is taken care of in the LanForge software.

2.b.i. Shoreside

The two shoreside interface should be plugged into the science hosting switch sia91-3.   Any two ports will work.
2.b.ii. Seaside

There are 6 interfaces dedicated to simulate instruments.  With only one pigtail on the LV can, only one of the connections will actually go the full length, the other five will be simulated by plugging directly into one of the Cisco switches (unit #1).  
3. Configure LanForge for test

Start the LanForge GUI on the LanForge control computer.
4. Connect to Cisco routers to get traffic stats

4.a. Open a shell connection to each of the four routers

 (two on shoreside mra91-01 and mra91-02, and two at seaside mra01-01 and mra01-02)

We’ll use the shell connection to gather statistics from the routers.  For this you’ll need a second computer (not the LanForge computer) to take notes.   …

5. BitError Rate Test

5.a. Set up loads

5.a.i. Make sure power to science pigtail is off

5.a.ii. Connect dynamometer to science pigtail
5.a.iii. Connect resistive loads to science pigtail
5.b. Set up LanForge, network cabling

For this test, one LanForge port will be connected to the science pigtail (assume science 8 for the follow discussion), and the other 5 will need to be connected directly to the Cisco router on ports 1-5.  The test setup programmed into the LanForge and the following description assume these assignments.  Since each science instrument has its own subnet on the Cisco, if any of these assignments are changed, some IP addresses will need to be changed.
	LanForge port
	Science Port
	IP Address
	Note

	eth2
	SC8
	10.1.18.101
	Plugged into pigtail

	eth3
	SC1
	10.1.11.101
	Plugged into port 1 on Cisco 01

	eth4
	SC2
	10.1.12.101
	Plugged into port 2 on Cisco 01

	eth5
	SC3
	10.1.13.101
	Plugged into port 3 on Cisco 01

	eth6
	SC4
	10.1.14.101
	Plugged into port 4 on Cisco 01

	eth7
	SC5
	10.1.15.101
	Plugged into port 5 on Cisco 01


This configuration has been setup on the LanForge under cross connects “BER_SC1” through “BER_SC8”
5.c. Test Procedure

5.c.i. For each load condition

1 Set up resistive and inductive loads as necessary
2 Note traffic statistics on Cisco routers

3 Clear LanForge statistics for crossconnects “BER_SC1” – “BER_SC8”
4 Start LanForge crossconnects

5 Run test for period of time (5-10 minutes, overnight?).  Time length of test.

6 Stop LanForge cross-connects
7 Note LanForge statistics

8 Note traffic statistics on Cisco routers

5.d. Cleanup
5.d.i. Shutdown, cleanup any loads

5.d.ii. Shutdown LanForge system

5.d.iii. Shutdown (??) node

6. Connectivity Test

With just one science connector pigtail, we need to check each science penetrator individually.  First we’ll check that any traffic gets through, then we’ll put a mild load on the cabling and test again.   This test needs to be repeated with the pigtail plugged into each of the 8 science penetrators.

6.a. Set up Cabling
Start with the first science penetrator.

Ensure power is off to that penetrator.

Plug the science pigtail into the penetrator.

Make sure the resistive load is still attached to the pigtail.

Check the first two interfaces (eth0 and eth1) on the LanForge are still on the shoreside science network.

Plug LanForge interface eth2 into the Ethernet connector on the science pigtail.  Each science penetrator is on its own network subnet, so we’ll have to change the IP address each time we move the penetrator as follows (the last digit, 101 is arbitrary…, it’s the second to last one that matters):

	Science Port
	IP Address

	S1
	10.1.11.101

	S2
	10.1.12.101

	S3
	10.1.13.101

	S4
	10.1.14.101

	S5
	10.1.15.101

	S6
	10.1.16.101

	S7
	10.1.17.101

	S8
	10.1.18.101


6.b. Set up LanForge

There cross connect called  “ConnectivityTest” already setup.  Edit that crossconnect and change the IP address on the “from” interface to match the above table.   This endpoint should be set to eth2.

6.c. Test

6.c.i. Make sure the relevant science circuit is still off
6.c.ii. Clear counters for “ConnectivityTest”

6.c.iii. Start “ConnectivityTest”, run for 5 minutes.

6.c.iv. Stop the test
6.c.v. Record the statistics from the test

6.c.vi. Clear the counter for “ConnectivityTest”

6.c.vii. Turn the relevant science circuit on

6.c.viii. Start “ConnectivityTest”, run for 5 minutes.

6.c.ix. Stop the 

6.c.x. Record the statistics from the test

6.c.xi. Clear the counter for “ConnectivityTest”

6.c.xii. Turn the relevant science circuit off

6.d. Repeat for each science penetrator

7. Analysis
















