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A few basic notes about our topside “server room” setup.  Notes are assuming we’d like long service life from our equipment and are made without consideration of cost or difficulty.
Physical Infrastructure
· Server rack(s) should be in a physically secure, environmentally controlled environment.  This includes physical security (locks, limited access) as well as air quality and HVAC.
Suggestion:  Move rack to dedicated server room w/ lock, HVAC.
· Racks should be seismically stabilized (bolted to floor/wall)
Suggestion: Bolt rack to wall
· Racks should be protected by a non-conductive fire suppression system.
Suggestion:  Disable building fire suppression system in server room and install dry fire suppression system.
· Should monitor environmental conditions (temp, humidity)
Suggestion: Install networked environmental monitor (i.e. APC makes one)
Power
· Load/uptime calculations should be performed using current equipment set and updated anytime equipment is added to the rack.  The current UPSes may be undersized, depending on our uptime requirements.
Suggestion: Perform power load/uptime calculations and size UPS appropriately.
· For redundancy design in parallel power paths.  Parallel UPSes, parallel bootbars (?).  Some portion of the critical path hardware has redundant powersupplies (HP and NE equipment).  Could split the Ciscos between the two power buses or procure backup power supplies.
Suggestion: Install second appropriately sized UPS and split power buses whenever feasible.  This will probably require a second bus bar (ugh).   For the Ciscos, either put one path (east v west) on a separate UPS or look at Cisco RPS675, a backup power system for all four Cisco units in the rack.
· No automated monitoring of UPS(es).
Suggestion:  Implement UPS monitoring software on one of the servers with appropriate email alerts, etc.
Network
· Is anyone/anything monitoring the traffic on the Cisco equipment (switches, PIX firewall) which would warn of misconfiguration or impending failure.  
Suggestion: Designate a server to receive log messages from Ciscos (at minimum) and maybe run some network monitoring software (don’t have immediate suggestion)
· Why are the PMACS and DCS computer spanning the firewall?  
Suggestion:  Figure out why this is the case and if there is a more correct solution which takes advantages of features of our hardware firewall.
· Or rather, what are the design goals of the overall architecture and what role is the firewall playing.  How will the MARS network interact with the MBARI network?  How is security and firewalling handled?
Suggestion:  Document network design and setup.
· The uplink to the outside world goes through a commodity Netgear switch
Suggestion:  Don’t do that.  Make direct connection from hardware firewall to wall.  For equipment outside firewall, hang off hubs on separate wall connections.
· Need updated and agreed upon network map.
Suggestion: Draw out new network maps which reflect network design philosophy and reality.
Computer Setup
· Should use the iLO ports provided by the HP equipment.
Suggestions:  Plug the iLO ports in and configure them.
· Are there policies for maintaining Redhat system software on DCS and PMACS computers?  “Never update” is an acceptable policy but should be written down.
Suggestion:  Figure out and document the update policies.
· Do we have rebuild/reinstall instructions from all groups installed.  This includes reconfiguring the Ciscos, reinstalling Linux on DCS and PMACs serer, reinstalling and reconfiguring any project-proprietary software.
Suggestion:  Write the above documents and make sure we have the relevant software.
· Backups?  Data backups but system backups for quicker recovery.
Suggestion:  Make a backup plan.  Does MBARI have backup software capable of creating bare-metal restore CDs for Linux?  What about data backups?  What are our data production rates?  Can it be handled by MBARI in the interim?
· Spare parts for common failures or single points of failure?  Spare GBIC transceivers, spare hard drives for HPs, spare fibers (?), spare PIX 501 hardware firewall?
Suggestion: Develop a complete list of potential spare parts and determine which, if any, we want to have on hand.
