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Text in yellow is a placeholder from the outline and/or areas that needs more attention, fact checking, etc.

Todo:

· Section numbering screwed up.

· Need to include section on design for reliability, also construction standards, IPC, etc?

Way forward:  At this point it's probably most important to spend time on the areas we haven't spent time on before:  integration, science port, and day-to-day operations and maintenance.  Many of the day-to-day procedures will need to be determined before they're documented.  With the first science deployments already on the horizon, it's critical that science user/science port/integration information and procedures are in place, agreed upon, and correct.


The same holds true for post-deployment testing and procedures (Craig's test box, etc).  Start the discussion and get those agreed upon and integrated.


It would be great to have a complete O&M manual with procedures, but understandably it’s a lot of thankless work and it may have to come about as time allows.  First, ensure all of the various primary documents are gathered together and controlled.  Get hide or archive old revisions and historical docs, stop wasting time trying to recall changes made six months ago or determining if a given drawing is the latest.   Make time to add to the manual as new procedures are added or learned, and fill it in as time allows.


Need a DCS document from WHOI.  Need MV documentation and procedures.
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1.  Introduction
This is the operations and maintenance manual for the Monterey Accelerated Research System (MARS), a cabled observatory deployed in Monterey Bay.  The MARS system was assembled at MBARI in collaboration with the University of Washington Applied Physics Lab (UW/APL), Woods Hole Oceanographic Institution (WHOI), Maripro, Alcatel, and NASA Jet Propulsion Laboratory (JPL).  As of 2007, the MARS system is operated by MBARI personnel under contract to the National Science Foundation.


This manual is intended as a central repository of technical information about the MARS project, drawing heavily from operations information provided by collaborators and subcontractors.  It is intended to both a day-to-day reference of system operation, as well as an introduction for engineers called in to work on particular elements of the system.

1.1.  Goal
The goal is to have a logically organized manual which can provides ready access to all information necessary for day-to-day operations and regular maintenance of the MARS system, though with the necessary depth to bring an engineer "up-to-speed" on the project before contributing. Frequently used information and basic troubleshooting should be easy to find with greater detail available by cross-reference, though it should avoid redundancy with vendor-supplied manuals.  This document should be well suited to breaking into several smaller physical volumes (i.e. LV Subsystem, MV Subsystem).  It should also be amenable to an online version.  An effort should be made to keep the manual "maintainable" i.e. information should be organized such that small system changes do not require widespread changes to the manual.

1.2.  Scope

The manual encompasses the entire MARS system including the subsea node and cable, science ports, shoreside networking, power and any infrastructure unique to the MARS system.  It should cover the entire system from the wall (power and network into the system) to the science port.

1.3.  Version
This is revision A, dated August 2007.

1.4.  Intended Audience

Personnel involved in the operation of the MARS system, including those operating the system on a daily basis and engineers asked to assist with maintenance or upgrade tasks.

1.5.  Conventions
As the MARS project is a collaboration between a number of organizations, the document and drawing numbering scheme is not necessarily consistent.  The drawing number scheme is described in more detail in section XX.  Whenever possible, drawings will be referenced by both their name and their document number to reduce confusion.


In most cases, computers, software, and network components can be identified by their common name (e.g. the Endrun NTP server, the NTP server) to maintain readability.  In cases where the meaning may be more ambiguous or unclear from context ( e.g. “the NTP server” could refer to the Endrun NTP unit, the instance of the ntpd server software running on the Endrun NTP unit, or an instance of the ntpd server software on one of the other Unix servers), a more verbose description (the ntpd daemon on the Endrun unit) will be used.   


As they are somewhat prone to being changed arbitrarily, hostnames will be used rarely, and IP addresses will be avoided whenever possible.  When necessary, instructions will reference the system IP address/hostname map (section XX).  Any time a hostname or IP address is used in the text or in examples, it should be considered a placeholder for the actual value.

1.6.  Supporting Documentation

This manual is just one portion of the system documentation.  It is meant to be used in concert with system drawings and schematics (listed in sections XX and XX), and with vendor manuals.  Whenever possible, appropriate vendor manuals (in either paper or PDF formats) are stored in the MARS documentation library.


References to third-party documentation will thread the line between precision and readability.  In general a document will be referenced using a common and unambiguous name (e.g. the Lantronix User Guide).


In general, this O&M Manual will attempt to provide detailed instructions for MARS-specific or common tasks, but for more common tasks, the reader will be referred to user's manuals, particularly with off-the-shelf hardware performing an off-the-shelf function.

1.7.  Versions and versioning

MARS is a complex system made up of a large number of COTS components (hardware and software).  Accurate tracking of versions and version numbers is not an appropriate use for this manual, and generally version numbers will be ignored (this include revision codes for hardware, versions for software and revision information for documentation), unless correct version information is critical to the operation of the system (i.e. one revision of a particular piece of hardware works correctly but another does not). 


This is not to say version tracking is not important.  For COTS hardware/software, any versioning information should be stored in a more “live” format – i.e. in a logbook, online in a wiki or in a separate doc or spreadsheet.  This would be a good way to keep track of firmware updates, for example, particularly for tracking “what’s changed?” when debugging problems.  

Versioning is even more critical for custom hardware and software, which must be tracked with the appropriate tools (i.e. version control systems for software, drawing control for hardware).  It is up to the MARS operators and engineers to make smart decisions about any upgrades to the system and to record and broadcast this information appropriately.

1.8.  Revision History
	Rev
	Comment
	Date/Author

	A
	Started to integrate in DCS, PMACS and LV O&M manuals from ProjectLibrary as they sit on 8/16/07.  Also added Tim's “MARS LOW VOLTAGE SYSTEM DESCRIPTION, Version 3.2”

Final Marburg versions mid-October 2007
	17 Oct 07, A.Marburg

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


2.  System Design and Overview

The MARS is designed as a prototype cabled ocean observatory.  The science node is fixed in place on the ocean floor, and connected to shore with a 50 km subsea cable which provides power and high-speed data communications.  In turn, the MARS science node provides eight science “ports,” each of which can provide a portion of the overall system power and data bandwidth.  These ports are available on the outside of the node as eight underwater-mateable connectors, meaning individual science packages can be added and removed from the node by an ROV.


MARS is inherently an infrastructure and facilities project, providing a unique platform for long-term science experiments in and around the Monterey Canyon.  MARS encompasses all of the physical, electrical, networking, and computing aspects of the observatory as follows:

1. Physical: the science node, the cable, and shore station

2. Electrical:  all aspects from the connection to the power grid on shore to DC power coming out of the science port.  This includes conversion of power for transmission on the cable, then conversion to useful voltages once at the node, and switching to the various loads.  It also includes all monitoring, measuring and safety functionalities in that transmission path, and generation of power for the node itself.

3. Networking:  as with the electrical system, MARS is responsible for transmission of data from the science port on the node to the Internet on shore.  This includes gathering and switching of data on the cable, connection on shore to the internet,  security and access to the data, and measurement of metrics.

4. Computing:  Finally, MARS includes a number of computers responsible for gathering, recording and presenting system information, as well as providing tools to deal with changes to the system or to troubleshoot problems.  This also includes support equipment for administrating and maintaining the computing and network aspects of MARS.

The MARS system is traditionally broken down into the following subsystems, delineated by the project collaborator responsible for that area:

1. The Medium-Voltage (MV) subsystem.  Designed by Alcatel, the MV subsystem is responsible for converting the 10kV DC delivered down the sea cable to 375V DC for use by the rest of the system.  The MV subsystem occupies one of the two pressure vessels in the science node.  The 10kV power supply in the shore station is also part of this subsystem; however since it is COTS and was delivered by the Univ. of Washington it is sometimes included in the LV subsystem.

2. The Low-Voltage (LV) subsystem. The LV system was designed and delivered by the University of Washington Applied Physics Lab (UW/APL).  It is responsible for handling the 375VDC for science and internal uses.  This includes switching power to individual science ports on and off, generating lower DC voltages at the science ports and for internal use, monitoring internal and external voltages and currents, and providing over-current protection in the event of a fault on a science port.   It occupies roughly half of the second pressure vessel in the science node.   It includes a number of custom circuit boards, one computer on the science node (the Node Power Controller, NPC), a computer monitoring the shore 10kV power supply (the Power Supply Controller, PSC), and topside server, client, and software suite for viewing the results (collectively known as the Power Monitoring and Control System, PMACS).

3. The Data Communications Subsystem (DCS).  The DCS, provided by Woods Hole Oceanographic (WHOI) handles the end-to-end networking responsibilities, taking Ethernet from the science ports, aggregating the data onto the optical fibers in the cable, then unpacking and routing the data on the topside.  It also includes client and server software for monitoring network health.  The DCS also provides high-accuracy timing information to the science port, and a high-reliability “backdoor” (the out-of-band controller or OBC) for limited communication and control of the node in the event of network failure.   WHOI also provided a good deal of the computing infrastructure, much of it related to the general problem of running a computing facility, rather than the specific problems of networking a cabled observatory.

To be fair, the system mechanicals (designed at Maripro and MBARI) and computing infrastructure (inherited partly from the LV and DCS, and partly designed at MBARI) should also be considered as subsystems in their own right.

1. System Design Goals and Overview:  An overview of system as a whole.  Starts with design/science goals, keep it brief.  Light on the history except for context.  Give a functional block diagram and describes role of each component.  Make it easy for someone to come up to speed on the "big picture", know where to look for more information (ah, it's a power problem, I'll look at the LV system)

3.  Regular Operations
Under normal circumstances, the MARS should run in a steady-state, requiring almost no regular intervention from its operators.  In fact, a great deal of effort should be spent making sure the system can be relied upon to alert the operators of an out-of-spec event, rather than forcing the operators to babysit the system continuously.


Of course, there will be some regular overhead in running the system, including some basic logging, ensuring the system is running well and safely, gathering data about the system's performance for future analysis, maintaining system components and interfacing with scientists whose instruments are on the science node.  As before, however, operators shouldn't need to have regular contact with participating scientists or their instruments.

2. Regular Operations:  Gives a summary description of what's required to 'operate' the system on a day-to-day basis, with references to later 'Operations' sections (which are more step-by-step).  Should be possible to distill this section into a checklist (if that's the preferred mode of operation).   Basically a list of the various monitoring tools available and what "normal" looks like.

1. System start-up:  How to start the node from a "cold" state.

2. System shut-down:  How to shut the node down to a "cold" state.

3. Daily System Monitoring:  Expectations, tools that should be used.  Logging and recording  i.e.  will there be an "operator's log" of any sort?

4. Interface with Science users:  Daily expectations of science users, including those with instruments being tested, those being deployed, and those that have been deployed.

3. Troubleshooting:  Intended as a "start here" section for troubleshooting.  Most likely a list of common scenarios and some debugging: 

1. Instrument trips a circuit breaker

4.  Mechanicals and Sea Cable

While the electrical and software elements of the MARS certainly get most of the attention, they both rely on a reliable mechanical backbone, including the sea cable itself, perhaps the most central component of the whole system, emblematic of the cabled observatory concept itself.

 Includes "physical block diagram" calling out major components and cables.

The mechanicals can be broken down into a few basic components:

· The sea cable.  The sea cable itself is approx 50km of standard telecommunications sea cable (in fact, this cable is an “cut end” remainder from another Alcatel project (correct?)).  It contains 8 single-mode optical fibers, one copper conductor and a host of protective k-tubes, plastics, shield and wrappings.

· The shore station.  The shore station is a small fiberglass hut located on MBARI land near the end of the island.  This serves as/houses the short termination for the sea cable.  The cable itself enters a horizontally drilled pipeline XX meters off shore and emerges in an access vault just outside the shore station, then proceeds into the station itself.  The station contains the 10kV power supply and attendant safety and monitoring equipment, as well as the termination fiber optics from the sea cable.  The fibers are then patched to a second fiber optic cable which runs between the shore station and MBARI building D.

· The science node.  The science node is a two piece assembly.  One component, the “trawl-resistant frame” (TRF) is permanently installed on the ocean floor.  It includes the characteristic orange fairing, as well as the actual ocean end of the cable.  The science node itself is a frame which slides into the TRF.  It contains the two system pressure vessels, and a large block of syntactic foam.   The science node is designed to be recoverable without disturbing the TRF or sea cable.   This is accomplished with a system of underwater-mateable connectors which attach the science node to the sea cable and science ports.  The science node is designed to mate to the ROV Tiburon as a standard tool sled, simplifying installation.

· Pressure vessels and cabling.   Finally, the two large titanium pressure vessels attached to the science node should be considered a sub-system on their own, including all of the wet cabling and connectors necessary to connect the pressure vessels to the sea cable, the science ports and each other.     As described elsewhere, one of the pressure vessels contains the medium-voltage (MV) subsystem, while the other contains the low-voltage (LV) and data communications subsystems (DCS)

4.1.  Node & Trawl-Resistant Frame  

Description, purpose and a few pictures.  Should explain the purpose, though shouldn't necessarily be a manual for recreating it from scratch.  Reference to drawings.

4.2.  Pressure Vessels

The science node contains two pressure vessels.  They are both XX in diameter, both machined from XX titanium.   One houses the medium-voltage (MV) converter.   It is a single large cavity, and has an endcap on one end, and under operation is filled with Fluorinert FC-77 at 1atm (see section of FC-77 below ref).  The second contains the low-voltage (LV) and data communication subsystems (DCS).  It has an internal bulkhead which divides it into two roughly equal-sized pressure cavities, and has endcaps on both ends.  One cavity, containing largely the DCS, is filled with air/dry nitrogen at 1 atm.  The other cavity, containing mostly the LV subsystem, is filled with Fluorinert FC-77 at 1 atm.

4.2.1.  Fluorinert FC-77

Fluorinert is the 3M trademark for its line of “fully-fluorinerted engineering fluids.”    It consists of short carbon chains with all bonding sites occupied by fluorine atoms.  It is electrically insulative, non-flammable and nominally chemically inert.  It is sold in a number of “grades,” determined by its boiling point, with FC-77 boiling at 97deg C (at 1 atm).   In both the LV and MV pressure housings, it is used as a heat transfer liquid to moved heat from electrical components to the pressure vessel walls.  As the electronics sit in a bath of FC-77, thermal conduction to the liquid should be quite good.  It is expected that a convection cycle will build up in the FC-77, further improving heat transfer.   Unlike in other applications, the FC-77 is always liquid, and is not allowed to turn to vapor (two-phase cooling), to transfer the heat away.

The MSDS should always be consulted before dealing with Fluorinert.  Nominally, FC-77 is very safe, with no chance of irritation either to skin or to eyes with incidental contact.  Otherwise, FC-77 can be handled like any other liquid (water).   We have found that FC-77 will sublimate given time, so containers should be kept lidded whenever possible.

Cleaning and recycling

Nominally, Fluorinert is completely inert and should not be subject to any sort of breakdown or contamination with use.  Given the cost of Fluorinert, there is strong incentive for reuse.  For mission-critical applications, the first choice should always be to use new Fluorinert, however used Fluorinert can certainly be used for testing.   With Fluorinert, there are two primary concerns: particulate contamination and liquid (water) contamination.   For both, the best practices thus far has been to run the Fluorinert through a hydrophilic filter (paper filter), either as part of the fill process, or by recirculating the Fluorinert in a storage vessel.   We've also had good luck freezing the Fluorinert to remove any liquid water as ice (pour point for FC-77 is -110deg C), and introducing silica gel granules (ideally the non-indicating, non-dyed kind) directly to the Fluorinert to absorb the water, which can then be removed with the filter.

Recycling

As of Sept 07, proper disposal or recycling policies for FC-77 have not been set..

4.2.2.  Medium Voltage Housing. 

1. Basics on construction, internals, endcaps, cabling.

1. Construction and contents:

2. Maintenance

1. Opening housing

1. Draining Fluorinert

2. Sealing housing

1. Preparation for seal

2. Closing housing

1. He leak test

3. Filling with Fluorinert

4.2.3.  LV Housing

3. Construction and contents:  Basics about construction, bulkhead, interior frames, endcaps.  Also science connectors and MV-LV housing cable.

4. Thermal concerns (fluorinert, heat dissipation, allowable internal temps on the wet and dry sides.

5. Maintenance

1. Opening housing

1. Draining Fluorinert

2. Sealing housing

1. Preparation for seal

2. Closing housing

1. He leak testing

3. Filling with Fluorinert  (I think the procedure is different for LV vs MV housings)

4.2.4.  Sea Cable and Cable Termination Assemblies:  

2. Construction, part number, components of sea cable.  Not much O&M information -- what can you do?

4.2.5.  Shore Station.

3. Location, what is the shore station.  What does it contain? Reference to other sections of manual where those components are discussed.   Also includes some of the infrastructure in the shore station -- UPS, fire alarm.  

1. Ground farm.

4.3.  Operation: 

2.  Not a whole lot that can be done operationally (most of the shore station is really MV subsystem).

4.4.  Maintenance:  

3. Again, not a whole lot can be done.  Is it appropriate to include instructions (detailed or otherwise) on deploying/recovering the science node?

4.5.  Troubleshooting.

4.   Much that can be done re troubleshooting? Nope.

5.  Medium-Voltage (MV) Power Subsystem

 What is it, what does it do.

5.1.  High-Voltage Electrical Safety.

5.   This is not intended to be a safety manual.  Should basically say "if you haven't been trained in MV safety, don't work on the MV system"  

5.2.  Shore Power Supply, Ground Farm, Safety Interlocks.  

6. Describe intention, design and operation.

5.3.  Medium-Voltage Converter (MV Converter).  

7. Describe intention, design.  Reference Alcatel manuals as appropriate.

5.3.1.  Data gathered from MV converter/Sensor array in MV converter.

8.   A bit more detail on the link from the MV system to the LV/PMACS realms, including information that's provided and what it means.

5.4.  Operation.

9.   Focusing on operating the topside/Voltronics in greater detail than just "starting the system."  Should include how-tos on the various safety/interlocking systems.

5.5.  Maintenance.

10.   For safety reasons should be very, very short.  Might be some troubleshooting on the shore power supply.

6.   Low-Voltage (LV) Power Subsystem

6.1.  Introduction
What is the LV system, where did it come from, what does it do.  Includes some UW material. (Why was it designed this way?)

[n.b. During the LV design process, the voltage produced by the MV/consumed by the LV was reduced from 400VDC to 375VDC.  This change is universal and affects the entire MARS system: MV output, LV input, science port output, etc.  In some places the documentation may refer to the 400V DC.  These instances should be read as 375VDC.]

discussion: circuit boards in fluorinert.  Include why, and any design considerations (component choice, wire insulation choice, etc)

The low-voltage (LV) power subsystem performs two main tasks: the conversion of the 375V DC power from the MV subsystem into lower voltages for both hotel (internal) and science purposes, and the infrastructure to measure, monitor, and switch those voltages.  It can be broken down into the following components:

· DC power conversion and monitoring consists of the analog and digital circuitry used to convert, measure, and switch power for the MARS node.

· The Node Power Controller (NPC) is a PC/104 based computer running Linux which measures the system voltage/currents and controls the power switching.

· Power Monitoring and Control Software (PMACS) is a client-server application which provides a front-end to the power system.  The server component logs data coming from the NPC, while a client displays the data and gives a user fine-grain control over the system.

6.1.1.  DC Power Conversion and Monitoring
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Figure 1, Low Voltage Block Diagram

The LV power subsystem system takes the 375V DC provided by the MV power subsystem and converts it into 48V DC for science (external) consumption, as well as 48, 12, 5, and -12V DC for internal consumption.  It also measures the current and voltage levels on each of the internal and external ports, and provides fine-grain switching on a channel-by-channel basis.  The flow of power through the system is diagrammed in Figure 1

 REF _Ref137270974 \h Error! Reference source not found..


375V DC power arrives from the MV subsystem and is immediately routed to the Bus Monitor Circuit (BMC) where voltage and current are measured.  The 375V is then split to the Internal DC-DC Converter (IDC) and External DC-DC Converter (XDC) boards, where isolating switching DC-DC converters convert the 375V to 48V on both the IDC and XDC, and to +12, +5,and -12V on the IDC.


The external 48V then travels back to the bus monitor board for voltage and current measurements before going to two identical External Load Controller (XLC) boards.  Each XLC board controls both 48V and 400 supplies to four science ports.  For each voltage on each channel it includes a FET-based switch, current monitoring, over-current protection and a relay-based deadface switch.   Each channel supplies a single science port, with power filtered by the External Load Filter (XLF) before exiting the enclosure.


Internal power is routed through the Internal Load Controller (ILC) board, which provides 16 discrete channels, each of which can be configured (in hardware) to provide either 5, 12 or 48V.  Each channel is individually switched and current and voltage are measured.


All current and voltage measurements, as well as any switching duties, are handled by the Node Power Controller (NPC).


The bus monitor board also includes ground-fault monitoring circuitry, the output of which is again routed to the NPC.

The system consists the following sub-assemblies/circuit boards:

· Bus Monitor Circuit (BMC).  Measures voltage and current on 375V power from MV subsystem and 48V external power generated on XDC.  Also provides ground fault measurements to the NPC.

· External DC/DC Converter (XDC).  Converts 375V power to 1200 W of 48V DC power for science loads.

· External Load Controller (XLC).   There are two identical XLCs.  Each allows the switching, current limiting, and current measurement of four 48V circuit and four 375V circuits.

· External Load Filter (XLF).   Provides L and C filtering for power before the science penetrators.

· Internal DC/DC Converter (IDC).  Generates +48, +12, +5 and -12VDC for loads internal to the MARS node (primarily the DCS and the LV subsystem itself).

· Internal Load Controller (ILC).  Provides 16 switched channels, with current measurement for internal loads.

· Node Power Controller (NPC).  A PC/104 stack with a large A/D and digital output capability which handles all of the measurement and switching on the LV, as well as communicates with the PMACS system.

The UW-APL's contribution also includes the Power Supply Controller (PSC), a PC/104 stack installed in the shore station which monitors the 10kV shore power supply.  As it is tightly integrated into the PMACS software, it is included in this section, though it is neither low voltage nor installed in the science node.

A schematic of the low voltage distribution system is shown in Figure 1 below.
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Figure 2, Low Voltage Distribution Schematic  (is this figure useful/redundant with fig 1 above?)

A Block Diagram of the Low Voltage System is shown below in Figure 2.  Note: +5V to controller from ILC does not exist anymore. Comes directly from IDC

Theory of Operation:  Block diagram, discuss flow through system, points where data is measured.  Also system startup, Autostart.

6.1.2.  Bus Voltage Monitoring 

The voltages and currents of the 48V and 375V external power buses are monitored by the External Bus Monitoring Circuit (XBM). The voltage sense is a large value resistor voltage divider. An isolation amplifier is used since the voltage signal is at a different potential from the internal buses and monitoring circuitry. 


The currents of these buses are measured using a 25A magneto-resistive sensor from FW Bell. No isolation amplifier will be required with these units. It is noted that the 375V bus also supplies the power to the internal DC converters so the current displayed is the combination of all loads in the LV system, not just the external loads.

6.1.3.  Ground Fault Monitoring and Isolation

The external 375V and 48V buses are monitored for ground faults; insulation damage, connector leaks, etc. The ground fault monitoring circuitry will alternately connect the two power conductors of each bus to case/seawater potential through a resistor and monitor any resulting current flow. A current flow will indicate the presence of a fault. Ground faults are detectable in the range of 10’s of μA’s. The basic circuit is shown in Figure 3.


The circuit on the right shows that a fault on the 400V line would be detected when the ground fault switch on the 400V return was closed (current path shown in pink). It will only be possible to detect a fault on one of the buses. If a fault is detected, it will be necessary to cycle through the loads, turning the power off on each load until the faulted load is found.
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Figure 3, Ground Fault Monitoring Concept (left) and detecting a fault on the 400V circuit (right)

6.1.4.  Low Voltage DC-DC Converters

The 375V bus also powers the Low Voltage DC-DC converters. The power requirement is 1200W for 48VDC external loads and 700W for all internal loads


As shown in Fig. 2, there are two converter assemblies – the External DC-DC Converter (XDC) to power the external 48V loads and the Internal DC-DC Converter (IDC) to power the internal 5V, +/-12, and 48V loads. Each of these converters are built using Vicor COTS converter modules connected in parallel to provide the required power capacity and reliability. 


The XDC uses four 600W converter modules which gives it a nominal capacity of 200% of the requirement. The converter is designed with N+M redundancy – N = the number of modules to meet the load requirement and M = the number of redundant modules. With this converter N=M=2.


The 400V-5V, 400V-12V, and 400V-48V converters on the IDC also use this N+M redundancy (N=M=1).


With this configuration, two of the modules can fail and the converter can continue to meet the load requirement. The design of the converter circuitry has minimized single point failures. The only common component in the passive input inductor. Any of the modules can fail with either a shorted or open input or output and the converter will continue to operate. If a module input fails shorted, a redundant fuse-diode circuit will open. If the output fails shorted, an output diode will isolate the failed module from the output bus.


According to the supplier the most likely failure is a short circuit on the input FET in the module and they consequently recommend a fuse on the input line so that a short circuit does not pull the input bus voltage down. Since fuses have unknown reliability, we have used a circuit using three fuses with zero, one or two diodes in line to have “cold” spare fuses. There will only be one conducting fuse at a time and if it fails, the next fuse will take over. The paralleled modules are synchronized by transformer coupling between the appropriate pins.


The IDC output buses will be used to power both analog and digital loads. The analog loads include current sensors, isolation amplifiers, engineering sensors, etc. The digital loads include relay control coils, FET control, etc. The analog and digital grounds are defined as the common of the +5V, +/- 12V, and 48V buses on the IDC and all analog measurements will be made relative to that common. A 40M Ω resistor is used to reference this common to seawater ground.


Links to the schematics for both converter assemblies are in the Appendix 1.

brief discussion of the Vicor module labelling scheme and the particular grade/testing level of the modules used.  see section “reliability” that follows.

	Voltage
	+5V
	+12V
	+48V

	Fiber Optics Equipment
	50
	 
	65

	Communications Routers
	 
	175
	 

	Out-of-Band Comms, Timing
	
	
	20

	Controller
	15
	10
	 

	Sensors
	 
	25
	 

	Relays
	 
	20
	 

	Total Power
	65
	230
	85


Table 1 – Approximate Internal Load Power Requirements (in Watts)

Commercial/Military 400Vdc-48Vdc Converter

Power Capacity
600

W

per module

Input Voltage

250-425 
Vdc

Overvoltage Turnoff
450

Vdc

typ, 430V min, 465V max

Input surge withstand
500

Vdc

<100 ms

Line Regulation
0.2

%

Low line to high line

Load Regulation
0.2

%

No load to full load

Efficiency

90

%

80% load

Ripple


50

mV

Full load

Dissipation (standby)
6.0

W

No load

Nominal Current
12.5

A

Current Limit

14.4

A

Output voltage 95% nominal

Short Circuit Current 
14.4

A

Output voltage <250 mV

Table 2 – Converter Module Specifications

Thermal Dissipation
The Vicor converters have a published efficiency of >90%. At the full nominal output of 2000 W (external + internal), the dissipated heat would be 200 W distributed over the modules.  This thermal load is transmitted to the housing via the Fluorinert in the LV housing.  (Testing at Alcatel estimates the Fluorinert and LV housing can dissipate XX W of thermal energy to  X deg C seawater while maintaining an internal temperature below XXX.

any further dicussion of the thermal engineering on the wet side.  Might also go above in the Mech Eng section.

Please note that in many ways the LV system is thermally limited.  Whenever testing the LV system or LV boards it is critical to ensure proper cooling and maintain safe component temperatures.   Any sort of testing of IDC, XDC, or XLC boards should be done either in a Fluorinert bath or with forced air cooling.  Even with forced air cooling, science port loads should be limited to XX W over short periods of time (X seconds).  The system should not be operated continuously in air without forced air cooling.  DO NOT operate the LV subsystem in a sealed pressure vessel without Fluorinert present.

Reliability 

The Vicor military grade modules undergo extensive post-production environmental stress screening (ESS) before shipment to verify compliance with quality and performance standards and to detect early life failures. After burn-in and temperature cycling, each module undergoes final electrical testing over the specified temperature range. These tests are summarized in the Table below.

	Operating temperature
	-55°C to +100°

	Storage temperature
	 -65°C to +125°C

	Temperature cycling 3°C–5°C per minute nominal chamber rate of change, 15 minute dwell time
	16 cycles, 

-65°C to +125°C

	Ambient test at 25°C
	Yes

	Power cycling burn-in –

Power on 10 minutes/off 15 minutes 

Module temperature cycling 35°C to 80°C; load up to 125W; 

Module output continuously monitored while enabled
	24 hours, 56 cycles

	Functional and parametric ATE tests at  low/high temperature
	-55°C to +80°C

	Hi-Pot test
	Yes

	Visual inspection before packing into ESD containers
	Yes


Table 3 – Environmental Stress Screening

Reliability reports from the vendor (Vicor) are summarized in Table 2 below. Reliability will be improved by incorporating redundancy into the design.

	Vendor
	Temperature
	MTBF

	Vicor
	30°C
	1,163,656 hours

	Vicor - Military
	25°C, GB
	2,709,000 hours


Table 4 – Vendor Reliability Calculations

6.1.5.  External Load Control and Monitoring

The requirements for the external load control and monitoring are:

· 8 science connectors, each with isolated circuits for:

· 375V, maximum current of XX A (XXXX W) to any or all connectors.  (was 400V at 23A = 9200W.  When we went to 375 was the available power wattage reduced to 375*23A = 8625W  or the current up-rated to 24.5A * 375 = ~9200W)

· 48V, maximum current of 25 A (1200 W) to any or all connectors

· Provide switching for all loads

· Monitor current at both voltages on all connectors

· Monitor ground fault current on power buses (see section 2.1)

· Use deadface switching on both legs at both voltages on all connectors for galvanic fault isolation

Note the above power outputs are shared between all science loads.  Each of the science connectors will be able to supply the maximum output power of the node (9.2kW) to a single load, or it can be shared among several science ports.
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Figure 4, External Load Control & Monitoring

The basic switching circuit of the External Load Control (XLC) board is shown above in Figure 4. The solid state FET switch will be actuated by the controller in response to a user command, or in the case of an over current event, locally by the node controller. In the event of a ground fault – damaged cable, leaky connector, faulted instrument, etc. – a pair of mechanical “deadface” relays can be opened manually to provide a complete galvanic isolation between the internal circuitry and the fault.

The mechanical switches will need to be opened after the FET switch breaks the DC current, or else the mechanical contacts will be damaged. Both types of switches are necessary because the mechanical switches cannot break the DC current without damage and the FET switches do not provide the required galvanic isolation. 

Due to the non-zero on-resistance [RDS(on)] the FETs will heat up when conducting current. This heating can be reduced by paralleling devices. From Table 4 below, a 600V FET has an RDS(on)]of 0.13Ω. With a single FET:

I = 25A, PD = (25)2 * 0.13= 81W

With 4 paralleled devices:

I = 25/4 A, PD = (25/4)2 * 0.4 = 15.6W

A single 100V FET is used for the 48V circuits and 4 paralleled 600V FETs are used for the 375V circuit (highlighted in Table 4 below).

Table 5 – Thermal Dissipation of MOSFET’s

The heat dissipation shown in Table 4 will only occur in the infrequent case where the full node power capacity is going to a single load. Due the fact that heat dissipation is a function of current squared (I2), the typical heat dissipation of any FET will be much lower. 


Operation at currents of up to 25A will require conduction or liquid convection cooling.


Each of the 8 external load circuits includes a solid state magneto-restrictive current sensor with an accuracy of approximately 1%.


The switching circuit requirements are:

· switch 375V power to loads with current up to 25A (10kW) (as before, when we went to 375VDC, the power rating was reduced, correct?)

· protect the circuitry from damage from short circuit current transients (with an inductor and fast acting circuit breaker)

· protect other loads on the 375V bus from switching transients on a load (with pi filter on individual load circuits)

· protect other loads from a drop in the 375V bus below 300V 

· protect other loads from a surge in the 375V bus 

· protect other loads from outage due to short circuit faults in individual loads (fast circuit breaker)

· alert the Power Monitoring and Control System (PMACS) if a circuit breaker trips

· provide logic for automatic reset of circuit breaker

· provide soft-start capability for loads with moderate in-rush current ( with pulse counter)

The load control switch and circuit breaker primarily consists of: 

· Switching FET’s that connect the power supply to the load, 

· A normally closed mechanical “dead face” switch that can be opened in case of a ground fault to provide total galvanic isolation of the faulted load,

· A current sensor, 

· An inductor in series with the load

· A comparator with hysteresis

· Control logic

· Output filter Capacitor and inductor

The 375V power supply is capable of supplying 375V at 25A (10 kW) with limited surge capacity. There is a 100 uF capacitor on the output of the 375V supply and if the voltage on this capacitor drops below 300V, the power supply will turn off. If the load on the 375V power supply exceeds 35A for more than about 20msec, the power supply will turn off.  (?? is this true, and if so, is it because of the LCCB?)

Load Control Circuit Breaker
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Figure 5, Load Control Circuit Breaker Block Diagram

The load control circuit breaker (LCCB) design provides the following 3 features. 

· Current from the 375V bus is shut off when the load current exceeds the current limit of 30A with the energy stored in the inductor transferred to the load. 

· The hysteresis in the comparator circuit requires that the current decrease below a set turn-on value of 20A. 

· A 7 bit counter provides for 32 reconnect cycles before power reconnection stops. Once the counter times out, a trip signal is sent to the PMACS controller. The user can reset the breaker by turning off the load control signal. 

A connection scenario is presented for a high power load. The initial conditions are as follows.

· Switching FET’s off with 375 volts at the input

· Inductor current = 0

· Computer control to optoisolator = off

· Comparator output at logic = 1 (high)

The computer commands the optoisolator on and consequently the switching FET’s are turned on, power is applied to the load, and current increases according to the dynamics of the load and the interaction with the inductor. Assume the load requires a large initial amount of energy and that the current increases to 30 Amps. At this point the comparator goes low, the FET’s are turned off, and the counter is incremented. Because of the hysteresis and the reference value at the comparator of 20 Amps, after the current decreases to about 20A, the FETS are turned back on.


This on-off cycling action provides a pulsing, soft-start mechanism to power the load and at the same time, limits the load current. The action described above continues until the first 32 cycles have elapsed or the load current settles to a value below 30 Amps. After 32 cycles, load powering is stopped and the user is notified via the circuit breaker trip signal. The user can reset the circuit breaker by turning off the signal to the optoisolator. If the current settles to a value below 30 Amps before 32 cycles have elapsed, the powering of the load continues. 


The 32 cycles will take on the order of a few hundred microseconds. 


In addition to this ’fast‘ hardware circuit breaker, there is also a ’slow‘ software over-current protection/circuit breaker that is user settable in the PMACS console. The PMACS local node controller samples the current sensor output at a rate of 100 Hz and compares the load current to the user-furnished over current setting. If this current is exceeded for several cycles (5-50msec) (discuss why this is, averaging, etc), the load is turned off and an over current trip signal is set.


There is the potential for a load to draw a current that is below the 30A threshold of the fast circuit breaker but still more than the power supply can supply. For example, if the power supply is heavily loaded at 20A, a load could develop a medium impedance fault that suddenly draws 25A. This would not trip the fast circuit breaker but would likely draw the power supply bus below 300V before the slow circuit breaker could react. This type of fault would need to be detected by the “slow” software over-current detection.

(what's happening on the 48V externals?  how is it different from the 375V?)

6.1.6.  Internal Load Control & Monitoring

The Internal Load Control (ILC) circuits have a lower maximum current per circuit than the external loads and there is no ground fault monitoring or deadface isolation. Each of the 16 load circuits include a 100V FET and a solid state magneto-restrictive current sensor.


The channels have a user settable ‘slow’ over-current that is similar to the method detailed for the external loads above. The ‘fast’ over-current breaker operates similarly to the slow but only uses three samples at 100Hz and has a hard-coded value equal to the current sensor rating of 5A for all of the channels, except for three and four, which are set at 15A.  (??.  make more clear how this is a “software” trip, like “slow” breaker on external loads)

6.1.7.  Over Current Protection

The over current protection will be accomplished by the following steps:

· The instrument owner will inform the System of the desired over current setting for the instrument. In cases where this current may change in response to events or alarms (lights or pumps turning on, etc.) the criteria or schedule for these changes will also be given.

· The power control system will send this current setting data to the local power controller

· The power controller will monitor the current sensor and compare the current to the over current setting.

· If the current exceeds the setting, the power controller will open the switch and turn off the device and send an alert that will indicate that the load has been disconnected.

6.1.8.  System Grounding

All buses are referenced to seawater ground through a 40MΩ resistor and a series/parallel ladder of capacitors. See Figure 6, below.
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Figure 6, Ground Reference Schematic

6.1.9.  Load Isolation


The external 400V and 48V buses will be isolated from the internal power circuitry by the use of DC-DC converters, isolation amplifiers and opto-isolators. Galvanic isolation is provided by normally closed relays.


The internal power circuits (5V, +/-12V, and 48V), have dedicated DC-DC converters. The internal bus grounds are at the same potential so isolation amplifiers are not necessary for voltage and current measurements. No isolation circuitry is provided for internal loads.

6.1.10.  Temperature system (integral to the LV system)

this whole section needs to be verified.  A number of the A/D channels on the LV subsystem are dedicated to environmental sensors in the wet and dry portions of the LV pressure vessel:

· XX (quantity) of LM87 analog temperature sensors (check specific part number)

· a pressure sensor in the wet side 

· Xxx

These sensors are read directly by the A/D system on the PC/104 stack.  Due to noise problem on the analog sense lines, the temperature sensors have been deprecated, and in some cases completely removed, though the other sensors are still in place.  These sensor values are read by the PMACS software on the PC/104 stack, transmitted to the PMACS server on the shore, and made available in the PMCAS client software, just as the other electrical sensor values.

6.1.11.  Temperature system (1-wire)

As a replacement for the analog temperature sensors, an alternate sensor network was installed which uses the 1-wire networking technology from Maxim/Dallas Semiconductor.  The 1-wire network allows a large number of sensors to be deployed on a branched, multi-drop network, with only some consideration to termination, noise, etc.  The actual 1-wire equipment used was developed by Embedded Data Systems (EDS).  The temperature sensors sold by EDS are standard Dallas DS18B20 (check P/N) chips which have been sealed in a small stainless steel tube and attached to a length of 4-conductor twisted pair cable.  The four conductors provide the power, ground, and signal  for the sensor.   


The 1-wire sensors attach to a sensor interface unit, also produced by EDS, known as the HA7.  The HA7 provides four 1-wire ports (though multiple sensors can be bussed from each port) and an ethernet port.  A microcontroller on the HA7 provides a relatively rich web-based interface to the 1-wire bus which is usable both by humans and by automated tools.  The HA7's firmware provides both high-level (query the temperature from this 1-wire sensor) and low-level (send these bytes on the 1-wire bus) interfaces.  In MARS, the HA7 then attaches to the in-band ethernet network.  Details on the HA7 web interface, particularly the human-usable interfaces, can be found in the HA7 User's Guide.


There are two HA7 interfaces in the LV pressure housing, one on the wet side and one on the dry side (it was found that 1-wire signals were not particularly robust when crossing the bulkhead).  The HA7 on the dry side handles an array of six sensors on the dry side.  As the dry side HA7 was installed as a retro-fit somewhat late in the integration of the LV/DCS housing, it shares power and network with the OBC Cyclades  (network I'm sure about, check on power). The ethernet is shared through a Garrett S14 industrial ethernet switch, which also shares power with the Cyclades and dry side HA7. 


The HA7 on the wet side handles six sensors on the wet side, as well as a proposed network on temperature sensors in the MV housing (this is to-be-deployed as of Sept 07).  The wet-side HA7 has its own power circuit on the ILC board, and an independent ethernet connection to the Cisco routers through a Y-cable, see (ref to description of Y-cable).

(I'm sure this section could be expanded greatly: wiring diagram, particularly the wiring/shielding of the temp sensor cables, notes about attenuation, stub length and noise rejection.  Also greater details on the HA7 web interface.)

Software

The 1-wire temperature system operates on a set of software which intentionally parallels the PMACS software architecture.  Given time it might be appropriate to integrate the 1-wire sensors fully into the PMACS system, but in this case it was more appropriate to leave the two independent.  


An application, written in Ruby, known as the 1-wire server, runs on the PMACS Server computer.   This server application is configured with the IP addresses of the HA7s, and the 1-wire addresses of each sensor attached to each HA7, as well as a short text description of each sensor.   The server is set up to start automatically when the computer starts up.  It periodically queries each HA7.  If it gets a response, it reads each temperature sensor on that HA7, and logs the data to disk.   The 1-wire temperature server uses the raw 1-wire commands provided by the HA7 rather than using the fully processed HA7 output, as this allows better detection and diagnosis of checksum errors in the data coming from the 1-wire bus.


The 1-wire server also includes and integral HTTP server, operating on a non-standard port (this is also set in the configuration file).   When queried at a particular path, the server will return an HTML page which gives all current (most recently read) temperatures from the 1-wire system.  The PMACS client software has been altered to query this page and use the information to update its own temperature displays.


At present there is no over-temperature alarm functionality in the 1-wire system, either implemented in the 1-wire server or in the PMACS client.  The 1-wire software is checked into the “MARS” project in the MBARI Subversion server (see section on Subversion).

6.2.  Circuit Boards:   

Cover each board in more detail, show board, give theory of operation.  Reference schematics and show detail as appropriate.

6.2.1.  XBM (eXternal Bus Monitor)

6.2.2.  XDC (eXternal DC converter)

6.2.3.  XLC (eXternal Load Control)

LCCB "Daughter" board

Isolation "Iso" board

6.2.4.  XLF (external Load Filter)

6.2.5.  IDC Board

· Low voltage DC-DC converters

· Thermal dissipation

· Reliability

6.2.6.  ILC (Internal Load Control)

6.3.  Node Power Controller:  

The Node Power Controller (NPC) is a PC/104 stack on the wet side of the LV housing.  It provides power monitoring and control functions for the LV subsystem.   It runs a component of the PMACS software and telemeters information to the PMACS server on the surface through the in-band (ethernet) channel.  It also has a connection to the out-of-band channel for diagnostics.

6.3.1.  Hardware

The NPC consists of an Diamond MM-32-AT I/O boards


. (include information on switch to updated Diamond-MM-32X-AT boards) Each I/O board provides 32 A/D channels and 24 digital I/O lines. 
MPL MIP405 pc/104 PowerPC board


 running Linux and four 
6.3.2.  Software

The vendor (MPL) does supply their own Linux distribution but this turned out to be far too large for our needs. The major problem with the MPL Linux distribution is its reliance on GNU-libc -- a very nice, very fast, and very large C-library. There is another C-library, Busybox


, which provides very compact replacements for all of the standard Unix/Linux tools. 
Uclibc


, which is aimed at small (i.e. embedded) Linux systems. Closely associated with Uclibc is 

The Uclibc Project provides a couple of very nice development tools. One allows you to build a GCC-based cross compilation toolchain (compiler, linker, etc) and then build a version of the library for your target board. Another script allows the building of a full "root disk" image with busybox, uclibc, and almost any other software you can think of. I was able to use this "buildroot" tool to cross-compile a Linux distribution which was much smaller and much more suitable for our needs. 

6.3.3.  NPC Bootup Process

The NPC is designed to be a "turn-key" system. The user need only apply power and provide a network connection and the system starts working. An optional RS-232 serial connection can be provided to monitor the entire boot process. 

When the board is powered-on, control passes to the U-boot


 boot-manager. U-boot has been configured to automatically boot Linux unless the user interrupts the process within the first 10 seconds by pressing any key on the serial console. 

What follows is the standard Linux boot process, the kernel starts up followed by the init process. The init script /etc/init.d/S99local starts all programs associated with NPC operation including the script /etc/init.d/sampling which performs the following actions to start the sampling process: 

· loads the nodedacq kernel driver module. 

· starts the dacq_nt data filtering and distribution process. 

· starts xmlrpc, the XML-RPC interface. 

· starts breaker, the software circuit breaker for internal loads. 

· initiates the DCS auto-start process (see below). 

Manual Control

The sampling process may be controller manually: 

· /etc/init.d/sampling stop stops the sampling process 

· /etc/init.d/sampling start starts the sampling process 

Note: if the sampling process is stopped for more than two minutes, the watchdog timer will reset the system. 

6.3.4.  Restarting the sampling process

NOTE:  This will switch off all LV loads.

· Log into the NPC as root

· Give the command



/etc/init.d/sampling restart

· Log out as root.  If on the SAIL console, log back in as dcs.

6.3.5.  Out-of-band Control

Under normal circumstances, all load control is handled via PMACS. However, PMACS can only function if the network is up and running. To handle system startup and other times when the network is down, there is a backdoor method for controlling the internal loads using the iloads program on the NodePowerController


 (NPC). 

Logging-in

The DCS out-of-band system provides access to the serial console of the NPC. There is a special DCS account (username: dcs) which automatically starts iloads on log-in. For other accounts (e.g. root), start iloads manually at the shell prompt.

To connect to the NPC through the OOB system:

· Log into the DCS server

· Go to the directory /home/stevel/power_obc/…

· Run ./power_login

This will open a console through the OOB system to the serial port to the NPC.   

Usage

iloads is a very simple command interpreter. Typing help at the prompt (>) produces the following usage message: 

 The following commands are recognized:

 sets N 0|1   set switch for Load N (1-16) on (1) or off (0)

 gets N       get the state of Load N

 getc N       read current for Load N

 getv         read voltage on all internal buses

 getsens      read all engineering sensors

 cas          Cancel AutoStart

 quit         exit the program

The program can also be run in batch mode where it reads a file of commands from standard input. This is how the DCS auto-start process works (see BootUpProcess


). 

6.3.6.  Autostart

The NPC can optionally start turning on some or all of the system loads after a preset delay after the NPC is powered on.  This might include right after initially powering the system or after a serious fault which has caused the NPC to reboot.  This process will bring up the routers and switches if the out-of-band communication system fails.  It can also be cancelled through the OOB interface.


The startup script /etc/init.d/sampling looks for an existing, executable script called /usr/sbin/autostart.sh.  If this script exists, it runs it immediately.  The script, in turn feeds the file /etc/autostart.cfg to an iloads process (independent of what the dcs user may be doing).  This config file can contain any sequence of iloads commands but will typically start with a delay command to provide a timeout before the automatic power-on starts, then a sequence of sets commands to turn system loads on and power the DCS.


The autostart process can be cancelled through the OOB interface by giving iloads the command ‘cas’ (cancel autostart).

Enabling Autostart

· Log into the NPC as root (see above Error! Reference source not found.).  

· Verify that the command file /etc/autostart.cfg is correct.

· Make the “autostart” script executable

chmod a+x /usr/sbin/autostart.sh

· This change will take effect either the next time the NPC is rebooted or when the sampling process is restarted (see Restarting the sampling process).

· Log out as root.  If on the SAIL console, log back in as dcs.

Disabling Autostart

· Log into the NPC as root (see above Error! Reference source not found.).  

· Make the “autostart” script unexecutable



chmod a-x /usr/sbin/autostart.sh

· This change will take effect either the next time the NPC is rebooted or when the sampling process is restarted (see Restarting the sampling process).

· Log out as root.  If on the SAIL console, log back in as dcs.

Changing the Autostart Configuration

Changing the autostart configuration (time delay, etc) involves editing the file /etc/autostart.cfg.  This can either be done in-place on the NPC (not recommended) or in a text editor on a shoreside computer, than uploaded to the NPC.

The configuration file itself consists of a series of commands which are fed to iloads in sequence, including sets and getc commands.  Lines which start with a ‘#’ are considered comments and are skipped.  The command delay is typically used as the first command in the file to create the delay before the script starts powering on loads.  It is the responsibility of whoever edits the file to ensure it is turning on the correct loads in the correct sequence.

Below is a sample of autostart.cfg

  # iloads command file to start DCS loads.

  # After an initial 10 minute delay, the loads are started in

  # a sequence with a 3 second delay between each consecutive load.

  delay 600

  # Cisco MRA01-01

  sets 3 1

  delay 3

  # Cisco MRA01-02

  sets 4 1

  delay 3

  # OE West 75

  sets 5 1

  delay 3

  # Cyclades

  sets 6 1

  delay 3

  # OE East 75

  sets 7 1

  delay 3

  # OE East 98

  sets 8 1

  delay 3

  # OE West 98

  sets 9 1

  delay 3

  # West NE Optical Switch

  sets 10 1

  delay 3

  # West EDFA

  sets 11 1

  delay 3

  # East NE Optical Switch

  sets 13 1

  delay 3

  # East EDFA

  sets 14 1

  quit

6.4.  Building a New NPC Stack

6.4.1.  Hardware Configuration

The I/O boards are numbered from 0 (lowest on the stack) to 3 (highest on the stack). From a clocking point of view, board0 is the master, it provides the clock signal for the other 3 slave boards. To properly pass the clock signal, one must connect J3/pin-42 on the master to J3/pin-45 on all slave boards. 

The various jumpers on each board should be configured as follows. Consult the Diamond documentation for the jumper locations as the labels can be hard to read. 

· Board0: 

· Base Address = 0x280 (J7 settings: C=out, B=in, A=out) 

· IRQ = 5 (jumper J7), also install jumper in "R" position 

· A/D configuration: 

· channels 0-31 single-ended 

· jumper J5 settings: 1=in 2=in 3=out 4=out 5=out 6=out 

· DIO setting: pull-up (set jumper J8 to +5v) 

· 16-bit bus enabled (jumper J7, 16=in) 

· Board1: 

· Base Address = 0x300 (J7 settings: C=out, B=out, A=in) 

· IRQ setting does not matter, do not install jumper in "R" position 

· all other settings same as Board0 

· Board2: 

· Base Address = 0x340 (J7 settings: C=in, B=in, A=out) 

· all other settings same as Board1 

· Board3: 

· Base Address = 0x380 (J7 settings: C=out, B=out, A=out) 

· all other settings same as Board1 

6.4.2.  Cloning the NPC software

The easiest way to bring-up a new NPC is by cloning the existing one. This insures that all of the software is installed correctly and is up to date. Before starting this process, be sure to have a copy of the "Installing MPL Linux Application Note" from MPL. Even though we are not installing their full Linux distribution, we will be following some of their procedures to "bootstrap" the system. 

The installation is a two stage process. First, the U-boot bootmanager is used to install a mini-linux kernel and ram-disk based filesystem using TFTP. Second, the mini-linux is used to partition the flash "harddisk" and install the full NPC software using NFS. 

Installing "Mini-Linux"

· Connect the ethernet port on the MPL board to the hub connected to the second ethernet port of the pmacs server system. 

· Connect the MPL serial port 0 to the first serial port of the pmacs server. 

· Run the connect program on the pmacs server to open the serial line. 

· Power on the MPL board, the U-boot bootmanager should start. 

After following the steps above, you should be at the U-boot prompt, =>. Now follow the procedure outlined in Section 3.2 of the "Installing MPL Linux" app note to install the "mini-linux" system. There is one small change to the app note, you must specify the full path of the boot image when fetching it with tftp, /mpl/mip405_multi.img. Complete the process by following the instructions to boot the mini-linux and log-in as "root" (no password needed). 

Preparing the disk

· mkdir /mnt/source /mnt/target 

· use fdisk to partition the 128 Mbyte flash disk as follows (8 Mbyte partition for the kernel image and the rest for the filesystem): 

· Disk /dev/hda: 8 heads, 32 sectors, 978 cylinders

· Units = cylinders of 256 * 512 bytes

·    Device Boot    Start       End    Blocks   Id  System

· /dev/hda1             1        65      8304   83  Linux native

· /dev/hda2            66       978    116864   83  Linux native

Installing the NPC software

· configure the ethernet interface and mount the NPC software directory from the pmacs server: 

· ifconfig eth0 10.0.0.4 netmask 255.255.255.0

· mount 10.0.0.1:/usr/local/MARS/npc-base /mnt/source -r

· make a filesytem on the second partition of the harddisk and mount it under /mnt/target: 

· mkfs /dev/hda2

· mount /dev/hda2 /mnt/target

· run the installation script: 

· /mnt/source/npc-install.sh hostname

· unmount all of the partitions and reboot: 

· cd /

· umount -a

· reboot

Configuring the boot manager

Rebooting returns you to U-boot. Run the following commands to configure U-boot to automatically boot Linux at startup after a 10 second delay: 


setenv bootdelay 10


setenv bootargs console=ttyS0,9600 root=/dev/hda2


saveenv

Finally, boot linux with the bootd command. When Linux boots, log-in as root (no password) and use the passwd command to set a password. 

6.5.  Power Supply Controller

The Power Supply Controller is a PC/104 stack which provides an interface to the 10kV shore power supply.  It is a Diamond Systems Prometheus turnkey PC/104 stack with 16 analog inputs (16-bit) and 24 programmable digital I/O ports.  It has a flash drive and runs Linux.

6.5.1.  Software

Unknown

Configuration and Management

The PSC is designed to be a self-contained black box with Ethernet coming in one side and analog/digital signals to the power supply going out the other.  As it is running Linux, maintenance tasks are very similar to other Linux computers.

6.5.2.  Access via the network

When properly configured, the PCS is accessible through SSH.   Relevant usernames and passwords can be found in the Mars IP Master List.

6.5.3.  Access via the console

The console on the PSC is available through its serial port COM2.  The port is configured for 115kBaud, 8,N,1, no flow control.  This port is essentially a replacement for monitor/keyboard – the Prometheus does not, but default, have a video card installed and it cannot drive a monitor.


Once properly connected to the console, it should be possible login into the PSC as standard.  Relevant passwords can be found in the Mars IP Master List.

6.5.4.  Changing Network Configuration

The system network configuration is read at startup from the file /etc/sysconfig/network.    The system’s IP address, etc can be changed by editing this file – make sure the various broadcast and gateway addresses match.  Barring an extreme situation, it’s simplest to just restart the computer to get the new network configuration to take.


Here’s the current configuration, showing the relevant variables:


# cd /etc/sysconfig 


# cat network


IPADDR="10.91.128.32"


NETMASK="255.255.255.0"


GATEWAY="10.91.128.1"


BCAST="10.91.128.255"


HOSTNAME="mars-psc"

6.6.  Software:

6.6.1.  PMACS software on the NPC

There are three layers to the PMACS software on the NPC. At the lowest level is the kernel module (device driver) which continuously samples the analog and digital inputs and produces a data stream of time-stamped sample records. Above this is a data distribution process which makes the data stream available over internet and unix domain socket interfaces. At the uppermost level is an XML-RPC server which provides a remote-procedure interface to the data and to the digital output ports. 

Device Driver

The device driver is named nodedacq (Node Data Acquisition) and is a run-time loadable Linux kernel module. The module accepts the following command-line parameters: 

· sample_rate=N: specify the sampling rate in Hz. 

· fifodepth=N: number of samples to buffer. 

· baseaddr=A1,A2,A3,A4: specify the base address of each board. 

· portA=N1,N2,N3,N4: initial value for I/O port A on each board. 

· portB=N1,N2,N3,N4: initial value for I/O port B on each board. 

· portC=N1,N2,N3,N4: initial value for I/O port C on each board. 

The initial I/O port values work as follows. If the value is less than 0, the port is configured for input, otherwise (0 <= value) the port is configured for output and the value is written to the port. 


The parameters for the driver can be found in the file /etc/sysconfig/sampling-opts and the driver is started automatically at boot time by the script /etc/init.d/sampling. 


When the driver is opened for reading, it begins the sampling process. All of the A/D channels and I/O ports on all boards are read sample_rate times/second, a time stamp is added, and the resulting data records are passed to the process which opened the driver. The data records have the following format: 

typedef struct {

    unsigned char       dio[4];

    short               adc[32];

} sdata_t;

typedef struct {

    long                tsecs;

    long                tusecs;

    long                boards;

    sdata_t             s[1];

} sample_t;

The "header" fields, tsecs, tusecs, and boards, are stored in the native byte order of the system (most-significant byte first) while the A/D samples are stored least-significant byte first as this is the byte order used by the I/O boards. 

Data Distribution

The device driver suffers from the restriction that only one process may have it open at any given time. The Data Distribution process, dacqd_nt, reads the data from the driver and makes it available to multiple processes via unix-domain and internet-domain sockets. The A/D values in the data record are converted to native byte order. This process can also filter the A/D data, it takes a single command-line option: 

· -f N: specify the filter length in samples 

If the above option is not used, no filtering is done. 

Although the filter length is specified in samples, the digital filter is actually a first order recursive filter (sometimes referred to as a "log-smoothing filter"). The filter is implemented by the following equation: 

 y[i] = alpha*y[i-1] + (1 - alpha)*x[i]

     where:

       alpha = e^(-1/N)

Another way to calculate N is to select a desired cutoff frequency (-3db point) and use the following set of equations: 

  C = 2 - cos(2*pi*Fc/Fs)     Fc = cutoff freq, Fs = sampling freq

  alpha = C - sqrt(C^2 - 1)

  N = round(-1/ln(alpha))

As with the driver, the parameter settings are stored in /etc/sysconfig/sampling-opts which is used by the script /etc/init.d/sampling when starting the process at boot time. 


Dacq_nt provides a TCP/IP server on port 4242, port 4243, and a named-FIFO interface (unix-domain socket) through the file /tmp/.dacqd-socket. A client simply needs to open one of these interfaces to be provided with a stream of filtered and time-stamped data. The records are in the same format as provided by the device driver. Regardless of the filter settings, the data stream provided on port 4243 is always unfiltered. 

Software Circuit Breaker

The internal loads have no hardware circuit breaker so the breaker process provides one in software. This process reads the unfiltered data-stream from the Data Distribution process (on TCP port 4243) and if it detects that a load's current draw exceeds a compiled-in limit, it switches the load off. To minimize the effect of noise spikes, the process buffers three samples and only reacts if two out of the three samples exceed the limit. 

XML-RPC Server

This server is the primary interface to the NPC. It provides the following functions: 

· getSample: returns a binary string containing the latest sample record. 

· iopSet: set one or more digital output lines high. 

· iopClear: set one or more digital output lines low. 

· iopWrite: write a value to an output port. 

· setADmax: set maximum allowed A/D value (see below). 

· getADerrors: return an array of integers containing a bitmask (1 bit/channel) of A/D errors. 

· clearADerror: clear the error bit for an A/D channel. 

· setADswitch: associate an A/D channel with an output line (see below). 

Over-current Monitoring

The server process also provides over-current monitoring. A separate thread in the process continuously reads the filtered data provided by dacqd_nt and compares the value read from each A/D channel with the allow maximum value (set by setADmax). If the value is exceeded, the output line associated with the channel is deasserted (thus turning off the associated load) and the corresponding error bit is set in the A/D error bitmask. Note that this process operates separately from the circuit-breaker mentioned above, it also reacts much more slowly because it is reading the filtered data stream. 

You will notice that the procedure just described is very general, the server does not deal with current but rather with raw A/D counts, it also has no knowledge of which channels are current-sensors and which output lines are load switches. That information is kept at a higher level, in the PmacsServer


. 

Note when the process first starts there are no current limits in-place. In practice, this is not a problem because all external loads are off and the internal loads are protected by a software circuit breaker. 

Watchdog

The same thread which checks for over-current conditions is also responsible for servicing the watchdog timer. If this process stops, the watchdog will timeout in 2 minutes and reset the system. 

Event Logging

All of the NPC sampling processes use the standard Unix "syslog' facility to log events. The syslog messages are sent to the PMACS Server host system where they are stored in the file /var/log/pmacs.log. 

6.6.2.  PMACS Server

The PMACS Server provides an interface between the in-water system and the actual users (PmacsClient


). It handles the mapping of the A/D channels and I/O ports to the various switches and sensors. It also maintains an archive of the raw data stream. 
PmacsConsole


 and 
Hardware

The server system is a rack-mount HP server running Redhat Enterprise Linux 3. 

Software

The PMACS interface to the system is provided by a SOAP server. SOAP is a so-called "web service" similar to XML-RPC but with a far more complex specification. The advantage to using SOAP here rather than XML-RPC is the ability to define the interface in a machine-readable WSDL file


. This will (hopefully) make it easier for the science users to develop their own client software to monitor and control the power to their instrumentation. 

The server was written in SOAPpy module


 to provide the SOAP interface. The interface is defined by the following functions: 
Python


 and uses the 
· loadListType getLoads(string loadid): returns the state of all loads specified by loadid. 

· loadListType setLoad(string loadid, loadUpdateType newstate): change the state of one or more loads. 

· busListType getBuses(string busid): returns the state of all buses. 

· sensorListType getSensors(string sensid): returns the state of all sensors. 

· mvType getMV(string id): returns the state of the MV converter. 

· int checkGF(string line): check ground-fault current on specified bus line. 

See the WSDL file


 for the definitions of the various types and IDs. 

Server Internals

There are four major object types corresponding to the components of the system which a client might want to know about: 

· Loads 

· Buses 

· Sensors 

· Ground Fault Detector 

Each type is modeled as a class. The object initializer for the class takes a dictionary as an argument. This dictionary maps the object attribute names to the corresponding analog or digital "interface" on the NPC. 

The server uses an npc.NPC object to periodically poll the NPC and read the latest sample record. When the client requests the state of a component, the sample record is passed to the status method of the corresponding object. This method returns a dictionary which is packed into a SOAP structure and returned to the client. 

Server Configuration

The program takes a single optional command-line argument specifying the server configuration file. This file has a simple '.ini' format. The example below shows the format along with the default values for each entry 

  [network]

  npc = mars-npc1      # NPC hostname

  soapport = 8080      # TCP port the server listens on

  interval = 1         # NPC sampling interval in seconds

  checkauth = off      # If 'on', check authorization for 'setLoad' requests

  [dbase]

  root = /var/lib/pmacs      # top-level database directory

  statedb = ops_db/svcstate  # server-state database (relative to 'root')

  iospecdb = ops_db/iospec   # I/O port database (relative to 'root')

  archivedir = archive       # archive directory (relative to 'root')

  passfile = passwords.txt   # password file (relative to 'root')

  loadfile = loadauth.txt    # Load authorization file (relative to 'root')

  calfile = defcal.csv       # Analog sensor calibration coefficients

Authentication and Authorization

User authentication is handled using the Web Services Security UsernameToken method and a plain-text password file specified by the 'passfile' config directive. Loads are matched to users by the Load Authorization file. The files have the following formats. 

passfile

Ascii file. Each line of the file contains two colon (':') separated fields. The first field is the username and the second is the password. Note that the password is stored in plaintext therefore this file should only be readable by the userid associated with the PMACS server process. 

loadfile

Ascii file. Each line of the file contains two colon separated fields. The first field is the load ID formatted as follows 


TYPE/PORT/VOLTAGE   (e.g. internal/10/v48 or external/5/v400)

The second field is a comma separated list of usernames. 

Server startup

By default the server is started automatically at boot time by the init-script /etc/init.d/pmacsd. The init script checks for the file /etc/pmacs-server.cfg and if it exists, uses this as the server configuration file. 

The design of the server requires that the NodePowerController


 (NPC) be on-line when the server starts-up. If you reboot the server host while the NPC is down, you will need to start the server process manually: 


/etc/init.d/pmacsd start

Note that the server process can handle the case where the NPC is stopped and restarted while the server is running. 

Server shutdown

To shutdown the server process manually, call the init-script with the stop argument: 


/etc/init.d/pmacsd stop

If the script fails to kill the process, you may need to kill it manually: 

 killall -INT pmacs-server.py

 killall -9 pmacs-server.py   # if the above fails

Server testing

The best way to test the server is to use the PmacsConsole


. If this is not possible, you can run the following test script from the command-line on the server host: 

  servertest.py http://localhost/wsdl/pmacs.wsdl

WSDL file

The client needs access to the WSDL file which describes the interface to the server. By default, this file is served by a web server running on port 80 of the server host system. If a second server is run or if the server is run on a different TCP port, the WSDL file will need to be modified and made available to the clients. 

Data Archiving

There are two types of data archiving provided by the server. First, all of the timestamped analog and digital inputs from the Round Robin Database


. This database contains a three-level "rotating archive": 
a separate page


. Second, the internal load and sensor data is written to a NodePowerController


 are written to a series of ASCII CSV (comma separated value) files. These files are discussed in detail on 
· One-second sampled data for the past 24 hours 

· One-minute averaged data for the past 10 days 

· Ten-minute averaged data for the past 30 days 

Plots of this data are available online


. 

Event Logging

The server process uses the standard Unix "syslog" facility to log various events. These events can be found in the file /var/log/pmacs.log on the server host. 

Analog Sensor Calibration

The calibration coefficients for the analog sensors are stored in the file specified by the calfile entry in the server configuration file. This file is in CSV format, each record must contain the following fields: 

  SENSOR ID,C0,C1,UNITS

Where C0 and C1 are the coefficients of the following linear equation which converts the A/D input voltage to physical units: 

  UNITS = C0 + C1*VOLTS

1. PMACS Client:  

2. PMACS Server:  location, starting/stopping

3. NPC Software:

1. SOAP interface

2. iLoads

4. Temp sensor server.  Theory, location, starting/stopping, interface to PMACS client

5. Logs:  What's recorded where and how to retrieve it for analysis 

1. PMACS logs 

2. Temp server logs

6.7.  Operations:

6. Starting client software, information and controls available.

7. Powering loads on/off

8. Setting limits

9. Ground faults

10. Dealing with errors

6.8.  Maintenance
11. Logging into NPC over In-band, out of band system

1. iLoads

12. Basic Linux ops

13. Building  new NPC

14. Reinstalling PMACS client 

15. Server software:  starting/restarting.  Checking on status.  Installing/reinstalling.  Configuration

16. Client software:  Configuration.  Installing/reinstalling.

17. Logs:  what's being logged and where

7.  Data Communications Subsystem (DCS)

Data Communications Subsystem (DCS)  with help from WHOI

7.1.  Introduction.  

Each of the eight science ports on the MARS submarine node provides power and a 1000Mbs copper Ethernet connection.  The MARS Data Communications Subsystem (DCS) is responsible for carrying those 8 science Ethernet links, as well as Ethernet from within the node itself, to shore and then on to the Internet.  The DCS can be broken into roughly two main sections:

1. In in-band channel (IBC) is the ethernet-based primary communication link from the science node to the internet.  It uses off-the-shelf fiber-optic telecommunications equipment to put four redundant Gigabit Ethernet links across four fibers in the subsea cable.  

2. The out-of-band channel (OBC) is a proprietary high-reliability, low-speed communications link which uses the other four fibers in the subsea cable to provide an always-on command and control link to the node.  Should the backbone Ethernet connection fail, the OBC can be used to diagnose and restart the connection.

The DCS provides high-accuracy (accuracy spec here) timing information to the science ports.  This timing information comes in two forms.  An local NTP server, synchronized to GPS, provides gross time and date information to computers on the MARS network.  A 1 pulse-per-second signal, also synchronized to GPS, is propagated by the OBC, provides high-accuracy timing information.


The DCS also includes an array of software and hardware tools for monitoring and adminstrating the various components of both the IBC and OBC.  Some of the components which are very specific to the unique aspects of the DCS are included in this section, while some others which are more generic to the greater world of network administration are included in the “Infrastructure” section below (insert reference/link).

7.2.  In-Band System

7.2.1.  Overview

The In-Band Channel covers all of the ethernet-based networking in the MARS system, from the 100Mbps connection available on each science port to the point where the overall MARS network enters the Internet as a whole (technically, at present, it enters the MBARI network).  A sketch of the overall MARS Ethernet network is shown below.  The details of the shore-to-sea link are kept very simple, as the system is covered in much greater detail in its own section.

(insert overall sketch here)

The network is defined by the two Cisco 3750 switches at each end of the subsea cable.  Individually, each router provides 24 1000Mbs (gigabit) copper Ethernet ports and 4 1000Mbs (gigabit) expansion ports (so-called SFP ports). 


The switches operate in a stacked mode such that the pair of switches on each end operate like a single large router which can be adminstrated as a unit, but one can take over for the other in the event of a failure.  On the subsea side, the routers connect to the other electronics in the node, and to the eight science ports.  On the shore side, the routers connect to MARS infrastructure servers, servers dedicated to particular science users, and to the greater Internet.  


The two stacks are linked through the fiber optics in the subsea cable, with each switch building a full-duplex gigabit link to each of the switches on the other end (four links total).  These four links are not simple fiber-to-fiber connections though they can be treated as such.  The specifics of the sea cable networking is detailed below.   


These four gigabit connections are then combined using Cisco's Etherchannel technology to appear as a single, large (4 gigabit aggregate) connection from the shore stack to the sea stack.  This arrangement provides a degree of automatic fault tolerance, as any switch or fiber link can fail and the system will continue to operate.


At both the science node and on the shore, the Cisco 3750 routers are the central elements in the greater ethernet network.  Mezzanine switches are installed in a few places to extend the MARS network physically (e.g. from the MARS lab to the shore station) or to isolate subnets (the science subnet on the topside).


The DCS is designed to operate behind the firewall in the private class A subnet (10.x.x.x).
   It further subdivides that space into a number of class B subnets:

	Subnet
	Purpose

	10.91.x.x
	Shore

	10.1.x.x
	Subsea node #1


The space is designed as such to allow for 10.2.x.x to be the second subsea node, etc.


At the subsea end this IP space is further divided as follows:

	Subnet
	Purpose

	10.1.128.x
	Network internal to the node

	10.1.11.x
	Science port one

	10.1.12.x
	Science port two

	…
	

	10.1.18.x
	Science port eight

	10.1.254.x
	Shore-to-sea link


Such that each science port, and the equipment inside the node have a whole class C subnet (255 addresses) available.  This would allow, for example, a science package to have an internal hub or switch and multiple Ethernet clients.

A similar division is made on the shore side:

	Subnet
	Purpose

	10.1.4.x
	Science servers

	10.1.128.x
	MARS infrastructure (system servers, management equipment).  Also the uplink to the outside world.


As designed, there’s quite a bit of additional network numbering space left over, so the network plan can be expanded as required.  At any point in time, the authoritative IP address map is held in document number XXX, the MARS IP Network Master List.

Science Node Networking

Each of the eight node science ports has a dedicated subnet as listed above.  When adding network hosts to a science network, it should be set up with an IP address of 10.1.xx.yyy where xx is 11-18 as appropriate (11 = science port 1, 12 = science port 2, etc), and yyy is any value from 2-254.  Science packages should set their gateway to 10.1.xx.1.

7.2.2.  The Shore-to-Sea Ethernet Link Subsystem

Despite the high number of components, the shore-to-sea Ethernet link is actually relatively simple.  As mentioned above, each Cisco 3750 on each end (sea and surface) has a full-duplex gigabit connection to each Cisco 3750 on the other end.  Together these links provide four gigabits of aggregate throughput in each direction, and normally this link would require eight individual fibers (one per direction per link).  The DCS uses a commercial multiplexing system and commercial amplifiers to put two gigabit links on a single pair of fibers, allowing the four links to occupy just four fibers.  This system is inherently extensible to a maximum of XX (16/32?) channels per fiber, should that be necessary.
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Figure 7.  The backbone of the DCS

The actual network topology is roughly symmetrical.  Each pair of fibers handles two gigabit links, in this case the two links from a single topside router.   For simplicity, one fiber pair (and its corresponding topside Cisco) is referred to as “East” and the other as “West.”   As discussed before, the  channels “cross” so a single topside router communicates with both subsea routers.  This crossover occurs in the science node.


Starting from the shore end, each Cisco router has two Gigabit fiber transceivers installed in it.  Each fiber link actually uses two fibers, one for transmit and a second for receive.   The fiber links from a given router go to a Network Electronics optical switch/multiplexer.  First, it takes the two transmit signals from the two links on a Cisco, and changes their frequency, moving one from 1310nm to 1558.98nm and the other from 1310nm to 1555.75nm.  It then multiplexes these two optical signals onto a single fiber.  This technique, called DWDM (dense wavelength division multiplexing) allows essentially two separate optical links to be run on a single fiber.  


On the subsea end, the Network Electronics equipment take the combined optical signal and splits it back into its constituent signals.  (these signals, which are still at 1555.75nm and 1558.98nm, do not need to be frequency shifted back to 1310nm to be read by the spread-spectrum receivers on the Cisco transceivers). 


The network works similarly in the subsea-to-surface direction.   However, the standard Cisco SFP optical transceivers will not work properly in the Fluorinert-filled “wet” section of the housing, so commercial Ethernet converters are used to convert the optical signal to copper Gigabit Ethernet, which then goes through the bulkhead and to the RJ45 gigabit ethernet ports on the face of the subsea routers.

Amplification

In addition to the multiplexing/demultiplexing described above, erbium-doped fiber amplifier s(EDFA) are used to boost signals for transmission across the subsea cable.  However the system is built somewhat unconventionally to test the effectiveness of the EDFAs in this role,  so there are some details to watch out for. 


On the west side, the EDFAs are used to boost the signal before is enters the subsea cable (ref to image below), in a so-called post-amplification setup.
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Figure 8.  Post-amplification.

On the east side, however, the EDFAs are used to boost the signals on the receiving end before they are demultiplexed (ref to image below), in a so-called pre-amplification setup.
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Figure 9.  Pre-amplification.

As designed, the system will provide valuable information about the applicability of both amplification methods to future cabled systems.

7.2.3.  The Pass-Through Channel

The Network electronics stacks in the node actually can actually handle a third wavelength, 1549.32 nm.  This wavelength is essentially “shorted” between the two fiber pairs in the subsea node.  It is never made available as a usable ethernet link in the science node.
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Figure 10.  The loop-back channel in the subsea node.

7.2.4.  The Fine Details: Optical Components

Optical basics, SFP/GBIC

Network electronics, GYDA

EDFAs

Finally, there are a couple of details which have been skipped thus far to simplify the system discussion.  The Network Electronics equipment which performs the multiplexing and de-multiplexing are actually a modular rack-mounted system.  There are four of these Network Electronics racks in the DCS, one on each end of each of he two fiber channels.  Each rack contains a power supply, mutliplexer and demultiplexer modules.  The Network Electronics units which convert the 1330 nm optics coming from the Cisco to the 15xx.xx nm frequencies are called Multi-Rate Optical Converters and Transponders (or MRTR.  One rack at each end also contains a management module known the GYDA, which provides network information on the status of the Network Electronics equipment.  The GYDA uses a daisy-chaining link to control several racks, so a single GYDA at topside (or subsea) can control both racks.
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Figure 11.  The fine details, shore side.
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Figure 12.  The fine details, sea side.

7.2.5.  Physical Infrastructure

At the subsea end, the optical fibers split off from the copper elements of the sea cable in the cable termination assembly (CTA), which terminates in a fiber-optic wet-mateable connector.  The mate to this connector is on a cable assembly directly attached to the dry side of the LV/DCS housing.   Internally, the fibers in this cable are fusion spliced directly to the SC connectors used on the EDFAs and Network Electronics equipment.  As noted previously, not fibers penetrate the wet/dry bulkhead in the LV/DCS housing, only gigabit (8-conductor) copper.


On the shore, the fibers are split from the cable in the shore station rack.  They are terminated into a fiber patch panel.  A 32-fiber cable has been run from the shore state to the MARS lab in MBAI building D, which is also terminated into a fiber patch panel at each end.   The sea cable is patched into four fibers on this cable, which brings the signals to the MARS lab.  The Network Electronics, etc, are located in the MARS lab, not in the shore station.

7.3.  Out-of-Band System

7.3.1.  Overview

In addition to the ethernet subsystem, four of the fibers in the subsea cable are dedicated to a low-speed high-reliability communication system known as the out-of-band chanel (OBC).  This system provides  a multi-drop serial interface between devices on the shore side and devices on the subsea node.  As the OOB system is relatively low power, it remains on at all times, and provides communications with the node even when the Ethernet subsystem is down.  

18. Getting access

1. Serial port on DCS server

2. Digi server

19. The software/interface

1. Software on DCS server to simplify using the OBC

7.4.  Timing System

7.4.1.  Overview

The DCS is also responsible for providing timing information to science users.  It does this through a two tiered approach.  First, the standardized network time protocol (NTP) is broadcast across the MARS network, fed by a GPS-based stratum 1server in the MARS lab.  Second, the OBC propagates a 1PPS signal which is also derived from GPS.   Due to propagation delays through the OBC and sea cable, the MARS 1PPS system contains a number of tools for adjusting the relative delay between its 1PPS and true (GPS) 1PPS.

NTP

Network time protocol is a network (ethernet) protocol designed by the University of Deleware for transmitting time information over the network.  NTP uses a hierarchical system where there are a series of canonical “true” clocks known as stratum 0 – these are typically government-operated atomic clocks and such.  So-called statum 1 servers get their time from these sources, stratum 2 servers get their time from stratum 1 and so on.  This hierarchical design provides some load balancing such that all of the PC users in the world are not querying a small number of operators of atomic clocks.  Over a private network like MARS, NTP can reach 200 microsecond accuracies.


On the MARS network NTP services are provided by an Endrun Technologies Unison Network Time server.  This is a commercially available unit which consists of a GPS receiver and a singleboard computer running Linux.  The Linux computer uses timing information from the GPS signal to synchronize its own internal clock (making it a stratum 1 server), then runs an NTP server to broadcast the timing information to other clients on the MARS network.


The Endrun NTP server is relatively self-contained, with no regular maintenance required.  Should it detect a hardware problem it will illuminate a fault detector on its front panel.


When timing is particularly critical a network might have more than one NTP server.  On the MARS network, both HP Proliant servers are configured as stratum 2 servers, so they can be used as time sources with a moderate degree of accuracy.  Should the Endrun NTP server fail, the entire system would proceed with the clock accuracy of the HP servers (which could be synchronized to MBARI or public time servers in the short term).

1PPS

For high-accuracy timing, the OBC distributes a one-pulse-per second signal to the science ports.  It derives the 1PPS signal from GPS (though it operates completely in parallel to the Endrun's GPS subsystem – separate antenna and receiver).

(something, something, more info)

Science port electrical interface for 1PPS

(something, something, more info)

7.5.  Software tools/Interface

1. Intro:  Two kinds of software: background daemons and foreground web software

2. Software running on DCS Server.  Starting/stopping.  Interactions with the sail driver.

3. Web interface

4. Logs: what's available where

7.6.  Operations:

20. Monitoring and usage of web client

21. Adding new devices to the network

22. Adjusting/monitoring the timing system.

The Cisco 3750 Switches

7.7.  Maintenance:

23. Logging into Ciscos via in-band or out-of-band channels

1. Switching between node routers manually

24. Logging into the OBC 

25. Maintenance and upgrade of DCS software.  Installing/reinstalling.  Configuration. 

26. Diagnosing problems with optics:  Not a comprehensive guide but a "getting started" w/ using optical meters.

7.7.1.  Topside

Cisco 3750 Routers

The stacked Cisco 3750 routers, paired with the stack of 3750 routers in the node, are the heart of the MARS network.  Since most of the Cisco maintenance is generic, detailed instructions have been included in section XX, Computing Infrastructure.  Further detail can be found in Cisco's Router and IOS manuals.

Endrun Technologies Unison NTP Server


The Unison NTP server is actually two devices.  First, it is a highly accurate clock which can synchronize itself to the GPS timing signal.  Second, it is a Linux-based computer which can disseminate this time signal through the Unix-standard NTP time protocol.  This provides a convenient method for synchronizing all computers on the MARS network to a single timebase.  The Endrun provides serial, SSH and telnet interfaces, which are all essentially text-based command line interfaces.


The Endrun recognizes two users: root and gntpuser.  As the Endrun contains a Linux-based computer, the former allows full access to the configuration of the unit.  The user gntpuser can only check system status.  For security reasons, access as root is not available through telnet.

Connecting through SSH


Connecting to the Endrun through SSH is analogous to connecting to any other system, though as noted above the user should be either root or gntpuser.

Connecting through Telnet


Like SSH, connecting to the Endrun through a telnet session is the same as connecting to another computer.  Only gntpuser is allowed to log in via telnet.

Connecting through the serial console through the SCM-16


Finally, the Endrun’s management port is connected to the SCM-16 (see the Master IP Network List for the exact port mapping).  As with other SCM-16 ports, it is accessible either through SSH or telnet to the SCM-16’s management interface or through one of the direct connection ports.  Be aware that the Unison’s serial port operates at 19200 baud, 8 bits, no parity, 1 stop, and that the SCM-16’s port must be configured appropriately.

Getting Help


Once logged into the command-line interface, the command “help” will display a help message.  For further instruction see the Endrun Unison NTP Server Users Manual.

Getting System Status


(xx) 

Basic Configuration


The command netconfig starts a simple network configuration process on the Unison.  Obviously, it is best to run this script while logged in through the serial port.


The command ntpconfig allows preliminary configuration of the NTP server software on the Unison.

7.7.2.  At the Node

In contrast to the topside equipment, access to equipment on the node is very limited.  Every effort has been made to provide a couple of different connections to each device, but since cables can’t be plugged and unplugged at will, there are some limitations.  Access is also more restrictive to prevent unauthorized or unintentional modifications to the system.

The Cisco 3750 Routers

The node Cisco routers are essentially identical to the topside routers, however given the limited access it is much more critical that any maintenance be done in a careful and prudent manner.


When the in-band system is up and correctly configured, the node Cisco routers can be accessed by SSH or telnet as described above for the topside routers.  As noted above, however, this can be particularly dangerous if the network connection is broken for any reason.  The Ciscos' console ports are also available over the out-of-band channel.  While slow this is also an appropriate way to access the Ciscos.

In most cases the subsea routers should not require regular maintenance, and any changes should be undertaken with the utmost care.    It may be necessary to change the network configuration of a science port to match a users' needs, though this sort of change is beyond the scope of this document.

Switching Routers

As noted earlier, most of the ethernet devices in the LV subsystem connect to both Cisco routers using custom-built Y-cables.   This is not a valid ethernet cabling topology and it only work when the ethernet port on one of the two Cisco routers is disabled.  However, this cabling does provide a degree of redundancy.  If one of the Ciscos were to fail, or be shutdown, the necessary ports can be enabled, bringing the ports back on line.  Normally this sort of fail-over would require physically moving ethernet plugs from one router to another, which is clearly not possible in this case.


Switching an ethernet device between the two routers is a relatively simple task.  Bear in mind the routers are stacked, so in some cases it's reasonable for things to appear the same before and after a router failure.


In the following example, science port four (plugged into port 4 on both routers with a Y-cable) is being handled by router 1, when router 1 fails completely (assume it just stops).

· Log into the stack.  This can be done through SSH or telnet to the stack IP address.  Alternately, use the out of band controller to log into router 2's console port.  Note that while you can use the same IP address before and after the failure, you must use the console port on the working router.  Logging in may require a password (depends on which method of access you're using).

· Enable supervisor mode with the command “enable”.  This will also require a password (see Master Password List).

· Enable configuration mode with the command “config”, then return to accept “terminal” mode.

· Disable port 4 on router 1:

port Gi1/0/4

disable

exit

Note this is a three-command sequence.  First you select which port you're working with, in this case gigabit port number 4 on switch 1.  Then disable that port, then exit the configuration of that port.  When this command is processed, any ethernet connections to science port 4 will be dropped.  This command should be run even if switch 1 has actually failed and it unusable, as the stack will remember this configuration should switch 1 come back on (it will not, however, save this configuration for the next time the stack is power cycled, unless told to do so).

(hm, don't have Cisco in front of me to test this, i believe this is correct)

· Enable port 4 on router 2:

port Gi2/0/4

enable

exit

As before, this is a three-command sequence.

· Then “exit' multiple times to get out of configuration mode, then supervisor mode, then the conole.  

8.  Computing Infrastructure

The MARS contains a significant investment in design and engineering.  Once in place, however, in many ways it can be operated like a standard network installation.  As long as hardware and the ocean cooperate, the focus of day-to-day MARS ops is one getting bytes from the science ports to users on shore.  As such, MARS leverages a decent amount of COTS equipment from the server and network administration world.  Since these components are not truly unique to MARS, or even used in unique ways, they've been isolated somewhat from the more interesting LV, MV and DCS subsystems.


Since all of the computing infrastructure equipment is COTS, little time will be spent on discussing the specifics of operating every last detail on each piece.  Instead, the role of each component in the overall MARS will be discussed, including some idea of how the component can be used on a day-to-day basis or for system maintenance, and then the used will be referred to vendor manuals, either in the MARS library or on-line.

27. Intro: What's discussed in this section

28. Uplink connection to MBARI network/firewall (?):

1. Interaction/ties to MBARI network, IS

29. Cisco 3750 switch basics

30. Cisco 3500XL switch basics

31. Other networking (switches) in MARS Lab:  

1. back doors for maintenance (3750 and 3500)

32. Other networking (switches) in Shore Station:

1. Back doors for maintenance

33. UPS:  One in shore station, one/several in MARS lab. 

8.1.  The Cisco 3750 Switches

The stacked Cisco 3750 switches form the core of the MARS network.  The switches run the Cisco IOS operating system, which can be complex and intimidating.  Below is a quick outline for some of the basic setup and configuration tasks which may come up.  Any more detailed reconfiguration of the system should best be done under the supervision of a Cisco expert.

Dealing with stacked routers


When dealing with the either the topside or node Cisco routers, bear in ming that by putting them in a stacked configuration, they are effectively a single piece of hardware.  They respond to a single IP address and have a single management interface.  They also have a single configuration file, loaded from the master and passed to the slave switches.  Because of this, it is important to either know up front which unit will be master at all times or to keep identical configuration files loaded on all stack participants.


Switches in a stack are numbered.  Generally this number will be assigned before assembling the stack so you have some control over which switch is which.  Out-of-the-box, switches are all numbered one, and when you assemble them in a stack they’ll renumber themselves the best they can.  Since we’re actually building a stack, it’s easy to number the switches beforehand.


In our stacks (both shore and in the nodes), switches are numbered 1 and 2, with number 1 designed to be the master.

Addressing individual ports in the stack


Cisco uses the following format when addressing individual ports in the stack of the form:


(switch number)/0/(port number)

So for example, port number 1 on switch number 1 in the stack is 1/0/1 (the middle digit is always 0 for the 3750).   The port numbers are exactly as numbered on the front of the switch, 1-24 for the RJ45 ports, then 25-28 for the SFP ports.

Passwords


The Cisco uses two levels of passwords.   To make any substantive changes to the router while in the command-line interface, it’s necessary to enable administrative mode using the command “enable” or “en”.  This will require a password which is equivalent to the “root” password to the switch.


In some cases accessing the command line interface will also require a (separate) password – for example when connecting through telnet or SSH.  


Both passwords for the Cisco 3750s are listed in the Master Password List.

Getting a console interface on the stack


The safest, if not simplest way to access the stack is through the console (serial ports).  With stacked switches, the console port on either switch can be used, though as Cisco notes in their documentation, to avoid confusion its best to have just one console user at a time.


The console port is a standard RS-232 port, but the Cisco-proprietary (blue!) console cables must be used.  The console is 9600 baud, 8 bit, no parity, 1 stop, without flow control.


For simplicity, both 3750 switches are connected to the SCM-16 (for exact port assignments see the Master IP Network List).  The console can be accessed through any of the ways detailed in the SCM-16 section of this manual.

Connecting via SSH or telnet


It’s possible to get a command-line interface to the switch through either SSH or telnet to the stack through any of the addresses assigned to the switch (for example, through a gateway address).  Frankly, it’s a bit dangerous to do so as some network configuration changes could disconnect your network port, and then what will you do?  Accessing the switch through these network ports will require providing a separate access password to even get to the prompt.

Opening the web interface


The 3750 switches also have in integral web server which can show current information about the switch and provide a limited amount of configuration control.   This web page can be accessed by opening an web browser to any of the local addresses on the switch.

Cisco configuration files


There are actually two configuration files commonly access on a Cisco switch, running-config and startup-config.  They’re almost the same thing, but with a few subtle differences.  When a Cisco is first powered on, it loads the startup-config for its initial configuration.  As the Cisco runs (and it may run for weeks or even years), any changes are made to the running-config, this includes instruction downloaded from the stack master, or any changes a user might make at the command line.  When the switch is powered off or reset, that running-config is lost unless it’s specifically saved to the startup-config.  Generally speaking, we’re interested in making changes to the running-config, seeing if they have the desired result, then saving them to the startup-config when we’re sure its what we want.

Saving the running configuration from the stack


The simplest method for transferring files from or to a router is through TFTP (trivial file transfer).  This involves having a computer running a TFTP server which the router can reach on the network (not on the other side of a firewall, for example).  TFTP server software is built into most Linux and Unix systems.  Alternately, tftpd32 (http://tftpd32.jounin.net/


) for Windows works well.  The following instructions assume you’re using tftpd32 on Windows, or you know how to configure your TFTP server equivalently.

· Create a space on your computer for configuration files (a folder or directory).

· Start tftpd.  Configure the base directory to be your configuration file directory.  Also note the server IP address – this is your computer’s IP address.

· Open a command-line interface to the stack (through the SCM-16, telnet, etc).

· Enable administrative mode.

· Run the command:

copy running-config tftp://11.22.33.44/configuration-file-name

where 11.22.33.44 is your computer’s IP address and configuration-file-name is the name of the configuration file you’d like to have created.  It’s a standard filename, so it should be restricted to letters and numbers.


You could also issue the command:

copy statup-config tftp://11.22.33.44/configuration-file-name

which will pull the startup config over to your computer.


If the switch can successfully connect to your computer, it will upload its current (running) configuration to your TFTP server.

Loading a new configuration onto the stack


As with saving a configuration from a stack, the simplest way to transfer a configuration to a 3750 is with SFTP.   In this case, the desired configuration file should be in the SFTP server’s base directory on your computer.


When loading configuration files onto switches, there is a significant difference between running and startup configurations.  When loading a new configuration file to the running configuration, it’s equivalent to typing each line in the config file in at the command line one at a time.  This means the switch configuration once the file has been loaded will be a hybrid between what’s in the configuration file and whatever was setup in the switch before you started downloading the file.  That could be anything.


A config file downloaded to the startup-config will get the switch as a clean slate, but only after restarting the switch.

· Place the new config file in your base directory on your computer.

· Start tftpd32, ensure the base directory is pointed to the right place.

· Open a command-line interface to the stack (through the SCM-16, telnet, etc).

· Enable administrative mode.

· Run the command:

copy tftp://11.22.33.44/configuration-file-name startup-config

where 11.22.33.44 is your computer’s IP address and configuration-file-name is the name of the configuration file you’d like to have created.  This will pull the new file in as the switch’s startup config file.  

· To restart the switch, over the reload command.

Saving the running configuration as the startup configuration


Log into the stack and enable the administrative mode, then issue the command:



copy running-config startup-config

Loading a new configuration onto an individual node in a stack


It may be necessary to commit a configuration file to the startup-config of a particular member of a stack.  This may be necessary if, for example, its unclear which switch in a stack is going to be elected master when the switches restart.  Since the master’s configuration is shared between all the members of the stack, it would be nice if all of the members in the stack started up with the same config file.


I don’t know how to do this yet.  Nor do I know if its necessary.

Restarting the switch stack or an individual switch


From the administrative mode, the whole stack can be restarted with the reload command.  Individual switches in the stack can be restarted with the command reload slot (switch number) though be aware that restarting the master will probably cause another switch to become the new master.

8.2.  The Cisco Ops and Science switches


The 3500 series switches used for the science and ops subnets are significantly simpler (and have significantly less to do) than the 3750 used in the backbone.  The 3500 series switches are actually quite powerful, but the network as designed does not require much beyond simple switching

All of the instructions for the 3750 series switches (connecting via the web, serial console, uploading and downloading configuration files) is also valid for the 3500 series switches.

8.3.  HP Proliant Servers

The DCS and PMACS servers are nearly-identical computers: Proliant DL360 Generation 4 rack-mount servers from HP.  The DL360 is a well-regarded, low-profile (1.75 inches = 1 standard rack units = “1U”)) server which has some unique design features.

8.3.1.  Hot-Plug Drives, RAID

The DL360g4 has space for two 3.5” SCSI hard drives.  These drives are hot-plug, in that they can be installed and removed without turning the server off.  The DL360g4 has an integral SCSI controller which can combine the two drives as a RAID array, effectively making the two drives appear either as one large hard drive with twice the size of the individual drives (RAID 0, or “spanning”), or as a single drive with the size of an individual drive, but copying data to both physical drives in the event of a drive failure (RAID 1, or “mirroring).   


Both PMACS and DCS server are set up for RAID1, such that the total capacity available is the size of one of their drives, but the computer will continue to function even if one of the hard drives fails or is removed from the system.  


For this reason, it is critical that failing or faulty hard drives are replaced immediately with new drives.  Spares should be kept on hand all times.   Since the drives are hot-plug, a failing drive can be removed from the system without an interruption in service, and a new spare drive can be installed.  The Proliant's RAID controller will then begin rebuilding the array (copying data from the existing drive to the new one).


Note that the two computers use different sized drives (the DCS uses 36GB drives, and the PMACS uses 146GB drives).  It's critical that the correctly sized drive is installed in the correct machine.

Detecting a Failing Drive

The HP server management software (see below) continuously monitors drive health and can give a preemptive warning when it suspects a drive is faulty.   If the computer is under warranty or service contract with HP, a warning from their management software is usually sufficient to have a drive replaced.  Prompt replacement of hot-swap drives is a key component of the HP support package.


Alternately, when drive failure is more imminent, the drive will indicate an error by flashing the center red indicator on its front.  Once this light goes off, it is critical to replace the drive as soon as possible.

Replacing a Failing Drive

As the Proliant uses hot-swap dives, it's relatively simple to replace a failing drive.  

· Ensure you have a replacement drive of he same specification and size.  

· Record the serial and part numbers of the new replacement drive in he maintenance log.

· It is not necessary to shutdown the server before changing drives.  

· Use the handle on the front of the bad drive to pull if from the Proliant.

· Insert the new drive into the Proliant and using the locking handle to latch it in.

· The RAID array will start rebuilding the new drive (access lights will flash).  The drives should absolutely not be disturbed during the rebuild and in general interruptions to the computer (sudden power loss, etc) should also be avoided.

· Record the serial and part number of the faulty drive.

· If the drive or computer is still under warranty, contact HP Support for a replacement.

It's critical to have a spare hard drive ready for immediate installation.  If it isn't possible get get a replacement from HP under warranty, purchase a new spare, again of the correct capacity and type.  As HP parts are sometimes replaced, it may be necessary to work with HP or another vendor to ensure you're getting the correct replacement part.

8.3.2.  Hot Plug Power Supplies

The Proliant also features redundant, hot-plug power supplies.  In the even of a power supply failure, the server will flash a warning indicator on the failed supply.  It can then be replaced by removing the AC power cord, pulling out the failed supply, and inserting a replacement.  The failed supply should be returned to HP under service contract or warranty if it all possible.

8.3.3.  Integrated Lights Out (iLO)

The Proliant server includes a management console known as the Integrated Light Out (iLO).  The iLO is actually a second, small computer which is built into the Proliant motherboard.  It has its own ethernet port on the back of the server, and must be configured separately, either by entering the iLO configuration console as the computer is booting (involves pressing F8 (F5?) at the correct time) or using HP's management tools.


Once configured, iLO makes itself available as a webpage, which can be accessed by going to the the iLO's IP address.  It will require authentication (see Master Password List).


Once logged in, the iLO system will provide options for opening a “virtual console” to the computer, and resetting/cycling the power to the computer.  While the options are limited, the iLO can be critical for off-site and late-night server reboots.

8.3.4.  HP Management Software

HP has developed a range of server management software, none of which has been effectively deployed on the Proliant servers.  It should be, however, as it will allow monitoring of internal temperatures and give warnings of preemptive hard drive or power supply failures.

8.4.  RedHat Linux and RedHat Network (RHN)

Both the PMACS and DCS servers run RedHat Enterprise Linux version 4 (RHEL4).  RedHat is probably the defacto “business” Linux and is certainly the most popular of the “support” Linuxes.   RHEL is sold on a renewable support and update contract which provides participants with access to timely updates and a general assurance that RHEL is part of an engineered process which values system stability.


MARS has (should have) two ongoing support licenses for RHEL.  As such, the two machines should be registered with the RedHat network (RHN) (http://rhn.redhat.com/


).  The MARS project has a username and password on RHN which can be use log into the RHN network.  RHN is a two-way relationship with the servers.  On the one hand, the servers actively checkin with RHN to check for updates.  On the other, RHN can be used to verify that servers have current packages, install updates or install new packages.  Clearly, RHN is intended for people with large numbers of relatively similar machines, and is largely overkill for a project with just two machines.


However, a continuing contract with RedHat and partipation in RHN gives notification and access to bug fixes, and access to the entire range of RHEL products (including newer version and versions for other architectures).  It's moderately important to keep on top of new packages and schedule and appropriate time to install bug fixes (perhaps during other scheduled system downtime).  For information on updating packages on servers, see the man pages for the Redhat linux command up2date.

8.5.  Terminal Servers and Serial-To-Ethernet converters

8.5.1.  The SCM-16 Secure Console Monitor


The SCM-16 Secure Console Monitor from WTI is a sophisticated 16-port serial crossbar and converter.  It can interconnect any two of its serial ports together, and record serial information coming in on any of its ports.  It also has an Ethernet interface which can be used to access any of its serial ports as well as configure the unit.  In the DCS, the SCM-16 is used primarily as an Ethernet-to-serial converter, allowing remote users to access the serial consoles available on many of the installed devices.


There are three primary methods for working with the SCM-16.  First, it has a web interface which allows basic configuration of the unit.  The web interface cannot, however, open a console and let you interact with the serial ports.


Second, there is a command-line interface which can be access through either telnet or SSH across the network, or through serial port #1 on the unit itself.  This interface allows complete configuration of the unit (more complete than the web interface), and it also allows the user to connect to any of the serial ports.


Finally, the SCM-16 allows direct-connection ports, where a user can telnet or SSH to a specific (non-standard) port on the unit and it will automatically connect to a given serial port.  For example, telnetting to port 2013 may open an automatic connection to serial port 13.

The Audit Log and Syslogging


The SCM-16 is configured to log all accesses (users logging in or out, connecting to serial ports) to the syslog server.  It uses facility local0.

8.5.2.  The Digi TS-4 Terminal Server

The TS-4 is similar in many ways to the SCM-16.  It is a serial-to-ethernet converter allowing users on the network to access serial devices.  It has a slightly different interface, though it also allows telnet and SSH access to serial ports, and has a web management interface.  It also provides a driver called RealPort which allows serial ports on the TS-4 to appear as virtual serial ports on a computer running the appropriate software.

8.6.  WTI Network Boot Bars (NBB)

The WTI Network Boot Bars are intelligent power strips which allow individual plugs to be turned on and off through telnet, web or serial interfaces.

8.7.  Subversion and source control

Any and all software developed for the MARS project should be tracked and controlled by the Subversion (often abbreviated SVN)  version control software.  MBARI operates a Subversion server through support engineering, which hosts a MARS project.   As much as possible, Subversion should be used as the “central repository” for any software – any existing software should be considered for check-in, changes to said software should be registered with SVN, and any new software should be developed in SVN.


For details on accessing and using the MBARI Subversion server, contact Support Engineering.

9.  Wet Node Simulator

4. Wet Node Simulator (how much information to include?)

10.  Science Port

Science Port:  Much more detailed discussion of science port.  Procedure for testing/adding/removing packages.  Could include as much or as little information about physical deployment as appropriate.

The science port represents the physical interface between MARS and its “customers:” science users.  For most scientists, it will also be one of the first points of interface with the MARS team.  Successful, safe, and efficient integration of science packages is probably the most critical task for the safe operation of MARS as the failure in a single science instrument could shut down or even damage the whole observatory.

10.1.  Specification: 

Detailed science port specification, ready to extract and hand off.

1. Mechanical (P/Ns)

2. Electrical:  Pinouts and capacities.  Include sample interface circuits

1. Power capacities

2. Network

3. Timing

3. Network/bandwidth/services

4. Topside:  available connectivity/services

10.2.  Operations:

5. Pre-deployment:

6. Testing in test tank/wet node simulator:

7. Add a new science package:  Power and network.

8. (day-to-day operations of science packages -- check connectivity and power -- rolled into top-level "day-to-day operations")

9. Hosting at MBARI, access over network

10. Remove a science package:  Power and network.

10.3.  Maintenance:

11.  Index of Drawings:  

Index of drawings contained in separate volumes. 

12.  Index of Schematics: 

 Index of schematives contained in separate volumes. 

13.  IP Address Map.  

Probably other network appendices as well.

14.  List of Associated Documents: 

 List of associated documents (vendor-supplied documents), contained in separate volumes.

15.  Glossary

16.  Table of Contents
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�	 The IP standards define a small number private subnets, including 10.x.x.x (a class A subnet) and 192.168.x.x (a class B subnet).  These IP spaces are should never appear directly on the internet at large, but can be used for internal networks with some sort of address translation on the connection with the outside world (i.e. a router or firewall).





�This section was cribbed from the PMACS wiki on 6/2/06.  With time it will get mixed into the document as a whole. 


�Fix this.  And for that matter, is this the best we can do.  How about using the Digi to do this from the PMACS console?


�Need to flesh out how to upload/download files.   And also integrate the cut-paste portion from the wiki a bit better


�Cribber from the Wiki
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