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1. Background

I was contracted by MBARI to provide software development, support, systems integration support, and documentation for the CIMT deployment of the MOOS Mooring Controller.  Specifically, I was to become part of the SIAM software team with responsibilities for power management and “other support for the MMC as deemed necessary.”  The focus was to ensure the successful deployment of the CIMT mooring on June 3, 2004; but prior to that, the team needed to ensure the success of the MOOS Test Mooring (MTM) as a necessary step.  The duration of the contract was Jan. 1 to June 3, 2004.

This was clearly an open-ended charter and commitment on the part of MBARI and the lead CIMT scientist, Dr. Francisco Chavez.  I appreciate the confidence in my abilities that this entailed.

2. Work Performed

As noted above, the primary software development that was anticipated was power management and, to a lesser degree (in terms of how clearly we thought about it at the time), management of the communications channel between MOOS and the shore portal.  Also implicit was the need to assist the SIAM team in systems integration and test, which is always a critical task for a complex system such as this.

In fact, my best estimate of how my time was spent on this project was as follows:

	1. Infrastructure
	10%

	2. Linux bugs and hardware interface
	20%

	3 Java problems/bugs
	15%

	4. Communications management
	15%

	5. Sleep/power management
	15%

	6. Integration and Test
	15%

	7. Documentation
	10%


Notes:

1. Infrastructure – Building G network problems, setting up servers, setting up test systems and shore-side portals.

2. In fact, Tim Meese actually resolved most of the Linux bugs.  My time here includes: diagnosing the problems to the Linux level, joint debugging with Tim, modifying drivers, and interfacing to Sidearm4 hardware.

3. JVM problems, IBM’s buggy J9 implementation, and largely RMI and DGC (remote method invocation and distributed garbage collection) problems.  Much of this is due to fact that, apparently, nobody ever tried running the JVM in an environment where the CPU was power managed before.  Or so it seems.

4. Software development for both primary (longhaul) and secondary (shorthaul) radio links, via both globalstar and freewave.  Includes problems encountered due to sleep/power management, as with Java above.

5. Getting into & out of sleep mode; using Sidearm4 facilities for wakeup; system problems.

6. & 7. Normal and expected level of support.

What I find notable here is that the two items I expected to be my primary focus, communications and power management, actually consumed about 30% of my time.

A Simple Model for Distributed Data Acquisition Systems

In order to understand some of my critiques and criticisms below, it’s necessary to talk about the various levels involved in a distributed data acquisition/control/data management system such as MOOS.  I propose the following levels as a very simplified top-down model:

· Data Management and Presentation (SSDS)

· Distributed Object Model

· Data Acquisition and Control

· Operating System and Hardware Interface

In terms of system capabilities that have been promised and designed, I would class them as coming from the upper, middle, or lower layers as follows:

	Upper
	Autonomous event response

Metadata management

	Middle
	Plug and work

	Lower
	Data Acquisition

Instrument Control

Timekeeping

Power Management


3. SIAM/CIMT – Beneficial Practices and Decisions

There are a number of practices, design decisions, and implementations that have come out of the CIMT/SIAM group that are well thought-out and implemented.  These include:

3.1.  XML / Data Interfaces / Metadata

The use of XML, the careful planning for metadata, and the designed data interfaces to SSDS and higher-layer data presentation products was the result of careful design and executed very well.  This will serve well as a foundation for the care and handling of oceanographic data.

3.2. SSDS

SSDS appears to be a very capable and well-designed system for data management and presentation.  The decision to apply resources to this project from the early stages, and to design this portion of the system in parallel with the mooring data acquisition system, was a wise decision that will serve the institute well.

3.3. Distributed Objects

 The model of using distributed objects as the mechanism for implementing the distributed system of data acquisition, control, and autonomous event response is a well thought-out decision that follows modern software design practices.  The decision to use Java distributed objects is arguably a good decision.  I say arguably because there are numerous distributed object systems available today (CORBA/IIOP among others), and this author is by no means an expert in this technology.

3.4. XP – Xtreme Programming Practices

The SIAM development team has adopted a number of practices from XP (Xtreme Programming).  While somewhat controversial, these practices appear to have worked well for this project.  In particular, group programming and daily “scrums” has fostered a team spirit and a desire to fix problems, and has enabled solutions to problems that may have been beyond the scope of any one individual’s expertise.

4. SIAM/CIMT Critique

My major concern about SIAM and the MOOS system in general is for the long-term reliability and robustness of the system, owing in large part to the complexity of the system.  To a certain extent, the complexity is a natural result of a project as ambitious as this.  Yet I believe that the problem has been exacerbated by a number of factors.

4.1. Religious Wars

No, not in a literal sense.  In the tech community, “religious wars” refers to any technology argument that is based at least as much on emotion and opinion as on technical facts.  Mac vs. PC is a religious war; Unix vs. Windows; C (and its variants) vs. Java.

It’s the latter war, i.e. the a priori decision to use Java for all aspects of this system, that is a major factor in my concern.  Java is a perfectly fine programming language, especially for problems that are naturally object-oriented, such as GUIs.  Indeed, since much of the programming community thinks only in terms of desktop systems, they believe that all programming problems are GUI problems, and Java is a popular choice that works well in that environment.
For an embedded system (for definition, see 5.2 below) though, Java comes with considerable overhead.

· Efficiency – it’s an interpreted language, requiring a JVM (Java Virtual Machine).  You’re dependent on the quality of the JVM implementation.  SIAM uses ‘j9’ from IBM, mostly due to the fact that there are very few choices for a JVM on the StrongArm processor.  One would assume IBM would produce high quality.  The team found out too late that there were numerous bugs and missing features.

· Size – Between the JVM and the operating system that’s required to run it, in this case Linux, a large memory footprint is required.  The Sidearm CPU has 64 MB of SDRAM – compare this with ½ to 1 MB SRAM on the OASIS3 controller.  Because of this size, SDRAM, rather than SRAM, was required.  This has a considerable power penalty.  Note the following comparison:

	Run State
	Sidearm4

milliwatts
	OASIS3

milliwatts

	Running
	1500
	300

	Sleeping
	500
	10


The OASIS3 controller uses 20% of the power of Sidearm4 while running, and 2% of the power while sleeping.  Now, Sidearm4 is a considerably more powerful CPU, and runs at 200 MHz as opposed to 16 MHz for OASIS3; so it compares reasonably well in the running state.  (Note, though, that the need for a faster CPU is largely driven by the inefficiency of running Java via a JVM, which is the point).  But in the sleeping state, the 50:1 ratio is notable, to say the least.  It’s largely due to the memory size requirement – because the application requires 64 MB, SDRAM was required, which requires refresh during sleep, and thus uses a large amount of power when the system is supposedly quiescent.

· Robustness – as noted above, you’re dependent on an external supplier of the JVM.  After considerable interaction with this, it’s clear to me that both Sun and IBM designed and tested the JVM for and in a desktop environment – one in which the system is constantly running, and is always connected to the network.  Its use in an environment like MOOS, with intermittent connectivity and run state, involved breaking a lot of new ground, without sufficient vendor support.  While this factor was not completely knowable at the outset of the system design, it should have been tested very early in the design (see 5.3 below).

Missing Expertise

Referring back to section 3, the system design team had considerable experience in the upper layers of the design, but lacked expertise in the lower layers.  The design of the Data Management and Distributed Object Model layers were very well thought out, to a level that exceeds this consultant’s expertise.

However, the team lacked experience in designing the lower layers, including data acquisition, instrument control, and management of power and timekeeping.  It is not sufficient to bring in such expertise during implementation; it’s needed at the earliest phases of system design.  The system architect needs sufficient expertise at all levels while considering tradeoffs in the architectural design.  Indeed, for an embedded system such as this, expertise in hardware/software tradeoffs and hardware interfaces is critical.

What I’m talking about is a senior-level systems architect.  While MBARI lost a large amount of senior talent a few years back, it still has a number of individuals who fit this description.  For whatever reason (lack of interest from those individuals, occupied on other projects, mis-deployed doing low-level hardware design), the talent of these individuals was not used on this project.  I find this most unfortunate.  To word it even more strongly, I feel this is a management failure.

Desktop vs. Embedded Systems

An “embedded system” is loosely defined as “a combination of computer hardware and software, and perhaps additional mechanical or other parts, designed to perform a dedicated function”.  The MOOS mooring controller and SIAM software system is a classic case of an embedded system; in particular, the subspecies known as a “data acquisition and control” system.

The differences between desktop and embedded systems are not well appreciated, even within the tech community.  An embedded system has very stringent requirements for reliability and robustness.  Typically, they must perform flawlessly, in a hands-off fashion, for days, months, or even years.  This requires dedicated attention to reliability.  I believe that this distinction was largely lost on the system designers.

4.2. Top-Down / Bottom-Up Design

In the 1960’s and early 1970’s, the concept of top-down design was conceived, refined, and formalized.  It was most clearly enunciated in a 1971 paper by Niklaus Wirth1.  In top-down design, one first sketches a rough task definition and a rough solution method.  This is then broken down to a series of sub-designs, which are further refined and divided in a stepwise fashion.  The design iterates in this fashion until done, culminating in the lowest-level, most detailed design.

By the 1980’s, the flaws in this technique were evident.  It has largely been refined to a design technique known as “top-down/bottom-up” design.  It is frequently important, even imperative, to investigate some of the more important design details, to ascertain their impact on the overall system design.  This is particularly important in embedded systems design, where you need to familiarize yourself with the features and limitations of the hardware and system software before you can be reasonably assured that you’ve taken it into account in your overall system design.  But it’s also a very common technique in more general-purpose programming.  It’s particularly used in languages such as Lisp or Forth, that allow you to build up useful tools from primitives; but is also useful in C, Java, etc, to allow you to factor out commonly used routines and functions.

In OASIS3, after doing a requirements analysis and broad-based top-down system design, we spent the next two weeks doing a thorough bottom-up design.  The hardware engineer built a prototype “Fat board”, which incorporated the riskiest and/or most unknown portions of the hardware design.  The software engineer (me) spent time exploring the capabilities of the system software (PicoDOS); implementing the most important low-level functions, such as  putting the system into low-power sleep mode; and measuring quiescent power, file system and I/O timing, and other important system parameters.

The result was that the hardware designer circumvented a number of potential problems, including parts that were unavailable and chips that did not conform to industry specs.  The software designer was able to note problem areas in the software design and to design around them; to request needed features from the vendor, allowing the vendor to implement them in time for eventual system deployment; and to influence the hardware design for best performance.

In contrast, the SIAM team did an admirable job in top-down design, but failed to do any bottom-up design.  As a result, problems were encountered in power management, time management, the JVM, and the Linux operating system; and were encountered very late in the implementation process.  Indeed, while I was trying to implement power management, I complained often that I felt like “I was trying to shore up the house’s foundation while the rest of the team was busily nailing on the roof.”  As noted, this was not only a source of frustration, but also affected the efficacy of the design, and adversely impacts eventual system reliability and robustness.

Core features such as power management, timekeeping, and managing an intermittent communications link should have been prototyped even before system design and implementation; and should have been among the first features implemented.

4.3. Engineering Process

The SIAM design team spent a large amount of care and effort in soliciting and listening to input from all parts of its user base.  The concepts of developing “user stories”, implementing them incrementally, and providing frequent interim releases to allow for user feedback were all excellent steps to take.

But this effort was partially invalidated by a simple oversight – the demo systems used for soliciting user input were not consistent with the systems to be eventually deployed.  The demonstrations given to the users were done on systems that were being run in a desktop-like environment, rather than the deployed environment.  That is, they were fully and permanently connected to the internet, talked to Ethernet on publicly available IP addresses as opposed to via radio on private IP addresses, and were permanently powered as opposed to spending most of their time unavailable in a sleep state.

As a result, I believe that the target audience, the users consisting of ops personnel, scientists, etc, were not given a true picture of what it would be like to use the system in the field.  A likely result of that is that the system is not as usable as it otherwise could be.  For example, a simple wakeup button would be very useful, both operationally and for testing during development.  It was even requested by ops, but not implemented.  The reason for this eludes me, but partly it must be due to the fact that even the developers weren’t aware of the operational limitations of the system, due to the fact that they rarely if ever used it in the fully deployed mode.

Requirements Input

The second shortcoming that I perceive in the requirements process is more typical of MBARI in general.  It’s my observation that requirements reviews at MBARI tend to accept input on requirements too uncritically, without evaluating the cost of incorporating those requirements.  In other words, the answer given is too often “yes we can do that”, rather than, “we could do that, but you probably don’t really want it, and this is why.”

For the following example, I admit that I was not part of the requirements process, so there are undoubtedly factors I haven’t taken into account.  But it’s still curious that on MMC, the DPA serves two serial+power ports, while on OASIS3, an I/O board serves 7.  The DPA indeed has much more functionality, undoubtedly due to requirements ascertained at review.  But the result is that the MMC can only service 12 instruments, while OASIS3 requires a smaller housing to service 30.  As a further result, servicing a typical complement of moored instruments will require 2 MMC cans, at considerable cost in power, space, and money.

The DPAs indeed have more functionality, but the OASIS3 I/O boards do the basic functions of serial and power switching and ground fault isolation.  They don’t have a lot of fancy features for sensing current, temperature, etc.  But I question whether anyone really spent time thinking through the system costs associated with providing the additional functionality.

Preliminary figures suggest that, as a system, MOOS consumes roughly an order of magnitude more power than OASIS3 for the same instrument load.  Why?  As noted above, the CPU consumes between 5x and 50x.  The comparison between DPA power and OASIS3 I/O board power is even worse.  And I’m not sure that anyone has seriously analyzed other contributors (e.g., are instruments left on for convenience when not necessary?).

MOOS can also supply power at a rate of nearly an order of magnitude higher, so one might assume that it all washes out.  Yet, the current power consumption may limit the total number of supportable nodes to only 4 or so; probably 2 on the mooring and 2 benthic.  After that, some serious power tradeoffs will have to be made.  With more careful upfront planning, it’s quite conceivable that those tradeoffs would not be forced until 10 nodes or so.

5. Conclusion

MOOS is a very capable and complex ocean observing system.  The required features are all in place, or will be shortly.  Yet I believe that the system design and implementation has flaws due to the issues noted above.

It’s my belief that a more appropriate system design would include much simpler, smaller, and less complex front-end nodes to act as the embedded data acquisition system.  Using something similar to OASIS3 for data acquisition (perhaps with additional hardware as required) would result in a more reliable, robust, and less power-hungry system.  These data acquisition nodes could then send their data to a more capable system, perhaps even MMC, which would implement the upper level protocols such as distributed data objects, data management, etc.  Whether that more capable system should be on the deployed side or the shore side is open to question.  But it’s clear to this observer that the low-level data acquisition and control should be done with hardware and software that’s smaller, more streamlined, and less complex.
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