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SUMMARY & CONCLUSIONS

This paper demonstrates how to accurately model the effects
of common mode failures for digital embedded systems. By
modeling the system’s information flow, the integrated nature
of the software and hardware components contained within
such a system is represented. This modeling scheme allows for
the system to be partitioned into Error Containment Regions
(ECRs), which are an extension of the Fault Containment
Region (FCR) concept presented in (Ref. 1). These ECRs are
defined such that an error at their boundary results in system
failure. If two or more ECRs produce errors at their boundaries
and the underlying cause of these errors is identical, then the
identification of common mode failures is achieved.

1. INTRODUCTION

As systems are required to perform increasingly complex
tasks, their design complexity has increased. Design techniques
such as redundancy, diversity and defense in depth are used to
ensure dependability. However, there have been instances
where a protection system is disabled by the occurrence of an
event against which it is designed to protect (Ref. 2). Such
instances” occur by nullifying the assumption of component
independence (Ref. 3) made by these methodologies. These
failures can be caused by severe environmental conditions,
design errors, calibration errors, and/or functional deficiencies
(Ref. 4). Failures of this kind are known as common-mode
failures (CMF). )

Historically, most CMF definitions have treated hardware
and software independently, with the majority of definitions
pertaining to hardware. For example, any instance where
multiple hardware units or components fail due to a single cause
is called a CMF (Ref. 5). This definition, however, omits
important information, such as the time of failure and the failure
mode. Another way of defining CMFs is that they are the result
of an event which, because of dependencies, causes a
coincidence of failure states of components in two or more
separate channels of a redundant system preventing the system
from performing its intended function (Ref. 6). This definition
takes into account the time of failure, but it still does not include

any failure modes. Incorporating all aspects of failure, such as
time of occurrence, type of cause, and mode of failure, CMFs
are defined as multiple, concurrent, and dependent failures of
identical equipment that fail in the same mode (Refs. 7 - 8). An
example of identical equipment failing in the same mode is the
stuck open or the fail as-is mode (Ref. 3). A stuck open failure
mode refers to a failure caused by a break in an input, output, or
intermediate logic line in a digital circuit. A fail as-is condition
indicates the failure of modules in a manner such that they
remain at the value they were at when the fault occurred. Hence,
CMFs occur when two or more identical modules are affected
by a fault in exactly the same way at exactly the same time,

-when there exists at least one input combination for which the

outputs of two modules are erroneous. The outputs of the two
modules are identical for all possible input combinations (Ref.
9). A definition of CMFs from a software perspective is a failure
which occurs when two or more software versions fail in
exactly the same way for the same input (Ref. 10).

In combining definitions for both hardware and software

_ failures, the causal felationship between the two is examined. A

time delay in the propagation of a fault and. error from a
software unit to a hardware unit or vice-versa defines this causal
relationship. Hence, CMFs are related failures of redundant or
separate equipment embracing all such causal relationships.
The equipment may fail due to severe environments, design
errors, calibration and maintenance errors, hardware and
software, operating systems, and consequential failures (Ref.
11). :

As definitions for CMFs evolved, this timeline is shown in
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Figure 1: Timeline of the referenced definitions
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Figure 1, efforts were made to describe common-mode faults to
aid in defining design methodologies. In developing such a
definition, the concept of Fault Containment Regions (FCRs)
was introduced (Ref. 1). A FCR is a collection of components,
either software and/or hardware, that operates correctly
regardless of any arbitrary logical or electrical fault outside the
region; that is, faults inside a FCR cannot propagate outside the
FCR and faults outside the FCR cannot affect it. A common-
mode fault is defined as one that affects multiple fault
containment regions simultaneously or nearly simultaneously
(Ref. 1). It is the purpose of this paper to develop a modeling
methodology for CMFs to apply to digital embedded systems
derived from the definitions for FCRs and CMF as presented in
(Ref. 1). .

The organization of this paper is as follows: Section 2: Model
Development presents the development of a CMF model for
digital embedded systems. Section 3: System Analysis using the
Information Flow explains the implementation of the model for
an actual system and the application of the model to a prototype
system. Finally, Section 4: Conclusions and Recommendations
presents the conclusion of this research effort.

Acronyms

CMF  common mode failure

DFM  dynamic flowgraph methodology
ECR error containment region

FCR  fault containment region _
VHDL VHSIC hardware description language

2. Model Deveiopment

Some of the more popular design methods used in designing
fault tolerant systems, that is systems that can continue to
operate correctly in the presence of faults, are defense in depth
(Ref. 12), redundancy [9, 12] and diversity (Ref. 12). Defense
in depth approaches safety by implementing multiple protective
echelons in a concentric nature within the design; that is, system
safety is achieved by separating safety features such that the
failure of one echelon does not disable the safety systems
contained within other echelons. Hence, defense in depth
assumes independence of the echelons. Redundancy is the
addition of information, resources or time beyond what is
needed for normal system operation and is implemented in
either hardware or software. All types of redundancy assume
component independence; that is, each component, either
hardware or software, acts independently in the system while
performing its task. The principle of diversity is to provide
several ways of detecting and responding to a significant event
by using different logic, algorithms, or means of actuation. In
achieving these responses and detections, the independence of
different subsystems is assumed. In any of these schemes, the
simultaneous component failures, which is a CMF, violate this
independence assumption and system failure can arise. Hence
there is a definite need to identify potential CMFs and to
develop both a qualitative and a quantitative assessment
modeling methodology to assess their effects.
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2.1 Identification of CMFs within a Fault Tolerant System

using FCRs

For a digital embedded system, the fault space can be
assumed to be infinite; that is, there are an infinite number of
potential faults within the system software and/or the hardware.
The cause of a fault may be an implementation mistake,
external cause such as lightning, a specification mistake or any
random cause. Once a fault manifests itself and is not detected,
it then becomes an error, which is a corruption of the
information that the system is processing. If the error is not
detected, it then results in a system failure, The interaction of
these events is shown in Figure 2.

Figure 2: Fault propagation in a digital embedded system

In Figure 2, the underlying cause of a system fault is denoted
by C;, Cy, ...C, and will lead to a fault or faults in the software
and/or hardware components, denoted by Fy, F,, ...F;. These
faults, if undetected, can then cause one or more errors denoted
by EE,, ...E, that will manifest themselves within the
information being processed by the system. If the errors go
undetected, then system failure occurs. In this example, no form
of redundancy is considered, however, the coastruct shown in
Figure 2 is applicable to such systems.

Assume that m identical or nearly identical components are
used in a system to achieve any of the fault tolerant schemes
discussed in Section 2: Model Development. The fault
propagation model for this system is shown in Figure 3. In this
model, the system fault space is the sum of the fault space for
each component contained within the system; that is,

Qgysrem = Q +Q+ .. +Q, 2-n

where Q represents the fault space. In this model, the
assumption that allows for this statistically independent
behavior of the system fault space is that the fault space for
each component is itself a FCR. This assumption implies that
for each identical or nearly identical component the fault space,
though independent, is identical and that the faults affect only
those components with which they are associated via the FCR.
However, the activation of faults within these components can
be attributed to the same cause and potentially result in CMFs.
For digital embedded systems, these faults can occur in
hardware and/or software; however, it is nearly impossible to
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Figure 3: Fault propagation in fault tolerant digital embedded systems

determine whether the resulting failure is due to a fault in the
hardware and/or the software. Hencé, it is impractical to model
failure events in terms of the fault space alone for digital
embedded systems. By extending the concept of FCRs to
informational flow of a system, then the effects of CMFs on
digital embedded systems can be qualitatively and
quantitatively analyzed. .

22

In developing FCRs, the principle concept was to prevent the
effects of faults in one region from interfering with another
region. This concept can be extended to the information level of
a system as shown in Figure 4. By isolating the information
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Figure 4: Error containment regions for digital embedded systems

being processed by a component or collection of components to
a single region, the concept of Error Containment Regions
(ECRs) is developed. In an ECR, it is assumed that any error
that passes beyond the boundary of a given ECR will result in
system failure. Obviously, this modeling scheme is pessimistic
in nature in that it is possible that one ECR may be able to detect
and to prevent an error from another ECR from causing a
system failure. This pessimistic approach, however, provides a
means of measuring the lower bound for system coverage [9,
14]. Since an error that crosses an ECR boundary is assumed to
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result in system failure, which arises from the assumed
independence of each ECR, then the lower bound for the system
coverage is

Coysiem( tower bound) = CEcR 1% Cecr2%X -+ XCpcrm  (2-2)
where
_ Number of errors detected
~ Number of erors injected
However when two errors that result from the same underlying
cause cross their respective ECR boundaries, then such
conditions can be identified as a potential CMF. Thus, this
modeling methodology provides both a qualitative basis for
modeling CMFs and basis for the quantitative analysis of the
effects of CMFs in digital embedded systems.

(2-3)

3. System Analysis using the Information Flow

In applying the concepts of ECRs as developed in Section
2.2: Information Flow Modeling, a system level modeling
scheme that reflects the information flow of a system must be
used. The data flow methodology (Ref. 13) provides such a
technique. The system can be modeled based on its behavioral
description using a hardware description language and this
model maps the flow of data through the system. Hence, the
data flow approach alleviates the need to separate between the
hardware and software components and allows unified
modeling of the digital embedded system.

In developing a data flow representation of a system, the first
step is to build a graphical model of the data flow of the system.
A set of modules is developed to represent both the logical and
the simple arithmetic functions, which are performed by either
hardware or software. The data flow representation of the
various modules used in the data flow graph are shown in
Figure 5. The actual data flow model is described using a
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Link: Creates multiple value (integer)

if the conditional input
copies of the input. equals the base.
+

Y

Decider: Outputis I Qperator: Performs Union: Output is And: And gate
if inputs satisfy the an operation on its one of the inputs.
condition. inputs

Figure 5: Building blocks of the data flow model

hardware description language, which is used for system
simulation. Additionally, the data flow methodology supports
error injection, which is required for analyzing the effects of
CMFs. The error vectors used when triggering the error
injection nodes are derived from the Dynamic Flowgraph
Methodology (DFM) [15-26].

The DFM, which is derived from logic flowgraph
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methodology (Ref. 27), is an integrated approach to modeling
and analyzing the behavior of software driven digital embedded
systems. The DFM follows the fault tree [28, 29] approach, but
it incorporates the dynamic behavior of embedded systems; that
is, it incorporates timing information. It utilizes a modeling
framework in which system models are developed in terms of
the causal relationships between physical variables and
temporal characteristics of the execution of software. The DFM
produces a self-contained system model from which many fault
trees can be derived using an algorithmic technique. It is based
on multi-valued parameter discretization and logic. Hence, the
analytical insight of fault trees derived from this methodology
is not limited by the constraints of binary logic used in
conventional fault tree analysis. The DFM can produce timed
fault trees in which timing relations between key system and
parameter states are systematically and formally taken into
account.

The placement of the error injection modules usesl in the data
flow can be identified from the DFM. In addition, the DFM
model allows for the verification of the system’s functional
behavior by obtaining the set of all possible input vactors to the
various internal components contained within the system. This
vector selection process is achieved by performing a deductive
analysis on the system or architecture under test.

3.1

In order to demonstrate the application of ECRs in the
assessment of CMF in digital embedded systems, a sample
system reflective of the architecture used in a nuclear power
plant’s reactor protection system was analyzed. This
architecture, shown in Figure 6, contains four channels, each

Iglannel j

System Analysis

|channel 1 |Channel 7 [Channe! 4

Figure 6: Block diagram of the Quad architecture

having identical inputs, divided into two groups of four and is
referred to in the nuclear industry as a Quad. The channels
within each group are compared using a local voter. The outputs
of the two local voters are then compared by the final voter.
During actual operations, one of the channels is always off-line
(for maintenance purposes) and the system operation is referred
to as a 2/4 system; that is, the output is correct as long as 2 of
the 4 channels are working properly.

3.1.1 Data Flow Model

The data flow model of the Quad system is shown in Figure
7. From this graphical model, the information flow through the
system and the resulting ECRs are defined. To enable the data
flow model to perform error injection, special modules called
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Figure 7: Data flow diagram of the Quad architecture

error injection modules need to be added to the data flow model.
The placement of these modules is obtained from the DFM
analysis of the system under consideration. Once the data flow
model with the error modules is built, the error injection
modules can then be exercised with the appropriate error
information.

3.1.2 DFM Analysis

In order to define the error vectors associated with the various
components and to determine where the data flow error
injection modules need to be placed, a DFM was generated,
which is shown in Figure 8. The DFM reflects the behavior of
the Quad system via a collection of transition boxes and their
interconnections. Decision tables describing the behavior of the
transition boxes are developed as part of the analysis. These
tables provide a mechanism to determine the value of the output
of the box for a given set of inputs as well as the inputs which
will cause a certain output to be obtained. The resulting decision
tables for the Quad system are shown in Table 1.

Using the generated lookup table from the DFM analysis, a
fault tree for the entire system can be developed. Since the DFM
uses a multi-valued logic, the procedure used to generate the
fault tree differs from the conventional top-down approach.
First, the transition box corresponding to the top level is
identified, and for the Quad system, the T9gcg3 transition box
of the final voter is the top level. Next, the decision table of the
T9gcRr3 transition box is checked. From this check, it is
determined that a faulty top level output has an OR behavior.
This process is repeated until the fault tree for the entire system
is generated. This fault tree is shown in Figure 9.
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Figure 9: Fault tree for the Quad system

By giving specific values to the top level of the fault tree, the
fault vector for a given top output can be obtained using
deductive analysis. In this deductive analysis, a top event is
selected and the decision tables are traversed. From this
analysis, the vectors for the final voter with a top level output
‘Z’ are obtained. The results of this analysis are presented in
Table 2 . .

From this DFM analysis, the Tlgcg,T2gcr:T3gcr and
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T4gcgr transition boxes in each of the local voters and the

transition boxes in each of the channels are identified as

candidates for injecting errors. This result arises because the
T1gcr/T2gcR and the T3gcr/T4gcR transition box pairs serve
as deciders; that is, they compare the two inputs and decide
which input is the greater or the smaller of the two. A pair of
deciders establishes whether the input from the channel is
between the two allowable limits. Since each local voter has
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Tabie 1: Transistion box decision tables

I: Correct Value, X unknown/null, Z: Faulty not null value
TI/T2/T3/T4 T1gcr/T2gCR T3gcr/T4ECR T5gcr/T6gCR TTecr/T8ECR T9%cr
Ing | Iny F | Out F Inz‘ Out F In; | Out || Im;y In | Out || Iny In | Out || Iny | In; | Out
1 1 I I I 1 =1 I I I=1 I=1 I=1 I=1 I=1 1 I
1 zZ I Z I X I=0 I X 1=0 1=0 I=0 X X
X 1 I X I Z I=0 I Z 1=0 Z=1 =1 zZ V4
X VA I X z X Z=1 || Z X Z=1 Z=0 | Z=0 || I=0 1 X 1 1 I
I I z z z X =0 || Z X Z=0 || I=0 1=0 =0 X X X I I
1 Z z z z 4 Z=1 || Z z Z=1 Z=1 | I=0 zZ X VA I zZ
X I z V4 V4 1 Z=0 11 Z I Z=0 Z=0 | I=0 Z=1 I z z I I
X z Z z Z=1 | Z=1 | Z=1 X 4 X X X
Z¥0 1=0 z Z z X Z
Z= I X z V4 zZ
X X
Z X
Table 2: Vectors for final voter for output ‘Z’
ImpcRs: | (| TU | g | T2 T5 T7 || IECR3: | fa | T3 | | T T6 T8 T9
T9:cri ECR3 ECR3 ECR3 ECR3 || T9gcr2 ECR3 ECR3 ECR3 ECR3 || ECr3
X z Z=1 z Z=1 Z=1 zZ X I =0 I 1=0 I=0 X z
X 1 1=0 Z Z=1 1=0 X
X I 1=0 V4 Z=0 1=0 X
X z =0 |z | Zz=0 =0 X
Z I I= I I= I= X
Z 1 1=0 VA Z=1 1=0 X
1 I I=1 z Z= Z=0 X
Z z Z=1 VA Z=1 Z=1 Z X I I= 1 I=0 I=0 X
X I I=0 z =1 =0 X
X 1 1=0 z Z=0 1= X
X V4 Z=0 Z Zz=0 I=0 X
z I =0 I 1=0 1=0 X
z 1 1=0 z Z=1 1=0 X
I I I=1 z =0 Z=0 X
X Z Z=1 z Z=1 Z=1 Z X Z Z=1 4 Z=1 Z=1 Z
V4 z Z=1 VA Z=1 Z=1 VA
Z V4 Z=1 Y4 Z=1 Z=1 z X Z Z=1 VA Z=1 Z=1 z
) 4 4 Z=1 z Z=1 Z=1 z
X z Z=1 z Z=1 Z=1 zZ 1 I 1=1 1 I=1 1 I
z V4 Z=1 Zz | Z=1 Z=1 z

two pair of deciders, each voter has four potential internal that need to be analyzed to determine if they result in a CMF.
causes of error. The T1 box in each channel is implemented as From this analysis, various scenarios for CMFs can be
an addition function which could be performed incorrectly. identified. For example, there is a potential for a CMF between
Thus, each channel has a potential internal cause of error.

Additionally, the DFM analysis identified a set of 77 possible and at least one of the inputs channels contains an error as
input vectors for the final voter, where 7 of them allowed for shown in Table 3 and Table 4. In the case illustrated, the two
normal operation, 20 vectors led to unsafe failure and 50 vectors  local voters have the same transition box, T2gcR, failing in the
led to safe failure. It is the set of 70 vectors that led to failure same manner and the system output is corrupt, which is a CMF.

ECR 1 and ECR 2 if the local voter contains an undetected error
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Table 3: Final voter condition

Ingcgs; T1 T2 TS T7 Ingcra: T3 T4 T6 T8 T9
F1 F2 F3 F4
T9gCr: ECR3 ECR3 | ECR3 | ECR3 || T9cma ECR3 ECR3 | ECR3 | ECR3 || ECR3
VA VA Z=1 'z Z=1 Z=1 Z | | I=1 I I=1 I Z z
X 1 1=0 I I=0 1=0 X X 1 i=0 1 I=0 1=0 X X
Table 4: Local voter 1 and local voter 2 condition (same vector)
Tl T2 TS T7 T3 T4 T6 T8 T9
I  {
"eck | F1 f pop | P2 | por | R | Ecr || ™ER | P3| pr | F4 | ger | Ecr | EcR || ECR
I 1 I=1 V4 Z=0 Z=0 X I 1 1=0 1 1=0 1=0 I I

3.1.3 Simulation Results

By applying the results of the DFM analysis to the
information flow model of the Quad system, the system
coverage (Ref. 9) can be estimated using a VHDL model of the
data flow. This estimation includes the effect of the CMFs as
identified by the DFM analysis. By injecting a set of 100,000
random errors that included those errors identified in the DFM
analysis as a potential cause of CMFs, the coverage estimate for
each ECR was found to be Cecr1 = 0.9933, Cecr2 = 0.9933
and Cecr3 = 1. The estimate for ECR 3 assumes perfect
coverage because no errors were injected into ECR 3; that is, the
inputs were assumed to be perfect. The resulting coverage
estimate for the Quad system using the ECRs coverage levels
was

Csystem ECRs = 0.9933 % 0.9933 x 1 = 0.9866 (3-1)
The coverage estimate for the entire system without
consideration to the ECRs was ’

Csystem = 0.9995 (3-2)
This coverage estimate using ECRs is pessimistic in nature
because, as stated in Section 2.2: Information Flow Modeling,
system failure is assumed whenever an error crosses an ECR
boundary. However, it provides the designer with an indication
as to the potential problems that CMFs may pose to the system
and it provides a lower bound for the estimate of the system
coverage.

4. Conclusions and Recommendations

By developing both a qualitative and a quantitative
information level model of a digital embedded system, it can be
viewed as an integrated entity; that is, there is no need to
distinguish between the hardware and the software components.
In extending the concept of FCRs to information flow modeling
via ECRs, CMFs can be modeled in a coherent fashion without
knowing if their underlying cause is in either the hardware or
the software. The use of DFM provides a quantitative approach
for determining where to inject errors within a given ECR and
what errors may lead to CMFs.

In this analysis, it is assumed that whenever an error crosses
the boundary of an ECR, then system failure occurs. This
modeling approach is pessimistic in nature because it is possible
for another ECR to prevent an error that is undetected in another
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ECR from manifesting itself as a failure. Hence, it provides a
lower bound for coverage estimation. However when two errors
that result from the same underlying cause cross their respective
ECR boundcaries, then such conditions can be identified as a
potential CMF.
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