ESTEEM QUICK START GUIDE

Wireless Modems M O D E L 1 9 5 Ed

Before You Begin

e The ESTeem Model 195Ed wireless Ethernet radio madecompatible with many different applicatiorighe most common
application is to bridge two or more Ethernet desior networks. This guide will demonstrate thedeonfiguration and testing of
a pair of 195Ed’s. For more detailed informatiplease see the ESTeem Model 195Ed User’s Manual.

» This guide assumes you have a working knowleddgttafrnet networking, TCP/IP protocol and how tantifg and set the TCP/IP
address on your computer.

* The 195Ed can be configured using any current welvder software such as Internet Explorer, Netsoapéozilla.
e The following procedure will provide an initial conunication link between two or more Model 195’s isting purposes. All the
example commands listed in this guide can be ajustfit your communication network. Please ctirthe ESTeem Model

195Ed User’s Manual for more details.

Unpack Contents

Each node in your ESTeem Model 195Ed's network hae different hardware components based uporirthkiristallation location
(i.e Outdoor, Indoor, Point-to-point or Muti-Pointhntenna types, cable lengths, power supplies eagifferent, but the following
items will be required for basic setup:

ESTEEM

‘Wireless Modems

Utility
Software

E Electronic Systems
E-tl Technology, Inc.

Antenna (2) Ethernet Cables
(AA20DMEs ,
Displayed)

Model 195Ed AA109 Resource Disk

Power Supply
(AA175 Displayed)

Serial Interface Cable
(AA6021.1)

Note: Your accessory model numbers may vary from theegtbut you will need to locate each of abovestentontinue
configuration.
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Begin Programming

1. Assemble the ESTeem Model 195Ed using the following

Antenna Conne ctions

Dual Antenna
Configuration

Single Antenna
Configuration

= Leave
Open
RJ-45 10/100BaseT AA175 PoE
Ethemet PoE Port Power Supply

10M00BaseT
Ethernet Cable
(Patch Cable)

10M00BaseT
Ethernet Cable
{Patch or Cross Over)

AA109
Resource
Disk

=

PC with Web
Browser Software

Power and Data Connection



2. The Model 195Ed will link to other Model 195Ed’s the network via the WLAN Media Access Control (MA&tidress found on
the bottom of the case. This MAC address is skatiecimal digits separated by colons and is cordifjat the factory. Every
MAC address in the world is unique and can nothi@nged. Complete the following chart to aid inrycanfiguration:

Name Serial Number IP Address Ethernet MAC WLAN MAC

Example Modem 1 E-14001 172.16.8.101 00:04:3f:00:01:01 00:04:3f:00:01:02

3. Configuration of the Model 195Ed is completed tlglothe product’s internal web server. To accassctinfiguration page, you
will need to enter the 195Ed’s IP address in yoeip Wwrowser. The IP address set at the factorjass® (i.e. 172.16.x.x) address
and is printed on the Quality Assurance sheetwithteach 195Ed. If the factory default addresscimes your network
configuration, please proceedUsing Setup,otherwise continue to step 4.

4. |Install the ESTeem Discovery Utility The ESTeem Discovery Utility will allow you t@efigure the IP address on the Model
195Ed to match your network. Install the Discovetifity on your computer by inserting the Resoulisk in your CD drive.
Note: The ESTeem Resource Disk is stand-aloneafdpg ESTeem Web site (Figure 1). Navigatioh@Resource Disk is as
simple as using your web browser. All technicaludoentation, User's Manuals and the ESTeem URlibgram is available on
the disk.

Place the ESTeem Utility CD in your CD-ROM drivEhe CD will auto load the ESTeem main page
Note: If the page does not auto load, open your bvelwser and set your address line to D:\index.i{iMihere D: is the drive letter
for your CD-ROM drive).

From the Main Page select Suppamt] click on ESTeem Utility

About Us News Products Sm_)gqrt_ Engineering Service:

Wireless Solutions...Communications I

ESTeem Home Page

ESTeem Wireless Modems -:
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Serial, and Unlicensed Spread I.’ = T m TI mt
Spectrum in the VHF and UHF radio i

communication bands. ESTeem Wireless Modems Debuts Latest

Industrial Wireless Products >>
The industry leader and patent holder on the wireless modem for over 20 years, ik o
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Figure 1 -ESTeem Resource Disk I\)Inéir;ESage



Note: This program is saved in a compressed film#&b. Microsoft

Windows XP® will open the file directly, but otlogrerating systems

will require a common compression program such asZ\jy
available for download atttp://www.winzip.com

Double click on the 195EdiscoverySetup.exe fileetisin the
window to install the program.

5. Set IP Address on the 195Ed Connect the Model 195Ed to
your computer either direct to the Ethernet carthmugh a
HUB/Switch using a CAT-5e Ethernet cable. The Etheport
on the 195Ed supports Auto-Negotiation so eithgsitah cable
or crossover cable will work. Open the ESTeem @iscy
Program and press the Discover Moddmon. The Model
195Ed will be displayed in the program by the EteeMAC
address and Current IP Address (Figure 3).

Note: The SSID and Mode of Operation will be adjusteerlat
the configuration.

Double-click on the 195Ed you wish to program dmeGonfigure IP Addreswindow will be displayed (Figure 4). Enter an IP
address and Subnet Mask for the 195Ed that maychenetwork subnet and press the Gudton to save this to the ESTeem. You
will receive notification that the Configuration sv&uccessful and the 195Ed will reboot. Proce&tstbeem Setup to continue

configuration.

Setup Programming

You should now be ready to configure the Model 1®8iough your web browser. Open the web browssgram and enter the 1P

address of the ESTeem in the address line and @néms

T’ 195E Discovery 2.1.3.4

Wireless Modems

Products Support  Engineering Services  Espaiiol Contact Us Home

ESTeem Technical Support
ES il s
RF Design Program

search: |

13- 2

ESTeem Utility Programs

The following links require a Usemame and Password to download the Utilties. I you complete the
registration form, a Usemame and Password will be sentto you the next business day or forimmediate
access, please contact Customer Support at 509-735-9092 (BAM-5PH PST Monday-Friday).

Each ESTeem Utility Program is in a compressed ZIP file. When asked ta Open the File or Save to Disk,

select Save to Disk. Place the file in its own directory on your hard drive, open the Zip file and run the
executable program.

« 4 EsTeem Uity Features (Utilties)

Discovery Utility

The Discovery Utility will display all ESTeem 195Eg radie modems connected to the computer's Ethernet
connection regardless of their current IP address. This utility will allow modification of the medem's IP
address fo the network of the computer for further configuration through a Web browser.

ESTeem Hodels 195Eq, 195Ep and 195E

HOTE: Fi
Discovery Prog
utity.

7 Build: 42 or the 135Eg is requirad If insislling
ihe oldes ulility with the Control Pansi>Add/Removs Pr:

« ESTeem Discovery Utility (Version 1.1.0 230) (Authorized Users)

Figure 2- ESTeem Utility Download

Diizcover Modems Found 1 modemsz
ML Address | IP iddress | 5510 | Mode Moden 1D | Wersion | Model |
00:04:3F:00:42:08 1721681 ESTeem 4P Bridge 218 195Ed-2
Read-y.

Figure 3 — Discovery Program Main Page

Discover Modems Configure IP Address g|

MAL Address | IP Address | 55 : T | Madem ID | Version | Madel |
0004 3F-0042.08 1721681 o il =Rt 218 195E -2
Subnet Mask: | ST
Drefault Gateway: 172161 . B
Cancel
Ready

Figure 4 — Change IP Address Window




1. When prompted, entadmin for both the username and password and presskhmu@on.
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| €] Opening page http: /172,16, 38.196] .,

2. Select Setupn the top menu.

3. Press the drop-down menu and sel

Setup

ect AP Bradgkpress thEextbutton.

ESTeem Web Configuration Manager

| & Internet

Step 1 — Sign-In Screen

Wireless Modems IIII

This is the main Setup Fage. Select a mode of operafion for the wireless LAN unif from the following lisi.

Select Mode of Operation: I i - __

AP Mascuerade

AF Router

EtherStation

Station Masquerade
Station Rauter

418 cops(tm)

Ethermet Only

Step 3 — Select AP Bridge



4. Setthe DHCP services to NONE and presd\ixetbutton.

Wirelesa Modemsa

IIII ESTeem Web Configuration Manager m IIII

Setup

Seiect whathar you wish fo use DHCP client services ar whether yvou wish configure a DHCP server. Selacting “None™ will
take vou through a manual sefup of IP addresses as opposed fo using DHCP services.

Selected mode of operation: AP Bridge

DHCT services on the bridge interface: & MNone Help
© Clent

© Server

Previous Mext

Step 4 — Turn DHCP Off

5. Verify the IP address and netmask for the 1956tk adridge device) are correct press thextbutton.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Enter values for the following fields for manual IP sefup of ihe bridging device.

Mode of operation: AP Bridge
DHCP Services: Off

Enter IP address for bnidge device: |172 16.45.154

Help
Enter netrnask for bridge device: |255 255.0.0 Help

Step 5 — Verify IP Address



6. Enter in the Gateway address in the default rditeddress block and any DNS information for theeserlf this is not know or on
a network without a Gateway, leave these itemaaibfy default.

ESTeem Web Configuration Manager

Entar values for the following fislds o sef up the default roufe and DNS seffings

Wirelesa Modems

Setup

Mode of operation: AP Bridge

Enter default route IP address: |172.16.18

Help
Use DIN3 client services? © Yee Help
& Mo
Entter DN dotnain: | Help
Enter primary DS server TP address: [ Help
Enter secondary DINS server IP address: f Help
Frevious | M

Step 6 — Enter Gateway Address

7. All 195Ed modems in the network must be have tleeesame Service Set Identification (SSID). THauleSSID isESTeemand
we will use this for demonstration. Enter the S8Hlisted above and turn off the wireless secteiyures by selecting the NO
radial. Press thdextbutton to continue.

Note: It is recommended that security be used in akless applications. This procedure will forge thecurity configuration for
brevity. Please see the example applications hed¢curity appendix for further information.

ESTeem Web Configuration Manager

Wireless Modems

Setup

In the following fields, safact whether vou want wireless secunfy fealuras furmned on and enler the senvica sel idenfifiar
(SS5I0) that will be common {0 all wirsless LAN devices

Selected mode of operation: AP Bridge

Turn on wireless security features? ¢ Yes Help
& Mo

Enter the 3510 IESTBB"” Help
Step 7 — Enter SSID



8. A warning that wireless security is not enabled lél displayed. Press thextbutton to continue.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

WARNING!

You have chosen to configure your systam without any of the security features enabled on the wireless interface(s). This
choice will expose your data to eavesdroppers and allow the general public to connect to your network, If you are sure this is
what you want, press "MNext", Otherwise press "Previous" and change your "wireless security choice

Previous MI
Step 8 — Security Warning Screen

9. AllESTeem 195Ed on the network must use the safmbdRdwidth. Set the RF Bandwidth to 5 MHz andpteeNextbutton to
continue.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select the RF bandwidth for the wireless LAN device.

Mote that reducing bandwidth increases the number of available channels and the radio’s ability
to reject RF interference. Selection of the lowest RF bandwidth and data rate for your application
is recommended for increased reliability. All ESTeem radios in the same network MUST be on
the same frequency channel and use the same bandwidth selection.

[ Equivalent Wired |
RF \RF Data [ |
Bandwidth Rate IEth&met Data Recommended Use
| Rate
.@ IR’-\.-'_'le 15t013.5 |750 Kbps to 6.75 Narrow bandwidth for enhanced transmission reliability in
I Mbps Mbps 'high interference environments
O 10Mi:z .3 to 27 1510 13.5 Mbps i?\d}draﬂgebaﬂd\:wdthfor higher speed but lower
| Mbps | \nterference environments
[~ 61054 i [Wide bandwidth for maximum RF data rates in low
O Pini Mbps 27 M e iinterference environments
Help

Step 9 — Bandwidth Selection

10. All Model 195Eds on the network must be on the sead® channel, representing a particular frequentyt particular channel has
not been assigned for use, leave the 195Ed abaltealue ob (912 MHz)and press thElextbutton.

ESTeem Web Configuration Manager m
Whreleas Modems

Select the channel for the wireless LAN device to operate on. The first displayed number in the
list is the channel, and the second is the channel frequency in MHz.

Step 10 — Set Radio Channel



11. Configure the repeater peer list b II EsTeem Web Configuration Manager EI'EMEI"I III
selecting Enable the repeater Mop  [Sia]ios] oo | Aovanced | acke | Eamers| ofouare it Rt At
capability radial to YES (Step Setup
11). Press thadd button to the Selact whethar fo enable repeater capability. If the repeater capabilify is disabled, the peer istis ignorad. I the repeater
r|ght Of the repeater peer table capability Is enabled, then a link is established with sach peer in the iist

and USing the Chart Cl’eated in th' You may add a peerio the lish remave an existing peer or modify an exisiing peer by clicking the appropriale buffan
’ balow

Begin Programming SeCtion Of The following configurations are for the wireless LAN device

this guide, enter the Wireless

MAC (WLAN MAC) address Of Enable the repeater capability? & Tes Help

© No

C Yes
& o

the opposite 195Ed (the 195Ed
this unit you are programming

Set as root bridge?

Port Path Encrypt Data

will communicate with) in the MAC Addz Priority Cost Type  Rate Bnable

Peer 1 — MAC Addr field Rl Add
(below). Leave the Priority Path Rormos
Cost settings at the default values |
Encryption Type to Nonand

change the Enable Link radial to | [

Enable and press ti@reate

Repeater Pedbutton. Press the Step 11 — Repeater Peer Configuration

Nextbutton.
Example Addresses
Name Serial Number IP Address Ethernet MAC WLAN MAC

195Ed We Are E-14096 172.16.48.189 00:04:3f:00:01:01 00:04:3f:00:01:02

Programming
Opposite 195Ed We E-14034 172.16.38.114 00:04:3F:00:0B:00 00:04:3F:00:11:02
Will Create Wireless

Link

ESTeem Web Configuration Manager
| Wireless Modems

IM[@Q‘ T lﬁfﬁ e } T } T o ]g"'ﬁﬁ [Ml
Setup - Add a Repeater Peer

To add a new repeater peer for the firsf wireless LAM Inferface, snferine
ke type, the key and the rafe sef and cfick the “Creafe Repealer Pegr”

addrass, the port prionty, the port cost, the

Enter the MAC address: [00:04:3£00:11:02 *x Enferthe 48-bit MAC address of the repeatar
peer.
Enter the port path cost: [100 Enfar the bridge port path cost for this link (1-
55535)
Select the encryption type: & None Select the repeater link encrypiion meathod.
© WEP 64-bit Note: the encrvpfion method and key seffing
© WEP 128-bit must be the same on hath repealer pesrs
© TEIP
Enter the encryption key: IH 22:33:44:55:-66:77:8: Enter the encryplion key as a sequence of

hexadecimal bytes (g.g. 0a:00: 1. 2d:38). Key
iengih: None=0 hyvias, WEPE4=5 bites,
WEP28=13bytas, THIP=32 hifss

Allow dynarmic rate selection or salact a
specific data rafe for this fink fo use. itis
recommended, but nof required, that the rale
selections be the same on boih peers.

Select bink data rate:

Enable link: & Enable Enable or disable the repealer peer link.
© Disable Enable must be selacted for the repeaters fo
communicale.

Feturn to Pepeater Setup I Create Repesater Paar

Step 12 — Configure Peer Table

10



12. Press th&€ommit Changebutton and the modem will save all the changesenaad reboot. The reboot time is approximately 1
minute to be ready for operation.

13. Complete all steps in thietup Programmingsection for the other Model 195Ed’s you will bstieg before moving on the
Testing Communication section.

11



Testing Communication Link

After you have configured at least two of the Moti@bEd wireless Ethernet modems for operation,cgauverify communication with
each the following steps:

Status LED

Status Light — The quickest source of link status is to vie/ th  ggid Red on Link

Status Light on the face of the 195Ed. If the@&dight is solid, :
the Model 195Ed has a connection to another MoeleEd %
listed in the Peer Table.

Ethernet RS-232 Ethernet
RS-232 10/100 Program Port 10/100

Status Screen/Peer Table To view further information on the AREsc l:l
status of the communication link (such as connedjieed, > @
signal strength and last update time) you can tpeStatus
Screen from the Web Interface. After press theuStab at the
top of the screen the Status: Summary will be digsd showing
the status of all ports and memory in the 195Eddey the
Wireless Status heading click on the View Peer &@fiure 5). The Peer Table will list all other2801b or 802.11g wireless activity
seen by the 195Ed and how it is classified.

Find the opposite 195Ed in the Repeater Peermnsinformation such as signal strength (in dBnd) ttme/speed of last data packet
will be displayed.

Note: The data rate displayed is not necessarily intheaof the RF data rate between the ESTeemsratéshow in the Repeater Peer

EST195E Web Configuration Manager

Wireless Madems

Status: Peer Table

This page s a summany view of the pear fabis for WLAN devica wian0. Click on a given MAC
address for mare delalls about that peer.

Return to Status Summary Page OPPOSite Modem's Wireless MAC
Azzociated Stations

Receive Signal Strength (dBm)
/

| Wone
Last Packet Received
Eepeater Peers
K
; LastR
MAC Addr Signal (sec@kbps) Iodem ID
00:04:3£:00:09:66 36| 0@11000Remot= «——Peer Modem ID
Aecess Points
; LastRx |
MAC Addr Signal (sec@lebi) Enc |SSID
£0:02:2d:03:2a:78 e 39e000) Other Access Points
-
00:02:2d:3£:7d:d3 -89 B@2000| ¥
00:04:3£:00:09:686 36 0@11000) y |ESTeem

Figure 5 — Repeater Peer Table
table will be the last RF packet, which could cetef either data, repeater beacon or network psobiéor a detailed analysis on the
data rate, please consult the ESTeem User's manual.
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Ping Testing— The easiest method for testing the efficiencgaif flow between the ESTeems is to conduct atestdo the opposite
modem’s IP address. This will test all links ie tthernet bridge.

[#]Command Prompt

C:~2ping 172.16.38.196 —t
Pinging 172.16.38.196 with 32 bytes of data:

from 172 _.16.38_.196:- bytes=32 time{18msz= TTL=64
from 172.16.38.176:- bytes=32 time{l18ms TTL=64
from 172_.16.38.196: hyte=z=32 time{1@m=z TTL=64
from 172.16.38.196:- bytes=32 time{18msz TTL=64
from 172.16.38.196: hytes=32 time{l18m=z TTL=64
from 172.16.38.196:- bytes=32 time{18msz TTL=64
from 172.16.38.176:- bytes=32 time{l18ms TTL=64
from 172_.16.38.196: hytes=32 time{18msz TTL=64

from 172.16.38.196: bytes=32 time{18ms TTL=64
from 172.16.38.196: hytes=32 time{l8m=z TTL=64
from 172.16.38.196:- bytes=32 time{18msz TTL=64
from 172.16.38.196: hytes=32 time<l8m=z TTL=64
from 172_.16.38_.196:- bytes=32 time{18msz= TTL=64

Ping statistics for 172.16_.38_1%6:
Packets: Sent = 13. Received = 13, Lost =
Approximate round trip times in milli—seconds:
ini = Bmz, Maximum = Bms,. Average = Bns

B ¢@x loss>.

Technical Support

User’'s Manual and Technical Documentation
http://www.esteem.com

E-Mail Support
Support@esteem.com

Phone Support (8AM to 5PM PST Monday-Friday)
509-735-9092

13



