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WARRANTY INFORMATION

Electronic Systems Technology, Inc., (dba ESTeem Wireless Modems here after EST) expressly warrants its products as free of manufacturing
defects for a period of one year from the date of sale to first user/customer.

THERE ARE NO OTHER WARRANTIES, EXPRESS OR IMPLIED AND THERE IS EXPRESSLY EXCLUDED ALL WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. NO OTHER WARRANTY GIVEN BY ANY EMPLOYEE, AGENT,
DISTRIBUTOR OR OTHER PERSON WITH RESPECT TO THE PRODUCT SHALL BE BINDING ON EST.

COPYRIGHT INFORMATION

This manual and the firmware described in it are copyrighted by EST, with all rights reserved. Under the copyright laws, this manual or the firmware
internal to the ESTeem unit may not be copied, in whole or part, without the written consent of EST. Under the law, copying includes translating into
another language.

EST cannot guarantee that you will receive notice of a revision to the firmware described in the manual, even if you have returned a
registration/warranty card received with the product. You should periodically check with your authorized EST dealer or call factory direct.

EST and the ESTeem logo are registered trademarks of Electronic Systems Technology, Inc. Simultaneously published in the United States and
Canada. All rights reserved.

LIMITATION OF LIABILITY:
EST's liability shall be limited to refunding of purchase price, repair or replacement of product.

IN NO EVENT SHALL EST HAVE LIABILITY FOR CONSEQUENTIAL, INCIDENTAL, SPECIAL OR EXEMPLARY DAMAGES CAUSED
DIRECTLY OR INDIRECTLY BY THE PRODUCT, INCLUDING BUT NOT LIMITED TO ANY INTERRUPTION OF SERVICES, LOSS OF
BUSINESS OR ANTICIPATORY PROFITS. IN NO EVENT SHALL EST BE LIABLE FOR ANY DAMAGES WHATSOEVER IN EXCESS OF THE
PURCHASE PRICE OF THE PRODUCT.

In the event that a unit or part requires replacement or factory servicing, the following conditions apply:

a) Customer must obtain from EST an authorized RMA (Return Materials Authorization) number (call 509-735-9092 Customer Support)
before shipment of product or parts to EST for any reason;

b)  If the whole unit is shipped, it must be in its original carton and shipping components, or a carton and shipping components supplied by
EST, or if parts only are shipped, they must be packaged and cushioned so as to prevent damage in transit and shipped freight prepaid,;

PRODUCT WILL BE CONSIDERED OUT OF WARRANTY IF:

a) Ifthe product is damaged due to improper or abnormal use, abuse, mishandling, accident or improper maintenance or failure to follow
operating instruction;

b) If the product is defective as a result of sand, dirt, or water damage;

c) If any factory-sealed enclosure has been opened or shows evidence of an attempt to be opened,;

d) If defects or damage are caused by the use of unauthorized parts or unauthorized service;

e) If the product has had its serial numbers altered or removed.

Warranty repair form must be accompanied by proof of user's purchase of unit. Product must be shipped to the manufacturer at the following
address:

ESTeem Wireless Modems

415 North Quay Street

Building B-1

Kennewick, Washington USA 99336

ADDITIONAL SERVICE:
If EST releases an improvement update to firmware internal to the ESTeem unit during the 90 day period after the unit was purchased by the first

user/customer, EST will update the applicable unit with the revised version at no charge other than for UPS handling and shipping to and from your
location to the EST factory. Return of any such item must be accompanied with proof of purchase.
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CHAPTER 1
INTRODUCTION

BEFORE YOU BEGIN

Thank you and congratulations on your purchase@B&STeem
Model 195Ed Wireless Ethernet Radio Modem! Thisnz was
written to help both the first time and advanceer s the 195Ed
configure the radio modem for your applicationthif your first
time configuring the 195Ed and you would like td geing as soon S
as possible, we recommend using 1BBEd Quick Start Guide '
provided with the modem. A copy of the guide $dd in the
appendix of this manual for your reference.

195E Serjes o

The ESTeem 195Ed is a very versatile wireless Btaretworking device. To keep the manual usatbytsmany of the
application descriptions and programming detaissia® the user has a good working knowledge ofah@fing network
concepts:

» General Ethernet networking and the configuratiol’dN topologies

e Common Ethernet terminology and acronyms

»  TCP/IP network protocol structure and how to camgTCP/IP networks and subnets

* How to identify and set the TCP/IP address on yoanputer

» Have administrator privileges to the computer agttvork you are configuring

e If using routing protocols, you must be able tantifg and configure the network routers, gateways firewalls
* You must be familiar with using web browser sofvauch as Internet Explorer, Netscape or Mozilla

If you are unfamiliar with any of the above netwiatkconcepts, you may need to contact your netadrkinistrator for
assistance.

MODEL 195Ed OVERVIEW

The ESTeem Model 195Ed is a wireless LAN HUB or Switch EthemetW'redlAN
transceiver that can be used to build a Wireless T A
Local Area Network (WLAN) for line-of-sight

distances to 15 miles for fixed base and 5 miles ;

for mobile applications. The 195Ed can provide " rumae
RF data rates up to 54 Mbps and can have ase ="
port for legacy RS-232 devices. The Model do st

195Ed is a very sophisticated networking devict ‘a\ o
- @

Mobile Wireless Network
- With Overlap Coverage

0A0BaseT

Vot »
_Remite

" Video'
Monitoririg
Client Mudg“‘

. Station Masquerade ar
- Station Router Mode

" Stand Alone Repeater

that can be configured for multiple modes of
operation depending upon the needs of the I i . # thore:
wireless and wired LAN system. The following ’)JLJ e | Reemdidine S HesE
configuration modes are provided as an overvie g Feoturcicinhicd ol
of the basic network types, as all possible

network configurations can not be listed. For o

Antenna's shown are for Mobile

further help in selecting the correct network type  ilustmion purposes. There & 0——“? Heedware, o

are many antenna aptions

please contact Customer Support at 509-735- et e - e

application »
9092 / Model 195Ed % :
. :‘ !
' e M i/

Figure 1- Access Point Bridge Diagram

Ethernet Wired L AN

10/100BaseT

Access Point Bridge
with Repeater
Feature Enabled
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MODEL 195Ed CONFIGURATION MODES o

The Model 195Ed can be configured for multiple E;m
modes of operation without any changes to the ***™%
hardware:

Access Point Modes

1. Access Point Bridge Mode When the
Model 195Ed is configured as an Access
Point it will provide a wireless bridge from a
hardwired Local Area Network (LAN) to
other Model 195Ed modems in client modes
or other 195Ed’s configured as Repeater fa
Peers. Multiple Access Point Bridge modem: E;m 1
can be physically connected to the same h gealiond
network (LAN) or through a radio link using
the Access Point Repeater mode to provide
overlapping, seamless Ethernet
communication for mobile devices. The
ESTeem Model 195Ed in Access Point

Remote Site

Client Mode: are many antenna options

Access Point
Bridge with
Repeater

Line-of-Signht Fath

[
Access Point
Bridge with

Repeater

Voice over IP

Mode
Remote Office

NOTE:

% Repeater may be stand-
alone or attached to a

network or device.
Voice over IP

‘\/
e
1

Client Mode

Mobile
Applications

1 Qf.ﬁ‘?:v:'.}'." Main Office
ﬁ

Note:

Antenna's shown are for
illustration purposes. There Bldg. LAN
available depending on your =

application.

Vaice aver P

Figure 2 — Repeater Mode Diagram

Bridge mode will pass all network traffic betweemnoected devices including global network broadc&ste Figure 1.

Access Point Router Mode In this mode the ESTeem Model 195Ed will functés a router between the wired Ethernet
network, connect to the 195Ed’s Ethernet port,thedvireless network of other 195Ed’s in repeatarpnode. As in all
standard router configurations, the wireless amddvEthernet networks will need to be on separdieets. To communicate
from the wired Ethernet network to devices on tiveless network, a separate router (or the Mod&E#iconfigured as a
router) is required. The 195Ed in Access PointtRomode will pass network traffic for connectedides but will block
global network broadcasts from the wired netwdrkis mode of operation should be used insteadeoftitess Point Bridge
mode when a separation between networks is reqoirttet ESTeem is connected to larger LAN Netwdinks will
continuously send global network broadcasts (Figire

Wired Ethernet with Single
-IP Address

3. Access Point Masquerade Mode
The Access Point Masquerade mode
a special use of the Access Point mo
where the Model 195Ed will connect
multiple clients into a single static IP
address on a wired network. Data
requests from the wireless network
will be processed through the Access
Point Masquerade 195Ed, but any
request from the wired Ethernet
network to devices on the wireless
network will be rejected similar to the
operation of a “firewall”. The 195Ed
will hide all the IP addresses
connected on the wireless link. You
should use this mode of operation if
Model 195Ed is connected directly to
the Internet with a static IP address

Access Point
Masquerade with
Repeater Feature

Enabled

EtherStatmn

“Mode

Note:

Antenna's shown are for
illustration purposes. There
are many antenna options
available depending on your
application.

DSL,T1 or NeMurk e

> =t 5 Moblle

: Mobile Wireless Network
T With Overlap Coverage

Vol
Remote .
Videg -~
Monitoring
/,CﬁemMude

0 Station Masquerade or
“~+-Station Router hode

Stand Alone Repeater

NOTE:
Repeater may be
stand-alone or

- attached to a e o
netwark or device. [

1 Voice over IP
\  Access Point Bridge

with Repeater
Feature Enabled

Mobile
E L Hardware
Mobile T Sonr

ESTeem
Model 185Ed

ESTeem '\\ &
Model 195Ed ; m
- - Client Mog, -~

Client Mnda

\
v

Figure 3- Access Point Masquerade Diagram
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(DSL, T1, etc.) and you want the wireless clieatadcess the information through the Model 195HgufE 3). This mode
should also be used for attaching the Model 195Eadrtetwork where few IP addresses are availatadioewall for the
wireless clients is required.

4. Access Point Repeater The Access Point Repeater can be used withfathg @above Access Point modes. With this
repeater feature enabled, the Model 195Ed AccestsRip not have to be hardwired together on theegahysical LAN to
provide seamless Ethernet communication for roarliegts. In addition to greatly extending the 8ss Point canopy range,
the Model 195Ed will also bridge any Ethernet devic Ethernet network connected to the unit ovierslime wireless
Ethernet network. This mode gives the user theifes of a point to multi-point bridge network falgo allows Model 195Ed
in the Client mode to simultaneously roam undemttgvork canopy.

5. Self-Healing Mesh Network If multiple Access Point Repeater routes ardigared to the same destination ESTeem, the
195Ed will create a “self-healing” mesh networkadutomatically re-routing data through alternaténpdb reach its
destination if the primary path is inoperable. Tbeting and priority of alternate paths is complguser configurable.

See Figure 4.

Access
Point/Repeater
Access
Access e
Point/Repeater = = = 7 e e Point/Repeater
Access A —_——— Point/Repeater
Point/Repeater o == = =

—
—
.-

e
———

~ Access
Access «, Point/Repeater
Point/Repeater 7

-
—
. -
-
-
—_— - -
—_—— -
—— -

Remote Office \\

Access

Point/Repeater
, Access

Point/Repeater
——————

-
Access ’ Access ———
Point/Repeater 7 Point/Repeater

Remote Site

Remote Site

Remote Site

Main Office

Figure 4 — Mesh Network Diagram
Station (Client) Modes

6. EtherStation Mode. When the 195Ed is configured in the EtherStatiimale and attached to a single Ethernet Device, the
Model 195Ed will emulate a wireless card in funetitity for communication as a mobile client. TI85Ed will seamless
roam under the radio canopy of Access Point anghmaride greatly increased range for mobile Ethiedegices such as
vehicles, forklifts, cranes, etc (Figures 1-3).

7. Station Router Mode The Station Router mode will also function adient, similar to EtherStation, but will allow ntiglle
Ethernet devices to be connected to a single 19bigdre 3). The 195Ed will function as a routetmen the wireless client
mode and the wired Ethernet devices connectedttittiernet port. Similar in configuration to thec&ss Point Router
mode, the wireless and wired Ethernet networksneitld to be on separate subnets. To communicatesireless network
to devices on the wired Station Router networlemagate router (connected to the Ethernet sideeoftcess Point) is

Revised: 21 Oct 08 1-3 EST P/N AA107D
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required. This mode would be used where multipfeehet devices will be connected to a single MA8&Ed in a mobile
client application and the connected Ethernet @swall need to be accessible from the Access BdiAN network.

Station Masquerade Mode The Station Masquerade Mode is another modeewhettiple devices will be connected to a
single ESTeem in a mobile or Client applicatiort, imlike the Station Router mode, the Station Masafie will consolidate
all connected Ethernet devices to a single IP addra the network. The devices connected to tit@B8tMasquerade 195Ed
will be able to access information from both thealdss and wired LAN, but will be inaccessible dtleer way similar in
application to a firewall. This mode would be usdtkre multiple Ethernet devices will be connedted single Model
195Ed in a mobile application and the IP addrefssesach device will be hidden from the LAN conmgtto the Access
Point. See Figure 3.

Serial Applications. The ESTeem 195Ed can support RS-232 for setalapplications run over the broadband link (Fégur
5). The serial over broadband network can be imsagboint-to-point or point-to-multi-point appliian for networking serial
(RS-232c) devices, providing serial connectionegacy hardware in a new Ethernet network or pingitbr high-

bandwidth devices (such as Video or Voice ovelinRn existing serial network. Installing the akport option also

provides a second 10/100 Base-T Ethernet port#rabe used to connect a second Ethernet deviteuvitequiring a
HUB/Switch or can be configured as an external Roport.

N
- ~ A NI
, DO
[ - v [ 4 v
- i Access Point

1=
Y--i PBridgewith

'
\
Access Point '\ 1 PR
Bridge with D . b Repeater
AN Mode
N ~o
?}% ==
S~O e Q}é iy
N - ) .
. N AN ] 3
v ; . N |
v Line-of-Sight Path I \\\ \
[
- T (] .
Access Point [ /‘ I’ RS-232 Data
Bridge with
. Repgater Access Point S/ Remote PLC
| piode Bridge with L
Repeater

Mode

NOTE:

Repeater may be stand-
alone or attached to a
network or device.

A Note:

\
)
[ ~ { 7
[ (I | ] Antenna’s shown are for Y | Access Point
o N A .
Access Point = K illustration purposes. There So_ mmdl eridge with
Bridge with S are many antenna options b - Repeater
Repeater Mode e available depending on your ¥ Mode
application. t
P RS-232 Data

RS-232

Remote Site

Master PLC

Figure 5 — Multi-point Serial Diagram

To begin setup of your wireless Ethernet network ywst first configure the Model 195Ed for the moédsired
show several examples of the different modes ofatipa to help select the correct mode for youriagfion.

. Chapter 2 will
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CHAPTER 2
CONFIGURATION DIAGRAMS

MODEL 195Ed ACCESS POINT BRIDGE DIAGRAMS

_ HUBorSwitch  gmayl Ethernet Wired LAN

10/100BaseT

£4 Mg

Client Mode |

Access Point
Bridge Mode

Iy
A Remote
Mobile PLC
Hardware ° £
; E> [ogim e I Clisnt Mode
; Model 195Ed ‘. vl
T Client Made, . g & Remote
Hote: R E T - ideo Monitoring
Client Mode

Antenna's shown are for
illustration purposes:. There
are many antenna options
available depending on your
application:

HUBorSwitth - EthernetWired LAN -

10/100 BaseT

Access Point
Bridge Mode

Remote { Mobile
Wideo i PLE
e 5. R obile
Monitoring 28
& . PLC
Client Mods Mobile
o Hardware‘._ .-' : g
Note: . €_ . ’
Antenna's shown are for ‘ y R
illustration purposes. There
are many antenna options ’,‘ ESTeem T
:;:lll‘iglnlaogependmg on your it Model 195Ed
1 = .
k ' Mobile Wireless Network
Y a ’:’ With Overlap Coverage

Figure 2: Multiple Access Point Brldge (Overlapping Coverage) Diagram
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MODEL 195Ed ACCESS POINT ROUTER DIAGRAM

10/100BaseT

Wireiess Network oo Made [
on Separate Subnet

Network

Access Point

Router Bridge Mode
(Required) Py
. Remaote

Mobile PLC

Hardware ° .
‘ ESTeein \- I g Client Mode

! Model 195Ed . L3
L Client Modsa, - g  Remote
Hote: R g o Video Monitering
Client Made

Antenna's shown are for
illustration purposes. There
are many antenna options
available depending on your
application

Figure 3: Access Point Router Diagram

MODEL 195Ed ACCESS POINT MASQUERADE DIAGRAM

DSL or T1 Modem
Connection

Single IP Address Client Made
Shared Between

Clients

54 Mbps

Access Point
Masquerade
Mode

Mobile
PLC

Mobile
Hardware

ESTeem \él-o“‘“ —

Model 195Ed

|
1
1
S
~ *

iy " Client Mode, -~

- ]

MNote?: 00 TEEEaseeD

Remote
Antenna's shown are for Video
illustration purposes. There S
are many antenna options Monitoring
available depending on your Client Mode

application

Figure 4: Access Point Masquerade Diagram
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MODEL 195Ed ACCESS POINT REPEATER AND CLIENT CONFIGURATION DIAGRAMS
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; "HUB or Switch

- Mobile Wireless Network
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Network ;
Router - R
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MODEL 195Ed ACCESS POINT REPEATER AND CLIENT CONFIGURATION DIAGRAMS (Cont.)
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Figure 7: Access Point Masquerade Repeater with Clients Diagram

MODEL 195Ed BUILDING TO BUILDING CONFIGURATION DIAGRAMS

Access Point Bridge
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Remote Office
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! Access Point Bridge
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illustration purposes. There
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Figure 8: Building to Building Configuration Diagram
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MODEL 195Ed BUILDING TO BUILDING CONFIGURATION DIAGRAMS (Cont.)
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MODEL 195Ed COMPLETE BRIDGE SYSTEM CONFIGURATION DIAGRAMS
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MODEL 195Ed COMPLETE ROUTER SYSTEM CONFIGURATION DIAGRAMS
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Remote Office

NOTE:
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alone or attached to a

network or device.
Voice over IP

‘\ ‘\
&
L]
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Repeater Mode Mode

] : LI
: 3 ]
,1‘;‘ Note:
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Figure 12: Complete Router Network Solutions Diagram
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1
Access Point Bridge',
with Repeater Mode °,

Access Point
Bridge with
1 Repeater Mode

& B
o3 =
52 & RS-232Da0  pemote PLC
NN

Remote SCADA Node

Access Point Bridge
with Repeater Mode

Master PLC

Access Point Bridge',
with Repeater Mode

Figure 13: Point to Point Serial Diagram
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Figure 14: Point to Point With Repeater Serial Diagram
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Line-of-Sight Path

RS232 Data
Remote PLC

NOTE:

Repeater may be stand-
alone or attached o a
network or device,

Note:

i e ‘J' ‘: Antenna's shown are for '\\ \\ Acses it
Access Point - B illustration purposes. There £ " 2 Bridge with
Bridge with L are many antenna options - P
Repeater Morde: . available depending on your Mode
= = application. Y
RS232 Data

Rs-232 Data ¥

Remote Site =
Master PLC

Figure 15: Multi-point Serial Diagram

Ethernet Camer:

Access Point Bridge
with Repeater Mode

RS-232 Data
Remote PLC

Remote SCADA Node

Access Point Bridge
) with Repeater Mode

Note:

Antenna's shown are for
illustration purposes. Thers
are many antenna options
available depending on your
application.

Hub or Switch

EI' g Bldg. LAN 5

S= Master PLC
ﬂ Remote Video over

. i Ethernet

Main Office

Figure 16: Ethernet and Serial Diagram
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STARTING OUT

OVERVIEW

Most configuration of the ESTeem Model 195Ed is ptated using the internal Web interface (discugsetétail in Chapter 4),

but to access the modem through a web browseresdirist setting the TCP/IP address. The TCRiditess (IP address) is set at
the factory for a static Class B (172.16.xxx.xMask 255.255.0.0) and listed on the ESTeem docuatient If this IP address
does not match your network configuration, you néled to use either the ESTeem 195E Discovery gmogr the RS-232
interface to set the IP address in the 195Ed.

QUICK START GUIDE

A printed copy of the Model 195Ed Quick Start Guieses provided in the documentation package thatearwith your new
ESTeem 195Ed. This guide is an abbreviated stegtdpyprocedure on configuration of the 195Ed fostithernet bridging and
Access Point applications. A copy of the QuickiS&uide is provided in Appendix H of this User'salual for convenience.

MODEL 195Ed HARDWARE LAYOUT

Unpack the ESTeem Model 195Ed shipping boxes aratddhe items contained below for initial confafion. Take a few
minutes to inventory your equipment before you peat Report any missing or damaged items to CustSopport (509-735-
9092) as soon as possible.

Each node in your ESTeem Model 195Ed’s network haase different hardware components based uporindaristallation
location (i.e. Outdoor, Indoor, Point-to-point oul-Point). Antenna types, cable lengths, powgmpdies may be different, but
the following items will be required for basic getu

ESTEEM

‘Wireless Modems

Utility
Software

Model 195Ed AA109 Resource Disk

E Electronic Systems
E-tl Technology, Inc.

Antenna (2) Ethernet Cables
(AA20DMEs \
Displayed) '

Serial Interface Cable
(AA6021.1)

Power Supply
(AA175 Displayed)

Note: Your accessory model numbers may vary from the above, but you will need to locate each of above items to continue
configuration.
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- RS-232 Second RS-232
Reset Switch  parg port  Ethernet  configuration

Port
Status )
LED

RJ-45 10/100BaseT
Ethernet Port

Aux Power
LED

E'hernet RS-232 Etherne’
10/100 Progra-* Port 10/190

195E Series — —1— — o

Siatus Sy ... ... 0 N (Y

Reset
Bx. Tx

Receive Transmit Power over 12 VDC Input

Connector)

Figure 1: 195Ed Front Panel Overview
Notes:
* There is no Power On/Off switch on the Model 195Ed.
»  One word of caution, always attach an antenna torPa (Figure 2) on the Model 195Ed before power up.

Antenna Port A
(Single Receive Antenna)

Antenna Port B
(Dual Receive Antennas)

Antenna Connectors
(TNC Female-RP)

Figure 2: 195Ed Antenna Overview
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MODEL 195Ed HARDWARE CONFIGURATION
The following steps should be completed beforeraaglifications are made to the IP address in thege8iModel 195Ed:

1. Connect the antenna to the antenna connector @&Sieem Model 195Ed (Figure 3). For a single ar#terse Antenna Port
A and connect both if using dual antennas.

Single Antenna Dual Antenna
Configuration Configuration

Figure 3: Antenna Configuration Diagram
2. Assemble the 195Ed hardware as shown in Figure 4.

RJ-45 10/100BaseT AA175 PoE

Ethemet PoE Port Power Supply

Notes:

¢ Configure the Model
195Ed prior to

PR LAN In mounting.

195E Series = - Data Qut
e @ bl . -

. Some of the following
steps, such as
connecting the serial
cable, are easier to
perform if the ESTeem
is accessible.

Fet
AT

10/100BaseT

. Please attach an
Ethernet Cable
(Patch Cable) Elggr?i?gﬂe antenna to the Model
AA109 ~ {Patch or Cross Over) 195Ed before power up.
Rest_)urce 4 . There is no Power
Disk f

On/Off switch on the
Model 195Ed.

PC with Web
Browser Software

Figure 4: Hardware Configuration Diagram
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STARTING OUT

3. Complete the following System Configuration Tablghe Model 195Ed will link to other Model 195Edia the network
via the WLAN Media Access Control (MAC) addressridwon the bottom of the case. This MAC addresixis
hexadecimal digits separated by colons and is gored at the factory. Every MAC address in thelevi unique and
can not be changed. Complete the following clwadid in your when defining modes of operation eegkater routes.

Modem_ID(Name) Serial Number IP Address Ethernet MAC WLAN MAC

/Operating Mode

Example Modem 1 E-14001 172.16.8.101 00:04:3f:00:01:01 | 00:04:3f:00:01:02
AP_Bridge
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ESTEEM DISCOVERY UTILITY

The ESTeem Discovery Utility will allow you to
configure the IP address on the Model 195Ed to Imatc

Wireless Modems

your network. Install the Discovery Utility on you et U Ll s e Bk || Coweties | e
. . . . Wireless Solutions...Communications I__-. o |

computer by inserting the Resource Disk inyour CD |~ [Eicmumse

drlve ESTeem Home Page |

ESTeem Wireless Modems
rmanufacturers the complete line of

Note: The ESTeem Resource Disk is stand-alone aufpy | g5z wreless produds. The

ESTeem Wireless Modems are

the ESTeem Web site (Figure 5). Navigation of the Slinelai e i

Rockwell Automation
) | g . Ethemnet, Licensed Narrow Band ﬂUT{]mngO" mm”

Resource Disk is as simple as using your web browse | Specnm s ne v and i radie ; e

All technical documentation, User's Manuals and the . AT —

Indu: | Wireless Products ==

The industry leader and patent holder on the wireless modem for over 20 years,

ESTeem Utlhty Program IS aVaIIable on the dISk EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our |atest advancements to the Automation Fair 2007, Chicago, IL — November
ESTeem Wireless Ethernet ling such as the Madel 195Eg, the first 802.11g 14, 2007 — Electronic Systems Technology, Inc.
- . Wireless Ethernet radio built for the rigors of industrial use, we will again set the (EST) (OTC: ELET), dba ESTeem Wireless
1. Place the ESTeem Utility CD in your CD-ROM | sencarsinnenvrsiss ey il it i
drive. The CD will auto load the ESTeem main Figure 5: ESTeem Resource Main Page

page

Note: If the page does not auto load, open your vilebwser and set your address line to D:\index.htfWhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utiliesl click on ESTeem Discovery UtiliffFigure 6).

Wireless Modems

About Us News Products Support Engineering Services Espaiiol Contact Us Home

ESTeem Utility Programs

The following links reguire a Username and Password fo download the Ulilities. If you complete the

registration form, a Username and Password will be sent to you the next business day or for immediate
access, please contact Customer Support at 509-735-9092 (8AM-5PM PST Monday-Friday).

Each ESTeem Utility Program is in a compressed ZIP file. When asked to Open the File or Save to Disk,
select Save to Disk Place the file in its own directary on your hard drive, apen the Zip file and run the

executable program.

search: | « & EsTeem Utilit Features (Utilties)

- Discovery Utility
'\‘.Gergbf J
Adobe

The Discovery Utility will display all ESTeem 195Eg radioc modems connected to the computers Ethernet
connection regardless of their current IP address. This ufility will allow medification of the modem's IP
address to the network of the computer for further configuration through a \Web browser.

ESTeem Models 195Eq, 195Ep and 195Es

NOTE: Firmware version 202 7 Build: 42 or greater in the 185Eg is required If installing an updeted version of the
Discovery Program, remave the oldes utility with the Control Panel>Add/Remove Programs prier to installing the new
utility

=« ESTeem Discovery Utility (Version 1.1.0.230) (Authorized Users)

Figure 6: Discovery Utility Download
Note: This program is saved in a compressed filenfiat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgiwagram such as WinZip available for download at
http://www.winzip.com

3. Double click on the 195EdiscoverySetup.exe fileelisin the window to install the program.
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4. Connect the Model 195Ed to your computer eithezalito the Ethernet card or through a HUB/Switdhgis CAT-5e
Ethernet cable. The Ethernet port on the 195Eda@ip Auto-Negotiation so either a patch cablerossover cable will
work. Open the ESTeem Discovery Program and ghesBiscover Modembutton. The Model 195Ed will be displayed
in the program by the Ethernet MAC address andedailiP Address (Figure 7).

" 195 Discovery 2.1.3.4

Discover Modems | Found 1 moderns
MAC Address | IP Address | 551D | Made | Modem 1D | Wersion | Modsl |
00 04: 3F:00:42:D8 1721661 ESTeem AP Bridge 213 195642
| Ready 7

Figure 7: Discovery Program Main Page
Note: The SSID and Mode of Operation will be adjusted |ater in the configuration.

5. Double-click on the 195Ed you want to program dreQonfigure IP Address window will be displayed (Figure 8). Enter
an IP address and Subnet Mask for the 195Ed thhesmyour network subnet and press theblDKon to save this to the
ESTeem. You will receive notification that the Cigofation was Successful and the 195Ed will rebdtrioceed to
ESTeem Setup in Chapter 4.

Discover Modems Configure |P Address El

MALC Addiess | IP Address | s5 : T —— | Modem D | version | Model |
0 04-3F 00 42: 05 1721681 e IRAddess SHrl . 218 195642
Subnet Mask: 3255.255. o.a
Default Gateway: W2, 161 . 6
Cancel ‘
F‘_\eaciy. -.SE

Figure 8: Change IP Address Window
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USING THE RS-232 INTERFACE

Any terminal emulation program that can run withdND emulation can be used for this configuratiothefESTeem. Most
Windows users will probably use either Hyper Tewthor the Terminal Emulation in the ESTeem Utiptpgram. Configure
your RS-232C port for a Baud Rate to 38,400, DatatB 8, Parity to None, Stop Bits to 1 and Haradkahg to None and set
the Emulation type to VT100. Once your ESTeemamal® address, you can attach the ESTeem to youorkeand use the
Web Server for further programming.

Programming Using the RS-232 Port

1. When configuring the Model 195Ed for the first tig@u can use the ESTeem RS-232C Configuration Ntesatup the basic
operating parameters such as assigning the IP ssldfe Net Mask, and Gateway IP Address.

2. Connect the serial cable (EST P/N: AA0621.1) beitwtbe RS-232 connector (RJ-45) on the Model 195paigramming
port to the serial port on the computer.

3. Any terminal emulation program can be used forcthafiguration of the Model 195Ed. Most users wik either the
Terminal Emulation section of the ESTeem Utilitp&iam or Hyper Terminal in Windows. Configure y&#$-232C port for
a Baud Rate to 38,400, Data Bits to 8, Parity to@&&top Bits to 1, use No Handshaking (Flow Cdhtod set the
Terminal to VT100 emulation.

4. Plug the Model AA175 power supply into a wall sdckied connect an Ethernet patch cable from the MidifsEd Ethernet
port to the J1 (Data&PWR) port on the power suigblgure 4). The Power over Ethernet (POE) LEDhenftont of the
ESTeem should be illuminated.

5. If your computer is configured properly, you wilesthe ESTeem Model 195Ed booting sequence onlgyarinal Emulation
program. Once the ESTeem boot sequence is confpfgieoximately 45 seconds) you will receive thisgage:

“Please press Enter to active this console.”

If you don't see this message press the Resatrbaott the front panel of the Model 195Ed and/ockhike programming of
your RS-232 port.

6. Press the Enter key and you will be at the Corditiom Menu 195Ed login prompt. See Figure 9.

7. To enter the Model 195Ed Main Menu you will needbi into the system with a login name and password

ESTEEM login:

Figure 9: RS-232 Port Log-in Screen
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8. If this is not the first time configuration of théodel 195Ed, see your network systems administfatadhe password.

9. Atthe 195Ed login prompt typedmin for the login name and press theter key(<Enter>). The login name is defined at the
factory and is not changeable by the useétote that all characters are lower case.

10.1f this is the first time the Model 195Ed has b@eogrammed or the Password was not changed frofiathary default
values, the factory default password is @dmin. Enteradminfor the password and press the Enter key (<Enter>).

Note: All characters are lower case.

The ESTeem Configuration Welcome Screen (FigureMlDhow be displayed.

ESTEEM login: admin
Password:
a) Configure ethernet (and reboot)
) Ping a host
c) Restore factory defaults (and reboot)
d) Log
e) Show devices
f) Reboot
a) Quit

Enter selection: _

Figure 10: RS-232 Welcome Screen
11.To set the IP address in the ESTeem 195Ed, typetthe A and press the Enter key. Enter the vialughe IP address,
Netmask and default route and pressing the Enteafter each entry.

12.After the basic parameters have been enteredhiatodel 195Ed you will need to commit the charigahe Model 195Ed
(Figure 11). Press the C key and then the Entkttenchanges will be saved to flash memory. &auuse programming
features in the ESTeem Web Configuration Manageotdigure the unit for your application. Procéedhapter 4.

ESTEEM login: admin

Password:

a) Configure ethernet (and reboot)

b) Ping a host

c) Restore factory defaults (and reboot)
d) Log

e) Show devices

f) Reboot

q) Quit

Enter selection: a

eth@ Link encap:Ethernet HWaddr 00:094:3F:00:26:0C
Enter IP address: 172.16.38.8

Enter netmask: 255.255.0.0

Enter default route: 172.16.1.6
Commit/Redo/Undo [c/rful: c_

Figure 11: RS-232 Welcome Screen
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The ESTeem Model 195Ed Web Configuration Managen isiternal web server that will allow setup, maring and diagnostics
of all operating parameters in the Model 195Ede TB5Ed can be configured using any current welvd@osoftware such as
Internet Explorer, Netscape or Mozilla.

LOGGING ON TO THE ESTeem WEB PAGE

1. Using your Web Browser connect to the Model 195EzbW

Page with the IP Address that you have assigrisdChapter 3. F? Please type your user name and password,

: . Site: 172.16.48.203
2. You will now see the Log-on Menu on Figure 1. Tteetthe -
Model 195Ed Top Menu you will need to log into gystem Realm egibin
with a User Name and Password. UserNams [
3. For the User Name entadmin and press the Enter key Password [
(<Enter>) The User Name is defined at the factory and is n I Save this password in your password lis

changeable.
9 0K I Cancel

4. Enter your Password and press the Enter key (<Bnter

If thisisthe first time the Model 195Ed has been programmed Figure 1: ESTeem Web Page Log-on Screen
and Password was not changed from the factory default values, proceed with the steps below to access the Configuration
Menu.

e Thefactory default Password isalso admin. Enter admin for the Password and pressthe Enter key (<Enter>).

* Note: All charactersare lower case.

5. After Log-in the next screen displayed will be Medel 195Ed Top Menu page (Figure 2). This exarapfeen shows the
Top Menu screen.

Note: Throughout the Configuration Manager are Help Screensthat can accessed for further information on each item.

ESTeem Web Configuration Manager m
Wireless Modems

Top

Thig is the Top Fage for the Web Configuration Manager. Below are the most recent saved
seftings of the wireless LAN unit. To recanfigure the wireless LAN unit, select the Setup tab.

[ Change Admin Password ]

Serial Number: E-15904
Software Version: 400.3.31
Modem ID:
Model: 195Es
Boot Loader: U-Boot 1.2.0.8 for the 193Es
Current Mode of Operation: AP Router

Wireless1 SSID: ESTeem
Wireless1 Frequency: 902-928MHz
Wireless1 Network Master: yes
Wireless1 MAC Address: 00:04:3F:00:26:CA
Wireless1 Repeater Enabled: true

Figure 2: Top Menu Screen
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WEB CONFIGURATION MANAGER SECTIONS

The following sections will describe the featuregach of the main and sub menu items in the wgbspaFor step-by-step
examples of how to configure the Model 195Ed ifedént Modes of Operation, please refer to ChdpteExample
Configurations.

Top Menu

The Top Menu will be the default web page for thedel 195Ed Web Configuration Manager (Figure 2)isBection will
display the current configuration summary for theddl 195Ed and allow changing of the default passwd his page will also
display the Modem ID field that can be used tolgadentify the 195Ed you are programming. Thisdém ID field can be set to
any text combination for example, location nameS@Bordinates or addresses.

ESTeem Web Configuration Manager

Wirsless Modems

Setting the Modem ID y III

1. The Modem ID field can be adjusted unde Jm{gg}z\ T
the Global Variables of the Advanced . e
Menu tab SeIeCt G|Oba| Varlables and Modification of any setting in this section should only be completed if specifically noted in the documentation or
press théNext button. ngre 3 will be req\:st:q b;-Est’T];;mtechmcals‘;ppnrt, Adjustment of any variable in the advanced configuration may resuit in

product inoperability.
displayed.

The Advanced feature provides access to the configuration variables without the Quick Setup
navigation using the Setup tab. This feature is intended for experienced users who know the

2. In the Global Variables window and enter prekrisgiin el o i
the text yOU WOU|d I|ke dISp|ay6d in the To permanently commit all of your changes and reboot the system, click on the
Modem ID field (Figure 4). When "o anishiond iulatiniy
Comp| ete, press tr@ve %tu ngs button (e);:;-me changes have been permanently saved, the system will reboot with the new seftings in
and theCommit Changes button on the
next screen to save the name to the 195E Global Settisgs:

Global Variables &

Iptables Setup O

Set System Time O

‘Wireless LAN Settings:

all wireless LAN devices O

wlan0 device O

Vendor Specified Wireless LAN Settings:
wlan0 device O

Figure 3: Global Variables Screen

\Wireleas Modems

III ESTeem Web Configuration Manager

Advanced - Global Variables

The following is a list of those configuration variables under the Global Variables category
These value of these vanables are independent of any specific netwvork seftings or any specific
networking interface.

ADMIN_HOSTNAME [,ydp30211
Enter 1 - 30 characters

ADMIN_BASETIME D'ID 000
Format. MMDDRAmmYYYY

MODEM_ID |

Free format string to use for additional identifying
information for this system. E.g. "Room 301" or "4th
and Main"

Figure 4: Modem ID Entry Screen
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Status Menu

The Status Menu provides a summary of the curredenof operation, system time, processor usagenaittemperature and
status of the communication links to other wireldsgices. An example is shown below in Figure Ssibf the communication
troubleshooting is done in this section of the \Welnfiguration Manager. For a detailed explanatibhow to use the status
screen to troubleshoot the wireless network, teféppendix F — Troubleshooting in this manual

EST195E Web Configuration Manager

Wireless Modems

Status: Summary

Thisis a summary of the slafus ofthe overall svstem. Maost ofthe source data for this display s

also accessible through the "System Detalls” ofthe "Log" tab.

Common Status
System Mode: AT Bridge
Current System Time: Mon, 12 Jun 2006 09:55:01
System Temperature: 134446952 C, 0 F
Up Time: 0 days, 00:00:55
CPU/Memory Status
CPU Usermode o) 5
CPU Eemelmode(®5): 4
CPU Idle4). 91
CPU Interrupts per Second: 32
Pageable Memory Total 14404
Pageable Memory Tsed: 10588
Pageable Memory Free: 3816
Mumber of Processes: 26

Wireless device 1 Status
View Peer Table

Wiew Global Counter Details

531D (hex): 45:53:54:60:65:64
SEID {ext): ESTeem
MAC Address: 00:04:3F:00:08:66
Wireless Eepeater enabled: true
Agsociated Stations: 0
Ex Bytes: 4444
Ex Frames: 60
Ex Frame Errors: 0
Tx Bytes: 8228
Tx Frames: 101
Tz Errors: 59
Tx Drops: 42

Ethernet device 1 Status
Ethernet MAC Address: 00:04:3F:00:0%:64

Ex Bytes: 4058

Bz Frames: 27

Ex Frame Errors: 0

Tx Bytes: 24572

Tz Frames: 91
Tz Errors: 0
Tx Drops:

Figure 5: Status Screen

The Counter Details submenu will summarize allgnaitted and receive data packets for the Model tiqbigure 5).
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System Log Screen

The Log Screen is a trouble-shooting tool that shitve current log of Model 195Ed system messafes.Figure 7. The System
Details button will display a more detailed systiagnostics that may be requested by ESTeem tedtsnipport.

EST195E Web Configuration Manager

‘Wireless Modemsa

System Log

The following display Is the system log. Ta view more defalied systerm information, click on the System Details bufion

System Details

Jan 00:00:01 (none] kern.info kernel: Memory: 14320k available ([1392k kernel code, 372k data, 84k init, Ok highmen)
00:00:01 (none] kern.info kernel: Dentry cache hash table entries: 2048 (order: 2, 16384 bytes)

00:00:01 (none) kern.info kernel: Inode cache hash table entries: 1024 [order: 1, 8192 bytes)

00:00:01 (none) kern.info kernel: Mount cache hash table entries: 512 (order: 0, 4096 hytes)

nn=nn:n1 fmanel kern.infon kernel: Buffer rarhe hash fahle frtrics: 1N24 (nrder: M. 40946 hwtes)

Jan
Jan
Jan

Sysfern Lag:
Jarn 1 D0:00:00 (none) syslog.info syslogd started: BusyBox w1.00 [2006.05.22-22:27+0000)
Jan 1 00:00:01 (none) kern.notice kernel: klogd started: BusyBox w1.00 (2006.05.22-22:2740000)
Jan 1 00:00:01 (nons) kern.warn kernel: Linux version 2.4.27 [thrown@brown) (goo version 3.4.3) #10 Wed May 31 14:35:43 PD
Jarn 1 D0:00:01 (none) kern.warn kernel: Early serial init of port O
Jarn 1 D0:00:01 (none) kern.warn kernel: Early serial init of port 1
Jarn 1 D0:00:01 (none) kern.warn kernel: Esteew 195CPU (C) 2004 Electronic Systems Technology.
Jarn 1 0D0:00:01 (none) kern.warn kernel: On node O totalpages: 2096
Jarn 1 D0:00:01 (none) kern.warn kernel: zone(0): 4036 pages.
Jan 1 00:00:01 (none) kern.warn kernel: zone(l): O pages.
Jan 1 00:00:01 (none) kern.warn kernel: zone(2): O pages.
Jarn 1 D0:00:01 (none) kern.warn kernel: Kernel command line: root=/dev/mtdblock3 ro console=ttyS0,38400
Jarn 1 D0:00:01 (none) kern.warn kernel: Calibrating delay loop... 249.03 BogoMIPS
1
1
1
1
1

dan

Figure 7: System Log Screen
Setup Screen

The Setup screen allows the step-by-step configaraf the Model 195Ed. Please see Chapter Sdimptete description on
System Setup menu and examples for system cortiigusa See Figure 8.

Wireless Modems

- i
III‘ EST195E Web Configuration Manager m

Thiglsthe main Setup Page. Select 2 mode of oparation for the wirefess LAN unit from ihe
fallowing lisf.

Select Mode of Operation: |AF Bridge = Help

et

Figure 8: Setup Screen
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Advanced Configuration Screen

The Advanced screen allows the user to accessrdlparation parameters. The parameters are gcoo@sed upon their variable.
It isrecommended that only advanced user s of the M odel 195Ed enter this section unlessinstructed by ESTeem technical
support. See Figure 9.

ES3Teem Web Configuration Manager m
‘Wiraless Modems I}

Advanced

The Advancedeature provides access to the configuration variables without the Quick Selun
navigation using the Setup tab. ThisTeature isintendedfor experienced users who knowthe
imerdependencies between the configuration variables. The variables have been grouped by
categories. Selectfrom a category below:

To permanently commit all of yourchanges and reboot the system, click on the
"Commit and Reboot” bution below,

Cnce the changes have been permanently saved, the system will reboot with the new seliings in
effect

Global Settings:
Global Variables &
Set System Time ©
Wireless LAN Settings:
allwirelessLAN devices O
wlanl device O
Vendor Specified Wireless LAN Settings:
wianl device O
Network Settings:
wlanC device ©
ethl device O
ethl device O
brl device O
Static IProutes O
Bridge Settings:
Bridge Variables ©
Serial Port Settings:
R8-232 O

Figure 9: Advanced Features Screen

Backup Screen
The Backup Screen saves the current configuratitimei Model 195Ed to a file on the computer or oekw See Figure 10.

Pressing the Backup Button will create a configarefile that can be saved to the computer. Téngd file can then be later
opened, if necessary, by the Restore menu to guieglace a Model 195Ed with a spare modem.

EST195E Web Configuration Manager m
Wireless Modems

Backup

Ta backug the most recant commited changes fo vour loca! PC, click the Backugp buffon below.

Backup |

Figure 10: Backup Screen
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Restore Screen

The Restore screen is used to restore the 195@&dttoy defaults, return to the last saved conéian or to access the
configuration files that were backed up to the cotep See Figure 11.

EST195E Web Configuration Manager m
Wireleas Modems

Restore Settings

The Restore foalure alfows vou fo restore this device fo the seffings from one ofthe sources
below Click the appropriate bulfon.

Factary Defaults Last Committed Changes | File

Figure 11: Restore Setting Screen
Factory Default- Returns the Model 195Ed to all factory defaaltes.

Last Committed ChangesThis button will remove any changes to the mott&hhave been done since the last committed
changes. The last committed changes will be nead the Flash file and reset in the Model 195Ed.

File — Pressing this button will bring up a selectibmbere the restore file was saved during the Bpdgkigure 12). Select
“Upload via web browser” to browse for files sav@da local computer or select “Download from ap bit ftp URL” for files
saved on a network or over the Internet.

T

EST195E Web Configuration Manager

Wireless Modems

1 4 Restore |8

Restore - From a File

Select which method this device will use fo refrieve the configuration dala file:

Upload via web browser & Help
Download from an http or ftp URL

Fravious | N;txtl

Figure 12: Restore From Local File Screen
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Software Update Screen

The Software Update feature allows the user totette latest Model 195Ed operating system softivare a file supplied by
the factory or the Internet to the Model 195Ed5sHi memory. To upload from a file on your compugelectUpload via web
browser and a file selection window will be displayed. Omoad directly from the Internet, sel@uwnload froman http or ftp
URL and enter the site address. See Figure 13.

Wireless Modems

=i
III‘ EST195E Web Configuration Manager m

The Software Update feaiure allows vou fo perform a field update of various files, such as g
software updale Image, confaining an operaling system upgrade and & new oot file syslem, ora
new HTTPS catificate.

Safact which fife vou wish fo refrieve.

Software update image fil: @
HTTES certificate © Help

Next

Figure 13: Software Update Screen

System Reboot Screen

The Reboot screen allows the user to reset the M@&&d. See Figure 14.

Wireless Modems

III EST195E Web Configuration Manager m

System Reboot

ifvau woullid fike fo reboot this device, press tha Reboot bulfon beiow Cihanwise, selact from ong
ofthe atiove fabs fo confinue. Rebooling this device will cause the most recently commifted
configuration changes fo fake effect

Fehoot I

Figure 14: System Reboot Screen
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PROGRAMMING EXAMPLES

In this chapter we will demonstrate how to progthksmESTeem Model 195Ed for each of the operatindasio For a detailed
explanation of the modes, please refer to Chaptéttlis manual. In the following examples we assuhat the modems have
been initially configured for IP Address, Net Maskg. and are ready for programming from the MA®&IEd’'s Web
Configuration Manager’s Setup Menu. The first eglmetwork in Figure 1 consist of two wired Ethetrnetworks (Large Plant
LAN and Remote Building) that will be bridged tolget through a repeater site and have a direct pgudiinway. This same
wireless mesh canopy will provide wireless accedhe single PLC on the forklift (Example 4).

HUB or Switch

Stand-Alone Repeater Site
Example #2
S/N: E-14002

~.. WLAN MAC= 00:04:3F:00:09:05

10/100BaseT

Access Point Router
with Repeater
Feature Enabled

Network
Router
(Required)

& i
- Access Point Bridge

with Repeater

Plant Network
Feature Enabled

Large Wired LAN
Example #1
S/N: E-14001
WLAN MAC=00:04:3F:00:09:01

Remote Building
Small Ethernet Wired LAN
Example #3
S/N: E-14003
WLAN MAC=00:04:3F:00:09:10

“EtherStation
. =Mode

Mobile Vehicle 10/100BaseT
Single Ethernet Device
Example #4

S/N: 14004 Access Point Bridge

with Repeater
Feature Enabled

\l

Figure 1: Programming Example #1 Diagram

The second example network (Figure 2) shows hawetdigure the Model 195Ed if multiple Ethernet d®& are connected to a
single ESTeem Model 195Ed. A separate networkesddor the connected hardware is required anbeaonfigured for fixed
or dynamic IP (DHCP) addressing. The use of maltigtwork addresses will require that a netwotkeobe programmed for
each of the remote devices. As we learned in @nhdpof this manual, the difference in the StaRmuter and the Station
Masquerade Mode will depend upon the required alviditly of accessing the connected Ethernet detwése 195Ed. The
Station Router will allow devices on the Etherndt_to access these device and the Station Masguevitlchot, very similar to a
firewall.
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Access Point Bridge
with Repeater
Feature Enabled

Documentation

Station Router Mode

Voice over IP

Mobile Vehicle #1
Multiple Ethernet Devices

Example #5
S/N: 14005

Ethernet Wired LAN

10/100BaseT

Network
Router
(Required)

Mobile Vehicle #2

Multiple Ethernet Devices
Example #6
S/N: 14006

Remote PC

Station Masquerade Mode

GPS

Figure 2: Programming Example #2 Diagram

The first step when configuring your wireless systeill be to document each Model 195Ed used im#tevork. The following is
an example of the System Configuration Table (Ghapt- Starting Out) completed for the two exanagplications:

Modem_ID(Name)
/Operating Mode

Serial Number

IP Address

Ethernet MAC

WLAN MAC

Plant Network E-14001 Ethernet 172.17.2.1 00:04:3f:00:09:02 00:04:3f:00:09:01
AP_Router Wireless 172.16.2.1
Repeater E-14002 Bridge 172.16.2.5 00:04:3f:00:09:06 00:008(809:05
AP_Bridge
Remote Building E-14003 Bridge 172.16.2.10 00:04:3f:00:09:11 068080:09:10
AP_Bridge
Forklift E-14004 N/A 00:04:3f:00:09:21 00:04:3f:00:09:20
EtherStation
Truck #1 E-14005 Wireless 172.16.2.20 00:04:3f:00:09:26 00:04:3f:00:09:25
Station Router Ethernet 172.18.1.1
Truck #2 E-14006 Wireless 172.16.2.30  00:04:3f:00:09:31 00:04:3f:00:09:30

Station Masquerade

Ethernet 172.19.1.1

Table 1: Example System Configuration Table
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Example 1 — Plant Network (Access Point Router with Repeater Enabled)

The ESTeem Model 195Ed configured as an Access Roiter will provide a separation between thedafjant network and
the Ethernet devices connected on the wirelessonletvil his mode of operation is most often usednwd@nnecting the wireless
system to a larger network to eliminate the Netwmdadcast traffic from entering the wireless systéf Ethernet devices on the
Plant network want to access Ethenet devices owitkéess network, a network router is requiredegnlve the IP conflict created
by having the wired and wireless networks on sdépatbnets.

Network Router (Required)
IP Address 172.17.1.1
Netmask 255.255.0.0

Routes for 172.16.X.X network use
gateway 172.17.2.1

Wired Ethernet Address 172.17.X.X
HUB or Switch Gateway Address =172.17.1.1

10/100BaseT

Wireless Addresses 172.16.X.X
Gateway (Route) Address = 172.16.2.1

Ethernet IP Address = 172.17.2.1
Netmask = 255.255.0.0

Wireless IP Address = 172.16.2.1
Netmask = 255.255.0.0

Default Route = 172.17.1.1

Access Point Router with
Repeater Feature Enabled

)\
Plant Network

Note: Ethernet and

Wireless Networks Must Large Wired LAN
Be on Separate Subnets Example #1
SIN: E-14001

Ethernet MAC = 00:04:3F:00:09:02
WLAN MAC=00:04:3F:00:09:01

Figure 3: Access Point Router IP Addressing Example

1. Access the ESTeem Web page using your computerts Bv@wser as per instructions in Chapter 4. Seéetup from the
menu items. From the Select Mode of Operation gmin box , select AP Router (Figure 4) and pushNBxt button
below the pull down box.

Wireless Madems

III EST195E Web Configuration Manager m

Thisis the main Setup Page. Select a mode of oparafion for the wireless LAN unit from tha
following ist.

Select Mode of Operation: m Help

[Next

Figure 4: Access Point Router Setup Screen
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Note: Throughout the Configuration Manager are H8reens that can accessed for further informatioreach item.

2. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for thgher net device. If you want to
enter a static IP address for the Model 195Edcs€lff and press thidextbutton. For our example, we have fixed IP

addresses and will select Off. For more informmatia the operation and configuration of DHCP, meaager to Appendix C —
Interface Ports. Reference Figure 5.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether you wish to use DHCP client services or whether you wish configure a DHCP

server. Selecting "None" will take you through a manual setup of IP addresses as opposed to
using DHCP services.

Selected mode of operation: AP Router

DHCP services on the ethernet device: & None Help
O Client
O Server

Figure 5: DHCP Ethernet Port

3. Refer to the site documentation (Table 1) and éhtetP Address and IP Netmask for the Model 198ittheEther net port.
Reference Figure 6.

EST195E Web Configuration Manager m
Wireless Modems

Setup

Enfer valuas for the folfowing fields for manual IP sefup.

Iode of operation: AP Eouter
DHCP Services; Off

Enter IP address for ethernet device: |1 721721
Enter netmask for ethernet device: |255-255-U-U
Previous | Ne>d|

&

3

Figure 6: Ethernet IP Addressing
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4. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for tNeir eless device. If you want to
enter a static IP address for the Model 195Edcs€lf and press thidextbutton. For our example, we have fixed IP

addresses and will select Off. For more informmatia the operation and configuration of DHCP, meaager to Appendix C —
Interface Ports. Reference Figure 7.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether you wish to use DHCP client services or whether you wish configure a DHCP

server. Selecting "None™ will take you through a manual setup of IP addresses as opposed to
using DHCP services.

Selected mode of operation: AP Router

DHCP services on the wireless interface: & None Help
O Client
O Server

Figure 7: DHCP Wireless Port

5. Refer to the site documentation (Table 1) and ¢htetP Address and IP Netmask for the Model 198itheWireless port.
Reference Figure 8.

ESTeem Web Configuration Manager m
‘Wireless Modems

Enter values for the following fields for manual IP setup of the wireless device.

Mode of operation: AP Router
DHCP Services: Off

Enter IP address for wireless device: |112J§§17|

Help
Enter netmask for wireless device: =25525500 | Help

Figure 8: Wireless IP Address
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6. Enter the default route (Gateway) address for gteark. This AP Router 195Ed will use the NetwBduter for address
resolution (Figure 3). Enter the IP address ferNletwork Router and any DNS server informatidryol are not connecting
the Model 195Ed to the Internet, leave blank amdptheéNextbutton. Figure 9.

Wireless Modems

II EST195E Web Configuration Manager m

Setup

Enter values for the following fields fo sef up the defaul roufe and DNS seffings

Mlode of operation; AP Eouter

Enter default route IP address: W Help

Use DS client services? © Yes & Mo Help

Enter DNS domain: | Help

Enter primary DIE server IP address: | Help
Enter secondary D3 server IP address: | Help

Presdious | I ext |

Figure 9:Gateway and DNS Settings
7. SelectYesif you will be using security for client accessytmur wireless network (recommened).

NOTE: The setting of this security level is ONLiYcl@ent access to the Model 195Ed. The secufithe Bridge
communication between the Model 195Ed’s is sepanatewill be configured during the repeater confifion.

Enter the SSID for your network. The SSID is thijua identification for your wireless network arti1®5Ed that share a
wireless network MUST have the same SSID codes iflentification code is case sensitive. Referéigere 10.

EST195E Web Configuration Manager

‘Wireleas Modemsa

inthe following fields, select whether vou wanit wireless secunty features fured on and enter the
service sel ideniifier (SSI0Y that witl be common to all wireless LAN devices.

Zelected mode of operation: AT Router

Turn on wireless secunty features? & Yeg Help
0 Mo
Enter the 5510 |ESTeem Help

Previous | M

Figure 10: SSID Entry
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8. Select the encryption level for the 195Ed mobilertlaccess to the network. For further informmatio the different levels of
security, please refer to Appendix E — Securitthf User's Manual. If you would like to hide t88ID from broadcasting
from the Access Point and would like to discardiif@adcast probes selétts. If Yes is selected the Model 195Ed will no
longer send out periodic SSID radio beacons. Beeswof the network will have to know the SSID itee the network and
security is increased, but if you want the SSIbeadroadcast to the network for easy identificatiwn selecNo. In our
example, we will be using mobile clients with 12BWEP. Reference Figure 11.

ESTeem Web Configuration Manager

Wireless Modems

s Log S | Acdancea ckop [ Restre o
Setup

Enter/select values for the following fields to set up wireless security features.

© None
O WEP 64-bit
& WEP 128-bit

Select an encryption type: (O WPA PSK Help
 WPA Enterprise
(O WPA2 (AES-CCMP) PSK
© WPA2 (AES-CCMP) Enterprise

Hide Beacon SSID () Yes Help
and Discard Broadcast Probes? & No

[

Figure 11: Security Selection

9. Enter the WEP key values for your application thiltbe used by all devices on the wireless netwB#ference Figure 12.

EST195E Web Configuration Manager

Wirelees Modems

Setup
Enfer 13 hexadecimal bylfes, separated by colons, for sach of the following 128-bit WEF kevs

and gelact which key should be used as the defauif WEP key. These values are effective forall
wiralass LAN devices.

Encryption type:  128-Bit WEP for ATL wireless LA devices
Enter WEP Eey 1

(13 hex bytes): I1 1:22:33:44:55:66:77:88:99:00:aacbb co Help
Enter WEP Eey 2

{13 hex bytes): I1 1:22:33:44:55:66:77:88:99:.00:aabbce
Enter WEP Eey 2

(13 hex bytes): I1 1:2233:44:65:66:77.88:98:00: aabhcc

Enter WEP Eey 4
(13 hex bytes): i1 1:22:33:44:55:66:77:88:99:00:0acbb:co

® WEP Key 1
=
Select the default WEP key: %ﬁ EZ g Help
© WEP Key 4
Pravious | Nex_tl

Figure 12: WEP Key Input Screen
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10.Enter the values for the Access Control List (ACILhis is a configurable MAC filter that can be &eallow or deny specific
wireless MAC address to the network. This feaisifarther explained in Appendix E — Security. olr example we will not
use the ACL and leave at the default vale of “@llall". Reference Figure 13.

Wireless Modems

III‘ EST195E Web Configuration Manager

Setup

Enferthe appropriate values in the fields balow for configuring MAC Address Authenlicalion. If
alfow _all s seleclad the MACS in the access control fist are Ighored.

Choose one of the following WMAC address authentication modes:
& allow all Help
© allow only those client MACSs m the list below
© deny only those client MACs in the list below

Enter MAT address: | Add MAC 1o Access Control List
Access Control List: Femowve MAC |

Femove ALL MACs |

To remove a MAC address from the access
control fist, select the MAC io remmove and
click the Remove MAC button, To remove
all MACT addresses fromi the list, click the
Remove ALL MACs.

Prewvious | El

Figure 13: Access Control List Settings
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11.Select the RF bandwidth for the operating enviramtraed application. Higher RF Bandwidths allowhagdata rates but, the
lower bandwidths operate better in higher noisérenments. It is suggested to use the lowest balthwhat your application
data rate will allow to increase reliability. Faur example we will use 5 MHz bandwidth. ReferefRicpire 14.

Caution: All ESTeem 195Ed’s in the same network nibe configured for the same RF Bandwidth to comnicaite.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select the RF bandwidth for the wireless LAN device.

Mote that reducing bandwidth increases the number of available channels and the radio’s ability
to reject RF interference. Selection of the lowest RF bandwidth and data rate for your application
is recommended for increased reliability. All ESTeem radios in the same network MUST be on
the same frequency channel and use the same bandwidth selection.

: . Equivalent Wired |
RF RF Data ! =
Bandwidth [Rate IEth&met Data Recommended Use
Rate
.@ IR‘-\.H—I;_ 15t013.5 |750 Kbps to 6.75 Narrow bandwidth for enhanced transmission reliability in
[ Mbps Mbps 'high interference environments
- 31027 Midrange bandwidth for higher speed but lower
(@] | | AN
= .lom Mbps .1'5 S g \nterference environments
= 6 to 54 'Wide bandwidth for maximum RF data rates in low
Y |
O |20MHz Mbps 3 to 27 Mbps et ; !

Help
Figure 14: RF Bandwidth Selection

12.Select the frequency channel of operation. All@sxPoints in the same Repeater Peer network eéedon the same radio
frequency channel. See Appendix D — Radio Corditiom for help in selecting the frequency chanReference Figure 15.

ESTeem Web Configuration Manager m
Wireless Modems

Select the channel for the wireless LAN device to operate on. The first displayed number in the
list is the channel, and the second is the channel frequency in MHz.

Select a channel: |5 (912 MHz) v Help

Figure 15: Radio Channel Selection
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13.The Repeater Peer Table (Figure 16) identifieswviliodel 195Ed’s will bridge wireless Ethernet conmigation. Only other
Access Point Repeaters need to be listedhaolModel 195Ed’s in client modes. Multiple linksthe same destination will
provide a backup pathway (Mesh Network) if the niynpathway is lost. Looking at the system laynigure 1, both the
repeater site and the direct link will be listeding the System Configuration Table (Table 1) gside, enter the Wireless
(WLAN) MAC address for the 195Ed’s that will communicate with Access Point Router (Example 1) starting thiéh
primary repeater path through the stand-alone tepea

ESTeem Web Configuration Manager m
Wireless Modems
Setup

Select whether to enahble repeater capability. If the repeater capability is disabled, the peer list is ignored. Ifthe
repeater capability is enabled, then a link is established with each peer in the list.

You may add a peer to the list remaove an existing peer or madify an existing peer by clicking the appropriate buitton
below.

The fallowing configurations are for the wireless LAN device.

Enable the repeater capability? & Yes Help
O No
Set as root bridge? O Yes
® No

Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: [ | Add
Remave

Previous || Next

Figure 16: Blank Repeater Table

The communication link through repeater site istibst radio path from the Plant Network to the RenBuilding and we
want this link to be the primary repeater routéie T95Ed follows the same networking “rules” as aifgr Ethernet device
and if we made no changes to the default pathatd€0 the lowest path cost would be directly ® Remote Building (Direct
=100, Repeater = 200 (100+100)). To configurel@Ed to select the repeater as the primary y@atio the direct link’s
path cost must be greater than the cost througtepieater link (any number greater than 200). \lleset the path cost at 201
for the direct link, making the repeater link a @vpath cost and thus the primary pathway. Phessddbutton to enter the
first repeater link to the Repeater Peer List aigdré 16 will be displayed.

Note: For a more complete description on configurgpeater routes, see Chapter 6 — Repeating Egatur
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First Repeater Link

Enter the Wireless (WLAN) MAG@ddress of the stand-alone repeater site andathecpst for this link will stay at the default
value at 100. Select the level of Encryption fags tommunication link. The encryption levels tioe repeater peer link must
be the same on both sides, but is completely intépe from the Encryption level for the client a&ss# the network. For
consistency in our example, we will also use 128/8tP Encryption for the Repeater Peer link. 8Sgtthe link data rate to
Dynamic will allow all data rates from 1 Mbps to BWps to be used. Verify the Repeater Link ig@é&inable and press the

Create Repeater Peer Button.

ESTeem Web Configuration Manager m
Wireless Modems
tus | 2esto warel boot | About

Setup - Add a Repeater Peer

To add a new repeater peer for the wireless [ AN interface, enter the WLAN MAC address, the
port path cost the key type, the key and the rate set and click the "Create Repeater Peer” button.

Enter the WLAN MAC address: [00.043700.03.05

Enter a 48-bit MAC addres confaining 6 colon separated hex
bytes

Enter the port path cost (1-65535) [100

Select the encryption type: O None
O WEP 64-bit
® WEP 128-bit
O TKIP
O ccMP
Select the repeater link encryption method. Note: the encryption
method and key setting must be the same on both repeater
peers

Enter the encryption key. 11223344 556677 88.99.00 aabb.ce

Enter the encryption key as a sequence of hexadecimal bytes
(e.g 0a0Ob-1c:2d 3e). Key length: None=0 bytes, WEPG4=5
bytes, WEP128=13 bytes, TKIP=32 bytes, CCMP=16 bytes.

Select link data rate: [[3]

ﬂon;-d;}a}nfc rate selection or select a specific data rate for this
link to use. It is recommended, but not required, that the rate
selections be the same on both peers.

Enable/disable link- & Enable
O Disable
Enablefdisable the repeater peer link. Enable must be selected
for the repeaters to conmmunicate.

| Return to Repeater Setup | [ Create Repeater Peer ]

Figure 17: First (Primary) Repeater Link
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Second Repeater Link (Direct Path)

Press the Add button a second time (Figure 16}ante 18 will be displayed. Enter the Wirelesd W) MAC address of
the Remote Building and set the path cost forlithiisto a value of 201. Select the level of Endigp for this communication
link. The encryption levels for the repeater gdedrmust be the same on both sides, but is comlgletdependent from the
Encryption level for the client access to the nekwd-or consistency in our example, we will alse 128-Bit WEP Encryption
for the Repeater Peer link. Setting the link data to Dynamic will allow all data rates to bedis&/erify the Repeater Link is
set to Enable and press theeate Repeater Peer Button.

III ESTeem Web Configuration Manager
|

Wireless Modems

Setup - Add a Repeater Peer

To add a new repeater peer for the wireless LAN interface, enter the WLAN MAC address, the
port path cost, the key type, the key and the rate set and click the "Create Repeater Peer” button.

Enter the WLAN MAC address: [30.043£00.09-10 |

Enter a 48-bit MAC addres containing 6 colon separated hex
bytes

Enter the port path cost (1-65535): [201

Select the encrvption type: (O None
) WEP 64-bit
@ WEP 128-bit
O TKIP
O CCMP
Select the repeater link encryption method. Note: the encryption
method and key sefting must be the same on both repeater
peers.

Enter the encryption key: |11:22:33:44:55:66:77:38.99.00:3a:bb:cc ]

Enter the encryption key as a sequence of hexadecimal bytes
(e.g. 0a:0b:1c:2d-3e). Key length: None=0 bytes, WEP64=5
bytes, WEP128=13 bytes, TKIP=32 bytes, CCMP=16 bytes.

Select fink data rate: |

6 Mbps

9 Mbps

12 Mbps

18 Mbps
|24 Mbps: v |
Allow dynamic rate selection or select a specific data rate for this
link to use. It is recommended, but not required, that the rate
selections be the same on baoth peers.

Enable/disable link: @ Enable
O Disable
Enable/disable the repeater peer link. Enable must be selected
for the repeaters to communicate.

[ Return to Repeater Setup ] [ Create Repeater Peer ]

Figure 18: Second (Backup) Repeater Link
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Figure 19 displays the complete repeater peewiistboth repeater peer entries. Set Enable repeapability toyesand to
both repeater paths. This Access Point Router d 8&lso the primary data path for all Etherregfitr on the network and
will also need to be configured as the Root Bridjyess thé&lextbutton to continue.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether to enable repeater capability. If the repeater capability is disabled, the peer list is ignored._ If the
repeater capability is enabled, then a link is established with each peerin the list.

You may add a peer to the list remove an existing peer or madify an existing peer by clicking the appropniate button
below.

The following configurations are for the wireless LAN device.

Enable the repeater capability? & Yes Help
O No
Set as root bridge? & Yes
C No
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
RN SRR 00:04: 3£:00:09:05 128 100 WEP128 Dynamic true [[[XE]
00:04:3£:00:09:10 128 201 WEP128 Dynamic true

Figure 19: Completed Repeater Peer List

14.Figure 20 will be displayed. If no further changes necessary to the modem, you can commit thegebahat will then be
saved and the modem rebooted.

EST195E Web Configuration Manager m
Wireless Modems

Setup

To permanently commit your changes, click on the "Commit Changes” hution balow
COnce the changes have been permanently saved, the systerm will reboot with the new seftings in effect

Prewvious Commit Changes Go To Advanced Setup Cancel |

Figure 20: Commit Changes
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Example 2 — Stand Alone Repeater (Access Point Brid  ge with Repeater Enabled)

Review the example diagram, Figure 1, and locad #5Ed marked as Example #2. This ESTeem is lisig) by two other
Model 195Ed’s as a repeater but is not connected tthernet network. This modem should be cordijfor Access Point
Bridge mode.

1. Access the ESTeem Web page using your computefsBk@vser as per instructions in Chapter 4. S&ettp from the
menu items. From the Select Mode of Operationgmn box, select AP Bridge (Figure 21) and pusiNtextbutton below
the pull down box.

EST195E Web Configuration Manager

Wireleas Modems

Setup
Thig iz the main Setup Page. Select a mode of operation for the wirelgss LAN unit from the
foliowing fisf.

Select Mode of Operation: | AP Bridge = Help

[N ext

Figure 21: Access Point Bridge

2. Select if you want to use client or server Dynahhist Configuration Protocol (DHCP) for the 195Hflyou want to enter a
static IP address for the Model 195Ed, select adfaress the Next button. For our example, we figed IP addresses and
will select Off. Reference Figure 22.

III EST195E Web Configuration Manager m

Wireless Modems

Setup

Selact whether you wish fo use DHCF cliant sernvicas or whether vou wish configure @ DHCP
server Selecting “None® will take you through a manual sefup of IF addresses as opposed (o
using DHCF sehvices.

Selected mode of operation: AP Bridge

DHCT zervices on the brdge mterface: & Mone Help
© Client
O Server

Frevious | [ ext

Figure 22: DHCP Configuration
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3. Enter thebridge IP Address and IP Netmask for the Model 195Ed. Widlunotice that for the 195Ed in AP Bridge modayo
a single IP address in entered. Both the ethéiPnand wireless IP addresses will be the sameeibrilge mode. Reference
Figure 23.

EST195E Web Configuration Manager

Wireless Modems

Enter values for the following fislds for manual IP sefup of the bridging device.

Mode of operation: AP Bridge
DHCP Services; Off

Enter IP address for bridge device: |1 721625 Help
Enter netmask for bridge dewvice: |255-255-D-D Help

Prasious: | MI

Figure 23: Bridge IP Addresses

4. Enter the default route (Gateway) address for éteark. For Ethernet devices on the wireless nét{l® 172.16.X.X — See
Figure 3), the AP Router 195Ed will be the gatewamnter thewireless IP address for the AP Router 195Ed (configured in
Example 1) and any DNS server information. If goe not connecting the Model 195Ed to the Inteteatje blank and press
theNextbutton. Figure 24.

EST195E Web Configuration Manager m
‘Wireless Maodems

Setup

Enter values for the following fislds o set up the default route and DNS setfings

Mode of operation: AP Bridge

Enter default route TP address: |1 721621

Help
Use DS chent services? 0 Yeg Help
® Mo
Enter DNS domair | Helo
Enter primary DS server IP address; | Help
Enter secondary DS server IP address: | Help
Previous | M

Figure 24: Default Route (Gateway) and DNS Configur  ation
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5. SelectYesif you will be using security for your wirelesstwerk (recommened).

NOTE: The setting of this security level is ONLiYcl@nt access to the Model 195Ed. The secufithe Bridge
communication between the Model 195Ed’s is sepanatewill be configured during the repeater confifion.

Enter the SSID for your network. The SSID is thijua identification for your wireless network arti1®5Ed that share a
wireless network MUST have the same SSID codes iflentification code is case sensitive. Referéigere 25.

Wireleas Modemsa

II EST195E Web Configuration Manager m

ﬂ Setup

Setup

In the following fislds, select whether vou want wireless secunty features tumed on and enter the
service sel identifier (SSI0Y that will be common o all wireigss LAN devices.

Selected mode of operation: AP Bridge

Turn on wireless security features? & Tes Help
< Mo
Enter the SSID: [ESTeem Help

Presious | Ne)dl

Figure 25: Security and SSID Configuration

6. Select the encryption level for client access &wireless network. For further information on thiéerent levels of security,
please refer to Appendix E — Security of this Uséfanual. If you would like to hide the SSID frdmoadcasting from the
Access Point seledtes. If Yes is selected the Model 195Ed will not send periodic SSID radio. The users of the network
will have to know the SSID to enter the network aadurity is increased, but if you want the SSIDedoroadcast to the
network for easy identification then selét. The 195Ed can also be configured to discard thlegorequests from clients. If
desired, set Discard Broadcast Probes to Yesurlexample, we will be using mobile clients witl81At WEP. Reference
Figure 26.

ESTeem Web Configuration Manager

Wireless Modems

Enter/select values for the fallowing fields to set up wireless security features.

) None
O WEP 64-bit
& WEP 128-bit
Select an encryption type: O WPA PSK Help
) WPA Enterprise
(O WPA2 (AES-CCMP) PSK
© WPA2 (AES-CCMP) Enterprise

Hide Beacon SSID () Yes Help
and Discard Broadcast Probes? & No

Figure 26: Encryption Level Selection
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7. Enter the WEP key values for your application thiflitbe used by all devices on the wireless netwBéference Figure 27.

EST195E Web Configuration Manager

Wireless Modems

Setup

Enfar 13 haxadacimal byles, separated by colons, for each ofthe fofiowing 128-bif WEP keys and
gelect which key should be Lsed as the default WEF key These values are effective for all
wiralass LAN davicas

Enctyption type:  128-Bit WEP for ALL wireless LA devices

Enter WEP Eey 1
(13 hex bytes): i11:22:33:44:55:66:?? 88:9%9:00:aa:bhice Help

Enter WEP Key 2
(13 hex bytes): I11:22:33:44:55:BB:?? 88:99:00:8a:bbicc

Enter WEP Eey 3
{13 hex bytes): |11.22.33.44.55.EE.?? 85:99:00:aabhicc

Enter WEP Eev 4
(13 hex bytes): !11:22:33:44:55:66:?? 88:99:00:aa:bhice

& WEF Fey 1
© WEF Key 2
© WEF Key 3
© WEF Eey 4

Previous | M

Select the default WEP key:

Figure 27: WEP Key Entry

8. Enter the values for the Access Control List (ACILhis is a configurable MAC filter that can be seallow or deny specific
wireless MAC address to the network. This feaisifarther explained in Appendix E — Security.olr example we will not
use the ACL. Reference Figure 28.

EST195E Web Configuration Manager

Wireless Modems

Enfar the appropriate valuas in the fields below for configuring MAC Address Authenfication. If
affow_all s seiscted, the MACSs In the access control fist are ignored

Choose one of the follewing MAC address authentication modes:

& allow all Help
© allow only those client WAz in the list below
€ deny only those client MACs in the list below

Enter MAC address: | Add MAC o Access Control List

Access Control List: Femove MAC |

Remove ALL MACs |
To remove a MAC address from the access
conirol i, safact the MAC to remove and
click the Remave MAC buiton. Ta remave
all MAC addresses fromt the fist, click the
Remave ALL MACs.

Previous I N;ml

Figure 28: ACL Configuration
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9. Select the RF bandwidth for the operating enviramtraed application. Higher RF Bandwidths allowhgigdata rates but, the
lower bandwidths operate better in higher noisérenments. It is suggested to use the lowest baltlwhat your application
data rate will allow to increase reliability. Faur example we will use 5 MHz bandwidth to matat AP Router configured
above. Reference Figure 29.

ESTeem Web Configuration Manager m
Wireless Modems

Select the RF bandwidth for the wireless LAN device.

Mote that reducing bandwidth increases the number of available channels and the radio’s ability
to reject RF interference. Selection of the lowest RF bandwidth and data rate for your application
is recommended for increased reliability. All ESTeem radios in the same network MUST be on
the same frequency channel and use the same bandwidth selection.

| | Equivalent Wired
igF andwidth fgi?aia [Ethernet Data Recommended Use
| Rate
'@ I‘\'H-Iz 15t013.5 |750 Kbps to 6.75 Narrow bandwidth for enhanced transmission reliability in
P Mbps Mbps 'high interference environments
- 31027 Midrange bandwidth for higher speed but lower
O |101 | 53
= _IOMHZ Mbps _1'5 S g nterference emvironments
= 610 54 'Wide bandwidth for maximum RF data rates in low
O (200 B
O |20MHz Mbps 3 to 27 Mbps e S S 2

Help
Previous Next

Figure 29: RF Bandwidth Selection

10.Select the frequency channel of operation. All@sxcPoints in the same Repeater Peer network méedon the same radio
frequency channel. See Appendix D — Radio Condiom for help in selecting the frequency chanReference Figure 30.

ESTeem Web Configuration Manager m
Wireless Modems

Select the channel for the wireless LAN device to operate on. The first displayed number in the
list is the channel, and the second is the channel frequency in MHz.

Select a channel: ;5_(912 MHz) \Zi Help

Figure 30: Channel Configuration
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11.The Repeater Peer Table identifies which Model tRS®ill bridge wireless Ethernet communication.lYoother Access
Point Repeaters need to be listedthetModel 195Ed’s in client modes. Looking at$lystem layout in Figure 1 and what we
discussed in Example 1, both the Plant Network&ERand the Remote Building’s 195Ed will be lisbsttheir wireless
(WLAN) MAC (Figure 31). There is only a single radio conieecpath to the other two 195Ed’s in the netwofke path
cost only effects redundant links in the networt @pplicable to the repeater) and will be lefiefault. Enter the WLAN
MAC addresses for the other two Access Points aeskghéNextbutton to continue.

ESTeem Web Configuration Manager m
Wireless Modems J

og | Setup
Setup

Select whether to enable repeater capability. If the repeater capability is disabled, the peer list is ignored. If the
repeater capability is enabled, then a link is established with each peer in the list

You may add a peer to the list, remove an existing peer or modify an existing peer by clicking the appropriate button
below.

The following configurations are for the wireless LAN device.

Enable the repeater capability? & Yes Help
O No
Set as root bridge? O Yes
@ No
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: [00:04:3£:00:09:01 128 WEP128 Dynamic true ]
100:04:3£:00:09:10 128 100 WEP128 Dynamic true |
(e
|

Figure 31: Repeater Configuration

12.Select Commit Changes to write the programminddashi-memory and reboot the Model 195Ed. Whengheat process has
completed (approximately 45 seconds) the modenbeilieady to place in operation.
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Example 3 — Remote Building (Access Point Bridge wi  th Repeater Enabled)

1. Review Example #1 diagram (Figure 1) and locatel Ed marked as Example 3. This ESTeem is comhéota Remote
Building network that will be bridged to the Plamatwork through the Access Point Router (Examp)eviélthe repeater. This
modem should be configured for Access Point Britigele and the configuration for this 195Ed will Heritical to Example 2
except that the IP addressing and the Repeatetdadder You would follow all steps 1-11 in Examgléo configure this
195Ed also but Figures 32 & 33 will show the change

EST195E Web Configuration Manager m
Wireleas Modems

Enfervalues forthe folfowing fislds for manual IP sefup of the bridging device.

Mode of operation: AP Bridge
DHCP Sernces; Off

Erter IP address for bridge device: |1 7216.210 Help
Enter netmask for bridge device: |255 265.0.0 Help

Pravious M

Figure 32: Example 3 Bridge IP Address

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select whether to enable repeater capability. If the repeater capability is disabled, the peer list is ignored If the
repeater capability is enabled, then a link is established with each peer in the list.

You may add a peer to the list, remove an existing peer or modify an existing peer by clicking the appropriate button
below.

The following configurations are for the wireless LAN device.

Enable the repeater capability? @ Yes Help
O No
Set as root bridge? O Yes
@ No
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
Repeater Peer List: 00:04:3f:00:09:01 128 WEP128 Dynamic true Add
|00:04:3£:00:09:05 128 100 WEP128 Dynamic true

Figure 33: Example 3 Repeater Routing Table
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Example 4 — Mobile Vehicle with Single Ethernet Dev ice (EtherStation Mode)

Review the Example Diagram #1 (Figure 1) and lotta#e€l 95Ed marked as Example 4. This ESTeem isembed to a single
Ethernet device in a mobile application and willdoafigured for EtherStation mode. In this mode1B5Ed will gain access to
the wireless Ethernet canopy created by the thoeeds Points (Examples 1-3), but will be emulatigMAC address for the
connected Ethernet device and will no longer havPaaddress in the network. To reprogram the @i%&ter configuration in
EtherStation mode requires the ESTeem Discovetigyuir direct connection to the RS-232 port.

1. Access the ESTeem Web page using your computefsBk@vser as per instructions in Chapter 4. S&ettp from the

menu items. From the Select Mode of Operationgmwn box , select EtherStation (Figure 34) andhplisNextbutton
below the pull down box.

Staus | Log] 5y | Advanced  Barkup |

Wireless Modemns

I EST195E Web Configuration Manager

Setup

Thislzthe main Setup Page. Selact a mode of oparalion for the wirsless LAN unit from the
folfowing st

Select Mode of Cperation: |Ether8t’ation _‘J Help

[Next
Figure 34: EtherStation Selection
2. Select the RF bandwidth to match the Access Pimirttee network. For our example we will use 5 Mbémdwidth to match
the AP Router and AP Bridges configured above.eRete Figure 35.

ESTeem Web Configuration Manager

Wireless Modems

Setup

Select the RF bandwidth for the wireless LAN device.

Note that reducing bandwidth increases the number of available channels and the radio’s ability
to reject RF interference. Selection of the lowest RF bandwidth and data rate for your application
is recommended for increased reliability. All ESTeem radios in the same network MUST be on
the same frequency channel and use the same bandwidth selection.

| | Equivalent Wired
gF andwidth ;ii}ala [Ethernet Data Recommended Use
Rate
& .‘\'H-Iz 1.5t013.5 750 Kbps to 6.75 Narrow bandwidth for enhanced transmission reliability in
e Mbps Mbps high interference environments
O 10MHz 3 to 27 1510 13.5 Mbps ';\-ﬁdrange band\:wdth for higher speed but lower
Mbps interference environments
I 54 > = = -
© 20MHz 6to 54 3 to 27 Mbps I\Mde baﬂd\.\.‘ydﬂ? for maxinum RF data rates in low
Mbps \interference environments

Help

Previous Mext

Figure 35: RF Bandwidth Selection
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3. Enter the SSID for your network. The SSID is thijue identification for your wireless network asiti195Ed that share a
wireless network MUST have the same SSID codes iflentification code is case sensitive. Selexgticryption level for

the wireless network to match the level of the Asdeoint canopy. Enter the MAC address of the adaddethernet device.
Reference Figure 36.

ESTeem Web Configuration Manager m ‘
Wireless Modemsa

] Setup [ Advanced] Backup | Restore
Setup

In the following fields, select whether you want wireless security features turned on and enter the
service set identifier (SSID) that will be common to all wireless LAN devices.

Selected mode of operations  EtherStation

Enter the SSID: |ESTeem 1] Help
© None
O WEP64
& WEP128
Select an encryption type: & WPA PSK. Help

© WPA Enterprise with PEAD
© WPA2 (AES-CCMP) PSK
© WPA2 (AES-CCMP) Enterprise with PEAP

Device MAC Address: (000000000000 | Help

Figure 36: SSID and Device MAC Input

4. Enter the WEP key values for your application thiditbe used by all devices on the wireless netw&d&ference Figure 37.

EST195E Web Configuration Manager

Wireless Modems

Setup

Enfar 13 hexadecimal biles, separated by colons, for each of the following 128-bif WEP keys and
selact which key should be used as the defaull WEP key. These values are configured for the
wirefass LAN device

Encryption type: 128-Bit WEP for the wireless LA device
Enter WEP Eey 1

(13 hex bytes): |11:22 33:44:55:66:77:68:99:00:8a:bh:cc Help
Enter "WEFP Eey 2
(13 hex bytes): |11:22 33:44:55:66:77:88:99.00:8a:hk:cc
Enter "WEP Eey 3
{13 hex bytes): |11:22 33:44:55:66:77:88:99:00:8a:bb:cc
Enter WEF Eey 4
(13 hex bytes): l11:22 33:44:55:66:77:88:99:00:aa:hb:co
& WEP Key 1
© WEP Key 2
© WEP Key 3
Select the default WEP key: © WEP Key 4 Help

Frevious | Néxt_'l

Figure 37: WEP Key Input
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5. Enter the values for the Access Point Access Cbinsb(ACL). This is a configurable MAC filter &t can be set to allow or
deny connections to specific Access Point wirda€ address to the network. In our example we moll use the ACL.
Reference Figure 38.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Enter the appropriate values in the fields below for configuring AP IMAC Address Authentication. If
allow_all is selected, the AP \MACs in the access control list are ignored.

The following configurations are for the wireless LAN device,

Choose one of the following MAC address authentication modes for the wireless LAN device:
@ allow_all Help
O allow only those AP MACS in the list below
O deny only those AP MACSs in the list below

Enter MAC address: | | I Add MAC to Access Control List |
Access Control List: [ Remove MAC
[ RemoveALLMACs |

To remove a MAC address from the

(= access control list, select the MAC to
remove and click the Remove MAC
button. To remove all MAC addresses
fromt the list, click the Remove ALL
MACs button.

Figure 38: Access Point Access Control

6. Select Commit Changes to write the programmingdshmemory and reboot the Model 195Ed. Whendheat process has
completed (approximately 45 seconds) the modenbeitieady to place in operation. Reference Figre 3

EST195E Web Configuration Manager m
Wirelesz Modems

To permanently commif vaur changes, click on the "Cammit Changes” buffon below
Cnce the changas have been permanantly saved, the svelem will reboof with the new seffings in
affact

Previous Commit Changes Go To Advanced Setup | Cancel |

Figure 39: Commit Changes and Reboot
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Example 5 — Mobile Vehicle #1 (Station Router)

Review the Example Diagram #2 (Figure 2) and lotta#e€l 95Ed marked as Example 5. This ESTeem isembed to multiple
Ethernet devices in a mobile application and vélidonfigured Station Router mode. In this model®&Ed’s will gain access to
the wireless Ethernet canopy created by the Adeesg and act as the router between the devicagected to the Ethernet port
and wireless network. Each of these networksred|Lire a unique subnet to operate. If Ethernatde on the wired LAN
network want to access Ethenet devices on theo8t&buter 195Ed, a network router is required enalied LAN to resolve the
IP conflict created by having the wired and wirslestworks on separate subnets (Figure 40).

Network Router (Required)
IP Address 172.16.1.6
Netmask 255.255.0.0

Routes for 172.18.X.X network use ]
gateway 172.16.2.20 Note: Wireless Networks and
Routes for 172.19.X.X network use Station Modes Must Be on

gateway 172.16.2.30 Separate Subnets

HUB or Switch

Bridge IP Address = 172.16.1.1
Netmask = 255.255.0.0

Default Route = 172.16.1.6

Access Point Bridge with
Repeater Feature Enabled

Station Masquerade Mode
Station Router Mode

Mobile Vehicle #1
Multiple Ethernet Devices

Mobile Vehicle #2
Multiple Ethernet Devices

Example #5 Example #6
S/N: 14005 S/N: 14006
Netmask 255.255.0.0 Netmask 255.255.0.0
Wireless IP Address Voice over IP Wireless IP Address GPS
172.16.2.20 172.16.2.30 Remote PC
Connected Ethernet Devices
Ethernet IP Address 172.18.X.X Ethernet IP Address Connected Ethernet Devices
172.18.1.1 172.19.1.1 172.19.X.X
Gateway (Route) =172.18.1.1
Gateway(Route) Gateway(Route) Gateway (Route) = 172.19.1.1
172.16.1.6 172.16.1.6

Figure 40: Station Router IP Addressing Diagram
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1. Access the ESTeem Web page using your computettsBi@vser as per instructions in Chapter 4. S&etip from the
menu items. From the Select Mode of Operationgimn box, select Station Router (Figure 41) arghgheNextbutton
below the pull down box.

EST195E Web Configuration Manager m
Wireless Madems

Setup

Thisisthe main Setup Page. Seisct a mode of operation far the wireless LAN unit fram the
foifowing iist.

Select Mode of Operation: |Station Router | Help
[t

Figure 41; Station Router Selection

2. Select the RF bandwidth to match the Access Pimirttee network. For our example we will use 5 Mbémdwidth to match
the AP Router and AP Bridges configured above.eRete Figure 42.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Select the RF bandwidth for the wireless LAN device.

Note that reducing bandwidth increases the number of available channels and the radio’s ability
to reject RF interference. Selection of the lowest RF bandwidth and data rate for your application
is recommended for increased reliability. All ESTeem radios in the same network MUST be on
the same frequency channel and use the same bandwidth selection.

: . Equivalent Wired |
RF RF Data ! =
Bandwidth Rate IEth&met Data Recommended Use
Rate
| ® I‘\'H-Iz 15t013.5 |750 Kbps to 6.75 Narrow bandwidth for enhanced transmission reliability in
1~ Mbps Mbps high interference environments
O 10MHz 3 to 27 1.5 to 13.5 Mbps 1?\-hdrange baﬂd\..wdjhfor higher speed but lower
| Mbps | iinterference environments
= 6to 54 'Wide bandwidth for maximum RF data rates in low
y |2
O DM Mbps Aa Al Mg \interference environments

Help
Figure 42: RF Bandwidth Selection
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3. SelectYesif you would like to use DHCP services on eith@wir eless or ether net connections. Enter the SSID for your
network. The SSID is the unique identification your wireless network and all 195Ed that sharérel@ss network MUST
have the same SSID code. This identification dedase sensitive and must NOT contain spacegct3ke encryption level
for the wireless network to match the level of foeess Point canopy. Reference Figure 43.

ESTeem Web Configuration Manager m
Wireless Modems
P e T

— e i ——————————  —r ———.

Setup

In the following fields, select whether you wish to use DHCP client services or whether you wish
configure a DHCP server. Selecting "Off" will take you through a manual setup of IP addresses as
opposed to using DHCP services.

Additionally, select whether you want wireless securnity features turned on and enter the service set
identifier (SSID) for the wireless LAN device.

Selected mode of operation: Station Router

DHCP services on wireless interface: & Off Help
O Client
O Server
DHCP services on ethernet mterface: & Off
O Chent
O Server
Enter the SSID: |ESTeem | Help
) None
O WEP64
@ WEP128
Select an encryption type: ) WPA PSK Help
) WPA Enterprise with PEAP
O WPA2 (AES-CCMP) PSK
) WPA2 (AES-CCMP) Enterprise with PEAP

Figure 43:DHCP, SSID and Encryption Settings
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4. Enter the WEP key values for your application thiditbe used by all devices on the wireless netw&d&ference Figure 44.

EST195E Web Configuration Manager m
Wireless Modems

Setup

Enter {3 hexadecimal ivies, separaled by colons, foreach of ihe following {28-bif WER kevs and
salect which key should be Lsed as the defaulf WEF key. These values are configured for the
wiralass LAN device.

Encryption type:  125-Bit WEP for the wireless LA device
Enter WEP Eey 1

{13 hex bytes) |11:22:33:44:55:66:??:88:99:00:aa;bb:cc Help
Enter "WEP Key 2
(13 hex bytes): |11:22:33:44:55:68:??:88:99:Dﬂ:aa:bb:cc
Enter "WEP Key 3
(13 hex bytes): |11:22:33:44:55:EE:??:BE:EIS:DD:aa:bb:cc
Enter WEP Eev 4
(13 hex bytes): |11:22:33:44:55:66:??:88:99:Dﬂ:aa:bb:cc
& WEFP Eey 1
© WEF Eey 2
© WEP Key 3
Select the default WEF key. © WEP Key 4 Help

Frevious | Mext

Figure 44:WEP Key Input

5. Enter the values for the Access Point Access Cbinisb(ACL). This is a configurable MAC filter &t can be set to allow or
deny connections to specific Access Point wird8€ address to the network. In our example we moll use the ACL.
Reference Figure 45.

ESTeem Web Configuration Manager

Wireless Modems

Setup
Enter the appropriate values in the fields below for configuring AP MAC Address Authentication. If
allow_all is selected, the AP MACs in the access control list are ignored.
The following configurations are for the wireless LAN device.
Choose one of the following MAC address authentication modes for the wireless LAN device:

@& allow_all Help

© allow only those AP MACs in the list below

& deny only those AP MACs in the list below
Enter MAC address: I I [ Add MAC to Access Control List ]
Access Control List [ |

[ RemoveALLMACs |

To remove a MAC address from the
access control list, select the MAC to
remave and click the Remove MAC
button. To remove all MAC addresses
framit the list, click the Remove ALL
MACs button.

Figure 45: Access Point Access Control
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6. Refer to the IP address in Table 1 and entewtheess IP Address and IP Netmask for the Station RouRsference Figure

46.

EST195E Web Configuration Manager m
Wireless Modems

Setup

Entervalues far the following fislds for manual IP setup.

Mode of operation: Station Router
DHCP Services: Of

Enter IP address for the wireless LA interface: I1 72.16.2.20 Help
Enter netmask for the wireless LATT mnterface: I255-255-D-D Help

Pravious. | M

Figure 46:Wireless IP Address

7. Refer to the IP address in Table 1 and enteettie net IP address and IP netmask. Reference Figure 47.

8. Note: When configuring the Ethernet devices cateaeto the Station Router 195Ed, the ethernet kires$ will beheir
Gateway address (Figure 37).

ESTeem Web Configuration Manager m
Wireleas Modems

Enter values for the following fields for manual IP setup of the ethernet device.

Mode of operation: Station Router
DHCP Services: Off

Enter IP address for ethernet device: |1?2-18-] 1 |

Enter netmask for ethernet device: |255-255-ﬂ-ﬂ |

Figure 47:Wired Ethernet IP Address
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9. All'IP requests for the Ethernet devices connettigtle 195Ed Station Router (Example #5) will neebe resolved by the
Network Router (Figure 37). Enter the default eoi@ateway) IP address for the Network Routerenlt®5Ed. Enter any
DNS server information and press tiextbutton. Figure 48.

EST195E Web Configuration Manager m
Wireless Modems |

Enter valuss for the following fislds to set up the defaulf route and DONS seffings

Mode of operation: Station Fouter

Enter default route TP address: W- Help

Use DI client services? € Yes & Mo Help

Enter DS domain: | Help

Enter prirnary DS server IP address: | Help
Enter secondary DINS server IP address: | Help

Frewvious | REd |

Figure 48:Default Route (Gateway) Address and DNS | nput

10. SelectCommit Changeto write the programming to Flash memory and rétftomModel 195Ed. When the reboot process has
completed (approximately 45 seconds) the modenbeilieady to place in operation.
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Example 6 — Mobile Vehicle #2 (Station Masquerade)

Review the Example Diagram #2 (Figure 2) and lotta#e€l 95Ed marked as Example 6. This ESTeem isembed to multiple
Ethernet devices in a mobile application and vélidonfigured Station Masquerade mode. In this ntieeld 95Ed’s will gain
access to the wireless Ethernet canopy creatdukbdcess Point and act as a firewall betweendhieels connected to the
Ethernet port and wireless network. Each of timesaorks will require a unique subnet to operaitethis configuration the
Ethernet devices connected to the Station Masqedr@8Ed can access the wired LAN network, buthmbther way around.
This mode could be used if the Remote PC connégtiie Station Masquerade needed to access thadhfeonnected to the
wired LAN), but did not want to be seen by otherdEhet devices on the network.

1. Access the ESTeem Web page using your computefsBk@vser as per instructions in Chapter 4. S&ettp from the
menu items. From the Select Mode of Operationgmwn box , select Station Masquerade (Figure A8)paish théNext
button below the pull down box.

EST195E Web Configuration Manager

Wireless Modemsa

Setup

Thisisthe main Setup Page. Select a mode of operation for the wireless LAN unif from the
following list.

Select Mode of Operation: |AP Masguerade :‘] Help
[N et

Figure 49:Station Masquerade Selection

2. Select the RF bandwidth to match the Access Pimirtte network. For our example we will use 5 Mb#éndwidth to match
the AP Router and AP Bridges configured above.eRRete Figure 50.

III ESTeem Web Configuration Manager

Wireless Modems
|

Setup

Select the RF bandwidth for the wireless LAN device.

Mote that reducing bandwidth increases the number of available channels and the radio’s ability
to reject RF interference. Selection of the lowest RF bandwidth and data rate for your application
is recommended for increased reliability. All ESTeem radios in the same network MUST be on
the same frequency channel and use the same bandwidth selection.

Equivalent Wired
[Ethernet Data Recommended Use
Rate

11.5t0 13.5 750 Kbps to 6.75 Narrow bandwidth for enhanced transmission reliability in

RF RF Data
Bandwidth |Rate

@ |5MHz

Mbps Mbps high interference environments
O 10MHz 3 to 27 15 to 13.5 Mbps ';\'itdrange band\:wdth for higher speed but lower
Mbps interference environments
i 54 > = : -
© 20MH:z 6to 54 310 27 Mbps I\Mde ba}}dwydﬂ? for maximum RF data rates in low
Mbps \interference environments

Help

Previous MNext
Figure 50: RF Bandwidth Selection
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3. SelectYesif you would like to use DHCP services on eith@wir eless or ether net connections. Enter the SSID for your
network. The SSID is the unique identification your wireless network and all 195Ed that sharérel@ss network MUST
have the same SSID code. This identification dedase sensitive and must NOT contain spacegct3ke encryption level
for the wireless network to match the level of ffeeess Point canopy. Reference Figure 51.

ESTeem Web Configuration Manager m
Wireless Modems

B o] | Reboot | Abou|

Setup

In the following fields, select whether you wish to use DHCP client services or whether you wish
configure a DHCP server. Selecting "Off" will take you through a manual setup of IP addresses as
opposed to using DHCP services.

Additionally, select whether you want wireless security features turned on and enter the service set
identifier (SSID) for the wireless LAN device.

Selected mode of operation: Station Masquerade

DHCP services on wireless interface: & Off Help
O Client
O Server

DHCP services on ethernet interface: (& Off
© Client

O Server
Enter the SSID: [ESTeem ] Help

© None
O WEP64
& WEP128

Select an encryption type: ) WPA PSK. Help
O WPA Enterprise with PEAP
& WPA2 (AES-CCMP) PSK
© WPA2 (AES-CCMP) Enterprise with PEAP

Figure 51:DHCP, SSID and Encryption Settings

4. Enter the WEP key values for your application thiditbe used by all devices on the wireless netw&dference Figure 52.

EST195E Web Configuration Manager

Wirsless Modems

Setup

Fnter 13 haxadecimal byles, separaled by colons, for each of the fallowing 128-bit WEP kevs and
aelect which key should be ussd as the default WERP ksy. Thesa valuss are configurad for the
wireless LAN device.

Encryption type:  128-Bit WEP for the wireless LAN dewice

Enter WEP Eey
(13 hex by‘tes) |11:22:33:44:55:EE:?? 88:9%:00:8abhice Help

Enter WEP Key 2
(13 hex by‘tes) |11:22:33:44:55:EE:?? 88:99:00:8abhicc

Enter WEP Key
(13 hex by‘tes) |11:22:33:44:55:EE:?? 88:99:00:88bhicc

Enter WEP Eey
(13 hex by‘tes) |11:22:33:44:55:EE:?? 88:9%:00:aabhice

& WEP Key 1
© WEP Key 2
© WEP Key 3
Select the default WEE key: € WEP Key 4 Help

Frevious M
Figure 52:WEP Key Entry
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5. Enter the values for the Access Point Access Cbinsb(ACL). This is a configurable MAC filter &t can be set to allow or
deny connections to specific Access Point wirda€ address to the network. In our example we moll use the ACL.
Reference Figure 53.

ESTeem Web Configuration Manager m
Wireless Modems

Setup

Enter the appropriate values in the fields below for configuring AP MAC Address Authentication. If
allow_all is sslected, the AF MACs in the access control list are ignored.

The following configurations are for the wireless LAN device

Choose one of the following MAC address authentication modes for the witeless LAN device:
@ allow_all Help
O allow only those AP MACs in the list below
O deny only those AP MACs in the list below

Enter MAC address: | | [ Add MAC to Access Control List |
Access Control List: [ Remave MAC
[ RemoveALLMACs |

To remove a MAC address from the

1= access control list, select the MAC to
remove and click the Remove MAC
huttan. To remove all MAC addresses
fromt the list, click the Remove ALL
MACs button.

Figure 53: Access Point Access Control

6. Refer to the IP address in Table 1 and entewtheess IP Address and IP Netmask for the Station RouRsrference Figure

54.

EST195E Web Configuration Manager m
Wireleas Madems

Setup

Entervaluas for the foliowing felds for manual 1P seiup.

Mode of operation: Staton Masquerade
DHCP Services; Of

Enter IP address for the wireless LA interface: |1 72.16.230 Help
Enter netmask for the wireless LA interface: |255-255-D-D Help

Frevious | Tt

Figure 54:Wireless IP Settings
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7. Refer to the IP address in Table 1 and enteettie net IP address and IP netmask. Reference Figure 48.

EST195E Web Configuration Manager

Wireless Modems

Entervalues for the fallowing fields for manual IP setup of the wired bridging device.

Mode of operation: Station Masquerade
DHCP Services: Off

Enter TP address for wired bridge device: I1 72.16.38.189 Help
Enter netrask for wired bridge device: I255-255-D-D Help

FPresdous | M

Figure 48:Wired Ethernet Interface

Note: When configuring the Ethernet devices caedkto the Station Router 195Ed, the ethernet ifress will beheir

Gateway address (Figure 37).

8. AllIP requests for the Ethernet devices connetidtle 195Ed Station Router (Example #5) will neete resolved by the
Network Router (Figure 37). Enter the default eoi@ateway) IP address for the Network Routerén®65Ed. Enter any
DNS server information and press tiextbutton. Figure 49.

Wireless Modems

III EST195E Web Configuration Manager m

Setup

Entervalues for the fallowing fields fo set up the default route and DN'S seffings

Wode of operation: Station Masquerade

Enter default route IP address: W Help

Use DHS client services? © Yes & Mo Help

Enter DNS domain: | Help

Enter primary DTS server IP address: | Help
Enter secondary DNS server IP address: | Help

Previous l Nextl

Figure 49:Default Route (Gateway) and DNS Input

9. SelectCommit Changet® write the programming to Flash memory and rélfemModel 195Ed. When the reboot process has
completed (approximately 30 seconds) the modenbeilieady to place in operation.
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ROUTER ADDRESSING EXAMPLES

The following are examples of the IP addressingsarmhets required for the ESTeem Router modes.

Point to Point Access Point Router to Station Route r

AP Router Station Router
Wireless IP Address: 172.16.1.6 Wireless IP Address: 172.16.2.22
Netmask: 255.255.0.0 Netmask: 255.255.0.0
Default Route: 172.17.1.6 Default Route: 172.16.1.6
Ethernet IP Address: 172.17.16
Netmask: 255.255.0.0 Ethernet IP Address:  172.20.2.22
Netmask: 255.255.0.0
Static Route: 172.20.0.0
255.255.0.0
gateway: 172.16.2.22
Device Device
IP address: 172.17.X.X IP address: 172.20.X.X
Netmask: 255.255.0.0 Netmask: 255.255.0.0
Default gateway 172.17.1.6 Default gateway  172.20.2.22

Revised: 23 Oct 08 5-34 EST P/N AA107D



EXAMPLE CONFIGURATIONS

Stand-Alone Access Point Router and Single Station

Router

Computer
IP Address = 172.17.1.1

Netmask = 255.255.0.0
Default Route = 172.17.1.6

Note: Wireless Networks and
Station Devices Must Be on
Separate Subnets

ESTeem 195E9 in
Station Router Mode
Netmask 255.255.0.0
Wireless IP Address

172.16.2.20
Ethernet IP Address
172.18.2.20

Gateway(Route)

172.16.1.6

Revised: 23 Oct 08
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Stand-Alone Access Point Router with Multiple Stat ~ ion Routers

Netmask 255.255.0.0
Wireless IP Address 172.16.2.20 ;
Ethernet IP Address ook
172.18.2.20 ;

Gateway(Route) 172.16.1.6

Connected Ethernet Blockage
Devices

IP Address 172.18. X.X ESTeem 195Eg in Access Point
Netmask 255.255.0.0 Router Mode
Gateway (Route) = Ethernet IP Address = 172.17.1.6
172.18.2.20 Wireless IP Address 172.16.1.6

Netmask = 255.255.0.0
Default Route = 172.17.1.6

Note: Wireless Networks Static Routes Connected Ethernet Devices
and Station Devices Routes for 172.18.0.0 network use gateway 172.16.2. 20 IP Address 172.17. X.X
Must Be on Separate Routes for 172.19.0.0 network use gateway 172.16.2. 21 Netmask 255.255.0.0

Subnetsp Routes for 172.20.0.0 network use gateway 172.16.2. 22 Gateway (Route) = 172.17.1.6
Routes for 172.16.0.0 network use gateway 172.16.1. 6
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SERIAL APPLICATIONS

The ESTeem 195Ed is installed with a serial pat tlan provide RS-232 communication between twoare serial devices
using the wireless broadband link. The serial a¢mcapsulated and transferred as a standarchEtlpacket over an operating
195Ed wireless Ethernet system. The configurdtioa serial 195Ed network will be the same as therfet or a serial (RS-232)
based communication network.

The serial interface option can be used to link t&wanore serial devices in a new or existing syst&ime serial data has very little
impact on the network bandwidth and will allow fmth Ethernet and serial applications simultangoualfew possible
applications would be installation of the 195E@imnexisting serial based network that was lookimdture upgrade to an
Ethernet based system. Another would be usingitfebandwidth Ethernet connections to provideil o remote video
hardware but also provide a serial link to thetagsPLC in a SCADA type application.

SERIAL CONNECTIONS

. Rs-232  Second RS-232 RJ-45 10/100BaseT
The RJ-45 serial data port is the far-left porfawe of the ResetSWitch pataport  EeMmet  configuration  ™if o eooe
195Ed (Figure 1). Using the ESTeem AA0621 intexfac StaEtE',s =—= A
cable, the 195Ed can be connected to a standaredeviee - LED
(PC) with a male 9-pin Sub-D connector. The cotaple i3 R
cable configuration is available in Appendix C telface 195ESeiies — =— = =
Ports. e v Fo.. W S

Reset
Ax Tx

Second Ether net Port

Installation of the serial option also includedati;ng a Receive Transmit Power over 12 vDC Input
second 10/100 Base-T Ethernet interface. Thismskeco LEP LED Ethernet LED o
Ethernet port can be used to Bridge to the firseEtet port Figure 1: 195Ed Front Panel Overview
(ETH_0) and the wireless link to work as a two-pgddB

when configured in the AP Bridge mode. This sedétibrnet port can also be configured as Routaryatween the wireless and
the first Ethernet port in AP Router mode (Figuye 2

AP Bridge Mode

In the AP Bridge mode, both Ethernet ports (ETHn® BTH_1) and the wireless port (WLAN_0) are comfeyl for a common
subnet and share a common IP address.

AP Router Mode
In the AP Router mode, the two Ethernet ports (ETEind ETH_1) will be on the same subnet. The psirR#inernet port
(ETH_O) is bridged to the secondary Ethernet goft{_1) and is on a unique subnet than the Wirgleas(WLAN_0)

configured for Subnet B.

If desired, the secondary Ethernet Port (ETH_1)bmanonfigured for a 3rd subnet (i.e. subnet Cjs Téquires advanced
configuration and routing tables specific to thetipalar networks.

Ethernet 1

[ ™

Ethernet 1 Ethernet 2 Wireless

Wireless —— | Router

™~

Ethernet 2

Secondary Ethernet Port (ETH_1) Primary Ethernet Port (ETH_0) | Subnet1 Subnet 2

Figure 2: Bridge and Router Configuration for Ethernet Ports
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EST195E Web Configuration Manager

Too |se]on] o [ s o

Setup

Wireless Modemns

Select whether vou want fo enable the redirector for the extarnal serial port device. If vou choose to enable the redirector,
then configure the remainder of the selfings on the page.

Enable the serial data port? ¢ Yes Help
& Mo
Select the mode: & Full Redirector Mode Help
© Terminal Server Mode
Select the baud rate; 2400 baud Help
© 4800 baud
9600 baud
& 19200 baud
38400 baud
& 57600 baud
115200 baud
Select the mumber of data bits: € 7 Help
& 8
=elect the number of stop bits: & 1 Help
o2
Select the parity. ¢ Even Help
© Odd
& None
Select the serial ¢ Hardware Help
flow control: € Software
# HNone
Enter the mecamum bridge linkes for |2 Help
multicast packets (1-255)
Enter the destination [P address for the senial packets [0.0.0.0 Help
(multicast address for multipoint system)
Enter the serial IP port number (1024-64535% 1412 Help
Enter the maimum packet size in bytes (1-1024% [ Help
Enter the number of milliseconds (10-10000) [257 Help
of silence for packetization:
Select whether to use ¢ Yes Help.
delimiter character 1: & 1o
Enter delimiter character 1 (00-fhex): |00 Help
Select whether touse ¢ Yes Help
delimiter character 2: & 1o
Enter delimiter character 2 (00-ff hez): |00 Help
Enter whether the terminal server showld € Ves Help

readigenerate modem control lines: & Mo

Frewious Iext

Figure 3: Serial Configuration Screen

SERIAL CONFIGURATION

Configuration of the serial port is completed dgrihe standard setup of the 195Ed. After compiaticthe Repeater Peer
configuration screen, the Serial Port Setup scfieigiire 3) will be displayed. Each section in 8aial Port Setup screen is
described in detail with the following:

Enable the RS-232 Data Port

Enabling the serial data port allows the modenetmlRS-232 data over the broadband wireless caonexstablished with the
ESTeem repeater peers. The modem can be configuagabint-to-point or point-to-multipoint syste®elect Yes if you wish to
enable the serial data port.
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Mode of Operation

There are two distinct modes of operation for #r@asport in the 195Ed. The Redirector mode pritivide two-way serial
communication between two or more serial devicédevthe Terminal Server mode will allow serial commication to a specific
remote site by connecting through telnet or SSele® one of the following modes of operation:

Full Redirector Mode - This mode allows bi-directid RS-232 data communication with another EST&ém@.RS-232 data
transmission will appear transparent to the corukdevices as if a serial cable is connected batteetwo ports. This mode
will also be used in a multi-point serial networkre all serial devices will need bi-directional coumication (Figure 4).

P - (Y o y N
- rla N <\1 ] - Vi® 1 Access Point
Access Point 4 ‘%" f)@l' (N - *!’ Bridge with
Bridgewith L, D ‘&~ L_L Repeater
9 a7y o i Mode

Repeater Mode !

I (S Line-of-Sight Path o b
[ o ' AN}
p ! cess Poi 1 - RS-232 Data
Remote S|te \ \\ Access Point [ /l ’l
NN Bridge with .
" 1 R:elpg:t(:\:l Access Point ! Remote PLC

Bridge with
Repeater
Mode

Mode

. RS-232 Data .
Remote Sit ater NOTE:
Repeater may be stand-
alone or attached to a

network or device.

Note:

Antenna’s shown are for
illustration purposes. There Bridge with
2 are many antenna options " Repeater

. available depending on your Mode
application.

. Access Point

Access Point
Bridge with
Repeater Mode

RS-232 Data \q

Remote Site
Master PLC

Figure 4: Serial Full Redirector Example

Terminal Server Mode - This mode of operation tieas RS-232 serial data into a network-orientediteal protocol, such as
telnet or SSH. This mode would be selected if &aramtive RS-232 session at remote locations isadksver the wireless
Ethernet link (Figure 5).

Baud Rate
Select the data rate of the RS-232 connection tomyaur serial device.

Data Bits
Select the number of data bits on the RS-232 cdiongio match your serial device.
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Stop Bits .
Select the number of stop bits on the RS-232 cdiumein
match your serial device.

Access Point
3 Bridge with
i1 Repeater Mode

.
NS

Y

Parity
Select the parity of the RS-232 connection to mgteir
serial device.

Remote PLC

RS-232 Data

Remote SCADA Node
Flow Control

Select the type of data flow control used on the?R%
connection. The ESTeem can support Hardware flow

Access Point Bridge

b
Access Point Bridge),

X . with Repeater Mode
control (RTS/CTS control lines) or Software Flowr@ol """ 'g . p
(XON/XOFF). Select Noné no serial flow control is —
necessary. +—E—a>
Maximum Bridge Links for Multicast Packets e oota” g
This value sets the maximum number of Ethernegbrid i

links that the multicast packets will be sent tigtowhen

used in a multi-point system. A multi-point senatwork Figure 5: Terminal Server Example
uses multicast packets (UDP) to send the data te than

one remote ESTeem. You want to limit the numberedivork bridge links that these UDP packets wilpbssed through to make
the network more efficient.

If you are using multiple ESTeem repeater linksdand the serial data to remote locations, the Value_ maximum bridge link
needs to be increased to a number greater théonidpest repeater chain. For example, if you anegusiur repeater (peer) links to
send the serial data between two or more sitesutmder will need to be five (5) or greater (Figdye

Destination IP Address

The ESTeem configured for the correct destinatiband port number will send and receive the seéait from another modem.
Set the destination IP address for the ESTeem vihergerial data will be sent. If sending to ntbe:n one ESTeem (Multipoint)
set to a multicast address (i.e 224.0.0.1).

Note: If you are using the ESTeem 195Ed in a multipoint application (multicast), you must have default Gateway configured in
the ESTeem set to the | P address of the Root Bridge modem.

Serial IP Port Number

The ESTeem configured for the correct destinatiband port number will send and receive the seéaita from another modem.
Set the IP port numbers to match where the seatal ill be sent. The serial data will not be $eboth the IP address and port
number are not correct.

Maximum Packet Size

This number represents the maximum size of thals#ata packet in bytes. If the number of bytedadé in the serial port buffer
exceeds the maximum packet dimdore the timer or delimiter character is reacligel ESTeem will send forward the serial
packet. For example, if the maximum packet &zet to a value of 100, when the serial portikexs 100 bytes the data will be
sent through the wireless connection.

Number of Milliseconds for Packetization

This number represents the time the ESTeem will Hata in the serial data buffer before sendirtpgaemote ESTeem. This
feature is generally used if the serial data do¢fave a consistent packet length or delimiteraittar. For example, if the
number of milliseconds is set to a value of 10888 eem will monitor the incoming serial data streard any break in characters
longer than 10 milliseconds will cause the datélvélsent through the wireless connection.
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Delimiter Characters
Enabling and specifying a delimiter character téhsmit the data in the serial buffer when théndedr character is recognized in
the serial data stream. There are two unique delirtiharacters that can be configured and enatighbendently.

Terminal Server Control Lines

Enabling this feature will allow the ESTeem in frerminal Server mode to read and generate modetrotbnes to the
connected device.
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REPEATING FEATURES

To increase the wireless network’s area of covefage
both indoor and outdoor applications, the ESTee&EH9
utilizes a custom repeating feature that allowssiased
coverage areas without the added expense of hhlidga
or adding an additional point to point radio link.

With a conventional wireless network, all of thesAfave Ethernet Wired LAN HUB o Switch
to be interfaced to a common network either by \wae]
see Figure 1, or a separate, dedicated RF backddree. Figure 1: Conventional Access Point Diagram

Model 195Ed can create this RF backbone, bridge
Ethernet networks connected to the wired Etheroetgnd provide the wireless canopy clients simeltasly.

When programmed in any of the three Access PoiR) Repeater Modes, the Model 195Ed will createraless network with
other Model 195Ed units in radio range that argrmmed in the AP Repeater Peer table during séhip feature adds the
increased functionality of repeaters to the typitthlernet Bridge configuration.

ESTEEM MESH NETWORK

One of the most powerful features of the AP Repeate Tank Site B~ -2
Mode is the ability to input multiple communication (Repeater) !
routes and designate the priority for each of thegtes

to create a wireless Mesh network. The ESTeem Mode
195Ed will automatically change communication retite
the network if a route has failed. The new routebe
based upon the priority level set during configorat

This wireless Meshing technology allows the RF oekw
to “self-heal” if any of the communication pathd.fa

The routing priority is manually set during the
configuration of the 195Ed. A manual path configian Water Plant A, U™~ 0
is far superior to standard “self-discovery” netkgr Site A %
because you have direct control over the best Rispa Ll

and can easily identify any failed routes for easy '
troubleshooting. For example, Figure 2 shows &&yp
wireless Ethernet system used in the Water/WasteWa
Industry. The problem with a standard “self-disagte Figure 2: Small Mesh Network Diagram
Mesh network is the selection of routes. Noti the

communication between the Water Plant (Site A) and

Pump Site D has a marginal link, but it is the nuisct

route between the Ethernet devices.

Pump Site D

This scenario poses the question, which path kélintetwork select? The ESTeem Mesh Network talkethe guessing games by
allowing the user to select and prioritize all commication routes in the system. In our exampleveeld want the primary link to
go through Tank B (Repeater) and use the dirdcoity if this primary link fails. The followingextions will show how this
completed.

Configuration

The configuration of the repeater paths is comgldt&ing setup of the Access Point modes. Alleéhkecess Point modes support
repeating and Meshing features. Figure 3 shovexample repeater peer table from the setup mdfusan ESTeem 195Ed to
communicate with another ESTeem 195%# must be selected at thErfable Repeater Capability.” Next, the Wireless LAN
(WLAN) MAC address of eacModel 195Ed that will have direct communicationsstrbe added to the Repeater Peer List.
Finally, enabling the link allows the corresponding 195Ed to be includetiéndommunication routing. Mobile clients do not
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require input in the repeater peer table. If midtidesh routes are configured, you will also neeset the values for Priority and
Path Costs (explained in Spanning Tree below)nfdtiple examples of repeater configurations, measer to Chapter 5 of this
user's manual.

ESTeem Web Configuration Manager m
Wireless Modemas

To add a new repeater peer for the wireless L AN interface, enter the WLAN MAC address, the
port path cost the key type, the key and the rate set and click the "Create Repeater Peer” button.

Enter the WLAN MAC address: |00-04-3¢00-09:05

Enter a 48-bit MAC addres containing 6 colon separated hex
bytes

Linter the port path cost (1-65535): 100

Select the encryption type: (O None
O WEP 64-bit
® WEP 128-bit
O TKIP
O CCMP
Select the repeater link encryption method. Note: the encryption
method and key setfing must be the same on bath repeater
peers

Enter the encryption key. | 11223344 556677 8899.00:aabbce

Enter the encryplion key as a sequence of hexadecimal bytes
(e.g. 0a:0b1c:2d 3e). Key length: None=0 bytes, WEFP64=5
bytes, WEP128=13 bytes, TKIP=32 bytes, CCMFP=16 bytes.

Select link data rate: |

6 Mbps |

9 Mbps

12Mbps |

18 Mbps

24 Mbps v |

Allow dynamic rate selection or select a specific data rate for this
link to use. It is recommended, but not required, that the rate
selections be the same on both peers.

Enable/disable link- &) Enable
O Disable
Enable/disable the repeater peer link Enable must be selected
for the repeaters to communicate.

Return to Repeater Sefu Create Repeater Peer
B

Figure 3: Repeater Configuration Example
RAPID SPANNING TREE PROTOCOL (RSTP)

The ESTeem Model 195Ed uses to Rapid SpanningPnatecol (IEEE 802.1d) determine the radio rousitrgcture of the
wireless network. The primary purpose of RST® imake sure that “network loops” are not creat&detwork loop is having
two communication paths to the same destinatiomeviie remote device would receive the same daltgpladimes. If there
were no way to control the data flow, this data Mtdae constantly passed around this loop caustpgeket storm” that would
shut down the entire network. The Spanning Tretoeol will block all these redundant links.
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The RSTP operation begins by determining which fatitedevice on the network will be the Root Bridgdl Ethernet networks
have a Root Bridge that is selected by the lowesSCNddress. All path costs are evaluated agdiissRot Bridge device to
determine routing and which paths will be block€h a wired Ethernet network, the location of tlewfBridge is not really

important, but in a wireless network selectionhaf Root Bridge is critical to the wireless netwaslating. Let’s use one of the
Example network diagrams from Chapter 5 to conttheediscussion (Figure 4).

HUB or Switch

10/100BaseT

Stand-Alone Repeater Site
Example #2
Prim S/N: E-14002
ary Repeater P
Access Point Router ath

.. WLAN MAC= 00:04:3F:00:09:05
with Repeater
im Feature Enabled
Network g
Router Y
(Required)

Plant Network
Large Wired LAN
Example #1
S/N: E-14001
WLAN MAC=00:04:3F:00:09:01 €

* . Access Point Bridge
with Repeater
Feature Enabled

Remote Building
Small Ethernet Wired LAN
Example #3
S/N: E-14003
WLAN MAC=00:04:3F:00:09:10

yred Jojeaday Arewlid

Mobile Vehicle
Single Ethernet Device
Example #4
S/N: 14004

10/100BaseT

Access Point Bridge
with Repeater
Feature Enabled

/‘-

Figure 4: Programming Example #1 Diagram

The following sections describe the process oRB&P in the ESTeem Model 195Ed as how it would bapp the above
example.

Learning PhaseOnce properly configured, each Model 195Ed béljin to search out the other Model 195Ed unitadio range
that are programmed in the AP Repeater Peer tablodel 195Ed’s will calculate their routes toery Model 195Ed in the
network based upon the lowest “path cost” to thetRidge. Path cost is the total cost of transngjta packet through the
wireless network to the Root BridgeNote: The Root Bridge in a network should be the Model 195Ed where the majority of the

data flow is processed. In every wireless network of two or more radib® Root Bridge should be user defined. If not defjrthe
ESTeem 195Ed with the lowest MAC address will beigieted as the Root Bridge.
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In Figure 4, the Plant network (Example 1) is threstiogical location for the Root Bridge based ugi@amount of data flow.
Setting this site as the root bridge is discusstovbin Root Bridge.

Blocking and Forwarding PhaseTo ensure you do not have a network loop si@natile to redundant paths in your wireless
network, the Model 195Ed will recognize and disableck) one or more redundant links and providekh# links should the
primary link fail. This establishes a wireless mastwork with a series of forwarding links, bas@dm the shortest path cost to the
Root Bridge.

For example, looking at Figure 4, the Remote Baogdias two routes to the Root Bridge (Plant NetwoBxample #1); directly to
the site and through the repeater. The directdatiween the two sites is the shortest route (IbRath Cost) and will be selected
as the primary route unless overridden by mangaliynging the Path Cost in the configuration.

Path Cost

If more than one communication path to the Rooddziis found, the 195Ed must determine which rtauteke based upon the
lowest Path Cost. The default path cost to aiklim the 195Ed network is 100. If the Path Castsequal then the lowest MAC
address will determine the priority route. In Ef6Teem Mesh Network we want to directly controballa flow so dmot want
the routes to be automatically determined.

Looking again at our Example in Figure 4, if we maxb changes to the default path cost of 100 (radtess in Figure 3) the
lowest path cost would be direct from the RemotidBig to the Root Bridge (Plant Network).

Link Description Number of Routes Total Path Cost
Direct from Remote Building 1 100
Remote Build to Root Bridge Through Repeater 2 200

To configure the 195Ed to select the repeaterepriimary radio path, set the path cost valuelferdirect link greater than 200
(201 for example) to make this the primary radithpd he lowest path cost will identify the highpsbrity. The Model 195Ed
will use this routing, but also switch to direchmmunication if the repeater were to disappear.

EST195E Web Configuration Manager m
Wireless Modems

J@ﬁ . ‘ T
Setup

Select whether in enable repeater capahility If the repeater capahlility is disabled the peerlistis ignored if the repeater
capabilify Is enabled, then a link is esiablished with each peer in the list

You may add a peer o the lisi, remave an existing peer or modify an exisiing peer by clicking the appropriaie buffon
beiow.

The fallowing canfigurafions are for the wirelasa LAN device

Enable the repeater capability? & Yes Help
© HNo
& Yes
Set as root bndge?
= © Mo
Port Path Encrypt Data
MAC Addr Priority Cost Type Rate Enable
3l RSN S R 00: 04: 3F: 00:09: 05 128 100 WEP128 Dynamic true Add
00:04:3f:00:09:10 128 201 WEP128 Dynamic true
Remove
Modify
Previous | MNext

Figure 3: Repeater Configuration Example
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Root Bridge

In any Access Point Repeater network consistinga® than two sites, one Model 195Ed should beydet#d as the Root
Bridge. Only one Model 195Ed can be designatdtieaRoot Bridge in a given network and should loated where the majority
of the Ethernet data flow is processed. Thisredg be the Master location in a SCADA network arlddoe configured at a
repeater site. Selection is important becauddadiel 195Ed’s NOT configured as the Root Bridgé @liloose routing based
upon the Path Cost to the Root Bridge. If you lawequestion as to which site in your AP Repegpelication should be the
Root Bridge, contact ESTeem Customer Support a73899092 or e-mail your applicationgapport@esteem.com

The Root Bridge will be selected in one of two wakie Root Bridge can be manually set (recommendedig the configuration
of the Repeater Peer table (Figur@Bjhe Root Bridge designation will default to thevést MAC address of all the Model
195Ed's in the network. The manual Root Bridgefigomation is located in the “Advanced Settingsttien.

Redundant Backup

The ESTeem Model 195Ed configured in Access Poapteater
mode will automatically function as a redundantdogcif two
Model 195Ed’s are installed at the same locatioguiie 7). If
two Model 195Ed’s are connected to the same HUS8watch,
one of the Model 195Ed’s will bBlocked when the Spanning
Tree Protocol is completed. The network will coné to use
this route until any problem with the original Méd®5Ed is
detected and the second Model 195Ed will beginaijmer at
that site.

Redundant Master Configuration — The configuration in
Figure 7 will also provide a redundant backup ffiar Master
Site (Root Bridge). Configure both Model 195EdssRoot
Bridges (see above) giving the primary Root Bridgalue of 1
and the secondary Root Bridge a value of 2.

Power Over

Ethernet Cable
Ethernat CAT-5e Cahle
300 ft. maximum
100-250 VAC " 100-250 vAC
SeHE POE Power Supply POE Power Supply SbehE
EST P/N AA1TS EST P/N AA1TS
==]

.
!

A

Figure 7: Redundant Backup Diagram
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CHAPTER 8
ANTENNA SETUPS

ANTENNA AND CABLE CONFIGURATIONS

Warning: Only the tested cable lengths and antennas provided by EST meet the FCC and DOC maximum peak output power
requirements. Any other combination of antennas or coax cablesisnot authorized. To reduce potential radio interference to
other users, the antenna type and its gain should be so chosen that the equivalent isotropically radiated power (e.i.r.p.) isnot

more than that permitted for successful communication.

EST offers different types of antennas for botloordand outdoor configurations. This device haslosigned to operate with
the antennas listed below, and having a maximumafai dB. Antennas not included in this list oving a gain greater than 7 dB
are strictly prohibited for use with this devicé€lrequired antenna impedance is 50 ohms.

Part Number: AA191Es

- Omni-directional, permanent vehicle mount antenna,
5dB gain with integral 17’ coax cable.

«  Outdoor mobile applications.

«  There must be a minimum separation distance of 23
cm. from the antenna to the uséze Warnings.

Part Number: AA20DMs

-  Omni-directional direct mount antenna, 2 dBi gain.

« Indoor and outdoor applications.

«  There must be a minimum separation distance of 23
cm. from the antenna to the useége Warnings.

Part Number: AA20ESS00

«  Omni-directional external pole mount antenna, 7 dBi
gain with 3-ft. integral feedline and connector.

«  Outdoor applications.

«  There must be a minimum separation distance of 23cm

from the antenna to the us&ee Warnings.

Part Number: AA203Es900

« Directional pole mount antenna, 7 dBi gain with.3-f
integral feedline and connector.

« Point to point and point to multi-point outdoor
applications.

«  There must be a minimum separation distance of 23
cm. from the antenna to the us&se Warnings.

Antenna
Port A

Receive Only
Antenna Port

Notes:

Antenna Port A isa transmit and receive port for usein all
applications.

Antenna Port B is a receive only port and is usedifial
diversity antennas applications only. This portasused
for point to point applications.

Warnings:

Only pre-made coax cables from the factory used in
conjunction with either the AA20Es900 omni-directional
and AA203Es900 directional antennas meet all FCC
Section 15.247(b) EIRP maximum power requirements.

Revised: 28 Oct 08
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CHAPTER 8
ANTENNA SETUPS

ANTENNA DIVERSITY

The dual diversity antenna configuration on the &3 Model 195Eg allows the radio to operate mdigegitly in areas with

high reflections (such as indoors or in a city) aitthout direct line of sight (LOS) between theaamtas. One of the most difficult
conditions to control in a radio system is thectftef a destructive reflected radio signal calledipathing. Multipathing occurs
when waves emitted by the transmitter travel aludgfferent path and interfere destructively withives traveling on a direct line-
of-site path. The phenomenon occurs because waweding along different paths may be completelyafyhase when they
reach the antenna, thereby canceling each otheFloaitdual diversity antenna configuration placpfysical distance between the
antennas where one reflected signal will be ophase, but the second will be not. The ESTeem Mbgigitg will sample both
antennas and select the best receive signal.

ANTENNA PORT SELECTION

The antenna ports on the Model 195Eg must be amefibfor either a single receive antenna (extentalnt antennas) or dual
diversity antenna setup. To access the port amafipn open ESTeem Web page using your compiégls Browser as per
instructions in Chapter 4. Select Advanced froenrtienu items and Radio Settings-wlan0 device (Eigjur

ESTeem Web Configuration Manager m
Wireloss Modems |

B cvancoo [BETRER

Advanced

Modification of any setting in this section should only be completed if specifically noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration may resultin
product inoperability.

The Advancedfeature provides access to the configuration variables without the Quick Setup
navigation using the Setuptab. This featureis intendedfor experienced users who knowthe
interdependencies between the configuration variables. The variables have been grouped by
categories. Selectfrom a category below:

To permanently commit all of your changes and reboot the system, click on the
"Commitand Reboot" button below.

Once the changes have been permanently saved, the system will rebootwith the new settings in
effect

Global Settings:

Global Variables &
Iptables Setup ©

Set System Time O
Wireless LAN Settings:
all wireless LAN devices ©
wian0 device ©

Vendor Specified Wireless LAN Settings:
wian0 device ©
Network Settings:

wian0 device ©

eth0 device ©

brl device ©

StaticIP routes ©

Bridge Settings:

Bridge Variables ©

[ Commit and Reboot ] __

Figure 1: Advanced—hsé\ttings Menu

Revised: 28 Oct 08 8-2 EST P/N AA107D



CHAPTER 8
ANTENNA SETUPS

Press the next button and Figure 2 will be disglay&he receive antenna is configured by selettiag
wlan0_dot11CurrentRXAntenna drop down (Figure 2) selecting the receive antenna. A value of 0 aldiversity (Both
antenna Ports A & B will be used to receive). Auezof 1 = Single receive source (Antenna Port K)on

EST195E Web Configuration Manager m
‘Wirelesa Modems |

‘ Advanced '

Advanced - Wireless LAN Settings

' = ] Software L it |

for the wlan0 Wireless LAN Device

The following is a list of those configuralion variables under the Wireless LAN Settings calegony. These variablas canfain valuas for
configuring the wian@ wirsless L AN device hardware.

wilan0_MODE: [Access Paint ~| Select the oparalional mode for the wian@ device
wlan0_SSID; W Format:
Ttextual SSI0D
=1
H: hexhexhex: . hex
wlan0_ChannelList: | Enter the list of frequencies, as a list of infegers

separated by a single comma, thaf will be scanned
when the WLAN device is operaling In a station
mode NOTE Ifthis figld is empty, then ALL allowad
frequencies will be scanned.

wian0_dot11CurrentTxAntenna: Selactthe anlenna to use for fransmit

wian0_dot11CurrentRxAntenna: Select the anlenna o use for receive

wlan0_dot!1RTSThreshold: |7 Enier how many oclels in an MPDU below which an

RTS/ACTS handshake shall not be performed (0-
2347)

Figure 2: Receive Antenna Settings Menu

Coax Cable Attenuation

. Attenuation

Feedline Type (dB/100ft.) @ 2.4 GHz
RG-8 (Solid) 7

LMR 600 4.4

3/8" Heliax 6.5

1/2" Heliax 3.5

7/8" Heliax 2
1.25" Heliax 1.6

Note  A-3dB loss meansyou have lost 1/2 of your signal or transmitter power. A +3 dB gain means you have doubled (x2)
your signal or transmitter power.

Example:

A 6 dB antenna will increase the radiated output power of a 1 watt transmitter to 4 watts{times4 = 3dB (x2) + 3dB
(x2)} and increase the received signal strength to receiver times4
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ASSEMBLING THE AA195PM TWO-HOLE OUTDOOR POLE MOUNTING KIT

The AA195PM mounting kit contains everything reqdifor pole mounting and weatherproofing the ESTikkdel 195E for
outdoor installations. The 195E with AA195PM moagtkit can be directly mounted to a round pole fth@6” to a diameter of
2.25” OD. Any mounting structure greater than@juires hose clamp strapping run through the PolentBrackets. The

mounting kit requires the following assembly:
Figure 1: Packet Box Contents

1. If you purchased an AA195PM mounting kit with yddodel 195E, the kit will be packed in the same jpaglox as the
ESTeem (Figure 1).

(2) Pole Mount Brackets

': M Fae Plate Cover Ll il 95M DRRlATS

2. Remove and inventory the two (2) Pole Mounting Rets, one (1) Two-Hole Face Plate Cover (with singbrt cover
installed), one (1) Heat Shield and (1) AA195PM dieare bag from the packing box (Figure 1). Repost missing or
damaged items to ESTeem Customer Support (509-028-Phone) as soon as possible for replacement.

(2) Square Bend U-Bolts with Hardware

P
| f( | B |
| | -
f { ‘ (2) Pole Mount Clamps
- i . =
(4) 10-24 Pan Screws (1) Weather Proof

Boot for Antenna

=i = Port B (if not used) l l l\
(2) Direct Mount Antenna Boots for ESTeem

(2) Ethernet Approved Direct Mount Antenna Only
Cable Boot Figure2: AA195PM Hardware Contents
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3. Inventory the AA195PM Hardware bag for all the caments listed in Figure 2.

4. Assemble the two Pole Mounting Brackets with ttetuded U-bolts, hardware and Pole Mount Clampdereace Figure 3.

Figure 3: Pole M ount Assembly

5. Place the four supplied 10-24 x 1" Phillips Pan éHserews through the mounting holes of the Heatl&kind attach to the to
the top of the ESTeem 195E (Figure 4).

195E Series

¥ status { )

Reset
Rx Tx

Figure 4: Heat Shield Attachment
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6. Attach the two Pole Mounting Brackets to the ESTé&&wmdel 195E with the 10-24 x 1” Phillips Pan Headesvs through the

Figure5: Pole M ount Connection to Case
(Heat Shield Removed for Detail)
top of the heat shield. Reference Figure 5 (Hhel&removed for detail).

7. Assemble the outdoor rated CAT-5e Ethernet cabi¢ B¥ovided) with the supplied Ethernet Cable B&@ure 6).

Ethernet Cable Boot

Figure 6: Ethernet Cable Assembly

8. Feed the CAT-5e Ethernet connector(s) through tiee FPlate Cover and secure the Ethernet Cable Baibe cover.
Reference Figure 7NOTE: The Ethernet cable boot must be installed before the RJ-45 end isinstalled. If using the ESTeem
AA09.1 outdoor Ethernet cable, verify that the Ethernet cable boot end is routed toward the ESTeem 195E.
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Remove for " Cable
9. Route the CAT-5e Ethernet cable through the mofieain-relief fins in the Face Plate Cover (Fig8fdo secure the cable

Face Plate Cover /
Ethernet Cable Boots
and provide strain-relief for the connector. I§econd Ethernet cable is installed, remove thenseport cover and route

Second Port Cover
Figure7: Ethernet Cable Routing
cable.

Figure 8: Face Plate Cover Strain Relief

10. Plug the CAT-5e Ethernet cable to the Model 19%Hernet port and secure the Face Plate Coverthdgtlattached thumb
screw. Verify that the weatherproof seal on theeHalate Cover is sealed against the outer ritneoftodel 195E. Reference

Figure 9.

Figure 9: Face Plate Cover Installed on ESTeem
11. Attach the antenna connector boots as show in &igj@rfor either dual attached antennas or extamehnas. You are now
ready to mount the ESTeem Model 195E
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-3

EST Approved Direct Mount

\ Antenna Only /

ST Approved Externa
Antenna With Factory
Installed Boot

Weather Proof Boot
4/NOTE: Remove Plast
Connector Cover

Before Installation

face Towards The
‘ South
(North America)

e o

Figure 10: Completed AA195PM M ounts

Caution: Outdoor mounting of the 195E requires the use of weatherproof boots. | mproper installation
could resultin radio failure.

Caution: Always mount the 195E vertically with the antenna ports on top.
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195E POLE MOUNT GROUNDING PROCEEDURES

Mounting the 195E series radio modem outdoors reggiroper grounding procedures to prevent danaelgeth the radio
hardware and the connected Ethernet and Serighgesls. The case on the 195E series wirelessmmizdelectrically

conductive, but the AA195 Pole Mount kit provideslation from the connected structure. To brirg®85E case to a ground
potential with Earth ground and eliminate any statiildup on the case itself, the shield on thesEtét cable is used to provide the
ground connection.

Outdoor Ethernet Cable

A critical component of this grounding protectigistem is the ESTeem AA09.1 outdoor, shielded CATEBernet cable. This
cable provides three, necessary elements; EthdaireetDC Power over Ethernet (PoE) applications,aaground from the 195E
case to the AA166 surge protector. The Etherrdeda outdoor rated and protected from UV breakdow

Installation

The following diagram outlines all the critical cpanents and connections in the 195E series systén Earth ground
connection to the surge protector must be instéiedmply with local Electrical code requirements.

ESTeem Model 195E
Metal RJ-45 Hood Series Wireless Modem

(Amp 5-569530-3)

¥—____ Drain Wire Soldered
To Metal RJ-45 Hood

Drain Wire With Power Over Ethernet
ESTeem AA09.1 Ring ;I'e(r}mlnaldCSnnected (SAl,JAplg%/)
Outdoor, Shielded 0 rouna Lug

CAT-5E Cable
(300 ft. maximum)

‘L ‘ Ethernet Patch Cable

Metal RJ-45 Hood
(Amp 5-569530-3) & l.

o (AA09.2)
/v!___ o

AA166 Etherr)et —  Approved Earth

Surge Protection Ground Connection
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ANTENNA SETUPS

Model 195Ed with Direct Mount
Antenna and Surge Protection

Omni-Directional Antenna
EST P/N
AA20DMES

Antenna Port A
* Weatherproof Boot—>

% Direct Pole Mount
Pole Mounting Kit

* Pole Mounting / AAE:LSQ;)-IS—F?I\//IN
Brackets
(not shown)\
% Weatherproof RS-232

Front Cover ESTeem Resources Programming
EST Part No. AA109 |nterface Cable

* Weatherproof Boot —» EST Part No.

______________________________________________

RS-232C
Serial Interface

Cable RS-232, RJ-45/DB9F
EST P/N AA0621.1

Serial Interface Cable
EST P/N AA09.1
ft. maximum)

Ethernet Surge

Protection
EST PIN POE Supply

T - ESTPIN  Ethernet LAN

Interface Cable

T 100-250 VAC

POE Cable
EST P/N AA09.1] —MM»
(300 ft. maximum)

50-60 Hz

Caution: Always mount the 195Ed vertically with the antenna ports on top.
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Model 195Ed
with External Mount Antennas

Omni-Directional Antenna
fwith 36 in. pigtail)
EST PIM AAZOES900

Weatherproof
Boot

Directional Antenna
(niith 36 in. pigtail)

EST PIM AAZOZESS00
Antenna Port A

Y Weatherproof Boot —»

* Pole Mounting /

Brackets

{not shown) ey

Direct Pole Mount

¥ Pole Mounting Kit
EST PIN AA195PM

% Weatherproof
Front Cover

RS-232
ESTeem Resources Programming
EST PartMo. AR109  Interface Cahle

* Weatherproof Boot —»
EST Part Mo, AA0621.1

RS 232C
Serial Interface Cable

. Adapter, RBJ45F/DBIF
Serial Interface Cahle %
e Sl S
(50 1. maximum)
POE Cable

ESTRIMN 25091 ————»
(300 . maximum)

POE Supply
EST PN AATTS Ethernet LAN

Interface Cahle
-+ b
100-250 WVAC
50-60 Hz

In Building !

Caution: Always mount the 195Ed vertically with the antenna ports on top.
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Model 195Ed with External Mount
Antennas and Surge Protection

Omni-Directional Antenna
fwith 36 in. pigtail)
EST P/ AAZ0DESS00

Weatherproof
Boot

Directional Antenna
fwith 36 in. pigtail)

Antenna Port A EST RN AAZO3E=900

W Weatherproof Boot—

% Pole Mounting /

Brackets

{not shown) ey

Direct Pole Mount

% Pole Mounting Kit
EST PiM AAT195FM

* Weatherproof
Front Cover

R5.232
ESTeem Resources Programming
EST FartMo. AA109  Interface Cable

* Weatherproof Boot —» EAT R et

RS232C
Serial Interface Cahle

Cahle RS-232, RJ-45/0B9F
EST PN AADEZ21.1

Serial Interface Cable
EST P/ AADY.1 /
(50 ft. maximum)
Ethernet Surge

Protection
POE Supply
RSiRRkRAlbD EST P A2175  Ethernet LAN

i : Interface Cahle
o ] -1—.-!
i
\—4‘; 100-250 VAC :
L 50.60 Hz :
b 1

In Building |

POE Cable
ESTP/N AADH] ————————
(300 . maximom)

Earth Ground

i
i
i
i
[l
[l
1
[l
i
i
i
L

Caution: Always mount the 195Ed vertically with the antenna ports on top.
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FRESNEL ZONE

! R(ft) = Fresnel Zone Radius

d1 (miles) —>|47 d2 (miles)

Obstruction

SEEEEEER

The Fresnel zone shows the ellipsoid spread afitie waves around the visual line-of-sight afteytleave the antenna (see
figure above). This area must be clear of obsbmstor the signal strength will be reduced dusigoal blockage. Typically,
20% Fresnel Zone blockage introduces little si¢gped to the link. Beyond 40% blockage, signal leisbecome significant.
This calculation is based orflat earth. It does not take into account the curvature efethrth. It is recommended for RF path
links greater than 7 miles to have a microwave patiysis done that takes the curvature of thé ead the topography of the
terrain into account.

Fresnel Zone Radius =72.1 SQRT [(d1d2) / (F(dR)}

Units

Fresnel Zone Radius in feet.
d1 and d2 in statue miles
Fin GHz
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APPENDIX A
FCC-DOC INFORMATION

INFORMATION TO USERS

The ESTeem Model 195Ed complies with Part 15 of the
FCC Rules. Operation is subject to the following t
conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any
interference received, including interference that
cause undesired operation.

This Class A digital apparatus complies with Caaadi
ICES-003. (Cet appareil numérique de la classet A es
conforme a la norme NMB-003 du Canada.)

Noteto User:

Changes or modifications to this equipment not eggly
approved by Electronic Systems Technology for
compliance could void the user's authority to opetae
equipment.

Other Information

M odel 195Ed

Direct Sequence/OFDM Spread Spectrum Device
(USA) FCC ID:ENPESTEEM195ED

(Canada) IC N01457-195ED

The equipment has been tested and found to conighiytive limits for a Class A digital device, puratito Part 15 of the FCC
Rules. These limits are designed to provide resserprotection against harmful interference winenegquipment is operated in a
commercial environment. This equipment genera&ss, and can radiate radio frequency energy famat, installed and used in
accordance with the instruction manual, may caaseful interference to radio communications. Openeof this equipment in a
residential area is likely to cause harmful intexfeee in which case the user will be required toeat the interference at his own

expense.

Operation is subject to the following two condigolil) this device may not cause interference (2nthis device must accept any
interference, including interference that may caursgtesired operation of the device.
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APPENDIX A

FCC-DOC INFORMATION

FEDERAL COMMUNICATIONS COMMISSION FIELD OFFICES

ALASKA

1011 E. Tudor Rd.

Rm 240 Box 2955
Anchorage, AK 99510

CALIFORNIA

Interstate Office Park

4542 Ruffner St., Room 370
San Diego, CA 92111-2216

Los Angeles Office (LA)

Ceritos Corporate Tower

18000 Studebaker Rd., Room 660
Cerritos, CA 90701-3684

San Francisco Office (SF)
5653 Stoneridge Drive, Suite 105
Pleasanton, CA 94588-8543

COLORADO

Denver Office (DV)

215 S. Wadsworth Blvd., Suite 303
Lakewood, CO 80226-1544

FLORIDA

919 Federal Bldg
51 SE First Ave.
Miami, FL 33130

Tampa Office (TP)
2203 N. Lois Ave., Room 1215
Tampa, FL 33607-2356

GEORGIA

Atlanta Office (AT)

3575 Koger Blvd., Suite 320
Duluth, GA 30096-4958

HAWAII

7304 Prince Kuhi
Federal Building
Honolulu, HI

ILLINOIS

Chicago Office (CG)

Park Ridge Office Ctr., Room 306
1550 Northwest Highway

Park Ridge, IL 60068-1460

LOUISIANA

New Orleans Office (OR)
2424 Edenborn Ave. Suite 460
Metarie, LA 70001

MARYLAND
1017 Geo. Fallon
Building 31
Hopkins Plaza
Baltimore, MD

MASSACHUSETTS
Boston Office (BS)

1 Batterymarch Park
Quincy, MA 02169-7495

MICHIGAN

Detroit Office (DT)

24897 Hathaway Street
Farmington Hills, MI 48335-1552

MINNESOTA

691 Federal Building
316 N Robert St.

St. Paul, MN

MISSOURI

Kansas City Office (KC)
520 NE Colbern Road
Second Floor

Lee’s Summit, MO 64086

NEW YORK

1307 Federal Building
111 W. Huron
Buffalo, NY 14202

NEW YORK

New York Office (NY)

201 Varick Street, Suite 1151
New York, NY 10014-4870

OREGON

1782 Federal Building
1220 SW 3rd Avenue
Portland, OR 97204

PENNSYLVANIA
Philadelphia Office (PA)

One Oxford Valley Office Bld.
Room 404

2300 E. Lincoln Hwy
Langhorne, PA 19047-1859

PUERTO RICO

747 Federal Building
Carlo Chardon Ave.
Hato Rey, PR 00918

TEXAS

Dallas Office (DL)

9330 LBJ Freeway, Room 1170
Dallas, TX 75243-3429

5636 Federal Building
515 Rusk Avenue
Houston, TX 77002

WASHINGTON DC
Columbia Office (CF)

9300 East Hampton Drive
Capitol Heights, MD 20743

WASHINGTON

Seattle Office (ST)

11410 NE 12%' Way
Room 312

Kirkland, WA 98034-6927
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APPENDIX B
SPECIFICATIONS

Model 195Ed Case Specifications

LED Indicators

Power On/Off

Receiver On/Off

Carrier Detect On/Off

Transmitter On/Off

Link Status On/Off

I/O Connectors

Ethernet 10/100Base T (Port 1) RJ-45 Female
Ethernet 10/100Base T (Port 2) RJ-45 Female
RS-232C Port

(2,400 to 115.2K baud) RJ-45 Female
RS-232C Programming Port (38.4 K baud) RJ-45 Female

Antenna Input/Output

TNC Reverse Polarity Female

Remote Input Power

Power Over Ethernet Cable

Direct Input Power

Optional, Header Screw Connector

Transmiter

Frequency of Operation

902 to 928 MHz
Software Selectable 4 Channels

RF Data Rate

1,2,5.5,6,9,11,12,18,24,36,48, & 54 Mbps
Fixed or Auto Scaling
DSSS/OFDM Modulation

Tx Output Power

250 to 630 mW

RF Output Impedance

50 ohms

Receiver

Rx Sensitivity @ Frame Error Rate <10%

-72 dBm @54 Mbps to -95 dBm @ 1 Mbps
Frame Error Rate <10%

Power

Power over Ethernet

IEEE 802.3af Standard Power Supply,
48 VDC @ 13 Watts

Power Connector on Unit

10 to 16 VDC

Receive 200 ma @ 12 vDC
Transmit 450 ma @ 12 VDC
Case

Dimensions 1.9in.Hx6.7in.Wx6.2in. L
Weight 1.25 Ibs.
Outdoor Pole Mounting Kit Optional, EST P/N 195PM
Other

Warranty 1 Year

Temperature Range -30° to +60° C

Humidity 95% Non-condensing

FCC ID Number (USA) ENPESTEEM195ED

IC Number (Canada) 1457-195ED

Specifications Subject to Change Without Notice
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SPECIFICATIONS

Model 195Ed Case Specifications
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APPENDIX B
SPECIFICATIONS

Model No:

Antenna Type:
Applications:
Frequency:
Polarization:
Impedance:

Gain:

VSWR:

Front to Back Ratio:

Horizontal Beamwidth:

Vertical Beamwidth:
Antenna Material:
Mounting Hardware:
Antenna Connector:
Antenna Envelope:
Weight:

Model: AA20DMEs

Applications: Model 195Ed direct case mount
Antenna Type: Omni-Directional, Sleeve dipole
Frequency: 902 to 928 MHz

Polarization: Vertical
Impedance: 50 ohms
Gain: 2 dBi (0 dBd)
VSWR: <2:1

Power: 10 W

Front To Back Ratio: n/a

Horizontal Beamwidth: n/a

Vertical Beamwidth: 60 degrees

Antenna Material: Polyurethane Plastic Radome
Recommended Mounting Hardware: n/a
Antenna Connector: TNC-R Male

Flexibility: +/-20°

Antenna Envelope: 8.8 in. length by .51 in. width
Temperature: -20 to +65 C

Weight: 35 grams

Antenna Specifications

AA191s

Omni-Directional, Permanent Vehicle Mount
Direct mount
896 to 940 MHz
Vertical

50 ohms

7 dBi (5 dBd)
<15to1l

n/a

n/a

n/a

Molded Polymer
Included

TNC-R Male

32 in. length

<1 Ibs.

Caution
Omni-directional antenna

should not be located within
23 cm of personnel.

Caution

Omni-directional antenna

should not be located within l

23 cm of personnel.

ﬁ _—

Model 191Es

Model AA20DM Es
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ESTEEM

APPENDIX B
SPECIFICATIONS

Model No:

Antenna Type:
Applications:
Frequency:
Polarization:
Impedance:

Gain:

VSWR:

Front to Back Ratio:

Horizontal Beamwidth:

Vertical Beamwidth:
Antenna Material:

Mounting Hardware:

Maximum Power Input:

wind Survival:
Bending Moment:
Antenna Connector:
Antenna Envelope:
Weight:

Antenna Specifications

AA20Es900

Omni Directional, DC Grounded

Fixed base

902 to 928 MHz
Vertical

50 ohms

7 dBi (5 dBd)

1.5:1 Typical

n/a

n/a

22 degrees @ Y2 power
Brass radiator, UV inhibited
fiberglass enclosed

Base to Mast, Supplied.
150 Watts

100 mph

14.2 ft-Ibs. @ 100 mph
TNC-R Male with 36in. pig-tail.
48 in. L x 1-5/16 in. Dia.

1.75 Ibs.

Caution

To comply with the FCC |
exposure compliance

requirements, a separation

distance of at least 23 cm

must be maintained between

the antenna and all persons. !

M odel AA20ESs900
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ESTEEM

APPENDIX B
SPECIFICATIONS

Model No:

Antenna Type:
Applications:
Frequency:
Polarization:
Impedance:

Gain:

VSWR:

Front to Back Ratio:

Horizontal Beamwidth:

Vertical Beamwidth:

Antenna Material:
Mounting Hardware:

Antenna Connector:

Maximum Power Input:

Antenna Envelope:
Windload (RWV):
Wind Surface Area:
Weight:

Antenna Specifications

AA203Es900
Directional, DC grounded
Fixed base.

902 to 928 MHz

Vertical or Horizontal

50 ohms

7 dBi (5 dBd)

< 1.5:1 Nominal

> 16 dB

130 degrees @ ¥ power
70 degrees @ Y2 power

Aluminum
Heavy duty U bolts for mounting up to 2.0 ifpe
(included).

TNC-R Male with 2 ft. pigtail with ESTeem
weatherproof boot.

50 Watts

1.1 ft. length by 6 in. width

150 mph

A1 ft2

1 Ibs.

Caution

To comply with the FCC
exposure compliance
requirements, a separation
distance of at least 23 cm
must be maintained between
the antenna and all persons.

M odel AA203Es900
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APPENDIX C
INTERFACE PORTS

ETHERNET INTERFACE

The ESTeem Model 195Ed’s Ethernet Port is a Fualltalf-Duplex Auto-negotiation interface supportimath 10 Mbps and 100
Mbps (10/100BaseT). The Ethernet port is complidtit IEEE 802.3af Power Over Ethernet (PoE) tovjate both data and
power over the same CAT-5E grade Ethernet cabife pbrt is compatible with TIA/EIA-568B cable capdration (Figure 1).

Ethernel RAS-232 Ethernet
10/100 Program Port 10/100

195E Series

-~

Status ®

RJ45 Wire Color Wire Diagram 10Base-T Signal RJ45 Wire Color Wire Diagram 10Base.T Signal
Pin No. 100Base-TX Signal Pin No. 100Base-TX Signal
1 White/Orange E—77] Transmit + 1 White/Orang e | v — i | Transmit +
2 Orange | Transmit - 2 Orange /) Transmit -
3 White/Green (v — | Receive + 3 White/Green i — | Receive +
4 Blus ——— Unused 4 Blue N + Power
| White/Blus (v a— Unused 5 White/Blue @ + Power
B Green | | Receive - B Green || Receive -
7 White/Brown Fr e | Unused 7 White/Brown = - Power
g Brown ] Unused 8 Brown I — - Power

Figure 1: Ethernet Pin Layout

A second Ethernet port is included in the 195Edaardbe used to bridge to the primary Ethernet(ptisB) or as a router.

Revised: 23 Oct 08 APX C-1 EST P/N AA107D



APPENDIX C
INTERFACE PORTS

CONFIGURING DHCP SERVER

The ESTeem 195Ed Ethernet port supports both disthiserver Dynamic Host Configuration Protocol ). Figure 2 shows
the DHCP host configuration screen that will bevand@ DHCP server is selected in the setup scre&mser the values that match
the DHCP configuration for your network.

III EST195E Web Configuration Manager m

Top. [Status [Log] servp
Setup

This paga configures a DHCP senveran the brd interface

The following fields are the configuration parameatars that the DHCEP server will refurn to OHCP chents.

Selected Mode of Operation: AP Bridge
DHCP Services: Server
DHCP interface: br0

Enter the local domain name for the network Help
Enter the IP address of the device on vour network Ii

running as the primary DI server

Enter the IP address of the device on your network '7

runming as the secondary DS server
Enter the network netmask |255.255.0.0

Enter the broadcast IP address for the networle |172.16.255.255

Enter the starting IP address for the lease block of TP
172.18.01
addresses

Enter the ending IP address for the lease block of IP 'W
addresses
Enter the TP address for the default gateway [17216.8183
Enter the tine period (in seconds) at which the DHCPE IED—

server will write out leases file

Enter the tune penod (n seconds) that a lease will be I‘GEDD—

issued

Previous | MI
Figure 2: DHCP Server Configuration

Revised: 23 Oct 08 APX C-2 EST P/N AA107D



INTERFACE PORTS

RS-232C PROGRAMMING PORT RS-232

CONFIGURATION Programming Port

RS-232
Program P~ .t

The ESTeem Model 195Ed has a proprietary RS-232C
interface in a RJ-45 connector on the front pafiel.
interface the 195Ed to the serial port on the cdenpu
you need ESTeem cable AA0621.1 that combines a ms2:2 oo
standard Ethernet patch cable to a 9-pin Femaleterda 195E Series

Ethernet
10/100

The serial port on the ESTeem Model 192E can b usi
to access the configuration menu in the ESTeem for |
system and network configuration. The ESTeem < —— e
communications port operates at 38,400 bps, NdyP8ari Model 195Ed Serial Port Interface
Data Bits and 1 Stop Bit (38,400,N,8,1). Configuoer

terminal program to match these settings.

RS-232 PROGRAMMING PORT PIN-OUT TABLE

" 3445 .
ESTeem Model AA0621 A \ // 7
RS-232C Port Pin-Out Table SO 8
RJ-45 Function DB-9
Pin No. Pin No. o
4 Signal Ground (GND) 5
5 Receive Data (RxD) 2
6 Transmit Data (TxD) 3 Ethernet Pin-out

RS-232C DATA PORT CONFIGURATION
S-232
The ESTeem Model 195Ed has an RS-232C interfage in DF;ta Port
RJ-45 connector on the front panel that can balladtas
an option . To interface the 195Ed to the seigal pn the
computer, you need serial cable with the followpigrout:

Ethernet RS-232 Ethernet

ESTeem Model AAOG21 e R B W
RS-232C Port Pin-Out Table T -

Status ®

Reset

RJ-45 Function DB-9 ‘ A T
Pin No. Pin No.

L Data Set Ready (DSR) 6 M odel 195Ed Serial Data Port Interface

Data Carrier Detect (DCD)

Data Terminal Ready (DTR

Signal Ground (GND)

Receive Data (RxD)

Transmit Data (TxD)

Clear to Sent (CTS)

(N[N
~N|[o(wIN[O &~

Request to Sent (RTS)

Revised: 23 Oct 08 APX C-3 EST P/N AA107D



RADIO CONFIGURATION

195Ed FREQUENCY OF OPERATION

In a wireless Ethernet network all of the ESTeemi®Md 95Ed’s must be Channel Number Frequency
set to the same radio frequency of operation anreéla In addition all 4 907 MHz
195Ed must be at the same RF Bandwidth. Listetie@night is a table 5 912 MHz
showing the channel and corresponding frequenopefation. The S g%; mnl
z

frequency of operation is selectable when configutihe mode of
operation of the 195Ed (reference Chapter 4). FRpee 1.

ESTeem Web Configuration Manager

Wireless Modems

Select the channel for the wireless L AN device to operate on. The first displayed number in the
list is the channel, and the second is the channel frequency in MHz.

Select a channel 5 (912 MHZ)_._ :_I Help

Figure 1. RF Channel Selection

RF BANDWIDTH

The ESTeem 195Ed has three adjustable RF bandviagtbperation in the unlicensed 902-928 MHz fregpyeband. Reducing
the RF bandwidth increases the number of avaiktidanels and the radio's ability to reject RF fatence. When the 195Ed
operates at the 5 and 10 MHz bandwidths all fagudency channels are available. When operatiag BtHz, only channels 5
(912 MHz) and 6 (917 MHz) are available.

It is recommended to use the lowest RF bandwidthdata rate required for your application incraatiability and number of
available frequency channels. Figure 2 shows\thi#dadble selections in the 195Ed.

NOTE: All ESTeemradiosin the same network MUST be on the same frequency channel and use the same bandwidth selection.

Equivalent Wired

RF RF Data Ethernet Data ~ Recommended Use

Bandwidth |Rate

Rate
[ 5MHz 1.5t0 13.5 750 Kbps to 6.75 |Narrow bandwidth for enhanced transmission reliability
Mbps Mbps in high interference environments
[T 10MHz 3to 27 1510 13.5 Mbps Midrange bandwidth for higher speed but lower
Mbps ' ' PS linterference environments
6 to 54 Wide bandwidth for maximum RF data rates in low
20MHz Mbps 3 to 27 Mbps interference environments

Figure 2: RF Bandwidth Selection

Revised: 28 Oct 08 APX D-1 EST P/N AA107D



APPENDIX D
RADIO CONFIGURATION

RF COMMUNICATIONS DATA RATE

The RF data rate of the Model 195Ed can be progeaivior operation at 1, 2, 5.5, 6, 9, 11, 12, 18385448, or 54 Mbps. The
RF data rate can be set for a fixed rate or afpesnge that is dynamically scaled by the Mod#Hd from monitoring the
received signal quality. Dynamic scaling meaas the Model 195Ed will operate at the highest Bfadate that is programmed
into unit. If the received data quality drops lvetbe required minimums for reliable communicatitres Model 192E will reduce
the data rate to the next lowest step to incrégsalsjuality. Conversely if the signal qualitgirases above the minimums the
Model 192E will increase the RF data rate the higtiest level.

The ESTeem 195Ed is set at the factory to opetatme@mized scaling speed data rates from 1-54 Minpisshould not need
adjustment. The RF Data Rate is programmed ivtteel 195Ed through th&dvanced M enu>WirelessLAN Settings>Wlan0
Device and the value fovlan0_OPRATES:.. In the example shown in Figure 3 the RF Date Baprogrammed to dynamic scale
from 1 to 54 Mbps (recommend factory default sgjtinTo set the values for the data rate, checkdixenext to the listed data rate

to enable this rate for operation.

wian0_OPRATES: Use default rate set
A
F 55 F 11
Oe[9
0120318
024 36
048 O 54
Select the set of data rates
that the radio may
transmit. These rates are
used when transmitting
frames to a single peer.
At least one checkbox
must be checked to
change the settings. If all
boxes are unchecked, the
rate set will remain
unchanged. If Use default
rate set is selected, all
other boxes are ignored.
Note: All possible data
rates are presented here.
Mot all rates are valid for
all conditions. If an invalid
rate set is selected, the
rate set will be comrected or
reset to the default value
during the next radio
initialization.

Figure 3: Advanced Data Rate Selection

Revised: 28 Oct 08 APX D-2 EST P/N AA107D



APPENDIX D
RADIO CONFIGURATION

SETTING RF POWER LEVEL

The ESTeem Model 195Ed peak power is adjustaletjput power from 250mW to 1 Watt. The output poisedjusted on the
Advanced Menu>Wireless LAN Settings>W/Ian0 Device screen (Figure 4) of the Web Configuration Manadgizlect the value
and press th8ave Settings button.

Max (Maximum) 630mwW
Hi (High) =250mwW
Lo (Low) =100mwW
Min (Minimum) =40mwW

- o

ESTeem Web Configuration Manager m

Wirsloss Modams

i

Advanced

Modification of anv setting in this section should only be completed if specifically noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration may resultin
product moperability.

The Advancedfeature provides access to the configuration variables without the Quick Setup
navigation using the Setup tab. This featureisintended for experienced users who know the
interdependencies between the configuration variables. The variables have been grouped by
categories. Select froma category below.

To permanently commit all of your changes and reboot the system, click on the
"Commitand Reboot" button below.

Once the changes have been permanently saved, the system will reboot with the new settings in
effect

Global Settings:

Global Variables &
Iptables Setup ©

Set System Time ©
Wireless LAN Settings:
all wireless LAN devices ©
wilan0 device ©

Vendor Specified Wireless LAN Settings:
wian0 device ©

Network Settings:

wian0 device ©
eth0device O

brl device ©

StaticIP routes ©

Bridge Settings:

Bridge Variables O

Commit and Reboot
Figure 4: Advanced Global Variables

wlan0_POWER _LEVEL 1fx & Select powsr leval far wianQ affenuator
High ©
Low C
Ilin
wlan0 Radio On ﬂl Turn fransmitier on canlinuaushy. The device will

automatically reboot afier the transmitter has heen
on for 10 seconds.

Retum to Advanced | Sawve Seftings

Figure 5: Power Level Settings

Revised: 28 Oct 08 APX D-3 EST P/N AA107D



RADIO CONFIGURATION

AVERAGE RF OUTPUT POWER

The average measurable output power on the ESTemrIMI95Ed will vary from 250mW to 630mW dependimpgpn
modulation type and RF data rate. The averagemiswsed when entering the output power levehénESTeem RF Design
program. The following table provides that levedl anodulation type at each data rate:

RF Data Rate (Mbps) Average Power Modulation Type
1 630mwW BPSK
2 630mwW BPSK

5.5 630mwW BPSK
6 630mwW OFDM
9 630mwW OFDM
11 630mwW BPSK
12 630mwW OFDM
18 630mwW OFDM
24 630mw OFDM
36 400mw OFDM
48 300mwW OFDM
54 250mwW OFDM

Revised: 28 Oct 08 APX D-4 EST P/N AA107D



SECURITY

OVERVIEW

The security for the ESTeem Model 195Ed, like ativork security, must be multi-layered. One |efedecurity is never enough
to make sure that data does not end up in the wrands. Please review the following security Ieeeld decide what is the most
appropriate for your network.

PROPRIETARY COMMUNICATION

The ESTeem Model 195Ed operates in the unlicend@dvBHz frequency band. This frequency band doésamply with any

“open” standards and no other manufacturer of eéehardware can access the ESTeem network whenlgiidging between

Ethernet networks or being used as a mobile cli€hts proprietary communication layer, in combioatwith the other security
settings listed below, allow you as the user teatjvireless clients into the network if so desired

The security level of the bridge communication limkconfigurable for 64-Bit WEP, 128-Bit WEP, TK#nd CCMP and is
completely independent of the client access lewahy other communication link level. For example ESTeem Model 195Ed
can be configured for WPA Enterprise for clientdeaccess, communicate to another ESTeem Modeldl@8iEg a TKIP bridge
link.

CCMP (AES)

AES-CCMP (Advanced Encryption Standard-Counter MBBE-MAC Protocol) is the encryption algorithm usedhe IEEE
802.11i and WPA-2 security protocols. This nati@rryption standard uses a 128 bit-AES blockaigimd CCMP technique to
ensure the highest level of security and integritgilable on a wireless network. AES-CCMP incogpes two sophisticated
cryptographic techniques (counter mode and CBC-Ma@e) adapts them to Ethernet frames to provideastsecurity protocol
between the mobile client and the access pointS #éelf is a very strong cipher, but counter mogées it difficult for an
eavesdropper to spot patterns, and the CBC-MACagesstegrity method ensures that messages habeaotampered with.
The ESTeem 195Ed is compatible as either an Ad¢deis or mobile client using WPA2 security systems

Wi-Fi Protected Access 2 with Preshared Key (WPA2 PSK)

WPA2 PSK uses a common passphrase (preshareddtasddm the Access Point (AP) and the client torbagiecure
communication session. This passphrase musttbeedrexactly the same in both the Access Pointlandlient. This passphrase
is used to authenticate communication session ettt AP and client to begin the secure wirelessarking session.

Wi-Fi Protected Access 2 with Enterprise Server (WPA2 Enterprise)

Like WPA2 PSK, WPA2 Enterprise verifies the autleityt of the Access Point and client, but uses @2.8x backend
authentication server handling the authenticatieision. The most commonly type of authenticasierver is a RADIUS server.
The ESTeem Model 195Ed can be configured to opeiitliean established RADIUS server on the network.

In an ESTeem 195Ed wireless network, WPA2 is sélient relationship between an ESTeem 195Ed cordigyin a Station
mode (Etherstation, Station Router or Station Masage) and an ESTeem 195Ed configured in an A¢t@nas mode (AP
Bridge, AP Router or AP Masquerade). The scop&'BA2 Enterprise is limited in use to this mobilert configuration only.
The security level on the Bridging layer is configg separately.

Revised: 23 Oct 08 APX E-1 EST P/N AA107D



SECURITY

WPA

Wi-Fi Protected Accesswith Preshared Key (WPA PSK)

WPA, which uses 802.1x, was introduced in 2003rjorove on the authentication and encryption feataf&VEP. All

authentication is handled within this access paavice. WPA has two significant advantages over WEP

1. An encryption key differing in every packet. The lPKTemporal Key Integrity Protocol) mechanism sisax starting key
between devices. Each device then changes theyption key for every packet. It is extremely diffit for hackers to read
messages even if they have intercepted the data.

2. Certificate Authentication (CA) can be used, blagka hacker posing as a valid user.

Wi-Fi Protected Accesswith Enterprise Server (WPA Enterprise)

Like WPA PSK, WPA Enterprise verifies the authdttiof the Access Point and client, but uses anB0Backend authentication
server handling the authentication decision. Thetmommonly type of authentication server is a RABkerver. The ESTeem
Model 195Ed can be configured to operate with #abdished RADIUS server on the network.

WPA is server/client relationship from a softwariver on a computer’s wireless LAN (WLAN) card to Access Point. The
scope of WPA is limited in use to this configuratanly. The ESTeem Model 195Ed can support WPA&ipnise and PSK as an
Access Point, but the level of security on the &irid layer is configured separately.

In an ESTeem 195Ed wireless network, WPA is serlient relationship between an ESTeem 195Ed cordijin a Station mode
(Etherstation, Station Router or Station Masquéradd an ESTeem 195Ed configured in an Access Raide (AP Bridge, AP
Router or AP Masquerade). The scope of WPA PSKEmterprise is limited in use to this mobile clieohfiguration only. The
security level on the Bridging layer is configuisebarately.

128-BIT WEP

The 128 WEP uses a particular algorithm called B@%yption to encode and decode traffic that iethas a 104-bit encryption
key and a 24-bit Initialization Vector (IV). RG#arts with a relatively short encryption key (1i#) that is expanded into a
nearly infinite stream of keys to accompany thesstr of packets.

The basic concept of RC4 is good, but the wayritjslemented in WEP leaves it open to compromidee researchers that test
the integrity of the system usually focus on oreegiof the implementation, the Initialization Vedtiy).

The IV (24 bits) is the algorithm component thatpposed to keep expanded keys from repeatingn @researcher’s point of
view, a high-volume access point is mathematialigranteed to reuse the same key stream at lezstatay. When this
happens, it's called an IV collision this become®fh spot to enter the system.

The researchers aren’t saying that it's easy takbrgo the system, or that it's being done ongallag basis, only that it is possible
and that administrators should consider ways taaedthe possibility.

MASQUERADE MODES

The ESTeem Model 195Ed functions as a network filemhen configured in either the Access Point Mesgde or Client
Masquerade modes. If access to the wired netwdheigreatest concern, place the ESTeem in thgudesde mode and the
wireless network will be completely isolated frame twired Ethernet network.

Revised: 23 Oct 08 APX E-2 EST P/N AA107D



SECURITY

INCREASING NETWORK SECURITY

The following are a few suggestions to help imprihesoverall security of your wireless network:

1.

Enable the security. If you research all of th&lkes regarding hackers, they have gotten intaiieg’s network due to the
security not being enabled.

Make sure the keys are not reused in your comsamyg reuse increases the statistical likelihoatighmeone can figure the
key out and change the default password on yowsaqmoint or wireless router

Many access points allow you to control accesschanghe MAC address of the NIC attempting to asseavith it. If the
MAC address of your NIC isn't in the table of tlee@ss point, you won't associate with it. And whitetrue that there are
ways of spoofing a MAC address that's been snitedf the air, it takes an additional level of kigfication to spoof a MAC
address. The downside of deploying MAC addresgsablthat if you have a lot of access points, tagiimg the tables in
each access point could be time consuming. Sorherhend, enterprise-level access points have mischsufor updating
these tables across multiple access points oftine srand.

If you're deploying a wireless router, think abassigning static IP addresses for your wirelesssii@l turn off Dynamic
Host Configuration Protocol (DHCP). If you'rengia wireless router and have decided to turn BED, also consider
changing the IP subnet. Many wireless routers didfathe 192.168.1.0 network and use 192.168 4 thedefault router.

Only purchase wireless devices that have flasHabievare. There are a number of security enhancesrikat are being
developed, and you want to be sure that you caradpg/our access point.

A simple security technique used by the militartoifiave the administrator periodically changekéinefor the system i.e.
weekly, monthly, etc.

Revised: 23 Oct 08 APX E-3 EST P/N AA107D



TROUBLESHOOTING

TESTING COMMUNICATION LINK

After you have configured at least two of the Mot@bEd wireless Ethernet modems for operation,cgouverify communication
with each the following steps:

. Status LED
Status Light Solid Red on Link

The quickest source of link status is to view tke$ Light
on the face of the 195Ed (Figure 1). If the Stégis is solid

on any other 195Ed except the Timing Master, theléllo : . msam it

195Ed has a connection to another Model 195Edilistéhe amEsae l:' o

Peer Table. On the Timing Master the status lighbe ‘ S s el
illuminated at all times. BB

Status Screen/Peer Table Figure 1: Connection Status Light

To view detailed information on the status of tbenmunication link (such as connection speed, siginahgth and last update

time) you can open the Status Screen from the \WMebfdce. After press the Status tab at the tdpeo$creen the Status:
Summary will be displayed showing the status opatts and memory in the 195Ed (Figure 2).

ESTeem Web Configuration Manager m
Wireless Modems

Status: Summary

This is a summary of the status of the overall system. Maost of the source data for this display is
also accessible through the "System Details" of the "Log" tab.

System Mode: AP Bridge
Current System Time: Mon, 11 Feb 2008 17:13:16
System Temperature: 37 C, 98 F
Up Time: 2 days, 16:35:07

CPU Usermode(%0): 26

CPU Kermelmode(%): 36

CPU Idle(%): 38

CPU Interrupts per Second: 136
Pageable Memory Total: 14404

Pageable Memory Used: 7708
Pageable Memory Free: 6696

Number of Processes: 26

View Peer Table
View Global Counter Details
View RF Channel Details

SSID (hex): 45:53:54:20:65:65:6d

SSID (text): EST eem

MAC Address: 00:04:3F:00:26:CA
Wireless Repeater Enabled: true
Associated Stations: 1

Figure 2: Peer Summary Table

Revised: 24 Oct 08 APX F-1 EST P/N AA107D



TROUBLESHOOTING

Under the Wireless Status heading click on the \fegr Tabl@nd the Peer Table Screen will be displayed (Ei§jr

EST195E Web Configuration Manager

Wireless Madems

Status Loz|d

Status: Peer Table

Thiz page is a summary view of the peer table for WLAN device wian0. Click on a given MAC
address for more details about that peer.

Return to Status Summary Page  OPPOSite Modem’s Wireless MAC

Aszociated Stations

Receive Signal Strength (dBm)
/

| Wone
Last Packet Received
Eepeater Peers
K
. LastRx
MAC Addr Signal (sec@icbps) MModem ID
00:04:3£:00:09:66 36| 0@11000Remote «———Peer Modem ID
Aeccess Points
: LastRx |
MAC Addr S1gnal (ses@lbie) Enc |SSID
O0:02:2d:03:23:78 0] 0@2000 y . Other Access Points
00:02:2d:3£:7d:d3 -39 B@2000| ¥
|D0:04:3£:00:09:66 -36)  0@11000) y |ESTeem

Figure 3: Repeater Peer Table

Repeater PeersThe Peer Table will display all connected 19%8Bdfigured to repeat to this ESTeem by their WgI@VLAN)
MAC address.

Received Signal StrengthThis is the first of the two numbers listedhie block. This signal strength value is listedBm.

Last RX— This is the time of the last received data piack¢hen monitoring the status menu, it is impdrtamote the time the
last transmission was updated so you are not Igaktifistale” data.

Current Data Rate This is the current speed the last data paekefwed by the Model 195Ed. Note that the spekstésl in
kbps.

Modem ID—- This is Modem ID for the opposite repeater peer.
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Peer Table Details

To further analyze a repeater peer link, prestyperlink for any WLAN MAC address listed in thepemter peer summary
(Figure 3) and the Peer Info screen will be disptbgFigure 4). Detailed information on the Coun$tatistics, Link Encryption,
Beacon and Probes can found by selecting the raapagperlink.

ESTeem Web Configuration Manager

Wireleas Modams

Status: Peer Info Summary

This page is a surmmary view of a given WLAN peer. Click on the links below for more details
about this peer.

Return to Peer Table Page

View Peer Counters
View Peer Statistics
View Peer Crypto Information
View Peer Last Beacon

View Peer Last Probe Response
View Peer Bf Details

Figure 4: Repeater Peer Table

TROUBLESHOOTING TIPS
General (Applicableto All M odes of Oper ation)

Where do | find the latest firmware version numbek®e have the latest version number of the ModBEtirmware listed on
the ESTeem Web sitewiyw.esteem.cojrunder the Model 195Ed product page.

How and when do | update the Model 195Ed firmwaréf®u should only update the Model 195Ed firmwidg®u are having a
specific problem and it is recommended that yosalby ESTeem Customer Support personnel. All pioaie instructions and
files are located on the ESTeem FTP site at thewalg address:

ftp://www.esteem.com/195Ed

Do all firmware versions have to be the same tomonicate between the Model 195E€R is not necessary for all the firmware
versions to be the same revision to communicationthe later version may have added featureghbaither versions will not
recognize.

What characters are valid for WEP Key efitryOnly the Hexadecimal characters 0-9 and AeFvalid for key entry.

What ESTeem Utility version is required to progrén® Model 195Ed? The ESTeem Ultility program is not required togyrem
the Model 195Ed. The 195Ed can be programmed asing erminal Emulation program (such as Windowpéfyerminal) and
any web browser program.
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What is the speed and duplex configuration on toe@ll195Ed- The Model 195Ed is an auto-negotiation fullAthiplex 10/100
Base-T interface. Ether a cross-over or patctedaldupported.

Access Point Repeater M ode

If | am unable to communicate with any of the regrgites, what is the most common caus&he most common cause a
communication problems with the 195Ed is that t8€8wvas entered incorrectly for the radio netwoflke 195Ed uses the SSID
to set the frequency hopping pattern and it mush&same on all modems.

How long does it take to re-establish the Wirele$®rnet Network? If a communication link is lost and the Wiredddetwork
needs to re-establish the repeater routes, thecaméake up to 30 seconds.

Should the AP Repeater Mode be used on mobile eguit? - The AP Repeater mode should be used on equipnamithnot
change the Repeater Route as it moves. For exaifplmobile device such as a crane can commundiedctly to another
ESTeem and will not loose the link in its travhk AP Repeater Mode could be used. If the deeigeires two ESTeem Model
195Ed'’s (Base and Repeater) to maintain commuaitatiross its complete travel, the Station Modesldhbe used on the
mobile device. The problem will be in the timetttiee mobile ESTeem will take to transfer betwdentivo sites. In Access Point
Repeater mode the transfer can take up to 30 sgocahde the EtherStation mode will transfer withaypacket loss.

Does WEP have to be usedThe WEP does not have to be enabled for the met® communicate, but all modems must be
configured the same way.

Correct configuration, but cannot establish comications — In addition to the network configuration, allSEd modems
configured in the AP mode must share the same &68dbe on the same frequency channel. The me#t tluse of the error is
the WLAN MAC address is not configuredbinth 195Ed’s repeater tables. If only one side is guméd, everything will appear
to be correct but no communication will function.

Ether Station

How do | access the Model 195Ed web page in EthgoBtMode? The Model 195Ed does not have an active web leowken
configured in EtherStation mode. You must acdes&STeem with the ESTeem Discovery Program ougiirthe RS-232 port
after configuration in this mode. To monitor thrkistatus, you can use the EtherStation Statug g

What IP address do | configure the ESTeem in Ethgéo® mod@ — The Model 192E will not have an IP addressiieiStation
mode.

| can not link my device into the wireless netwerkerify that the MAC address of the devicexactly the same as configured in
the Model 195Ed. The MAC address must have cdiehseen the values.

Can | connect my Model 195Ed in EtherStation made HUB or Ethernet Switch?No. The modem must be connected directly
to the Ethernet device for which it is programméuEtherStation mode the Model 195Ed can onlyise®@NE Ethernet device.
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APPENDIX G

UTILITIES & FEATURES

ESTEEM DISCOVERY UTILITY

The ESTeem Discovery Utility will allow you to
configure the IP address on the Model 195Ed to matc
your network regardless of its current IP subriétis
utility will also allow you to update the softwarethe
195Ed and open the web configuration for that wssel
modem.

Installation

To install the Discovery Utility on your computer,
inserting the Resource Disk in your CD drive.

Note: The ESTeem Resource Disk is stand-alone aafpy
the ESTeem Web site (Figure 1). Navigation of the

Wireless Modems

About Us News Products Support

Engineering Service!  Espafiol

Wireless Solutions...Communications - = .~

ESTeem Home Page

ESTeem Wireless Modems
rmanufacturers the complete line of
ESTeem(TM) wireless products. The
ESTeem Wireless Modems are
available in High Speed Wireless
Ethernet, Licensed Narrow Band
Serial, and Unlicensed Spread
Spectrum in the VHF and UHF radio
communication bands.

The industry leader and patent holder on the wireless modem for over 20 years,
EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our latest advancements to the
ESTeem Wireless Ethernet line such as the Model 195Eg, the first 802.11g
Wireless Ethernet radio built for the rigors of industrial use, we will again set the
standard in the wireless industry!

Rockwell Automation

AUToMATION AR

ESTeem Wireless Modems Debuts Latest
Industrial Wireless Products >>

Autormation Fair 2007, Chicago, IL — November
14, 2007 — Electronic Systems Technology, Inc.
(EST) (OTC: ELST), dba ESTeem Wireless
Modems, the manufacturer of the ESTeem
nradurt lina afwiralacs madame annannrac tha

Figure 1: ESTeem Resource Main Page

Resource Disk is as simple as using your web browgd technical documentation, User's Manuals arthe ESTeem Utility
Program is available on the disk.

1. Place the ESTeem Utility CD in your CD-ROM drivEhe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your vilebwser and set your address line to D:\index.htfWhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilitesl click on ESTeem Discovery UtiligFigure 2).

Note: This program is saved in a compressed filexfat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgiogram such as WinZip available for download at
http://www.winzip.com

Wireless Modems

Support Engineering Services Espaiiol

About Us News Products
ESTeem Utility Programs
The following links require a Username and Password to download the Utilities. If you complete the
registration form, a Username and Password will be sent to you the next business day or for immediate
access, please contact Customer Support at 509-735-9092 (8AM-5PM PST Monday-Friday).
Each ESTeem Utility Program is in a compressed ZIP file. When asked to Open the File or Save to Disk,
select Save to Disk. Flace the file in its own directory on your hard drive, open the Zip file and run the

Search: \__

Adobe’
ABI

executable program.

. @ ESTeem Utility Features (Utilities)

Discovery Utility

The Discovery Utility will display all ESTeem 195Eqg radio modems connected to the computer's Ethernet
connection regardless of their current IP address. This utility will allow madification of the modem’s IP
address to the network of the computer for further configuration through a Web browser

ESTeem Models 195Eq, 195Ep and 195Es

NOTE: Firmwars version 302.7 Build: £2 ar grester in the 195Eg is requied If installing an updeied version of the
Discovery Program, remave the alder utility with the Cantrel Pansi>Add/Remove Programs prir fo installing the new
utility.

« ESTeem Discovery Utility (Version 1.1.0.230) (Authorized Users)

Figure 2: Discovery Utility Download
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3. Double click on the 195EdiscoverySetup.exe fileetisn the window to install the program.

4. Connect the Model 195Ed to your computer eithexatiito the Ethernet card or through a HUB/Switéhgia CAT-5e
Ethernet cable. The Ethernet port on the 195Edmtm Auto-Negotiation so either a patch cablerossover cable will
work. Open the ESTeem Discovery Program and phesBiscover Modemiutton. The Model 195Ed will be displayed in
the program by the Ethernet MAC address and CulireAtdress (Figure 3).

* 195E Discovery 2.1.3.4

Discover Modems Found 1 modems
MAL Address | IP Aiddress | ssiD | Mode | Modem ID | Wersion | Model |
00:04:3F:00:42:08 17216.6.1 ESTeem AP Bridge 218 195602
| Ready. =

Figure 3: Discovery Program Main Page

Note: The SID, Mode of Operation and Modem ID will be adjusted through the web configuration manager ..

5. Double-click on the 195Ed you want to program drelOonfigure IP Address window will be displayed (Figure 4). Enter an
IP address and Subnet Mask for the 195Ed that emiadur network subnet and press_thelidKon to save this to the
ESTeem. You will receive notification that the Ggofation was Successful and the 195Ed will reb&bbceed to ESTeem
Setup in Chapter 4.

Discover Modems Configure |P Address El

MALC Addiess | IP Address | s5 : T —— | Modem D | version | Model |
0 04-3F 00 42: 05 1721681 e IRAddess SHrl . 218 195642
Subnet Mask: 3255.255. o.a
Default Gateway: W2, 161 . 6
Cancel ‘
F‘:eady 5

Figure 4: Change IP Address Window

Revised: 24 Oct 08 APX G-2 EST P/N AA107D



APPENDIX G
UTILITIES & FEATURES

Firmware Updates

To update firmware on any ESTeem Model 195 thsihidgsvn on the Discovery program, “right-mouse” clickthe 195's MAC
address and selddpdate from the menu (Figure 50nce you locate the update file, select@pen button and the 195 will
update, validate and then reboot with the updapedating system.

" 195E Discovery 2.1.1.28

Dizcover Modems Found 132 modems

MAC Addies | IP &ddress | 55D Maods | Muodem ID | Version | Model A

17216.38.104 ESTeem AirScope(tm] 3026170 195Ep
eng-thrown: AP R outer 3 B7 195Ep

16

Ll b - 2 02 a
00.04.3F-00 172.16.39.11__configure IP Address | Station Router 3026183 19%Ep
00:04. 3F .00, 26D 17z1e0 AF Bridge 400.2.42
00:04: 3F:00:08:54 17216.8.140  Open Browser &P Bridge 028102 195Eg
00:04: 23F:00:09:0C 1721658100 Eo | Eem s AP Bridge 028102 195Eg @
MN-Nd.2C.Nn.4 C.00 177731 C 20177 ke e Chembimwe O b O 10FC -~
< | 3

Ready

Figure 5: Discovery Features Menu

Opening Web Browser

To quickly open a web browser page to the IP addyesgrammed in the 195 modem, “right-mouse” atinkhe 195’'s MAC
address and sele@ipen Browser from the menu (Figure 5)f your computer is configured for the same I1Bret at the ESTeem
195 wireless modem, you will be asked to sign ithwhe Username and Password (Figure 6) and yoheggin programming the
Model 195 for your application.

Enter Network Password ] 2 x]

?ﬁ} Fleaze type vour uszer name and pazssword,
Site: 17216.48.209

Realm cgi-bir

User Mame |admin

Paszword I *****

[ Save this passward in your password izt

0K I Cancel |

Figure 6: ESTeem Web Page Log-on Screen
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ETHERSTATION STATUS PROGRAM

When configured for EtherStation mode, the Web ©ordition Manger is turned off. To gather inforroatfrom the 195Ed on
Access Point, link status and received signal gtreyou will need to install the ESTeem 195E Stéitity. The EtherStation
Status Utility version 2.0.1.1 or greater providasew feature where it will automatically progrdma tonnected ESTeem 195Ed
to match up with the computer running the softwarhis software requires that the ESTeem 195Eddfasare version
302.8.102 or greater installed for this featurtutetion.

This software program is found on the AA109 Resesildisk or available from the ESTeem web site.in§tall the utility, please
complete the following:

Installation

The ESTeem Discovery Utility will allow you to cagéire the IP address on the Model 195Ed to match yetwork. Install the
Discovery Utility on your computer by inserting tResource Disk in your CD drive.

Note: The ESTeem Resource Disk is stand-alone aafifhie ESTeem Web site (Figure 1). Navigation o tResource Disk is as
simple as using your web browser. All technicatdmentation, User's Manuals and the ESTeem UtilRyogram is available on
the disk.

1. Place the ESTeem Utility CD in your CD-ROM drivehe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your virbwser and set your address line to D:\index.htfWhere D: is the
drive letter for your CD-ROM drive).

2. From the Main Page select ESTeem Utilitiesl click on EtherStation Status Utility

Note: This program is saved in a compressed filariat. Microsoft Windows XP® will open the file dictly, but other
operating systems will require a common compresgwogram such as WinZip available for download at
http://www.winzip.com

3. Double click on the 195EStatusSetup.exe file ligtetthe window to install the program.

4. Connect the Model 195Ed to your computer eithexatlir
to the Ethernet card or through a HUB/Switch using /<’ 195E Status 1.0.5.4 =10 %]
CAT-5e Ethernet cable. The Ethernet port on tHeEHO
supports Auto-Negotiation so either a patch cable o
crossover cable will work. Open the ESTeem Status
Program and a status icons will appear in youegystay
(Figure 9). When the status menu is opened frem th

Bzzociated To IFl Emote

system tray, the status window will be displayeidFe 7) b e I 3 dBm

to show the Access Point MAC address and signal ol Stengi: | B

strength. The tray icon and Signal Strength bir wi -100 dBm 0 dBm
display the colors from Green, Yellow to Red on -

progressively poorer signal or will show Grey iming. i %EQ‘J' ! ":% ‘ ?hs‘ 2BR P

Figure 7: EtherStation Status Program
Note: This Utility will only operate with an ESTeem Model 195Ed in Ether Station mode.
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SETTING LOCAL TIME

The ESTeem Model 195Ed will be shipped from thédfgowith the internal real-time clock set to Pacifime. To change the
clock settings to the local time for accurate litgdntries:

1. SelectAdvanced from the top Menu theWirelessL AN Settings>wlan0 device and press thiext button (Figure 8).

2. SelectGlobal Settings>Set System Time from the menu and press tRext button to continue.

ESTeem Web Configuration Manager

i
Whreloss Modema ‘III

Advanced

Modification of anv setting in this section should only be completed if specificalty noted in the documentation or
requested by ESTeem technical support Adjustment of any variable in the advanced configuration may resultin
product inoperability.

The Advancedfeature provides access tothe configuration variables without the Quick Setup
navigation using the Sefupiab. This feature s intendedor experienced users who knowthe
interdependencies between the configuration variables. The variables have been grouped by
categories. Selectiroma category below.

To permanently commit all of your changes and reboot the system, click on the
"Commitand Reboot"buiton below.

Once the changes have been permanently saved, the system will reboot with the new settings in
effect

Global Sertings:
Global Variables &
Iptables Setup ©

Set System Time ©
‘Wireless LAN Settings:
all wireless LAN devices ©
wian0device &

Vendor Specified Wireless LAN Settings:
wian0device ©

Network Settings:

wian0 device &

ethl device O

br0 device O

Static TP routes ©

Bridge Settings:

Bridge Variables ©

Commit and Reboot

Figure 8: Advanced Features Screen

3. Select the correct date and time from the drop-dmenus (Figure 9) and press et System Time button to save the
time to the real time clock.

ESTeem Web Configuration Manager m
‘Wireless Modems

Advanced - Set System Time

This page allows you to set the system time in the modem

Current System Time: Thu, 24 Jan 2008 13:55:32

Seconds |32 :

Year 'ng ] Enter the four digit year.

Month i:m_ : | Select the month from the list
Day | _24: zi Select the day from the list
Hour I_13 7| Select the hour from the list
Minutes |55 :J Select the minutes from the list

Select the seconds from the list

Set System Time ] [

Return to Advanced ]

Figure 9: Advanced Features Screen
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CONFIGURING TIME SERVER

Enabling NTP time synchronization services on tB& &m 195Ed will allow to use time services frorstrtgam services to keep
the time on the system accurate.

To allow time synchronization, the Model 195Ed nhesiconfigured with the NTP Daemon enabled andyipeopriate IP address
of the upstream network NTP server.

1. SelectAdvanced from the menu items ar@lobal Variables (Figure 10).

III EST195E Web Configuration Manager

Wireless Modems

Advanced

Modification of any setting m this section should only be completed if specifically noted in the docwmentation or requested by ESTeem techmcal
support. Adjustment of any variable in the advanced configuration may result im product inoperability

The Advanced feature provides access {o the configuralion variables without the (uick Sefup navigation using the Sslup
{ab. This feature Is infended for experienced users who know the Inferdependencies befween the configuralion variables.
The variablas have been grouped by categonries. Selact from a category below.

To permanently commit all of vour changes and reboot the sysfem, click on the "Commit and Reboot” buifon below.

Once the changas have hean parmanantly savad, tha system will rehoot with the new seftings in effect

Global Settings:

Global Variables &
Wireless LAN Settings:
all wireless LAY devices ©
wlan0 device ©

Vendor Specified Wireless LAV Settings:
wlan0 device

Network Settings:

wlan0 device ©

eth0 dewice

br0 device ©

Static TP routes

Bridge Settings:

Eridge Vanables

Commit and Reboot | MNext

Figure 10: Advanced Settings Menu
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2. Press the next button and Figure 11 will be disgalayAt the bottom of the page are the NTP semefigurations.

3. The NTP daemon is enabled by selecting YENBP ENABLE (Figure 11). When enabled, the NTP daemon will use
time services from upstream services to keep the ¢in this system accurate.

3 ESTeem Web Configuration Manager - Mozilla Firefox

File Edit View History Bookmarks Tools  Help
@& - - (‘(,}' E o - I8 hitpef172.15,48.202 carbinjavswek cgiadvanced frm - S ‘: Tﬁ‘ Il X
e e s TG O D T S T =
single space, that will need fo be
configured with an IF address
IP_NAT_INSIDEDEV E:rn Enierthe name of a single device (a.g
wilan( or eth)
IP_NAT_OUTSIDEDEV ‘Eathﬂ Enferthe name of a single device (e.g
wianQ or eth0)
HTTP_ENABLE & Yeq Select whether you want o enable the
O No HTTP server
HTTPS_ENABLE O Yes Selact whether you want o enable the
® No secure HTTF server
TELNETD_ENABLE @ Yec Selact whather yvou want fo enabla the
O o TELNET daemon
SSHD_ENABLE & Yes Selectwhether vou want fo enable the
O No S5H dasmon
NTP_ENABLE @& Yes Enable/Disable the network time protocol
O Neo (NTF) daemon. When enabled, the NTP
daamon will use time services from
upstream services fa keep the time an
ihis syatem accurate
NTP_SERVICE_ENABLE @& Yeg Enable/Disable NTP senvice. When
O No enabled (and NTF_ENABLE is frug), this
system will provide NTP service for
clients wishing {ime synchronization
NTP_SERVER [pacintp.org_ | Enierihe IP address or the host name of
ihe upstream NTP server If you are
directly connected o the intemst, it is
sirongly recormnmended hal you snable
DINS client services (commonly enabled
by defaulf when using DHCP service)
and use the NTP server name
"nool nfp arg” This enables a
round-robin DN'S resolution that provides
lpad balancing across a very large sef of
NTP servars. For more information see
hiip:dwww pool.nip.org.
v
Done

Figure 11: NTP Settings

4. Next, theNTP SERVICE ENABLE should be configured to “YES,” if you want to allthe system to provide NTP
service for clients wishing time synchronizatioig(ffe 11).

5. The final step in configuring NTP services is téeethe IP address or the host name of the upstenserver.
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6. Once configuration is complete, press the “RetorAdvanced” button.

EST195E Web Configuration Manager m
‘Wireless Modems

Advanced

Modification of any sethng in this section should only be completed if specifically noted in the documentation or requested by ESTeem technical
support. Adjustment of any variable in the advanced configuration may result in product inoperability

The Advanced feature provides access to the configuration variables without the Quick Sefup navigation using the Sefup
tab. This feature is inlended for experisnced users who know the inferdependencies belwsen the configuration variables.
The variables have heen grouped by categories. Select from a calegory below.

Ta permanently commit alf of vour changes and reboot the system, click on the "Commit and Reboot” huifon helow

Once the changes have been permanently saved, the system will rebool with the new seffings in effect.

Glohal Settings:

Global Varables &
Wireless LA Settings:
all wireless LA devices
wlan( device

Vendor Specified Wireless LAN Settings:
wlan device ¢

Network Settings:

wlan0 device ©

eth device ©

brl device ©

Static TP routes €

Bridge Settings:

Bridge Variables

Commit and Reboot [Next
Figure 12: Advanced Settings Menu

7. To complete the configuration, select “Commit areb&ot.” The ESTeem 195Ed will now commit the camfagion
changes and reboot. (Figure 12)

VLAN OPERATION

Virtual LAN (VLAN) systems are rapidly becoming thesired configuration on larger Ethernet networkse ESTeem 195Ed
software will allow the Ethernet modems to transptly pass the VLAN packets for these networkse TB5Ed currently can not
be used as a VLAN switch, but will pass VLAN tagdettiernet packets through the wireless bridge.
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IGMP SNOOPING

Internet Group Management Protocol (IGMP) Snoopifmvs the ESTeem 195Ed to operate more efficienthetworks with
high Multicast (UDP, etc.) traffic. IGMP Snoopingll define the destination for the Multicast tiafind send the data to the
correct wireless Ethernet modem and not the emtineork. This limiting of Multicast traffic to sp#ic destinations greatly
increases the overall network efficiency.

There are two types of Ethernet packets on a nkfwaicast and multicast. Unicast is intendecefactly one recipient (and
ignored by all others) and multicast is intendedeaeceived by multiple recipients. In a unicetvork, all Ethernet traffic is
Acknowledged and guaranteed to get to a destinafithe problem with using Multicast traffic ovewaeless connection is that
Multicast packets do not require an Acknowledgéhenprotocol layer. If the wireless network misaefata packet on the RF
network, that Multicast data packet is lost.

Theory of Operation

There are two types of Ethernet packets on a nkfwarcast and multicast. Unicast is intendedefactly one recipient (and
ignored by all others) and multicast is intendetiéaeceived by multiple recipients. Interestediggcan listen for particular
multicast packets, but most nodes ignore it. Ihaase, the network medium is still utilized no teahow many nodes are
listening. Broadcast packets are a special tymeutticast traffic which all nodes always receivihese are of particularly useful
for global announcements (Hey, I'm Alice!) and ige(Hey, I'm Alice and I'm looking for Bob!). Merelevantly, it is how hosts
on a network find out each other's addresses, r@nabsolutely crucial to the proper functioningafetwork.

As the network grows physically, it encounters sgmaving pains. The first is more physical, relgtto the cabling limitations.
Bridges solve this problem by joining two physicatworks together so they appear to be a singje laetwork. Through use of
bridges, a network can scale to hundreds or ewmrs#inds of hosts. There is a downside, howevell W&fore the physical
limitations of bridging hit, you start to run inédficiency problems, as all traffic has to traveéswhere on the network. The raw
carrying capacity of this shared medium, oftenrrefiéto as bandwidth, is the second scaling problem

Smart bridges, or switches, help alleviate the gt problem by only passing traffic across thieldpe if the destination host was
on the other side. This greatly increases theaiypend efficiency of the network by allowing tyairs of hosts communicating
simultaneously on each side of the switched bridgely when the packet needs to go to the otherisiboth mediums utilized
simultaneously for the same packet.

Unfortunately, broadcast and multicast traffic tsyMery nature has to be always relayed acrodsritige. While the number of
network nodes may grow linearly, the multicasffitaends to grow exponentially. This isn't gefiigra problem for wired
networks, as they have a considerable amount alvtadth to spare, but wireless networks have atdestrder of magnitude less
bandwidth to begin with. If a wireless networlorgdged with a wired network, while the absolutenbvers are the same, a much
higher proportion of the wireless networks' avdéaimndwidth is used up by multicast traffic. Téffect is further magnified if
multiple wireless repeaters are in use.

The preferred way of dealing with excess multitasfic is to put the wireless network on a difiersub-network (subnet) and use
a router to join it to the wired network. This eres that only unicast traffic intended for theeléss network crosses over, as
multicast and broadcast traffic stays within itsdlosubnet. Normally this is fine, but there ames where you need multicast
traffic to span subnets. For IP traffic, this tenobviated by using a multicast-capable routerfdydegacy multicast protocols
that were not designed to be routed, another salutiust be found.

There are two primary types of communication neksarsed in wireless Ethernet systems; fixed paimsmunicating to each
other through an Ethernet Bridge and mobile devdoesmunicating to these fixed points. The fixethp&thernet bridge
communication in the 195Ed is through Repeater Réex, while the mobile communication is from Gkent modes
(EtherStation, Station Router and Station Masqurexdthe Access Points (Fixed Locations) in thevagk. Each of these
networks handles Multicast traffic differently agpkined below.
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Ethernet Bridge Mode (Repeater Peers)

When the ESTeem 195Ed is configured as a repes¢er @l multicast traffic is “wrapped” in a Uni¢disame and sent to all other
repeater peers. (Figure 13) This operation alth€ESTeem network to receive an acknowledge packkretransmit the data if
the packet is lost during transmission. This wtiemcapsulation will work regardless is the protean support IGMP or not.

Kl ESTee_m 195E
ESTeem 195E & e bectisi
AP Bridge wi Unicast RF Packet SREAELTeee
Repeater Peers | (Multicast Frame) |
Multicast Frame _ _
> ¥, “Unicast RF Packet Remote PLC
' f]” (Multicast Frame) |
o ESTeem 195E
Master PLC H AP Bridge w/
Unicast RF Packet Repeater Peers
| (Multicast Frame) |
‘ Ack
ESTeem 195E
AP Bridge w/
Repeater Peers Ethernet 110
o

ESTeem Ethernet
Bridge Link w/o
IGMP Snooping

Motor Control

Figure 13: Repeater Peer Operation
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Ethernet Bridge Mode (Repeater Peers) With IGMP Snooping

When the ESTeem 195Ed is configured as a repea¢ey IMP Snooping is enabled and the network stpp@®MP protocol,

the 195Eg will begin to identify the connected e devices using Multicast transmissions andrtepis information to the
network. As this process continues, all siteshae Multicast traffic on the wireless networklwihly send these requests to the
specific ESTeem reporting the Ethernet device sgare 14).

Ack ESTeem 195E
ESTeem 195E “ v RAP Blt'ldgll: wi
AP Bridge w/ Unicast RF Packet speaieb beets

Repeater Peers (Multicast Frame)

Multicast Frame

Remote PLC - “

" Remote PLC

=1
il

=— HE
Master PLC

ESTeem 195E

AP Bridge w/
Repeater Peers
ESTeem 193E
AP Bridge w/
Repeater Peers Ethernet 10

ESTeem Ethernet A o
Bridge Link with
IGMP Snhooping

Motor Control

Figure 14: Repeater Peer with IGMP Enabled

Revised: 24 Oct 08 APX G-11 EST P/N AA107D



ESTEEM

APPENDIX G

UTILITIES & FEATURES

Client Modes

When the ESTeem 195Ed is configured as a mobéatqlEtherStation, Station Router or Station Masape), there are two
configurations that will increase the reliabiliti/Multicast traffic. The first phase is encapsigiatof the multicast packets, as
described in the Repeater Peer, and the seco8dB ISnooping if the network will support the praibcThe encapsulation of
the Multicast packets will operate regardless eflMP support to increase the reliability.

ESTeem 195E
AP Bridge w/
Repeater Peers

Multicast Frame
—

=Ee]
Master PLC

ESTeem Ethernet
Mobile Client Links
Encapsulation Mode
w/o IGMP Snooping

ESTeem 195E
Client Mode

Ack
v

Unicast RF Packet
{Muiticast Frame)

\

" Unicast RF Packet Remote PLC

(Multicast Frame) | .,

Tra ESTeem 195E
Client Mode

Unicast RF Packet
(Multicast Frame)

n

Ack

Ethernet IO

| ﬁ =

Motor Control

ESTeem 195E
AP Bridge w/
Repeater Peers

Multicast Frame
Remote PLC

ESTeem 195E
e Client Mode

=k
Master PLC

ESTeem Ethernet

Mobile Client Links
Encapsulation Mode
with IGMP Snooping

ESTeem 195E
Client Mode

ESTeem 195E
G Client Mode

Unicast RF Packet~ P
{Multicast Frame) ﬁ

Remote PLC

™ ESTeem 195E
Client Mode

Motor Control
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Multicast Encapsulation

To enable Multicast Encapsulation, sel&divanced>Wireless L AN Settings>wlan0 device and press thBext Button (Figure
15). Select wlan0_EncapsulateMulitcast to eithaltigbst (for all Multicast including Broadcast) Broadcast (Broadcast only),
press thé\ccept Button and thel@ommit and Reboot.

wlan0_EncapsulateMulticast & Off Turn this on to
© Multicast encapsulate
 Broadcast multicast/broadcast

packets to each
associated station. This
will prevent stations that
do not support this feature
from associating!

wlan0_POWER_LEVEL & Max Select power level for
O High wlan(Q attenuator
O Low
O Min

wian0 Radie On
Turn transmitter on
continuously for 10
seconds

Figure 15: Multicast Enable
Enabling IGMP Snooping

To enable the ESTeem 195Ed for IGMP Snooping, séléeanced>Bridge Variablesand press thBext Button (Figure 16).
Select IGMP Snoop to YES, press #keeept Button and thel@ommit and Reboot.

ESTeem Web Configuration Manager m
Wireless Modems

..:!IA F*‘ us,,;]" l-
Advanced - Bridge Settings

The following is a list of those configuration variables under the Bridge Settings category. These
variables contain values for configuring bridges.

BRIDGE_DEVICES: |prp Enter the name(s) of all the bridge
devices separated by a single
comma

br0_DEVICES: |thg eth1 wianD Enter all the device names,

separated by a single space, that will
form a brige device

brO_STP_ON: & Yes Turn STP on or off. NOTE: the
O No ROOT_BRIDGE and
BRIDGE _PRIORITY, settings have
no effect if STP is turned off.

brl_ROOT_BRIDGE: () Yes If you select 'Yes' here you will
® No override the
b BRIDGE _PRIORITY below and
the bridge priarity will be forced to 0.

br0_BRIDGE_PRIORITY: [39763 | Enter a priority level (0-65535) for the
i 3 bridge device
IGMP_SNOOP: &) Yes Enable IGMP snooping to reduce
O No multicast fraffic across the bridge.

Figure 16: Repeater Peer with IGMP Enabled
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Simple Network Management Protocol (SNMP)

The ESTeem 195Ed supports SNMP Version 1 (SNMPwd Mersion 2 (SNMPv2c) protocol. This protocol lelea any SNMP
server to view the status of the wireless netwdrienthe system is in operation. The following arkést of the Management
Information Base (MIB) items that are supportethin ESTeem 195Ed and their MIB location:

MIB Name

MIB Directory Location

Notes

System Temperature

EST-MIB::sysInternalTemp.0

in C * 1000

HOST-RESOURCES-

Uptime MIB::hrSystemUptime.0 System Update

ModemID EST-MIB::sysldentifier.0 User-specified “nickname” for ESTeem
Serial Number EST-MIB::sysSerialNumber.0 ESTeem serial number

Model EST-MIB::sysModel.0 ESTeem model number

Firmware Version

EST-MIB::sysFirmwareRevision.0

Firmware revision

System Mode

EST-MIB::sysMode.0

AP_BRIDGE/STA_ETHERSTA, etc

Free Memory

UCD-SNMP-MIB::memTotalFree.0

Total Free Memory

Idle CPU

UCD-SNMP-MIB::ssCpuldle.0

Percentage of CPU Idle

[[ per-interface]]

IP Address IF-MIB::ifAddress

Port Speed IF-MIB::ifSpeed In bps
Port Status IF-MIB::ifOperStatus

Mac Address IF-MIB::ifPhysAddress

[[ per-wlandev entry ]]

EST-MIB::wirelessDevicesNumber.0

Wireless Port Identification

Device Name

EST-MIB::wirelessDeviceTable.1.wName.1l

Name of device (wlanQ standard)

EST-

MAC Address MIB::wirelessDeviceTable.1.wMacAddress.1 | MAC address of WLAN port
Current Mode ap=access point, sta=station

Mode EST-MIB::wirelessDeviceTable.1.wMode.1 mode and airscope
Frequency EST-MIB::wirelessDeviceTable.1.wFreq.1 Frequency in MHz

EST-
Bandwidth MIB::wirelessDeviceTable.1.wBandwidth.1 Bandwidth (5, 10, or 20 MHz if used)
SSID EST-MIB::wirelessDeviceTable.1.wSSID.1 Service Set Identification
BSSID EST-MIB::wirelessDeviceTable.1.wBSSID.1 | Basic Service Set Identification

Operational Rates

EST-
MIB::wirelessDeviceTable.1.wOpRates.1

List of RF Data Rates in Rate Set

Basic Rates

EST-
MIB::wirelessDeviceTable.1.wBasRates.1

List of RF Basic Rates for status messages
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[[ peer table entry ]]

All entries in the Peer Table will have a
device entry index, both ESTeem and
other wireless devices

EST-MIB::wirelessPeersNumber.0

Total number of peer entries in table

index into the wirelessDeviceTable (each

wlan device EST-MIB::wirelessPeerTable.1.pDevice.l entry will have a unique number
Peer MAC Address EST-MIB::wirelessPeerTable.1l.pMacAddr.1 | MAC address of peer
isRepeater? EST-MIB::wirelessPeerTable.1l.pRepeater.1 | Is the peer an ESTeem repeater
iSAP? EST-MIB::wirelessPeerTable.1.pAP.1 Is the peer an Access Point
isAssocSta? EST-MIB::wirelessPeerTable.1.pAssoc.1 Is the peer an Mobile Client
isAdhoc? EST-MIB::wirelessPeerTable.1.pAdhoc.1 Is the peer an AdHoc Station (802.11 only)
Frequency EST-MIB::wirelessPeerTable.1.pFreq.1 Frequency in MHz
current rate set EST-MIB::wirelessPeerTable.1l.pCurRates.1 | Current Operating Rates
last rx signal EST-MIB::wirelessPeerTable.1.pSignal.l Receive Signal in —dBm
last rx noise EST-MIB::wirelessPeerTable.1.pNoise.1 Background Noise in —dBm
BSSID EST-MIB::wirelessPeerTable.1.pBssid.1 Basic Service Set ID (In Hex)
SSID EST-MIB::wirelessPeerTable.1.pSSID.1 SSID in Text
isValid? EST-MIB::wirelessPeerTable.1.pCurrent.1 True if peer info is for a “current” peer.
seconds since last received packet from
last rx EST-MIB::wirelessPeerTable.1.pLastRxl.1 peer
seconds since last transmitted packet to
last tx EST-MIB::wirelessPeerTable.1.pLastTx.1 peer

current tx rate

EST-
MIB::wirelessPeerTable.1.pCurrentRate.1

current tx rate in bps.

Downloading MIB Tables

To download the MIB items listed above and impiotd iyour SNMP server, log into any ESTeem 195Edsahett theAbout
page (Figure 17). Press the Download MIB Hilggerlink on the page and save the files to younguter.

SNMP Standard MIBs supported:

Information: SNMPv2-MIB
IF-MIB
RFC1213-MIB
IP-MIB
IP-FORWARD-MIB
TCP-MIB
HOST-RESOURCES-MIB
UCD-SNMP-MIB
NET-SNMP-AGENT-MIB
SNMP-FRAMEWORK-MIB

Enterprise MIB for this product:
EST-MIB

Download
MIB Files

Contact: Electronic Systems Technology, Inc.
415 N. Quay St
Building B-1
Kennewick, WA, 99336
USA
509-735-9092

Figure 17: MIB Table Download
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QUICK START GUIDE

Before You Begin

e The ESTeem Model 195Ed wireless Ethernet radio madecompatible with many different applicatiorighe most
common application is to bridge two or more Ethedevices or networks. This guide will demonsttagbasic
configuration and testing of a pair of 195Ed’s.r Fmre detailed information, please see the ESTdedel 195Ed User’s
Manual.

» This guide assumes you have a working knowleddgttadrnet networking, TCP/IP protocol and how tanidfg and set the
TCP/IP address on your computer.

e The 195Ed can be configured using any current welyder software such as Internet Explorer, Netsoapéozilla.

» The following procedure will provide an initial conunication link between two or more Model 195's tisting purposes.
All the example commands listed in this guide carabjusted to fit your communication network. Bé&eeaonsult the
ESTeem Model 195Ed User’'s Manual for more details.

Unpack Contents

Each node in your ESTeem Model 195Ed’s network haase different hardware components based uporirthiiristallation

location (i.e Outdoor, Indoor, Point-to-point or MBoint). Antenna types, cable lengths, poweipsiap may be different, but
the following items will be required for basic setu

ESTEEM

‘Wireless Modems

Utility
Software

E Electronic Systems
E-tl Technology, Inc.

Antenna (2) Ethernet Cables
(AA20DMEs ‘
Displayed) v

Model 195Ed AA109 Resource Disk

Serial Interface Cable
(AA6021.1)

Power Supply
(AA175 Displayed)

Note: Your accessory model numbers may vary from theegtbut you will need to locate each of abovestentontinue
configuration.
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Front Panel Overview
(RS-232 Data Port and Second Ethernet Port Optional )

. RS-232 Second RS-232
Reset Switth  paia port  Ethemet  configuration

Port
Status
LED

RJ-45 10/100BaseT
Ethernet Port

Aux Power
LED

E'hernet RS-232 Etherne’
10/100 Progra-* Port 10/190

195E Series — —p— — e

Suatus L Lo R YR

Reset
RAx Tx

Receive Transmit Power over 12 VDC Input

Connector)

Antenna Overview

Antenna Port A
(Single Receive Antenna)

Antenna Port B
(Dual Receive Antennas)

Antenna Connectors
(TNC Female-RP)
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Begin Programming

Antenna Connections

Dual Antenna
Configuration

Single Antenna
Configuration

! o Leave
Open

1. Assemble the ESTeem Model 195Ed using the following

RJ-45 10/100BaseT AA175 PoE
Ethemet PoE Port Power Supply

PWR . LANIn

195E Series — - . : ' Data Out
2 Bastus ® ) £
Feset
e Te

10M00BaseT
Ethernet Cable

(Patch Cable) 101100BaseT

Ethernet Cable
{Patch or Cross Over)

AA109
Resource
Disk

=

PC with Web
Browser Software

Power and Data Connection
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2. The Model 195Ed will link to other Model 195Ed’s the network via the WLAN Media Access Control (MA&zidress
found on the bottom of the case. This MAC addigs#x hexadecimal digits separated by colons andmfigured at the
factory. Every MAC address in the world is uniguel can not be changed. Complete the followingt ¢baid in your

configuration:
Name Serial Number IP Address Ethernet MAC WLAN MAC
Example Modem 1 E-14001 172.16.8.101 00:04:3f:00:01:01 00:04:3f:00:01:02

3. Configuration of the Model 195Ed is completed tlglothe product’s internal web server. To accdstnfiguration page,
you will need to enter the 195Ed’s IP address uryeeb browser. The IP address set at the faddtiass B (i.e.
172.16.x.x) address and is printed on the Qualiéyutance sheet sent with each 195Ed. If the fad&fault address

matches your network configuration, please proteétsing Setup,otherwise continue to step 4.

4. Install the ESTeem Discovery Utility The ESTeem Discovery Utility will allow you t@efigure the IP address on the
Model 195Ed to match your network. Install theddigery Utility on your computer by inserting thesRarce Disk in your

CD drive.

Note: The ESTeem Resource Disk is stand-aloneafdpg ESTeem Web site (Figure 1). Navigatioh®@Resource Disk is
as simple as using your web browser. All techrdomiumentation, User's Manuals and the ESTeentyJRliogram is

available on the disk.

Place the ESTeem Utility CD in your CD-ROM drivEhe CD will auto load the ESTeem main page

Note: If the page does not auto load, open your bvelwser and set your address line to D:\index.lMhere D: is the

drive letter for your CD-ROM drive).

From the Main Page select Suppamt click on ESTeem Utility

About Us News Products Support. Engineering Service:  Espafiol Contact Us Home

Wireless Solutions...Communications I\

ESTeem Home Page

ESTeem Wireless Modems

manufacturers the complete line of
ESTeem(TM) wireless products. The
ESTeem Wireless Modems are
available in High Speed Wireless e
Ethemnet, Licensed Narrow Band

Serial, and Unlicensed Spread I.- S
Spectrum in the VHF and UHF radio =
communication bands

B

The industry leader and patent holder on the wireless modem for over 20 years,
EST has been providing the industrial control, public safety, and federal markets
with proven and reliable wireless solutions. With our latest advancements to the
ESTeem Wireless Ethernetline such as the Model 195Eg, the first 802.11g
‘Wireless Ethernet radio built for the rigors of industrial use, we will again setthe
standard in the wireless industry!

=
2 T Pesad
\nal

Rockwell Automation

AUTOMATION AR

ESTeem Wireless Modems Debuts [ atest
Industrial Wireless Products >>

Automation Fair 2007, Chicago, IL — November
14, 2007 — Electronic Systems Technology, Inc.
(EST) (OTC: ELST), dba ESTeem Wireless
Modems, the manufacturer of the ESTeem

Aradirtling rfwiralsee madsme annmineas tha

Figure 1 -ESTeem Resource Disk Main i5age
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Note: This program is saved in a compressed film#o.
Microsoft Windows XP® will open the file directyyt other
operating systems will require a common compresgsiogram

Wireless Modems

such as WinZip available for downloadtdtp://www.winzip.com | fetbs e

Double click on the 195EdiscoverySetup.exe fileetisin the
window to install the program.

5. Set IP Address on the 195Ed Connect the Model 195Ed tc

Products Support  Engineering Services  Espaiiol Contact Us Home

ESTeem Technical Support

ESTeem Utility Programs

Technical Library
RF Design Program

search: |

your computer either direct to the Ethernet carthmugh a | [ss=enjo o

HUB/Switch using a CAT-5e Ethernet cable. The Ethe
port on the 195Ed supports Auto-Negotiation soegith

patch cable or crossover cable will work. OpenBEB&eem

Discovery Program and press the Discover Modeuti®n.
The Model 195Ed will be displayed in the progranthy
Ethernet MAC address and Current IP Address (Figure

13- 2

Note: The SSID and Mode of Operation will be adjusted

later in the configuration.

Double-click on the 195Ed you wish to program dmeQonfigure IP Addreswindow will be displayed (Figure 4). Enter an

ESTeem Utility Programs

The following links require a Usemame and Password to download the Utilties. I you complete the
registration form, a Usemame and Password will be sentto you the next business day or forimmediate
access, please contact Customer Support at 509-735-9092 (BAM-5PH PST Monday-Friday).

Each ESTeem Utility Program is in a compressed ZIP file. When asked ta Open the File or Save to Disk,

select Save to Disk. Place the file in its own directory on your hard drive, open the Zip file and run the
executable program.

« 4 EsTeem Uity Features (Utilties)

Discovery Utility

The Discovery Utiity will display all ESTeem 195Eq radio modems connected to the computers Ethernet
connection regardless of their current IP address. This utilty will allow modification of the moderr's IP
address to the network of the computer for further configuration through a Web browser.

ESTeem Hodels 195Eq, 195Ep and 195E

55 is required IF
| Pansl>Add/Remo

« ESTeem Discovery Utility (Version 1.1.0 230) (Authorized Users)

Figure 2- ESTeem Utility Download

IP address and Subnet Mask for the 195Ed that mesigbur network subnet and press_theldkon to save this to the
ESTeem. You will receive notification that the @garation was Successful and the 195Ed will rebd@itoceed to ESTeem

Setup to continue configuration.

T’ 195E Discovery 2.1.3.4

Setup Programming

Diizcover Modems Found 1 modemsz
ML Address | IP iddress | 5510 | Mode Moden 1D | Wersion | Model |
00:04:3F:00:42:08 1721681 ESTeem 4P Bridge 218 195Ed-2
Read-y.

Figure 3 — Discovery Program Main Page

You should now be ready to configure the Model I®8&Eough your web browser. Open the web browsmgram and enter the

IP address of the ESTeem in the address line aw$ pnter.

Discover Modems Configure IP Address g|

MAL Address | IP Address | 55 | Madem ID | Version | Madel |
00.04:3F.00:42.D8 1721681 Eg) ks e 218 195Ed 2

Subnet Mask: | ST
Drefault Gateway: 172161 . B
Cancel

Ready

Figure 4 — Change IP Address Window
Revised: 27 Oct 08 APX H-5 EST P/N AA107G
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Fahoutblank - Micrasoft Internet Explarer

=lal=l
Fie Edt ‘Wiew  Favorites Toak  Hep |
dmizck - w - F A /j}|a5each [&lFavartes  ftiedia 3 %‘;“ia
Address [&] 172.16.38,19 = @6 ks
1\ =
Enter IP Address
43
F;P Please type yeer st pame and passwedd
Y e 1721538196
Reslm coihin
zer N 1ajmn
Enter Username ,/;:f' &
and Password W g
s
v
Press OK
When Complete
=
&y Opering page httpii/172,16,35.1561 . ] | I8 Internes

Step 1 — Sign-In Screen

1. When prompted, entadmin for both the username and password and presskhmu@on.

2. Select Setupn the top menu.

3. Pressthe

drop-down menu and select AP Bradgepress thilextbutton.

ESTeem Web Configuration Manager

Wireless Modems

Setup

This is the main Setup Fage. Select a mode of operafion for the wireless LAN unif from the following lisi.

Select Mode of Operation: |AP Briclge

=
AP Mascuerade

P Router

Help

EtherStation

Station Masquerade
Station Routar
AirScopeitm)

Ethermet Only

Step 3 — Select AP Bridge
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IIII ESTeem Web Configuration Manager

Wirelesa Modems IIII

Saiect whathar you wish io use DHCP ciient services or whather vou wish confioure a DHCP server. Seiacting "None ™ wifi
{ake vou through a manual sefup of IP addresses as opposed to using DHCF services.

Setup

Selected mode of operation: AP Bridge
DHCP services on the bridge interface:

& None Help
© Client
© Server

Previous | MNext

Step 4 — Turn DHCP Off

4. Setthe DHCP services to NONE and presd\ixetbutton.

5. Verify the IP address and netmask for the 1956tk adridge device) are correct press textbutton.

IIII ESTeem Web Configuration Manager m IIII
Wireless Modems
Setup

Entervaiues farthe following fields for manual IP sefup of the bridging device.

Mode of operation: AP Bridge
DHCP Services: Off

Enter TP address for bridge device: |'|:"'2 16.48.189

Help
Enter netmask for bridge dewvice: |255 255.0.0 Help
_Previous | Next|

Step 5 — Verify IP Address

Revised: 27 Oct 08 APX H-7
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6. Enter in the Gateway address in the default rdRiteddress block and any DNS information for theeserlf this is not
know or on a network without a Gateway, leave tliesas at factory default.

ESTeem Web Configuration Manager m
Wirelesa Modems |

Entarvaiuas for the following fislds o sef up the default roufe and DNS ssilings

Mode of operation: AP Bridge

Enter default route IP address: [172 16168

Help
Use DIS clent services? ¢ Tes Help
© No
Enter DNS domain: | Help
Enter primary DIS server IP address: | Help
Enter secondary DI server IP address: I Help
Previaus | JWe_xtI

Step 6 — Enter Gateway Address

7. Al 195Ed modems in the network must be have tleeesame Service Set Identification (SSID). THauleSSID is
ESTeemand we will use this for demonstration. Enter$®D as listed above and turn off the wirelessisigcfeatures by
selecting the NO radial. Press thextbutton to continue.

ESTeem Web Configuration Manager m
Wireless Modems

In the following fields, safact whether vou want wireless secunfy fealuras furmned on and enler the senvica sel idenfifiar
(SS5I0) that will be common {0 all wirsless LAN devices

Selected mode of operation: AP Bridge

Turn on wireless security features? ¢ Yes Help
& Mo

Enter the 3510: IESTBB"” Help

Step 7 — Enter SSID
Note: Itis recommended that security be used in akhess applications. This procedure will forge thecurity configuration

for brevity. Please see the example applicationstae security appendix for further information.
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8. A warning that wireless security is not enabled lél displayed. Press thextbutton to continue.

ESTeem Web Configuration Manager m
Wireless Modems

Setup
WARNING!

You have chosen to configure your system without any of the security features enabled on the wireless interface(s). This
choice will expose your data to eavesdroppers and allow the general public to connect to your network: If you are sure this is
wihat you want, press "Mext", Otherwize press "Previous” and change your "wireless security” choice

Fravious M
Step 8 — Security Warning Screen

9. Al ESTeem 195Ed on the network must use the safmbaRdwidth. Set the RF Bandwidth to 5 MHz andgtbeNext
button to continue.

ESTeem Web Configuration Manager m
Wireless Modems

Select the RF bandwidth for the wireless LAN device.

Note that reducing bandwidth increases the number of available channels and the radio’s ability
to reject RF interference. Selection of the lowest RF bandwidth and data rate for your application
is recommended for increased reliability. All ESTeem radios in the same network MUST be on
the same frequency channel and use the same banadwidth selection.

Setup

Bandwidth

@ |SMHz
O |10MHz

O [20MHz

' Equivalent Wired
KE:Data Ethernet Data Recommended Use
Rate aite

1510135 750 Kbps to 6.75 Narrow bandwidth for enhanced transmission reliability in

Mbps Mbps |high interference environments

3to 27 [Midrange bandwidth for higher speed but lower

| 5 Mbp:

Mbps ‘1'5 {55 Mbps \mterference environments

6to 54 M {Wide bandwidth for maximum RF data rates in low
Mbps 27 Mis \interference environments

Help

Step 9 — Bandwidth Selection

10. All Model 195Eds on the network must be on the sead@® channel, representing a particular frequenicy particular
channel has not been assigned for use, leave Bied1#t a default value 6f(912 MHz)and press thBlextbutton.

ESTeem Web Configuration Manager m
Wirelegs Modems

Select the channel for the wireless L AN device to operate on. The first displayed number in the
list is the channel, and the second is the channel frequency in MHz.

Select a channel: (5. (912 MHz) v| Help

Step 10 — Set Radio Channel
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11. Configure the repeater peer list by
selecting Enable the repeater capability =TS [ ] re e

ESTeem Web Configuration Manager

esteem |

radial to YES (Step 11). Press thed oL

button to the right of the repeater peer
table and, using the chart created in the
Begin Programming section of this
guide, enter the Wireless MAC (WLAN

Selectwhather fo enable rapealer capabilily. If the repeater capabilily is disabied, the peer listis ignored. If the repeater
capabilily Is enabled, then a link is estabiished with each pesr in the lisi

You may add a peer to the list, rerove an existing peer or modify an existing peer by clicking the appropriafe button
beiow.

The following configurations are for the wiralass LAN davice.

MAC) address of the opposite 195Ed BB, |0 1 Hle

(the 195Ed this unit you are Setoerant bidget ) 1

programming will communicate with) in Port  Dath Bucrypt Data

the Peer 1 — MAC Addr field (below). VR eyt e e e
Leave the Priority Path Cost settings at |
the default values, Encryption Type to sty |
Noneand change the Enable Link radial

to Enable and press tkizeate Repeater L Praviss | |

Peerbutton. Press thidextbutton.

Step 11 — Repeater Peer Configuration

Example Addresses

Name Serial Number IP Address Ethernet MAC WLAN MAC
195Ed We Are E-14096 172.16.48.189 00:04:3f:00:01:01 00:04:3f:00:01:02
Programming
Opposite 195Ed We E-14034 172.16.38.114 00:04:3F:00:0B:00 00:04:3F:00:11:02

Will Create Wireless

ESTeem Web Configuration Manager
Wireless Modems

Link

T

Setup - Add a Repeater Peer

To add a new repeater peer for the first wirelass L AN Inferface, enfar the
key type, the key and the rate sef and click the "Creafe Repealer Feg,

addrass, the port priorly, the port cost, the

utton.

4

Enter the MAC address: [00.043t00:11:02 & Enter the 48-bif MAC address of the repeater
pear

Enter the port path cost: [100 Enfer the bridge port path cost for this link. (1-

65555)

Select the encryption type: & None Select the repeater link encryption method

' WEF 64-bit Nofe: the encrypfion method and key seffing
" WEP 128-bit must be the same on both repsaler pesrs.
© TEF

Enter the encryption key: [11:22:33:44:65:66.77:88: Enterthe encryption key as a sequence of
hexadecimal byfes (8.0 Oa 0h 1o 2d:38) Key
fength. None=0 byles, WEFG4=5 byfes,

WEP120=13mvtes, THIP=32 hites

Allow dynarmic rale seleclion or select a
specific dala rate forthis ink o use. ifis
recammended, buf nof raquired, that the rale
selections be the same on both peers.

Select link data rate: |[S=tss

Enable link: & Enable Enable or disahle the repeatar pear link
" Disable Enable must be selecled for the repeafers fo
communicate

Return to Fepeater Setup I

Create Repeater Peer |

Step 12 — Configure Peer Table
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QUICK START GUIDE
12. Press th&€€ommit Changebutton and the modem will save all the changesenaad reboot. The reboot time is
approximately 1 minute to be ready for operation.

13. Complete all steps in thietup Programmingsection for the other Model 195Ed’s you will bstieg before moving on the
Testing Communication section.
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QUICK START GUIDE

Testing Communication Link

After you have configured at least two of the Moti@bEd wireless Ethernet modems for operation,cgauverify
communication with each the following steps:

Status Light — The quickest source of link status is to view Son?gtgj I(;E IEink

the Status Light on the face of the 195Ed. IfSkegus light :
is solid, the Model 195Ed has a connection to ardttodel %
195Ed listed in the Peer Table.
Status Screen/Peer Table To view further information on AREsc l:l

the status of the communication link (such as cotime > @
speed, signal strength and last update time) yowpan the
Status Screen from the Web Interface. After piesStatus
tab at the top of the screen the Status: Summdirpevi
displayed showing the status of all ports and mgnmothe
195Ed. Under the Wireless Status heading clictherView Peer Tabléigure 5). The Peer Table will list all other2801b or
802.11g wireless activity seen by the 195Ed and ihanclassified.

EST195E Web Configuration Manager m
Wireleas Modems

S
Program Port

Status: Peer Table

This page s a summany view of the pear fabis for WLAN devica wian0. Click on a given MAC
address for mare delalls about that peer.

Return to Status Summary Page OPPOSite Modem's Wireless MAC
Associated Stations

Receive Signal Strength (dBm)
/

| Wone
Last Packet Received
Eepeater Peers
K
; LastR
MAC Addr Signal (sec@kbps) Iodem ID
00:04:3£:00:09:66 36| 0@11000Remot= «——Peer Modem ID
Aecess Points
; LastRx |
MAC Addr Signal (sec@lebi) Enc |SSID
£0:02:2d:03:2a:78 e 39e000) Other Access Points
-
00:02:2d:3£:7d:d3 -89 B@2000| ¥
00:04:3£:00:09:686 36 0@11000) y |ESTeem

Figure 5 — Repeater Peer Table

Find the opposite 195Ed in the Repeater Peemrsinformation such as signal strength (in dBnd) tme/speed of last data
packet will be displayed.

Note: The data rate displayed is not necessarily intieaof the RF data rate between the ESTeemsraiéshow in the
Repeater Peer table will be the last RF packetchvibbuld consist of either data, repeater beaconedwork probes. For a
detailed analysis on the data rate, please corlbalESTeem User's manual.
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ESTEEM

APPENDIX H

QUICK START GUIDE

Ping Testing— The easiest method for testing the efficiencgaif flow between the ESTeem'’s is to conduct g fist to the
opposite modem’s IP address. This will test akdiin the Ethernet bridge.

ommand Prompk
>ping 172.16.38.196 -t

Pinging 172.16.38.196 with 32 bytes of data:

Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

from
from
from
from
from
from
from
from
from
from
from
from
from

172.16.38.196:
172.16.38.1%6:
172.16.38.1%96:
172.16.38.1%96:
172.16.38.196:
172.16.38.196:
172.16.38.1%6:
172.16.38.196:
172.16.38.1%96:
172.16.38.196:
172.16.38.1%96:
172.16.38.1%6:
172.16.38.196:

hytes=32
hytes=32
hytez=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32

Ping statistics for 172.16_.38_1%6:

Packet=s: Sent

Minimum

= Bms .

= 13, Received
Approximate round trip times in milli—second
Maximum =

Bms .

time<{18mns
time<{18ns
time{1@ms=
time<{18mns
time<{18ms
time<{18mns
time<{18ns
time<{1Hmns
time<{18mns
time<{18ms
time<{18mns
time<{18ms
time{18mns

13, Lost

Average =

TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64

B ¢@x loss>.

5.

Bms

User’'s Manual and Technical Documentation
http://www.esteem.com

Phone Support (8AM to 5PM PST Monday-Friday)

Technical

Support

E-Mail Support
Support@esteem.com

509-735-9092
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