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To Run: Run Hyperterminal.  Set up should be→ Bits Per Second: 38400115200, Data Bits: 8, Parity: None, Stop Bits: 1, Flow Control: None

All commands sent from PC to MCU start with a space (0x20) and are terminated with CR (0x0D).
Command Protocol is implemented in the ProtocolBridge.c file in the ProtocolBridge.mcp Codewarrior version 6.2 project.

All data within the transactions are performed in binary form.  
[bookmark: _Table_of_Commands]Table of Commands (summary):
	Please Note:
	 

	(CR) = Enter, carriage return, 0x0D
	 

	(LF) = Line Feed, 0x0A
	

	_ = SPACE, 0x20
	

	 

	Function:
	PC to MCU
	MCU to PC
	Notes

	Handshake
	_h(CR)
	_H(CR)
	 Supported also in bootloader mode.

	GetID
	_i(CR)
	_I(2xHW ID)(2xSW ID) (2xBootloader ID)(2xGUI ID) (CR)
	 Supported also in bootloader mode.

	RAM Read Register
	_u(RAM Address x 1 byte)(Size x 1 byte)(CR)
	_U(size x 1 byte)(RAM Address x 1 byte)(Data x n bytes)(CR)
	The application can read one or more bytes.
Please review the Memory map section of this document.

	RAM Write Register
	_v(size x 1 byte)(RAM Address x 1 bytes)(value byte to write x n)(CR)
	_V(CR)
	The application can write one or more bytes.
Please review the Memory map section of this document.

	Device Read Register
	_l(Size x 1 byte)(Address x 1 byte)(CR) 
	_L(Size x 1 byte)(Address x 1 byte)(Data x size)(CR)
	 

	Device Write Register
	_m(Size x 1 byte) (Address x 1 byte) (Data x <size> byte)(CR)
	_M(CR)
	 Address is the start logical address within the device.
Size is the number of bytes of data to be written.
Data is the actual binary data to be written to I2C device.

	Data Log Data
	<none required, asynchronous transaction initiated by MCU>
	_B<size x 1 byte><addr x 1><data*>(CR)
	* data = Binary data from chosen address/size.

	Interrupt Indication
	<none required>
	_T(reg0x00, reg0x15, status of function that generated int)(CR)
	Data: Register 0x00, 0x15 in its state previous to clearing interrupts.

	Flash erase
	_z(CR)
	_Z(CR)
	SUPPORTED ONLY IN BOOTLOADER MODE
Response is sent after the flash has been erased.

	Send S19 line
	_s(CR)<1 s19 line, starting with either S0, S1 or S9>(CR)
	_S(CR)
	SUPPORTED ONLY IN BOOTLOADER MODE
Response is sent after the flash has been programmed.



1.  Command Protocol based on Character Command Structure
[bookmark: _1.1_Handshake_command]1.1 Handshake command – (return to summary)
1.1.a  Command sent from PC to MCU
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘h’			-character command for handshake
		Byte 2 : CR			-terminating command  (0x0D)
	1.1.b  Command sent from MCU to PC
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘H’			-return character command for handshake
		Byte 2 : CR			-terminating command  (0x0D)

[bookmark: _Get_ID_command]1.2 Get ID command – (return to summary)
1.2.a Command sent from PC to MCU
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘i’			-character command for handshake
		Byte 2 : CR			-terminating command  (0x0D)

	1.2.b  Command sent from MCU to PC
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘I’			-return character command for Get ID
		Byte 2 : HWID		-Hardware ID high byte (0x30)
		Byte 3 : HWID		-Hardware ID low byte (0x00)
		Byte 4 : SWID		-Software ID high byte (0x40)
		Byte 5 : SWID		-Software ID low byte – SW version 
		Byte 6 : BLID			-Bootloader ID high byte (0x41)
		Byte 7 : BLID			-Bootloader ID low byte – BL version 
		Byte 8 : GUI ID		-GUI ID high byte
		Byte 9 : GUI ID		-GUI ID low byte 
Byte 10 : CR			-terminating command  (0x0D)

[bookmark: _1.3_RAM_Read]1.3 RAM Read Register – Read data from MCU RAM location – (return to summary)
	1.3.  Read data byte to MCU RAM 

Command sent from PC to MCU
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘u’			-character command for RAM Read Reg
		Byte 2 : Size			-amount of bytes to read
		Byte 3 : Addr			-RAM address to read from – See Memory Map
Byte 4 : CR			-terminating command  (0x0D)

Command sent from MCU to PC
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘U’			-character command for RAM Read Reg
		Byte 2 : Size			-amount of bytes to read
		Byte 3 : Addr			-RAM address to read from – See Memory Map
Byte 3:  Data[size] 		-Data bytes 
Byte 4 : CR			-terminating command  (0x0D)



[bookmark: _1.4__RAM]1.4  RAM Write Register – Write data to MCU RAM location – (return to summary)
	1.4.  Write data byte to MCU RAM

Command sent from PC to MCU
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘v’			-character command for RAM Read Write
		Byte 2 : Size			-amount of bytes to write
		Byte 3 : Addr			-RAM address to write to – See Memory Map
Byte 3 : Data[size]		-Data bytes to write
Byte 4 : CR			-terminating command  (0x0D)
	

Command sent from MCU to PC
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘V’			-character command for RAM Write Reg
Byte 2 : CR			-terminating command  (0x0D)
[bookmark: _1.5_Device_Read]1.5 Device Read Register – (return to summary)

Command sent from PC to MCU
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘l’ (low case L)	-character command for Device Read Reg
		Byte 2 : Size			-Amount of bytes to read. Maximum 20.
		Byte 3 : Addr			-Device address to read
Byte 4 : CR			-terminating command  (0x0D)
		

Command sent from MCU to PC
Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘L’			-character command for Device Read Reg
Byte 2:  Size			-Amount of bytes
Byte 3:  Addr			-Address byte
Byte 4:  Data x size		-Data bytes
Byte n: CR			-terminating command  (0x0D)

[bookmark: _1.6_Device_Write]1.6 Device Write Register – (return to summary)

Command sent from PC to MCU
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘m’			-character command for Device Write Reg
		Byte 2 : Size			-Number of bytes to transmit
		Byte 3 : Addr			-Device address to write to 
Byte 4 : Dataxsize		-Data byte 
Byte n : CR			-terminating command  (0x0D)
	

Command sent from MCU to PC
Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘M’			-character command for Device Write Reg
Byte 2 : CR			-terminating command (0x0D)

[bookmark: _1.7_Data_Log]


[bookmark: _1.8_Data_log]1.7 Data log data command – (return to summary)
This is an asynchrounous command transmitted from the HW to the host at each sample rate event.  This command has the information requested in the mode byte of data log enabler command.

Command sent from MCU to PC
Asynchronously and repeatedly sent when sample rate configured has occurred, until datalog stop command is sent (“_b01<cr>”).
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘B’			-character command for start Device Datalog
		Byte 2 : Size			-Amount of bytes received
		Byte 3 : Addr			-Address of bytes
		Byte 4-n : Data bytes	-Data bytes according to the size.
Byte n+1 : CR		-terminating command  (0x0D)
[bookmark: _1.9_Interrupt_Enabler]

[bookmark: _1.10_Interrupt_indication]1.8 Interrupt indication command – (return to summary)
Command sent from MCU to PC
Asynchronously and repeatedly sent when configured interrupt has occurred; sent until stop interrupt command is sent (“_t0<cr>”).
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘T’			-character command for start Device Datalog
		Byte 2 : Status Register	-Data in register 0x00
		Byte 3 : Interrupt status 	-Data in register 0x15, prior to acknowledge of interrupt 
flags.
		Byte 4-n : Status reg	- Status register of function that generated the interrupt
						(ODR reads from 0x00 to 0x03, PL 0x18-0x19)
Byte 4 : CR			-terminating command  (0x0D)

[bookmark: _1.9_Flash_erase]1.9 Flash erase – (return to summary)
Command sent from MCU to PC
Synchronous command.  Works only in Bootloader Mode.
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘z’			-character command for Flash erase
Byte 2 : CR			-terminating command  (0x0D)

Command sent from MCU to PC
Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘Z’			-character command Flash erase acknowledge
Byte 2 : CR			-terminating command (0x0D)

[bookmark: _1.10_Program_S19]1.10 Program S19 line – (return to summary)
Command sent from MCU to PC
Synchronous command.  Works only in Bootloader Mode.
		Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘s’			-character command for Flash erase
Byte 2 : CR			-terminating command  (0x0D)
Byte 3..n-1 : S19 line	-S19 line from S19 file
Byte n : CR			-terminating command  (0x0D)

Command sent from MCU to PC
Byte 0 : SPACE		-command header (0x20)
		Byte 1 : ‘S’			-character command for S19 line programmed acknowledge
Byte 2 : CR			-terminating command (0x0D)


[bookmark: _Appendix_A_–][bookmark: _MEMORY_MAP]Appendix A – Memory Map
These are the memory map sections:
0x00 – 0x07: GPIO control.  Please check chapter 6 “Parallel Input/Output control” of QE8 Reference Manual.
0x08 – 0x0F: Reserved
0x10 – 0x1F: Protocol Bridge specific information.

	0x00
	PTAD
	Data register of port A.

	0x01
	PTADD
	Data direction Register of Port A.

	0x02
	PTBD
	Data register of port B.

	0x03
	PTBDD
	Data direction Register of Port B.

	0x04
	PTCD
	Data register of port B.

	0x05
	PTCDD
	Data direction Register of Port B.

	0x06
	PTDD
	Data register of port B.

	0x07
	PTDDD
	Data direction Register of Port B.

	0x08-0x0F
	NA
	Not implemented

	0x10
	DS
	Data Stream Length

	0x11
	DS
	Data Stream Address

	0x12
	DS
	Data Stream Config [7] Enabler [2:0] Sample Rate

	0x13
	DS
	In DS Normal Mode:
Time delay between interrupt generated and the Stream reading (works only for Interrupt based stream during normal mode).
In DS Test Mode:
Time delay between a “StartTest” call and the automatic “StopTest” condition


	0x14
	Config
	Device ID for I2C communication

	0x15
	Config
	Interrupts config
Bit 0: Interrupt Pin A status (1 = enabled, 0 = disabled)
Bit 1: Interrupt Pin B status (1 = enabled, 0 = disabled)
Bit 2: Interrupt Pin A polarity (1 = rising edge, 0 = falling edge)
Bit 3: Interrupt Pin B polarity (1 = rising edge, 0 = falling edge)
Bits 4-7: Ignored.

	0x16
	Config
	Reset the system
A write of the value 0xA5 will perform a full reset of the system, enabling the Bootloader when available.
A write of the value 0xAD will perform a partial reset of the system, restarting the FW application and not jumping to bootloader.

	0x17
	Config
	Output (NOT IMPLEMENTED
0x00: UART port
0x01: NVM

	0x18
	TestMode
	CONFIG
0x00 No test mode
0x01 Test Mode – Idle
0x02 Test Mode – Run
0x03 Test Mode – Stop

	0x19
	TestMode
Time[1]
	Most significative byte of the Time that the test will last.

	0x1A
	TestMode
Time[0]
	Least significative byte of the Time that the test will last.



Appendix B – Transactions Examples
Start data streaming mode
It is important to note that the nomenclature \0xnn refers to binary value in one single character. So, \0x20 means space, \0x0D means <CR>.
	Host to MCU
	MCU to Host

	\0x20m\0x07\0x01\0x0D
	\0x20M\0x0D

	\0x20b\0x01\0x00\0x03
	\0x20B\0x0D

	None
	\0x20B<data>\0x0D



Appendix C – Bootloader

When the MCU is reset, the bootloader is active for 3 seconds, then it jumps automatically to the application code (when available) or it stays always in bootloader mode.

The application implements its interrupt vectors in users space (memory address 0xFB-- instead of 0xFF-- ).
The bootloader uses 2 pages (1KB) starting address 0xFC00.  The bootloader startup address is loaded in the MCU reset vector (0xFFFE-0xFFFF).

If the board is in application mode and it is required to download a new version of the application code, the user can reset the board by issuing a MemoryWrite request to the reset address to perform a FULL reset.  Then, the MCU will be in bootloader mode for about 3 seconds.  

It is easy to identify if the board is in bootloader mode, because in this mode, the response to a getID command is:
HWID: Actual HWID.  SWID: 0xFFFF.  BTID:<BT id and version>. GUID: 0xFFFF
So, when the response of a getID command includes a valid BTID and an invalid SWID, then the MCU is in bootloader mode.
It is important to note that when the MCU is in Application mode, both SWID and BTID show a valid version (unless there is no Bootloader loaded in the board, which case will return a BTID of 0xFFFF).

This is the sequence to load an S19 to a board that is running on Application mode:
1. Perforrm full reset.
2. Perform handshake until the device responds.
3. Perform GetID command
4. If GetID shows the device is in Bootloader mode, then proceed with 5, otherwise return to 1.
5. Issue a Flash erase command.
6. Issue a send S19 line with the “nth” line of the S19 file.
7. Repeat 6 until the complete S19 file is sent.
8. Wait 3 seconds
9. Perform GetID command to show that we are in application mode.


NOTE: Please make sure that the application you download implements the reset mechanism.
Otherwise you will need to Flash erase the board within 3 seconds of powering up the board. It takes around 3 seconds for the system to make the port available.
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