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Abstract: This document describes the implementation of an open interface through which Teledyne Benthos acoustic modems can be employed as the lower layers of an undersea network.  The Benthos Open Network Interface to Off-board systems (BONITO) provides for a binary command and control interface on top of the peer-to-peer link layer. Accordingly, the modems are used solely for reliable point-to-point transmission with the networking intelligence provided by off-board processors controlling modems through the provided interface.
1 Objective

     This paper aims to describe the architectural components and features of the Teledyne Benthos’ Benthos Open Network Interface to Off-board systems, henceforth referred to as BONITO.  BONITO is a firmware option which was originally developed for Tokyo University of Marine Science and Technology.  This firmware provides for a user friendly interface to allow end users to develop their own acoustic networks.  Our standard modems provide for a point to point transfer of data using a shell interface.  BONITO provides for enhanced command and control of this point to point interface to make it easier for end users to implement their own networking layer logic on their own off board processors.

2 Background
  Teledyne Benthos has developed several different version of firmware to run their acoustic modems.  The differences between these firmware versions can be best described by in terms of the Open Systems Interconnection (OSI) layered software model.  The OSI layers as they pertain to networking are:

1. Physical – the physical medium used for interconnection.  This layer handles the transformation of the logical data packet into a physical waveform and vice versa on transmit/receive.  It also performs error checking and correction on the transmitted packets.
2. Data link – management of the physical link between two directly connected peers.  This layer manages handshaking, sequencing, retransmission, and all other point-to-point transmission issues   

3. Network – control of the data link layer to provide routing between distant nodes

4. Transport – management of interconnection between distant nodes over a network path

5. Session – controls establishment and management of network connection sessions 

6. Presentation – maps data between application layer and lower protocol stack layers

7. Application – the end program or application that uses the network

  The following is a list of the different firmware version developed by Teledyne Benthos and how each corresponds to the layers in the OSI model
Standard Commercial Code: Has layer 1 (Physical) and layer 2 (Data link) implemented.  These layers are used for point-to-point acoustic communications (acomms) between two commercial modems.  

BONITO: Has layer 1 (Physical) and layer 2 (Data link) implemented.  The layers are very similar to the standard commercial code, however there are some differences in the implementation which cause this versions to be acoustically incompatible with the Standard Commercial Code.  In addition this firmware provides an interface that allows for enhanced command and control of layers 1 and 2 on the modem.  This enhanced control allows for 3rd party development of Layers 3 (networking) on off-board processors.  (Note at one time this version was referred to as BenthoNet)
Commercial Networking: Has layer 1 (Physical), layer 2 (Data link) and layer 3 (Network) implemented. Layer 1 and 2 are identical to BONITO, and thus will be completely compatible.  The network layer has not yet been developed, but will be developed with IR&D funds, and thus will be proprietary to Teledyne Benthos.  Our plan is to develop one version of firmware that includes both BONITO and the commercial network layer, with the commercial network layer only being enabled via a feature key.    

Seaweb:. Has layer 1(Physical), layer 2 (Data link) and layer 3(Network) implemented.  Layers 1 and 2 are very similar to BONITO, however there are some differences in the implementation which cause Seaweb to be acoustically incompatible with Commercial Networking, BONITO and the Standard Commercial Code.  The network layer was developed as a research project for SPAWAR and NPS.  Neither the Seaweb network layer nor any of the other features which are proprietary to Seaweb are described in this document. 

2.1 Physical and Data Link Layers
   All of the Teledyne Benthos acoustic modem firmware versions use the same highly evolved physical and data link layers that implement, among others, the following features:

· Multi-channel MFSK modulation with bit rates between 140 bps and 2400 bps.

· Forward error correction (FEC) via convolutional encoding and data interleaving for robust error correction

· Ranging between nodes

· Automatic gain control and other transmission metrics

· Cyclic redundancy checks (CRC) of packet data

· Optional request-to-send / clear-to-send (RTS/CTS) –Not implemented in Standard Commercial Code
· Optional positive acknowledgements on transmissions

· Packet sequence numbering with store/forward semantics for up to eight total packets

· Selective retransmit request (SRQ) functionality for retransmitting part of a single packet

2.2 Networking Layer
  The network layer (“layer 3”) determines if a packet should be passed to a higher layer at the current node, or should be forwarded to another modem peer.    The example n Figure 1: Networking layer example, shows how an acoustic network can be created with the network layer included in the modem.  This is similar to the way the commercial networking firmware will operate.  In the example a packet originates at network node (modem) A, passes through node B, and arrives at node C.  Layer 3 network processing is performed entirely within the modem in this example.   
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Figure 1: Networking layer example
At each step along the route, the data link layer (layer 2) manages handshaking, sequencing, retransmission, and all other point-to-point transmission issues.  The physical layer (layer 1) handles the transformation of the logical data packet into a physical waveform and vice versa on transmit/receive.  It also performs error checking and correction on the transmitted packets.

2.3 Packet encoding

   Network packet encoding follows an encapsulation scheme similar to the way TCP/IP is implemented where each layer contributes a header plus data payload, and is itself wholly contained within the data payload of the layer beneath it.  This means that a layer 3 packet will have a network header and data payload, and this layer 3 packet will be carried in the data payload of a layer 2 packet, which adds a header of its own.  This layer 2 header/payload is contained within the payload portion of the physical layer 1 packet, which in turn supplies its own header.  Figure 2: Network packet encapsulation and encoding shows how each layer is embedded in the one below it.  For the standard commercial code the link layer payload is the data to send.  For the BONITO build the network header is defined and parsed on the offboard processor.
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Figure 2: Network packet encapsulation and encoding

3 BONITO Operation
  In an on-board networking scheme, all packet processing occurs completely within the modems’ CPU and firmware.  Although and internal networking scheme may be adjusted via parameter settings, it does not allow for external implementation of alternate networking schemes.  With  BONITO, the link between layers 1 and 2 and the layer 3 (network layer) is via a serial control protocol.  The network layer is completely controlled by an external controller whose behavior is defined by the end user.  

3.1 Modem Management Protocol

   The means of passing information back and forth between a Teledyne Benthos acoustic modem and an off-board processor is achieved using a serial binary control protocol called Modem Management Protocol (MMP). The goal of MMP is to provide a static, unambiguous binary interface for machine-based command and control of the acoustic modem.  While the entirety of MMP may be used to control a vast array of modem functions and settings, BONITO is a subset of the larger MMP control set that pertains specifically to networking behavior.  Using the facilities of BONITO/MMP an external processor running a network state machine can communicate with and control the lower protocol layers on the modem. 
3.2 BONITO component overview

   Using BONITO to drive the data link and physical layers of the modem, a new network may emerge that is controlled by the logic implemented on the off-board processing platform.  The external platform may define its own network header, routing tables and algorithms, transport logic, etc.

   Figure 3: Networking with external network layer and open network interface shows a similar three modem network to the one presented earlier; however, this network uses off-board processors to implement network functionality on off-board processors, using the Bonito interface.  The routing shown here is identical to that in the previous example.
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Figure 3: Networking with external network layer and open network interface

   At each node of the network, data link and physical layer functions are handled by the Teledyne Benthos modems in accordance with the operational parameters provisioned beforehand.  All network functionality is implemented by the attached off-board processors using the MMP interface to interact with the lower layers. 

3.3 Defining a Layer 3 network header

   The layer 3 network header used to route network packets through the system can be any format that is desired.  It will be implemented only on the off-board network processor and the modem data link layer will be ignorant as to its contents.  From the modems’ perspective, the network packet is merely a parcel of data being moved from one point to the next.  All network routing information, hop data, and any other desired network metrics should be carried in the network header, and are the responsibility of the off-board processor to define and populate.  

   The BONITO interface makes only one assumption about the network header: that it occurs at the beginning of the layer 2 data packet’s payload. The off-board processor has the option of telling the modem how many bytes long the network header is up front.  Then, when a new layer 2 data packet is received, the off-board network controller can request just the network header portion of the packet from the modem.  The modem will provide the first N bytes of the data packet, where N is the pre-defined network header length.

   The off-board processor can use this header to make the determination whether to accept the packet at its final destination, or re-route it to another modem along the route.  By requesting only the network header and not the entire packet, communications between the modems and the off-board network processors can be more efficient.  The off-board processor may also, at its choosing, select the entire layer 2 data payload, or just the layer 3 data payload (skipping past the initial layer 3 header bytes).
3.4 Controlling data link and physical layer behaviors

   While the modems are responsible for carrying out all data link and physical layer tasks autonomously, the external processor may still configure them to behave within certain parameters.  Attributes such as how many RTS attempts should be tried before giving up, whether to use positive acknowledgements, acoustic data rate, and link layer node addresses are all configurable at each modem node, using configuration parameters.  If desired, the configuration parameters can be set up beforehand, either via MMP or the human-friendly command shell, and saved to flash memory.  In this case, the modem will boot up with these parameters automatically in place.
3.5 Processing data packets

   The BONITO system implements the concept of “current” packets: one inbound and one outbound.  In addition, it has a queue for inbound packets where they are buffered while waiting for the current packet to be processed, and another for outbound packets where they wait their turn for transmission.  Figure 4: BONITO packet management and event notification shows the overall packet management architecture.
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Figure 4: BONITO packet management and event notification

   As new packets arrive via the link layer, they are placed in the inbound packet queue.  If there is no current inbound packet, whatever is at the front of the queue becomes the current packet.  A notification is sent via MMP message to signal the arrival of a new current inbound packet.  If another packet arrives, it queues up behind the current one.  When the current one is disposed of (forwarded to another modem in the network route or accepted locally as the final network destination) the next packet in the queue becomes the current one and a new notification is generated.  

   Similarly, if the local modem wishes to originate a new outbound packet, it immediately becomes the current outbound packet.  If there is already an current outbound packet that has not yet been disposed of, an error indication is returned via MMP.  The off-board processor can modify the current outbound packet’s payload and eventually may dispatch it to a peer modem – in which case it goes into the outbound packet queue to await transmission – or discard it.  
   Inbound packets may be inspected and if no modifications are to be made, forwarded directly to a peer modem.  If the packet is to be modified before passing along to the next hop in the route, it can be copied over to the current outbound packet slot where it may then be modified before transmission.

3.6 Monitoring link layer behavior
   It’s possible for the off-board network layer to function simply by exchanging packets with the lower protocol layers on the modem and leaving the actions of the data link and physical layers opaque.  However, sometimes it is advantageous or necessary to have visibility into what is happening at the lower layers.  The BONITO interface generates spontaneous MMP notifications for many significant events and transitions in the lower layers. The off-board processing logic may choose to react to these notifications or ignore them, depending on the desired end goals.

   Examples of lower layer notifications include: RTS sent, RTS received, CTS sent, CTS received, DATA packet sent, DATA packet received, positive ACK sent, positive ACK received, SRQ sent, SRQ received, wait for SRQ timeout period expired, PING sent, PING received, ping ECHO sent, and ping ECHO received.  There are also other notifications closer to the physical layer such as packet acquisition time stamping and range rate correction measurements (sometimes referred to as Doppler).
   One potential application of monitoring these events is to create a sort of Carrier Sense Multi-access (CSMA) scheme for the modems.  Similar to radio networks, modem CSMA logic would monitor the carrier channel for other traffic and make a decision on when to transmit its own packets so as to minimize the chance of collision.  By enabling the “receive all” logic in the modem’s configuration database, all acoustic events that can be received by the local modem will be reported via the link layer notification mechanism.  The off-board processor can monitor these events to make determinations about the frequency and timing of other acoustic activity in the water and time its own outbound traffic accordingly.
4 Conclusion
   Teledyne Benthos’ acoustic modems provide a mechanism by which they may be used as the foundational building blocks of a flexible undersea network.  Users may focus on creating and testing their own higher layer networking schemes while relying on the acoustic modems to handle reliable point-to-point transport of data packets.  The Modem Management Protocol and its BONITO interface present a static binary method by which to configure, command, and control the lower network layers from an off-board processor.  With link layer event notifications and varied array of packet handling functions, many different networking schemes can be rapidly prototyped and tested.  BONITO is a new and evolving technologies, and can be tailored to meet the needs of commercial and academic endeavors alike.
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Off-board processor attached to modem A originates a packet destined for node C, filling it with its own network packet format.  
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