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Addendum to ATM-90x/SM-75/UDB-9000 Modem Manuals – 

BenthoNet/BONITO Networking Support

Introduction

   Teledyne Benthos’ underwater acoustic modems provide, via standard commercial software, the capability for reliable peer-to-peer data transport in sub-sea environments.  A program developed for the U.S. Navy called BenthoNet builds upon this capability by adding a networking layer above the peer-to-peer communications layer, thus allowing for networked communications across a large deployment of modems.  The BenthoNet project also added a number of important features to the link (peer-to-peer) layer of the modem to increase reliability of data delivery; features such as packet sequencing, data handshaking, and selective retransmit requests.

   With the introduction of BenthoNet modem software and the BenthoNet Open Network Interface to Off-board systems (BONITO), users may now build upon many of the link layer enhancements of BenthoNet to create their own sub-sea networking schemes.  BenthoNet does not itself implement a networking layer as BenthoNet does, but rather allows a connected off-board processor to command and control the link and physical layers and thereby define its own network implementation.  BONITO refers to the set of instructions and notifications that define the interface between the Teledyne Benthos acoustic modem and an off-board processor implementing networking logic.

   This document describes how to use the BenthoNet/BONITO software to control a Teledyne Benthos acoustic modem as a building block for an undersea network.  It is intended to be used heavily in conjunction with the Modem Management Protocol (MMP) User’s Manual, which provides byte-level detail on the message syntax that is used to control the modem.
Interface Connection

   The latest versions of Teledyne Benthos acoustic modem software implement a command and control system called Modem Management Protocol, or MMP.  MMP allows an external processor to communicate with the modem software over a serial interface for the purpose of getting and setting various pieces of operational data, as well as instructing the modem to perform tasks.  The BONITO interface is a subset of the larger MMP library for interacting with the modem platform.  This section describes how to connect and external processor to the acoustic modem so that MMP communications may take place.

Serial ports

   All 4th Generation modem boards (other than Compact Modem boards) include two RS-232 serial connectors: a large 7-pin connector and a smaller 6-pin connector.  The larger of these connectors is considered to be port 1, while the smaller is port 2.  When using MMP to control a modem, it is recommended that port 2 be used.  While either port may be used to run MMP, port 1 is more like to output spontaneous data which could disrupt the output stream.  Port 2 does not run this risk and so its use is recommended for MMP.

 (
Port 1
Port 2
)
Figure 1: Location of RS-232 serial ports on DSP board set
   Serial port settings and baud rates are configurable to some degree by using the modem’s configuration interface.  Teledyne Benthos recommends the default serial settings of 8 bits, no parity, 1 stop bit, and a baud rate of 115200 (115200 8-N-1).  The high baud rate will minimize any latency introduced by the serial communications protocol.

Universal Deck Box serial ports

   On the Universal Deck Box (UDB) platforms, the modem board serial ports are not directly accessible.  There are instead two external serial ports which may be used for MMP interface.  The COM 1 port on the UDB connected directly to port 1 on the modem board, and so carries the same caveats for MMP usage.  The COM 2 port on the UDB connects to the display module and normally runs a DS-7000 emulation interface.  However, this mode can be bypassed via the display and COM 2 can be put into “CLAM Shell Pass-through Mode.”  When placed in this state, COM 2 is connected up to port 2 on the modem board through the display module.  It may then be used just as a direct connection to port 2 on the modem board could.
   
The CLAM shell

   When first powered up, modems will present a user shell prompt on both serial ports (on a UDB it will present the DS-7000 emulation interface on COM2 and the shell on COM1).  This is known as the Command Line for Acoustic Modems shell, or CLAM shell. 

   The CLAM shell is mildly Unix-like in nature and implements a number of useful navigation features such as scrollable command history, line editing shortcuts, and tab completion.  Since network functionality will be implemented over the MMP interface, the CLAM shell will not be heavily involved in operations.  However, it can be used by a human to configure and operate the modem.

   Type help at a CLAM shell command prompt to get a listing of available commands.
Initiating the MMP connection
   Initiating an MMP connection is performed by sending the string

mmpd 
to the CLAM shell, followed by a CR/LF.  To exit MMP mode and return to the CLAM shell, send several Control-D characters (ASCII 0x04) down the serial link.
   Full instructions on starting an MMP session and building, sending, receiving, and parsing MMP messages are outlined in The Modem Management Protocol (MMP) User Manual.  

Suppressing unwanted MMP output

   By default, all MMP notifications are enabled at boot time.  There may be occasions when it’s desirable to restrict the MMP output that is presented on a serial interface, so the client does not need to process information it doesn’t care about.  There is a mechanism by which entire subsystems of MMP output may be disabled.  Once disabled, all spontaneous notifications originating from blocked subsystems will not be presented on the serial port.  The subsystems may subsequently be unblocked to restore output.  

   The blocking only affects spontaneous notifications (with an xid of MMP_XID_NULL) from a subsystem.  Any SET or GET operations with a legitimate transaction ID, even if issued on a blocked subsystem, will still generate  a corresponding NOTIFY to in response.  

   This feature may be useful when connected to Universal Deck Box platforms which constantly are being queried for battery and power supply status by the built-in display unit.  These queries generate output on all MMP interfaces, not just the one where the request came in.  To disable such notifications, a user would block the DECKBOX subsystem, which is where those MMP fields are located. 

   To block one or more MMP subsystems from generating spontaneous NOTIFYs, issue an MMP SET on

IFACE::BLOCKNOTIFY

   To unblock one or more subsystems, issue an MMP SET on

IFACE::UNBLOCKNOTIFY

   In both cases, the message body of the MMP SET must contain the number of subsystems being (un)blocked and a list of subsystem enumerations to match.

   The MMP interface will respond with a NOTIFY containing a variable-length list of all the blocked or unblocked subsystems.  It will also respond this way when an MMP GET operation is performed on either field.
General modem configuration

   The acoustic modems contain a configuration system that allows the end user to customize various parameters to control modem behavior.  The configuration system is accessible both through the CLAM user shell and the MMP interface.

   Configuration items are organized into functional sections, which each contain related parameters.
Configuring the modem via the CLAM shell

   A listing of all configurable parameters can be obtained by typing

cfg all

in the CLAM shell. The parameters that are part of the BONITO suite are listed under “Network Params”.  They will be described in more detail later in this document.



   To query an individual parameter, use

cfg <param>

Or

@<param>

Where <param> is the name of the parameter to look up.  


   It is not necessary to specify the section that the parameter is in since the parameter names are all globally unique.  However, if desired, the syntax

<section>.<param>

may be used where <section> is the configuration section and <param> is the individual parameter within that section.

   To list all parameters and their values within a particular configuration section, use

cfg <section>



   To set an individual parameter, use

cfg <param>=<value>

Or

@<param>=<value>

Where <param> is the name of the parameter to set and <value> is the value to set it to.  


   Whether getting or setting a parameter value, it’s highly recommended that the second syntax be used, as it allows for tab-completion of parameter names and values.  If the “cfg” syntax is used, tab completion will not work for the parameters or values.

   To save the current set of parameters to flash memory, use

cfg store

   The saved parameters will be automatically reloaded after a power cycle.

Configuring the modem via MMP

   An MMP interface is available for changing configuration parameters.  As MMP is organized into subsystems and fields much as the configuration system is organized into sections and parameters, there exists a 1:1 mapping between them.

   There is an MMP subsystem dedicated to each configuration section, and within every section an MMP field corresponds to each configuration parameter.

Requesting a configuration parameter

   To request a configuration parameter, issue an MMP GET request with the appropriate subsystem and field for the configuration section/parameter to be retrieved.  The modem will respond with an MMP NOTIFY containing the standard structure for configuration parameters.

   The configuration parameter MMP body contains the following fields:

typedef struct
{
	int32_t	val_or_len;	
	uint16_t	type;	
	char		buf[variable];
} mmp_cfg_paramval_t;


Val_or_len contains the value for 32-bit types, or length in bytes of variable length types (strings)

Type contains the type of the config parameter (16-bit integer, 32-bit integer, fixed point decimal, Boolean, etc.) 

Buf is a variable length buffer to contain value of config parameter if it cannot be contained within the 32-bit val_or_len field.  For any parameter that is 32 bits long or less, the length of this buffer will be 0.

Setting a configuration parameter

   To set a configuration parameter, issue an MMP SET request with the appropriate subsystem and field for the configuration section/parameter to be set and the configuration MMP body filled with the proper value in the val_or_len field.  It is not necessary to fill in the type field, as the type is fixed and known by the modem already.

   The modem will respond with an MMP notify echoing back the new value of the parameter.  Be sure to validate the value the modem returns, as it may return the original value of the configuration parameter if the new value could not be set (out of range error, for example).

Fixed decimal values

   Some configuration parameters are fractional values.  These correspond to the type of CFG_FIXED and are encoded in a 32-bit container by multiplying up be 10000.

   Therefore, a value of 3.5 would be loaded into the val_or_len container as 35000.  When receiving or sending a configuration parameter of type CFG_FIXED, it is important to remember the value in the MMP message is scaled up by a factor of 10000.

Legacy S-register support

   Older generations of modems implemented their configuration parameters via data registers known as S-registers.  These registers are still supported on the 4th generation platform, although they are deprecated in favor of the newer configuration system.

   When a configuration parameter is modified via MMP, a notification for the SREG subsystem is sometime generated along with that for the CONFIG subsystem.  This is because an old S-register may have changed in sync with the configuration parameter being changed.  

   When this happens, the SREG notification is bundled into the same MMP NOTIFY response as the CONFIG notification as another parameter under the same execution ID (xid).  If the off-board software is looking for the NOTIFY from the CONFIG subsystem to validate successful operation, it is important to be aware that the NOTIFY may well contain an SREG parameter in addition to the CONFIG parameter.  The SREG portion may be safely ignored, but it does need to be parsed properly so that the CONFIG portion is handled.

Useful configuration parameters

   The following table lists configuration parameters that will be most needed in setting up a modem for networking usage.


	Section
	Parameter(s)
	Type
	Description

	Serial
	P0Baud, P1Baud
	Enum
	Sets the baud rate of serial ports 0 and 1, respectively

	Modem
	LocalAddr
	Int 16
	Sets the local link layer node address (between 1-59)

	
	TxRate
	Enum
	Sets the acoustic baud rate

	
	TxPower
	Enum
	Sets the acoustic transmit power

	
	AcRspTmOut
	Fixed Point
	For UDB builds, this controls the timeout for ranging commands (ATRn) to other nodes.

	Network
	RTSAttmpts
	Int 16
	Number of RTS attempts to allow before giving up.  If set to 0, handshaking is disabled and positive ACKS are turned on.

	
	DataRetry
	Int 16
	Number of DATA re-transmission attempts to allow before giving up.  This directly corresponds to how many SRQs will be processed by the modem trying to transmit the DATA packet.

	
	NumBcstPing
	Int 16
	Number of broadcast pings to perform when a PING is sent to node address 0.  The modem will go through as many ping cycles as are configured in this parameter, providing results at the end of each one.

	
	PingRetry
	Int 16
	Number of retries to allow for direct PING requests.  If no ECHO response is received from a PING request, the modem will continue to send PINGs up to the number of retries configured in this parameter.

	
	PktBuff
	Bool
	Enable or disable packet buffering.  When enabled, the modem will cache up to four packets inbound and outbound for each of its peers.  These cached packets can be used for late re-transmission if the initial transmission attempt failed, or for properly ordering packets on the receive side if they arrive out of order.  This feature must be enabled on both sides of a peer-to-peer link in order to work.  

When disabled at either end, the modems will make a best-effort attempt to move the DATA packet (including RTS attempts and data retries), but will ultimately discard the packet if it cannot be transmitted. 

	
	PktDelay
	Int 16
	Controls the inter-packet delay.  This is the number of seconds a transmitting modem will wait after finishing one transmit cycle before it begins the next.  This allows the modem to idle for a short period of time and gives it opportunity to “listen” for other nearby network traffic instead of immediately attempting another transmission.

	
	FxdRspTime
	Fixed Point
	Sets a default timeout, in granularity of 0.5 second, for link layer responses from peers.  Once the communication with a peer has been established and a proper range determined, this value is superseded by the calculated timeout value.  FxdRspTime can be forced into use over the calculated values if FxdRspCtl is enabled.

	
	FxdRspCtl
	Bool
	If enabled, forces use of FxdRspTime for link layer timers, even if a better value has been determined for peers via ranging.

	Test
	RcvAll
	Bool
	If enabled, causes the modem to receive all link layer packets, even if they are not addressed to it.  In this mode, MMP notifications will be generated for all of the message traffic in the area, enabling the off-board processor to better decide when it is OK to transmit.

If disabled, only packets addressed to the local modem are processed.



[bookmark: _Toc203791070]Link layer communications protocol

   Before designing a network implementation on top of the BenthoNet link layer, it is essential to understand how the link layer functions and how it may be configured to behave to meet the needs of the network layer.  This section will describe the most critical aspects of the link layer behavior.

   The BenthoNet communications protocol, like BenthoNet, is based on that of the standard commercial modem, but with substantial extensions and enhancements.  This section provides an overview of the BenthoNet link layer communications protocol messaging between nodes.

[bookmark: _Toc203791071]Packet pool

   There is a fixed pool of eight packets in the modem firmware.  These packets are put into use whenever a DATA, RTS, CTS, SRQ, etc. message needs to be sent.  They are returned to the packet pool once they are no longer needed.

   A couple of features such as packet sequence numbering and the BONITO interface carry the possibility that packets may be held out of the pool for long period of time.  If the pool becomes exhausted and no more packets are available for immediate use, the modem will reboot.

   It is important to keep this in mind when designing a network interface to drive the modems.  Inbound packets will queue up until they are forwarded or discarded, so it is strongly advised that they be processed as quickly as possible and not be allowed to languish.  Similarly, an outbound packet being built will cause that packet to be held out of the pool until it is transmitted or discarded.

Packet size

   Each data packet can hold up to 4096 bytes of data.  Do not try to put more than 4 KB worth of data into a packet before transmitting.

Messaging

   For each of the protocol transactions described below, a message sequence diagram will accompany it to demonstrate the timing and flow of messaging between nodes.
For all diagrams in this section, the following abbreviations will be used to signify message attributes:

· (ar) 	– ACK request bit set; used to request a positive ACK from the remote node
· (fin) 	– Final bit set; used when (re-)transmitting packets to indicate that the packet is the last one in a group being transmitted to the remote node.

[bookmark: _Toc203791072]Handshaking
    BenthoNet DATA exchanges may begin with a handshake or without one.  Handshaking is determined by the RTSAttmpts configuration parameter.  If it is non-zero, handshaking is performed with no positive ACK at the end.  If it is set to zero, no handshake preceded the DATA packet, but a positive ACK is expected at the end.  

   The handshake takes the form of an RTS/CTS exchange to ascertain that the channel is clear, followed by the transmission of the DATA packet.  Figure 4‑1 shows the handshake exchange.

 (
RTS, seq = 1
A
B
CTS, seq = 1
Data, seq = 1 (fin)
)

[bookmark: _Ref140377378][bookmark: _Toc203791107]Figure 4‑1: Sequenced Data Exchange with Handshake, No ACK Request

   RTS and CTS packets carry link layer sequence numbers with them.  The transmitting node provides in the RTS the sequence number of the link layer packet it is trying to send.  The receiving node responds with the sequence number it wishes to receive.  Normally these values should be the same, but if a prior packet transmission attempt has failed, the CTS may be requesting an earlier packet from the transmitting node.  The CTS sequence number implicitly ACKs all sequenced packets prior to the one being requested.  The requested DATA is then sent upon receipt of the CTS.  In the above example the transmitter planned to send sequenced packet 1 and the receiver responds that it is expecting this as well, and so DATA packet 1 is sent.  

No handshaking; with positive ACK

   BenthoNet protocol also allows for a brief DATA/ACK exchange that does not require an RTS/CTS handshake prior to DATA transmission.  If the RTSAttmpts configuration parameter is set to 0, BenthoNet will use the brief “handshakeless” protocol.  The only exception to this is that it will revert to RTS/CTS even for brief packets if it needs to sync up sequence numbers with the remote node, such as after a power up.

   A DATA packet is sent with no handshake, and it contains a sequence number just as RTS/CTS packets do.  The receiving node will respond with a sequenced ACK.  This transaction is shown in Figure 4‑2.

 (
Data, seq = 2 (ar, fin)
A
B
ACK, seq = 2
)
[bookmark: _Ref140377424][bookmark: _Toc203791108]Figure 4‑2: Sequenced Data Exchange with No Handshake, Using ACK Request

[bookmark: _Toc203791074]Retransmission Requests

      There are three different flavors of retransmission requests for recovering packets that have not successfully been transmitted between nodes: sub-packet retransmissions, full packet receive timeout retransmissions, and multi-packet retransmissions.  The first two varieties are always accomplished using the SRQ control packet, while the last can be done with both SRQ and CTS control packets, depending on context.

Sub-packet retransmission
   Occasionally a DATA packet gets received by the link layer destination node with detectable errors in the payload (header errors are considered the same as if the packet had not been received at all, and it is discarded.)  If such a payload CRC error condition exists, the SRQ sub-packet retransmission request is employed to request retransmission of just the corrupted portions of the packet.  The good portions of the received packet are retained and the SRQ is sent out with a bit field, known as the “retransmit mask”, set to indicate which of the sixteen 256-byte sub-packets were corrupted.  The original transmitter receives this message and sends a new DATA message with just the sub-packets flagged as corrupted back to the receiver.  In turn, if some of these sub-packets are corrupted, the process repeats until the number of data retries allowed is exhausted or the complete DATA packet is constructed.  Figure 4‑3 shows a corrupted DATA packet being received and SRQ sub-packet retransmission.  Note that sequence numbers are not relevant for the sub-packet SRQ; it always applies to the last transmitted packet regardless of sequence number.
 (
RTS, seq = 6
A
B
CTS, seq = 6
Data, seq = 6 (fin)
 
m
sg
 
error
SRQ
Data, seq = 6 (fin)
Checksum error detected
)
[bookmark: _Ref140377438][bookmark: _Toc203791109]Figure 4‑3: Handshake Exchange with Corrupted Packet; Retransmitting Sub-packets

Full packet receive timeout retransmission
   If a receiving node is in a wait-for-DATA state and a timeout event occurs, it indicates that the sending node has taken longer than anticipated to send the requested DATA packet.  The packet has likely not arrived at the receiving node with enough power to be detected.  In this case, such a timeout results in a Selective Retransmission Request (SRQ) being sent to the DATA originator requesting the full packet be retransmitted.  Like the sub-packet case, a single full packet retransmission does not use sequence numbers and always applies to the most recent packet.  A message sequence diagram follows in Figure 4‑4.

 (
RTS, seq = 6
A
B
CTS, seq = 6
Data, seq = 6 (fin)
 
m
sg
 
lost
SRQ
Data, seq = 6 (fin)
Timeout
)
[bookmark: _Ref140377545][bookmark: _Toc203791110]Figure 4‑4: Handshake Exchange with Un-received DATA Packet; Retransmitting Full Packet

Multiple (full) packet retransmission

   Multiple full packet re-transmission is only applicable when the PktBuff configuration option is enabled on both sides of the peer-to-peer transmission link.

   Full packet retransmission occurs when an out-of-sequence DATA packet condition is detected between two link layer peer nodes.  When this occurs, if data retry attempts are allowed via the DataRetry configuration parameter, the modems will attempt to fill in any gaps in the data and get them properly sequenced before delivering them up to the network layer on the receiving end.
CTS-based multi-packet requests
   CTS packets can induce packet retransmissions simply by specifying the sequence number of the packet they want retransmission to start at.  If this matches the sequence number of the RTS, then only the one current DATA packet is sent.  However, if the CTS contains an earlier sequence number, the transmitting node must begin transmitting DATA packets beginning with that sequence number. Shown in Figure 4‑5 is the case where the far end wants a different sequenced DATA packet than the one being offered.  In this instance, the older packet(s) must be sent along with the current one.
 (
RTS, seq = 5
A
B
CTS, seq = 
3
Data, seq = 3 (ar)
ACK, seq = 3
Data, seq = 4 (ar)
Data, seq = 5 (ar, fin)
ACK, seq = 4
ACK, seq = 5
)
[bookmark: _Ref140377563][bookmark: _Toc203791111]Figure 4‑5: Out of Sequence L2 Packet Received Using Handshake; Retransmitting Missed Packets


SRQ-based multi-packet requests
   In addition to requesting sub-packet retransmissions, the SRQ packet can also be used to request retransmission of one or more complete packets if an out-of-sequence condition is detected.  In this case, the sequence number of the SRQ contains the sequence number of the DATA packet that the sender needs to begin resending with.  The “retransmit mask” is now used to indicate to the far end which packets have already been received successfully, thus ACKing them and preventing the sender from retransmitting them unnecessarily.

   In Figure 4‑6, a brief protocol DATA exchange results in an out-of-sequence DATA packet (seq. 5) being sent to the far end.  The receiver responds with an SRQ indicating that it wants missed packets beginning with sequence number 3.  The retransmit mask in the SRQ will ACK packet 5, so the sending node knows not to retransmit it.  The sender responds by sending packets 3 and 4 which it had buffered up, never having received ACKs for them.
 (
Data, seq = 5 (ar, fin)
A
B
SRQ, seq = 
3
Data, seq = 3 (ar)
ACK, seq = 3
Data, seq = 4 (ar, fin)
ACK, seq = 4
)
[bookmark: _Ref140377579][bookmark: _Toc203791112]Figure 4‑6: Out of Sequence L2 Packet Received with No Handshake; Retransmitting Missed Packets

[bookmark: _Toc203791076]PINGs and ECHOs

   PINGs are used in the BenthoNet network to test “connectivity” between peer nodes at any given time.   A PING message directed at another node is typically responded to with an ECHO, upon receipt of which the range and signal-noise-ratio (SNR) and other data are calculated about the path between the two nodes.

   PINGs are originated and sent from a particular node directly to a link layer neighbor. The neighbor responds directly to the originator with an ECHO response.  The originator may send either a direct or broadcast ping out.  In the direct case, only one neighbor is targeted by the PING and will be the only one to respond with an ECHO.  In the broadcast case, all peers that are able to successfully receive the PING will respond with ECHO messages after setting a pseudorandom delay timer to avoid collisions.

   A ping is considered to be a broadcast ping if it is sent to the broadcast address, 0.

   In Figure 4‑7, A performs a direct, local ping to node C, bypassing B.  C responds with an ECHO and A can then display relevant ranging and signal channel data. 

 (
A
B
C
PING, A 
 C
ECHO, C 
 A 
D
)
[bookmark: _Ref140377707][bookmark: _Toc203791115]Figure 4‑7: Direct Ping from A to C

   In Figure 4‑8 an example of a broadcast ping is provided.  A broadcasts a PING message and both B and C respond with an ECHO after a random delay, but D does not receive the PING and does not respond.  In this case C’s timer expires before B’s does, but both are received by A within the broadcast ping timeout (60 seconds).
 (
A
B
C
Broadcast 
PING
, A 
 (all)
ECHO, C 
 A 
D
 
m
sg
 
lost
ECHO, B 
 A 
DELAY_ECHO timeout
DELAY_ECHO timeout
)
[bookmark: _Ref140377734][bookmark: _Toc203791116]Figure 4‑8: Local Broadcast PING


State Transitions and Timers


[bookmark: _Toc203791077]Timers

   The BenthoNet protocol relies upon timers for many of its state transitions.  Table 4‑1 describes the timers BenthoNet uses and how the timeout lengths are calculated.


	Timeout Type
	State and Purpose
	Calculation

	CTS TIMEOUT
	WAIT_CTS state.  After sending an RTS, wait up to this long for a CTS.
	Round trip delay + packet overhead + Random delay (0 to 3 sec)

	DATA TIMEOUT
	WAIT_DATA state.  After sending a CTS or SRQ, wait this timeout for the data to come in.  If the data does not come, this is the delay used to resend the SRQ.  Note that this delay adds the max random delay if it is generated after sending a CTS.  For SRQs it calculates the amount of data requested, whether a full packet or subpackets, taking into account the modulation specifier (data rate).  
	Round trip delay + packet overhead + data time + Max random delay added if after CTS (6 sec)

	SRQ TIMEOUT
	WAIT_SRQ state.  Used in RTS/CTS handshake scenarios with no positive ACKing.  After sending data, wait this amount of time for an SRQ to come back, indicating failed receipt of data.
	[Round trip delay + packet overhead + data time] * max # SRQ + max random delay (6 sec) + extra (~1sec)

	ACK TIMEOUT
	WAIT_ACK state.  After sending DATA with an ACK request or a RCPT, will wait this timout for an ACK reply.  If the ACK does not come in, this is the delay used to resend the DATA/RCPT.
	Round trip delay + packet overhead + data time (DATA packet only).

	PKTDLY TIMEOUT
	WAIT_PKTDLY state.  When finished with a DATA transmission, wait this long before processing any more outbound network packets.
	S-register 49 specifies this timeout in seconds.

	MORE XMIT TIMEOUT
	WAIT_MORE_XMIT state.  After receiving DATA from another node, wait this long before turning the packet around in case more data is inbound.
	Fixed delay (~2 sec) + [Round trip delay + packet overhead + data time of last DATA packet received (only if Final bit not set in DATA packet)].



[bookmark: _Ref140376118][bookmark: _Toc203791128]Table 4‑1: BenthoNet Timer Calculations


[bookmark: _Toc203791078]Packet Overhead and Data Transmission Time Calculation

packet overhead = acquistion duration + header length + acquistion duration + header length + extra margin
(for a 140 b/s header modulation and a 72-bit header the total packet overhead is 3 secs)

data time = data length(bytes) * 8 / modulation rate


[bookmark: _Toc203791079]Link Layer State transition diagrams

The following pages contain a state transition diagram for the BenthoNet layer 2 finite state machine, showing major states, events, transitions, and processes involved in link layer processing.  It does not show every possible decision or internal action, especially in places of error conditions, but rather the most common and expected routes through the state machine.

   Intra-modem packet processing is accomplished in layer 2, or the link layer.  It is in this layer that most of the communications protocol is implemented and sequencing and reliability checks are performed.  Layer 2 is implemented as a Finite State Machine (FSM) and its states are described in Table 8‑1.



	IDLE
	The start/end state of the modem’s link layer processing.  When in this state, the modem is ready to receive acoustic packets from other nodes or network packets from layer 3 to be transmitted.  When done processing, IDLE is the final state the modem returns to.

	WAIT_CTS
	After receiving a network packet from layer 3 that requires a handshake, and sending the RTS acoustic packet out, the modem enters the WAIT_CTS state.  When a CTS is received, it will proceed to send data.  If a timeout occurs before receiving a CTS, it will retransmit the RTS or else go back to the idle state.  This is dependent on the number of RTS retries configured in S-register 34.

	WAIT_DATA
	When an RTS is received in the IDLE state from a remote node, a CTS is transmitted and the modem enters the WAIT_DATA state to receive the expected data packet.  When the packet is received, it will be processed by the modem, or else a timeout event may trigger an SRQ to be sent or a return to the IDLE state.  This is dependent on the number of SRQ attempts allowed by the originating modem in the RTS packet, and is configured in S-register 33 on the originating modem.

	WAIT_SRQ
	After a standard RTS/CTS/DATA exchange, the originating modem enters the WAIT_SRQ mode for an amount of time determined by the remote node’s range and the size of the data packet that was sent.  If an SRQ packet is received it is processed accordingly.  If a timeout event occurs, the data packet is assumed to have been received successfully and the IDLE state is returned to.

	WAIT_ACK
	When sending a DATA packet with the ack request bit set (as in a brief DATA/ACK transfer), the modem enters the WAIT_ACK state in anticipation of an acoustic ACK packet from the receiving node.  When the ACK is received, it is processed accordingly.  A timeout event results in the DATA being re-sent, or returning to the IDLE state.  The number of data retries in this case is fixed within the code at 3.

	WAIT_PKTDLY
	Users may configure an inter-packet delay via S-register 49 between 0 and 255 seconds.  WAIT_PKTDLY is the state entered after transmission of a DATA packet is complete.  Following the timeout event, the modem returns to the IDLE state to continue processing.  Certain events, like an RTS from another node, will be handled in this state as if the modem were already IDLE.

	DELAY_ECHO
	This state is used in the very specific case of receiving a broadcast ping from another node.  When a broadcast ping is received, each modem will set a random delay timer before responding, to minimize collisions of the ECHO responses.  Ater the timer is set, the DELAY_ECHO state is entered.  When the timer expires, the ECHO is sent and the modem returns to IDLE state.

	WAIT_ECHO
	When a modem send a PING out to neighboring nodes or forwards a PING on behalf of a remote node, it enters the WAIT_ECHO state in anticipation of ECHO responses.  An ECHO or an ACK is expected in response, depending on whether the PING was originated by the local node or simply forwarded on behalf of a remote node, respectively.  A timeout event will result in an error message being printed locally or send back to the originating node in a DATA message, and the modem will return to IDLE state.  WAIT_ECHO is only used for direct PINGs.  For broadcast PINGs, the WAIT_BCAST_PING state is used.

	WAIT_PARTIAL_DATA
	If a corrupted packet is received from a peer node (e.g. CRC check fails), and the local node sends a subpacket SRQ requesting retransmission of the corrupted data, the modem enters the WAIT_PARTIAL_DATA state.  In this state, it looks for a new DATA packet containing just the portions of the original packet that were corrupted.  In turn if these are corrupted, it may send another SRQ and return to the WAIT_PARTIAL_DATA state, or discard the partial packet and return to the IDLE state.  The SRQ may also be retransmitted in the event of a timeout event.  The number of SRQ attempts is determined by the originator and communicated in the RTS and/or DATA message sent to the receiving node.

	WAIT_BCAST_PING
	Following the sending of a broadcast PING, the originating modem enters the WAIT_BCAST_PING mode to collect responses.  This mode is exited only by timeout event, and attempts to collect and display as many ECHO responses as possible before timer expiry.  If the PINGing modem is acting as a proxy for another modem, the results are packaged into a DATA message and sent back to the true originator, otherwise they are displayed locally.  Timer expiry is calculated by a number of factors including the number of responses expected to be received, and the default turnaround time configured in S-register 23.

	WAIT_MORE_XMIT
	WAIT_MORE_XMIT is used to prevent the local modem from transmitting any outbound network packets without first waiting to see if a peer node that has recently sent it DATA has more DATA to follow.  It is specifically useful in the cases where the final bit is not set in an incoming DATA packet.  The final bit is used to tell the receiving modem that the current packet is the last in a sequence of buffered packets being transmitted en bloc.  If this bit is not set, the WAIT_MORE_XMIT timeout is extended to allow a quiet window in which more DATA packets may be received without interference.  This state is only used when DATA packets have the ack request bit set, otherwise the modem will just revert to IDLE state after timeout.  Acoustic RTS or DATA packets received from the current peer node while in WAIT_MORE_XMIT state will be processed immediately as if in the IDLE state already. 


[bookmark: _Ref140376192][bookmark: _Toc203791129]Table 4‑2: Link Layer Events

   A state transition diagram for the BenthoNet link layer can be found below.

   The link layer receives incoming acoustic packets from the benthos pseudo layer via the ben2mac queue and sends outbound acoustic packets directly to the physical layer via the mac2phy queue.  The link layer also receives outbound network packets from the network layer via the net2mac queue, and sends inbound network packets up to the network layer using the mac2net queue.

   Note that in the below diagrams, any mention of RCPT (receipt) packets is not applicable to BenthoNet, as receipt functionality is not part of BenthoNet.  Any reference of packets being passed to L3 or layer 3 should be interpreted as generating a notification to the off-board processor via the BONITO interface. 
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Creating a network layer using off-board processors
   In BenthoNet software, the embedded network processing of BenthoNet is completely removed.  In its place is the BONITO MMP interface that will allow an off-board processor to drive the data link and physical layers of the modem.  In doing so, a new network may emerge that is controlled by the logic implemented on the off-board processing platform.  The external platform may define its own network header, routing tables and algorithms, transport logic, etc.  The following diagram shows a similar three modem network to the one presented in the last section, except this network uses the open network interface to implement layer 3 functionality on off-board processors.
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Figure 10: Building a network layer with off-board processors and BONITO
Using BONITO to control network capabilities

   The BenthoNet Open Network Interface to Off-board systems (BONITO) comprises a subset of MMP functionality pertaining to network capabilities.  One MMP subsystem – NETWORK – and one MMP command section – NETCMD – provide the tools needed to command and control the link layer behavior of the acoustic modem.
Internal packet management

   The BONITO system implements the concept of a current packets: one inbound and one outbound.  In addition, it has a queue for inbound packets where they are buffered while waiting for the current packet to be processed, and another for outbound packets where they wait their turn for transmission.  The following diagram shows the overall packet management architecture.
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Figure 11: Packet management scheme
Controlling the network interface

   The BONITO interface can be toggled between being “up” or “down.”  When the interface is down, no NETWORK MMP events are processed (aside from the BONITO state toggle) and any packets received are dumped to serial port 1 as with a standard modem.

   When the BONITO interface is brought up, it enables processing of all other NETWORK MMP events, and causes any received packets to be queued up for processing via MMP.  This means that the off-board processor is now responsible for processing and freeing received packets in a timely fashion so as to avoid exhausting the packet queue.

   To set or get the BONITO interface state, use MMP field

NETWORK::ONISTATE
 
Setting the Network layer header size

   Although the BenthoNet software does not process or modify the user-defined network layer header in the peer-to-peer data payload, it does allow the off-board system to define the size of its network layer header in bytes.  By knowing this size, it makes it possible for the BenthoNet software to provide the off-board system with just the network payload portion of the link payload, or just the network header portion of the link payload when requested.

   To set or get the network header size, use MMP field

NETWORK::L3HDRLEN 

  Specify the network header size in bytes in the message payload.
 
Receiving a packet

   If the BONITO interface is up and the local modem receives a link layer packet, it notifies the off-board processor by way of MMP NOTIFY of 

NETWORK::PKTINHDR

   The PKTINHDR notification contains a fair amount of meta-data about the packet that has arrived, such as the sender’s link layer node ID, the receiver’s link layer node ID, link layer sequence number, etc.

   Once the off-board processor has received this notification, it needs to process the inbound packet and determine whether to release it back to the packet pool or forward it on to another node.  If other link layer inbound packets are received before the current one is processed, they will queue up behind the current one.  When the current inbound packet is finally freed, the next packet in the queue will become the current one and immediately stimulate another NETWORK::PKTINHDR notification.

   If the off-board processor issues an MMP GET for NETWORK::PKTINHDR, it will respond with the NOTIFY pertaining to the current inbound packet, or give a NO_RESOURCE error if no inbound packet is in context.

Examining inbound packet contents

   There are a number of methods for examining the contents of an inbound packet.  The off-board processor may perform an MMP GET on:

NETWORK::PKTINL3HDR
· Retrieve just the first <n> bytes of the data payload where <n> is the number of bytes in the network layer header that was previously set with NETWORK::L3HDRLEN.  The off-board processor will then parse these bytes and act accordingly.

NETWORK::PKTINL3PAYLOAD
· Retrieve just the last <n> bytes of the data payload where <n> is the total length of the data payload minus the length of the network layer header previously set by NETWORK::L3HDRLEN.

NETWORK::PKTINL2PAYLOAD
· Retrieve all bytes in the link layer payload.

   MMP SETs are not allowed with these fields and will result in an UNMODIFIABLE error.
Forwarding or discarding the inbound packet

   Once the inbound link layer packet has been examined, the off-board processor needs to determine how to dispose of it.  If the packet is to be forwarded to another peer without being modified, or just returned to the packet pool after its contents have been extracted, use an MMP SET of:

NETWORK::PKTINFLUSH

   The PKTINFLUSH message body contains fields for rcvid and operation.  

If the operation is set to PKTOP_DISCARD, the packet will be freed back to the packet pool.  On success, a NOTIFY is returned with the operation field set to PKTOP_DISCARD_DONE.

If the operation is set to PKTOP_XMIT, then the packet will be queued for transmission to the link layer node specified in the rcvid field.  The modem will return the packet to the pool once transmission is complete.  On success, a NOTIFY is returned with the operation field set to PKTOP_XMIT_DONE.

Modifying an inbound packet for later transmission

   Sometimes it may be desirable to modify the contents of an inbound packet before retransmitting.  In order to do this, the current inbound packet must be moved over to the staging area for outbound packets first.  To accomplish this, issue an MMP SET with a 0-length body on:

NETWORK::MOVEPKTINTOPKTOUT

   On success, the resultant NOTIFY will contain the same data that a GET of NETWORK::PKTOUTL2PAYLOAD would return.  It will return a NO_RESOURCE error if there is no inbound packet available to mode, or if there is already an outbound packet in context that has not been flushed.

   Once the packet has been moved to the outbound slot, the MMP operations in the next section can be used to modify its contents.

Sending a packet

   To send a packet from the modem, the BONITO interface must be up and an outbound packet must be created and put in context.  To do this, simply issue an MMP SET on any of the following operations:

NETWORK::MOVEPKTINTOPKTOUT
NETWORK::PKTOUTL3HDR
NETWORK::PKTOUTL3PAYLOAD
NETWORK::PKTOUTL2PAYLOAD

   For the first operation, an inbound packet must be present first, and for the latter three commands, the payload data to be written must be put in the MMP message body. When successful, any of these operations will result in a new packet being allocated and loaded into the outbound packet slot.
Setting the entire Link layer payload of an outbound packet

   To set the entire link layer payload at once (containing the network layer header and payload), issue an MMP SET for:

NETWORK::PKTOUTL2PAYLOAD

   Put the data bytes to set in the MMP message body.  If an outbound network layer packet was already in context, this will replace the entire link layer data payload.  If there was not an outbound packet in context, this will allocate a new one and set the payload.

   A GET on this field will return whatever the current link layer payload of the in-context outbound packet is or NO_RESOURCE error if there is none.
Setting just the Network layer header of an outbound packet

   To set just the network layer header portion of the payload in the current outbound packet, issue an MMP SET for:

NETWORK::PKTOUTL3HDR

   Put the data bytes to set in the MMP message body.  The number of bytes sent should match exactly the number set for the network layer header length.  If an outbound network layer packet was already in context, this will replace the network layer header portion.  If there was not an outbound packet in context, this will allocate a new one and set the network layer header portion.

   A GET on this field will return whatever the current network layer header portion of the in-context outbound packet is or NO_RESOURCE error if there is none.

Setting just the Network layer payload of an outbound packet

   To set just the network layer payload portion of the payload in the current outbound packet, issue an MMP SET for:

NETWORK::PKTOUTL3PAYLOAD

   Put the data bytes to set in the MMP message body.  The number of bytes sent may vary, and they will be copied into the current packet just beyond the network layer header based upon the length set earlier.  If an outbound network layer packet was already in context, this will replace the network layer payload portion.  If there was not an outbound packet in context, this will allocate a new one and set the network layer payload portion.

Caution: Setting just the network layer payload on an empty packet will leave the network layer header portion blank.  If the header is required, it must be set using NETWORK::PKTOUTL3HDR or NETWORK::PKTOUTL2PAYLOAD before transmitting.

   A GET on this field will return whatever the current network layer payload portion of the in-context outbound packet is or NO_RESOURCE error if there is none.

Appending to the network layer payload of an outbound packet

   Sometime it may be desirable for the off-board processor to build an outbound packet in pieces.  To append an arbitrary number of bytes to the end of the network layer payload on the current outbound packet, issue an MMP SET on:

NETWORK::PKTOUTL3PAYLOADAPPEND

   Put the data bytes to set in the MMP message body.  The number of bytes sent may vary, and they will be copied into the current packet just beyond the end of the existing network layer payload.  This operation requires that there already be an outbound network layer payload in context.  If there is no pre-existing outbound network layer packet, a NO_RESOURCE error is returned.

Transmitting or discarding the outbound packet

   Once the outbound link layer packet has been completed, or is no longer needed, the off-board processor needs to determine how to dispose of it.  If the packet is to be sent to another peer or just returned to the packet pool after its contents have been extracted, use an MMP SET of:

NETWORK::PKTOUTFLUSH

   The PKTOUTFLUSH message body contains fields for rcvid and operation.  

   If the operation is set to PKTOP_DISCARD, the packet will be freed back to the packet pool.  On success, a NOTIFY is returned with the operation field set to PKTOP_DISCARD_DONE.

   If the operation is set to PKTOP_XMIT, then the packet will be queued for transmission to the link layer node specified in the rcvid field.  The modem will return the packet to the pool once transmission is complete.  On success, a NOTIFY is returned with the operation field set to PKTOP_XMIT_DONE.

   This works exactly the same as in the NETWORK::PKTINFLUSH case.


Link layer event notifications

   As the link layer state machine runs and handles the business of transmitting and receiving packets, it will generate spontaneous MMP notifications to let the off-board processor have visibility into what it is doing.

   These events can be used by the off-board processor to implement a crude form of Carrier Sense Multi-Access (CSMA) where each modem monitors data traffic on the channel and does not attempt to transmit until the channel is clear.

   The following list shows the MMP notifications that are generated on link layer state machine changes.  It is not possible to SET or GET these MMP fields, they are NOTIFY only.

· NETWORK::RTSRCVD
· An RTS packet is received from a peer node
· NETWORK::RTSSENT
· An RTS packet is sent to a peer node
· NETWORK::CTSRCVD
· A CTS packet is received from a peer node
· NETWORK::CTSSENT
· A CTS packet is sent to a peer node
· NETWORK::SRQRCVD
· An SRQ packet is received from a peer node
· NETWORK::SRQSENT
· An SRQ packet is sent to a peer node
· NETWORK::ACKRCVD
· An ACK packet is received from a peer node
· NETWORK::ACKSENT
· An ACK packet is sent to a peer node
· NETWORK::DATARCVD
· A DATA packet is received from a peer node
· The data payload is not contained in the notification, only that the event has occurred.
· NETWORK::DATASENT
· A DATA packet is sent to a peer node
· NETWORK::PINGRCVD
· A PING packet is received from a peer node
· NETWORK::PINGSENT
· A PING packet is sent to a peer node
· NETWORK::ECHORCVD
· An ECHO packet is received from a peer node
· NETWORK::ECHOSENT
· An ECHO packet is sent to a peer node
· NETWORK::WAITSRQDONE
· The timer has expired on waiting for an SRQ (negative ACK) after transmitting a DATA packet

   Each of these MMP messages (with the exception of WAITSRQDONE) uses the same message body structure.  Not all fields in the body are relevant for every message, but there is much overlap between the different notifications.  Consult the MMP User’s Manual for details on the message bodies used for these messages and the data they contain.

Sending pings

   BenthoNet includes the ability to ping neighbor nodes to see if they are reachable and to obtain ranging data from them.  There are two types of pings possible: direct pings and broadcast pings.

   Unlike other BONITO actions, pings use MMP command EXECs in the NETCMD command section.

Direct pings

   A direct ping is one that is directed at a specific neighbor node.  To issue a direct ping, issue an MMP EXEC for:

NETCMD::PING

   Specify the node to direct the ping at in the command message body of the MMP EXEC request.  The modem will respond with a CMDRESULT PROGRESS message containing the amount of time that the modem will wait for an echo.

   When an ECHO is received from the node, the modem will respond with another CMDRESULT message, but with a type of DATA.  The body of the CMDRESULT message will contain the range to the remote node.  

   If no reply is received, and the number of ping retries configured with PingRetry has not been reached, the modem will issue the acoustic ping again and send another CMDRESULT PROGRESS message with a new timeout value.  If there are no ping retries left, a CMDRESULT with a type of TIMEOUT will be sent back to the off-board processor.

Broadcast pings

   A broadcast ping is issued in the exact same fashion as a direct ping, except the node address specified is the broadcast address of 0.  The expected MMP responses for a broadcast ping vary from that of a direct ping.

   Upon receipt of the broadcast ping request, the modem will respond with a CMDRESULT PROGRESS message indicating the amount of time it will listen for ECHOs.  This value is fixed at around 60 seconds.

   As ECHOs come in from surrounding nodes, the modem will aggregate them but will not post any CMDRESULT notifications until the listen period as expired.  It will, however, generate the link layer notification messages such as NETWORK::ECHORCVD as each one comes in.

   Once the listen period has expired, the modem will send the results back in a CMDRESULT message.  If the number of broadcast pings configured with NumBcstPing has not yet been reached, the CMDRESULT will be of the PROGRESS type and will contain a new timeout value as well as the ping responses received.  If there are no more broadcast pings to be issued, the CMDRESULT will be of type DATA.

   There are no TIMEOUT events on the broadcast ping.  If no responses are received, the PROGRESS or DATA messages will show 0 responding nodes.

   The message payloads for the CMDRESULT messages contain variable-length buffers that have node ID/range pairs for each peer node that responded in the cycle.
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BenthoNet Layer 2 State Transition Diagram (cont’d)
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