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1 Overview
   The Modem Management Protocol (henceforth referred to as MMP) is a serial command and control scheme implemented on Teledyne Benthos’ line of acoustic modem products.  
   The intent of MMP is to provide a clean, unambiguous interface for control of acoustic modems by other microprocessors.  In prior versions of acoustic modem technology, customers would often rely on “screen scraping” serial output intended for consumption by humans.  When this output changed in a new modem firmware release, it had the potential to break the controlling program that was searching for certain output patterns.  MMP eliminates the need for this tenuous solution by providing a terse and static method for executing actions and collecting data from modems.
   MMP will be growing over time to implement more and more pieces of controllable functionality.  The intent is to provide a comprehensive mechanism for allowing external processors to control modem behavior, thus allowing for a wide range of innovative uses of acoustic modem technology to be developed.
1.1 Protocol Peers

   The MMP protocol is used to control a Teledyne Benthos acoustic modem product from another computing device, be it a customer’s own computer platform such as a PC application or an embedded AUV/ROV processor, or a Teledyne Benthos deck box display unit.
   Generally the protocol is designed to be agnostic with regard to the physical layer used to carry it.  It can be implemented over a serial line as well as with acoustic packets.  Currently only the serial MMP interface is supported.
   For this reason as well as purposes of simplicity, this reference guide will focus solely on the serial link case.
   Control is achieved by the off-board CPU (known as a “Management Station” or MS) sending MMP control messages to the modem device.  These control messages are known as GET, SET, or EXEC type message.  The modem device responds with status messages known as NOTIFY type messages.  The modem may also spontaneously generate these NOTIFY events in response to some state or data change that occurs on the modem.

   
Figure 1: Controlling a Modem Product with MMP
 contains examples of how the MMP protocol may be used to control a Teledyne Benthos acoustic modem device:

[image: image1]
Figure 1: Controlling a Modem Product with MMP
   For more information on the relationship of components in an MMP system, please refer to Section 4: Component Architecture.
1.2 Subsystems and Fields

   Modem data and events are categorized into subsystems, with each datum that can be read or modified corresponding to a field within the containing subsystem.  

   Subsystems and fields are used in conjunction with GET, SET, and NOTIFY messages which are described later in this document.

1.3 Command Sections and Commands

   Modem actions are categorized into command sections, with each individual action that can be performed corresponding to a command within the containing command section.  

   Command sections and commands are used in conjunction with EXEC messages, described later in this document.  
   Command section numbers and Subsystem numbers overlap each other (they are considered unique number spaces) and the numbers are interpreted according to whether they occur in a GET/SET/NOTIFY or EXEC messages. The same applies for fields and commands, with each number interpreted in the context of the subsystem or command section it is paired with.

   In this document, subsystem/field pairs and command section/command pairs will be denoted with the syntax:


SUBSYS::FIELD


CMDSECT::CMD

1.4 MMP Data Examples

   Several examples of MMP data streams both to and from the modem can be found in Section 12: Example Data Streams.
2 Messaging

   This section describes message syntax and sequences used for the MMP serial protocol.
2.1 MMP Message Structure

   MMP messages are serial streams of 8-bit binary characters and follow a simple message format.  
   For MMP interfaces being used over a serial port, all messages must begin with a sentinel character of ASCII 0x40, or the ‘@’ character.  This character indicates to the parser on either side that an MMP message is beginning on the interface.

   All MMP messages have a common preamble that specifies global information about the MMP operation being performed.  Each MMP message may then contain one or more parameter groups specifying target data items that the global operation applies to.  This allows, for example, a single MMP message to be used to retrieve or modify multiple values instead of having to issue individual MMP messages for each one, cutting down on communications overhead.
   Each parameter group in an MMP message corresponds to a particular action or piece of data to query/modify on the modem.  Each parameter group contains a subsystem and a field (or in the case of EXEC operations, command section and command) that indicate what is to be accessed, along with some optional data if the operation is something other than a simple GET.  Subsystems and command sections may be thought of as broad categories of functionality used for grouping similar operations.  They comprise fields and commands, respectively, which denote the specific bit of data or action desired within the broader category.  
   Refer to Figure 3: Simple MMP GET Request for an example of subsystem and field use within a GET request.  Refer to Figure 6: MMP EXEC to obtain Range for an example of command section and command use within an EXEC request.
   Many items in the MMP serial message are single byte values, but the messages may also contain 16- and 32-bit values, and these may be signed or unsigned.  For numerical items longer than a single byte the values are specified in network or “big-endian” order.  The most significant byte occurs first in the serial stream and the least significant byte occurs last.  Signed values are encoded in twos-complement fashion.
2.1.1 Message Types
   There are four basic message types in the MMP serial protocol:

1. GET – used to obtain a piece of modem data
2. SET – used to modify a piece of modem data
3. EXEC – used to instruct the modem to perform some non-trivial command
4. NOTIFY – used to return data or command results from the modem
   Figure 2: MMP Message Formats, General: shows the byte order of the four major types of MMP messages.  The different message types are described in detail later in this section.

	Byte:
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9…

	
	Sentinel

	MMP Header
	MMP Parameter Group (repeat <nparms> times)

	GET
	‘@’
	<xid>
	‘g’
	<nparms>
	<subsys>
	<field>
	length
	Data…

	SET
	‘@’
	<xid>
	‘s’
	<nparms>
	<subsys>
	<field>
	length
	Data…

	NOTIFY
	‘@’
	<xid>
	‘n’
	<nparms>
	<subsys>
	<field>
	length
	Data…

	EXEC
	‘@’
	<xid>
	‘x’
	1
	<cmdsect>
	<cmd>
	length
	Command args…


Figure 2: MMP Message Formats, General
   GET, SET, and EXEC may only be sent from the controlling CPU to the modem.  NOTIFY messages may only be sent from the modem to the controlling CPU.  GETs, SETs, and EXECs should always generate a corresponding NOTIFY with a few noted exceptions.

   GET and SET requests are synchronous, meaning their actions are effected and a corresponding NOTIFY returned immediately.  

   EXEC requests may or may not be synchronous.  Often an EXEC is used to instruct the modem to perform some time-consuming task, the result of which will be returned upon completion.  Transaction IDs are useful in tracking outstanding EXEC requests and matching up delayed NOTIFY responses to them.

   As each message type is described below, an example serial data stream with its constituent components highlighted is shown.  Each component of this data stream will be described with more detail in the later sections.  More examples are available in Section 12: Example Data Streams.

2.1.1.1 The GET message

   GET messages are used to obtain some piece of readily available data from the modem.  GET requests contain just the subsystem and field bytes populated with a body length of 0.

   GET messages are responded to with a NOTIFY message containing either the piece of information requested, or a system notification of some error condition.  These NOTIFY messages will have the same XID as the GET that induced it.

   Figure 3: Simple MMP GET Request shows the byte stream that would be sent from a controlling CPU to the modem to GET the acoustic transmit baud rate from the “modem” section of the configuration database.  The modem will respond with a NOTIFY message containing the requested information.  

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length

	
	
	
	
	
	
	
	

	Data
Stream
	0x40
	0x01
	0x67
	0x01
	0x42
	0x0D
	0x00
	0x00

	Description
	@
	1
	GET

ASCII ‘g’
	1 parm

group
	CFG_SECT_MODEM
	CFG_MODEM_TXRATE
	0 bytes


Figure 3: Simple MMP GET Request
2.1.1.2 The SET message

   SET messages are the complement to GET messages, used to modify some piece of readily available data on the modem.  SETs contain the subsystem and field bytes along with a length indicator and payload containing the data to be modified.  The format of this data payload is dependent upon the subsystem/field being altered.

   Some SET operations carry with them side effect actions, such as setting the speaker volume on the deck box.  This operation changes the data value, but naturally it also acts upon the hardware to change the level of sound output from the speaker.  The major difference between SET-controlled actions and EXEC-controlled actions is that SETs are always synchronous and yield an immediate response.

   Figure 4: Simple MMP SET Request shows the byte stream that would be sent from a controlling CPU to the modem to SET the speaker volume on a deck box unit.  The modem will respond with a NOTIFY message containing the new volume value.  

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	DECKBOX::SPKRVOL 

data body (2 bytes)

	
	
	
	
	
	
	
	
	volume
	mute

	Data
Stream
	0x40
	0x02
	0x73
	0x01
	0x02
	0x00
	0x00
	0x02
	0x80
	0x00

	Description
	@
	2
	SET

ASCII ‘s’
	1 parm

group
	DECKBOX
	SPKRVOL
	2 bytes
	Volume
128
	Mute off


Figure 4: Simple MMP SET Request

   SET messages are responded to with a NOTIFY message containing the targeted piece of information after modification, or a system notification of some error condition.  These NOTIFY messages will have the same XID as the SET that induced it.

   Note: if a SET operation fails due to some boundary check condition or otherwise illegal value, the modem will return a NOTIFY containing the original unmodified value.  The only time an explicit error indication is returned is when some condition exists that prevents the SET from being attempted, such as a parsing error, lack of memory resources, or a busy state.  Controller-side implementations that want to flag when a SET attempt did not result in the target value changing successfully should wait for the resultant NOTIFY and compare the returned value with the one that was sent in the SET operation to verify a match.

2.1.1.3 The NOTIFY message

   NOTIFY messages are the way in which the modem responds to requests from the controlling CPU.  Notifies contain the same XID, subsystem, and field as the GET and SET requests that spawn them.  NOTIFY responses to EXEC messages are a special case and are described below along with the EXEC message.

   NOTIFY messages are also generated spontaneously from the modem to indicate changes in status or value on the modem.  Such NOTIFY messages will have an XID value of 0, the null transaction ID.  They behave as if a GET had just been sent for the piece of information being reported on.  The controller may choose to act on or ignore these spontaneous NOTIFYs as it sees fit, but it should be prepared to handle them.  Any subsystem/field may generate a spontaneous NOTIFY event.

   Figure 5: Simple MMP NOTIFY Response to GET/SET Request shows the expected NOTIFY response to a GET/SET request for DECKBOX::SPKRVOL.

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	DECKBOX::SPKRVOL 

data body (2 bytes)

	
	
	
	
	
	
	
	
	volume
	mute

	Data
Stream
	0x40
	0x02
	0x6E
	0x01
	0x02
	0x00
	0x00
	0x02
	0x80
	0x00

	Description
	@
	2
	NOTIFY

ASCII ‘n’
	1 parm

group
	DECKBOX
	SPKRVOL
	2 bytes
	Volume
128
	Mute off


Figure 5: Simple MMP NOTIFY Response to GET/SET Request

2.1.1.4 The EXEC message

   EXEC messages are used to instruct the modem to perform some action more involved than just changing or retrieving a piece of data.  Examples of executable actions are obtaining a range from a remote modem, sending an interrogation ping, or transmitting data packets acoustically.  A successful EXEC operation will result in one or more NOTIFY responses, depending on the operation being performed. 
   The NOTIFY response(s) to a particular EXEC request may return immediately or it may not return for some time while the modem performs the requested action.  The amount of delay is variable and depends upon the task being requested of the modem.  In the case of requesting a range, the amount of time is dependent upon how quickly the remote node answers and/or what the acoustic response timeout on the modem is SET to.  The NOTIFY response to an EXEC message will be tagged with the same XID as the EXEC was sent in with.  Additionally, any responses to a given EXEC will contain a monotonically increasing sequence number that allows for tracking and ordering of the responses.
      For NOTIFY responses to EXEC requests, they will be one of two possible subsystem/field combinations.  They will either contain some error indication (subsystem IFACE, field ERR) or be a command result message (subsystem IFACE, field CMDRESULT).  The body of this IFACE::ERR or IFACE::CMDRESULT message will contain the nature of the error condition or the results of the executed operation in a format that varies with the type of EXEC request.  The XID of the NOTIFY will match that of the EXEC that spawned it.  The first NOTIFY will have a sequence number of 0.  Any additional notifies to that same EXEC operation will increment that sequence number to 1, 2, 3, and so on.
   It is the responsibility of the controller to track timeout conditions when waiting for responses from the modem.

   The following tables, Figure 6: MMP EXEC to obtain Range and Figure 7: MMP NOTIFY response w/ CMDRESULT data to EXEC request for range show an MMP EXEC request to obtain the range from a remote modem and the CMDRESULT NOTIFY that is returned with the results.

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Command

Section
	Command
	Length
	RNGRLS::RANGE

data body (2 bytes)

	
	
	
	
	
	
	
	
	address

	Data
Stream
	0x40
	0x05
	0x78
	0x01
	0x02
	0x01
	0x00
	0x02
	0x00
	0x0A

	Description
	@
	5
	EXEC

ASCII ‘x’
	1 parm

group
	RNGRLS
	RANGE
	2 bytes
	Range to remote

node 10


Figure 6: MMP EXEC to obtain Range

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.
Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	IFACE::CMDRESULT

data body (12 bytes)

4 fixed + 8 result data

	
	
	
	
	
	
	
	
	cmdsect
	cmd

	Data
Stream
	0x40
	0x05
	0x6E
	0x01
	0x00
	0x03
	0x00
	0x0C
	0x02
	0x01

	Description
	@
	5
	NOTIFY

ASCII ‘n’
	1 parm group
	IFACE
	CMDRESULT
	12 bytes
	RNGRLS
	RANGE

	Byte #
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19

	Protocol
Field
	Parameter Group 1 (continued)

	
	IFACE::CMDRESULT

data body (12 bytes) (continued)

	
	seqno
	message
	RNGRLS::RANGE

CMDRESULT body

	
	
	
	range
	rt_time

	Data
Stream
	0x00
	0x04
	0x00
	0x00
	0x58
	0x0D
	0x00
	0x00
	0x75
	0x67

	Description
	Sequence #0
	CMDRESULT_DATA
	0x580D = 22541 = 2,254.1 meters
	0x7567 = 30055 = 3.0055 seconds


Figure 7: MMP NOTIFY response w/ CMDRESULT data to EXEC request for range

   Note: Some types of command EXEC operations may spawn multiple NOTIFY events by virtue of the way they alter the modem’s behavior.  For example, sending in a RNGRLS::TRANSPOND command will generate an IFACE::CMDRESULT NOTIFY acknowledging successful processing of the EXEC command.  It will also generate NOTIFY messages to inform the controller that transpond mode has been entered, that new ping detections have occurred, and that transpond mode has been exited.  These latter messages are not IFACE::CMDRESULT NOTIFYs nor do they carry the XID of the original EXEC.  Only the original CMDRESULT NOTIFY will correspond to the EXEC via matching XID; the other NOTIFYs are considered spontaneous related to internal state changes and will have the null XID. 

2.1.2 MMP message header
   The MMP message header comprises the following pieces:

· Start-of-message or “quit” sentinel (not necessary for acoustic MMP messages)
· 1 byte, unsigned
· Start-of-message sentinel is the ‘@’ character, or ASCII 64 (0x40).
· If the start-of-message sentinel is received, the modem’s MMP master agent will begin looking for an MMP header followed by one or more parameter groups.

· Quit sentinel is control-d, or ASCII 04.

· If the quit sentinel is received, the MMP daemon is exited and no further preamble or parameters need be sent in.

· Transaction ID (XID)
· 1 byte, unsigned
· The normal XID range is from 1 through 255 (0xFF).  The controlling CPU sets this value in the requests it generates.  Whatever XID a GET/SET/EXEC request is sent in with, the corresponding NOTIFY will return with.  A typical implementation would start the XID at 1 and increment it for each new outbound request until it reached 255, then wrap it around back to 1 again.

· There is no requirement that the XIDs increment in any particular order (or that they change at all).  They are only there as a means of tracking NOTIFY responses against requests.

· An XID value of 0 is known as the Null Transaction ID.  It is used whenever the modem generates a spontaneous notification that is not in response to a particular GET/SET/EXEC request.

· It is not recommended that the controller-generated requests use the null transaction ID.

· Operation Identifier
· 1 byte, unsigned
· Indicates if the message is a GET, SET, EXEC or NOTIFY.  This is an ASCII character ‘g’ (0x67), ‘s’ (0x73), ‘x’ (0x78), or ‘n’ (0x6E) respectively.


· Number of parameter groups (subsystem/field pairs & payloads) the operation contains.
· 1 byte, unsigned
· Maximum of 255

· EXEC operations cannot be ganged together with other GETs/SETs and there may only be one EXEC parameter group per request (i.e. the parameter count MUST be 1 for EXECs).

2.1.3 MMP parameter groups
   The MMP preamble specifies the number of parameter groups that the message contains.  Following the preamble, there should be a number of consecutive parameter groups matching the number specified in the preamble.  Parameter groups contain:
· Subsystem/Command Section
· 1 byte, unsigned
· Subsystems must be specified for GET/SET operations, command sections for EXEC operations

· Field/Command Specifier

· 1 byte, unsigned
· Fields must be specified for GET/SET operations, commands for EXEC operations

· Length specifier
· 2 bytes, unsigned
· Describes the length in bytes of the data payload to follow.  The length and content of the payload is dependent upon the operation being performed.
3 Basic Operation

   MMP control of the acoustic modem is accomplished via the serial port.  It works any baud rate that the modem generally supports; however, for large data transfers using a high baud rate such as 115200 is recommended.  It is not recommended that the “Strip bit 7” option be used as MMP is a binary protocol and bit stripping will break it.

3.1 Entering and Exiting MMP mode

   To enter MMP control mode, issue the following command from a serial port attached command shell:


mmpd

   The modem will respond with some seemingly unintelligible characters.  This is the MMP protocol announcing that it is started up via a NOTIFY (subsystem IFACE, field MMPSTAT).
   To exit MMP control mode, issue a Control-d character (ASCII 0x04).  This character must be received when MMP is in a state waiting for a sentinel (@) character.  Sending this escape code in the middle of a packet will not cause MMP to exit because it will be interpreted as payload data or part of the header.  If the first Ctrl-d character does not end MMP mode, continue issuing them until the user shell command prompt reappears. 
3.1.1 MMP and Low Power Mode

MMP is compatible with low power mode but some care must be taken to avoid inadvertently losing the MMP serial connection when reentering active receive mode.  This is a concern if MMP is being run on the COM1 port of the modem, or if used on COM2 of the modem with “Dual UART” mode active.
The ‘mmpd’ command is run from a CLAM shell prompt like any other command and it does not return control to the shell until it is commanded to exit.  Therefore as long as the modem is in command mode with mmpd running, the MMP interface will be active on that serial port.   Once the modem enters low power mode, any characters sent into either serial port will awaken it.  As part of the wakeup process the modem looks at the saved @OpMode configuration parameter to determine what mode to put the serial port in once awake.  It does not by default preserve the mode it was in at the time it entered low power mode.

The implication of this for MMP is that @OpMode must be set to “Command” if the modem is to be allowed to enter low power mode while the mmpd command is running.  If @OpMode is set to “Online” or “Datalog” or another mode, the serial port will be placed into that mode upon wakeup.  The mmpd command is still running on the CLAM shell but the serial port is no longer connected to the shell session.  Only by reentering command mode will the MMP interface again be accessible from the serial port.
To avoid this issue, @OpMode should be set to “Command” and saved to flash if the MMP interface is to be used in conjunction with low power mode.
If the Dual UART feature is not enabled, or if it is but @InpMode is set to “Single”, then running mmpd on COM2 of the modem will not be affected by low power mode.  If Dual UART is available and @InpMode is set to “Dual” then the caveats outlined above apply to COM2 usage of mmpd.  The low power caveats always apply when using COM1 independent of the Dual UART feature or configuration settings. 

3.2 Message Exchange
3.2.1 Initiation and Acknowledgement

   MMP messages may be initiated from either the controlling or the controlled system, but the controller may only send GET, SET or EXEC messages while the controlled system may only send NOTIFY messages.

   There is no interface-level acknowledgement of MMP packet receipt on the serial interface.  There may or may not be an interface-level acknowledgement of receipt on the acoustic interface, depending on whether the acoustic communications are configured to ACK packets or not.  

   Messages sent over any interface are not immediately acknowledged at the MMP level, but the results of the request (or lack thereof) should signal to the controlling system whether the message was received and processed successfully.  Depending on the request type, the MMP-controlled system will generate a negative acknowledgement response back to the controlling system if it encounters a parse error or cannot comply with the request as sent.

3.2.1.1 Checking the MMP Version Compatibility with IFACE::VERSION
   In order for MMP communications between and off-board controller and a controlled modem to work properly, they need to both be “speaking” the same version of the protocol.  The off-board implementation should be aware of what version of the MMP specification it supports, and should query the controlled modem to find out what version it is running.  

   Note: the MMP GET operation for determining the version is guaranteed not to change across versions, so from version 1.0 onward obtaining the version number from the modem will be a consistent operation.

   To obtain the MMP protocol version number, issue a GET request for field IFACE::VERSION.  The version of MMP protocol running on the modem will be returned in an ensuing NOTIFY.
   If the versions mismatch, MMP messages may still mostly, but if the modem’s version is higher, the controller may receive some NOTIFY messages it doesn’t understand.  Likewise if the controller’s version number is higher, there may be GET/SET/EXEC requests it wants to issue that the modem will not understand.
3.2.1.2 Checking MMP Readiness using IFACE::MMPSTAT

   An application may at times simply want to “get a pulse” from a connected modem via the MMP interface to make sure it is ready and available.  There are a number of ways to do this, but a very simple mechanism is to use the GET operation on the IFACE::MMPSTAT field.  If MMP is running on the modem and such a request is made, a NOTIFY will be immediately returned indicating that the MMP system status is “enabled.”  If the request times out, or the ensuing response is unable to be parsed, then the modem is unresponsive/unready, or the serial link is not in MMP mode at the modem end.
3.2.2 Sending an MMP Stream to the Modem

   The controller CPU must form MMP byte streams correctly for the modem’s master agent to be able to parse them and carry out tasks successfully.

   The basic formula for generating an outbound MMP byte stream is as follows:

1. Send the ‘@’ sentinel character to denote start of a serial stream packet.

2. Generate a transaction ID <xid> and send it as the next byte.

a. Good practice is to start at 1 and sequentially increment with each new request to 255, then roll over to 1 again.  Avoid using the null XID 0 in outbound requests.

3. Specify a GET, SET, or EXEC operation by sending the ‘g’,‘s’, or ‘x’ character next.

4. Send a single byte specifying the number of parameter groups <nparms> in the request.  This will typically be one (1) but could be more if multiple requests of the same operation type are to be made.

a. If the request is an EXEC, this value MUST be one.

5. Loop <nparms> times:

a. Send a single byte specifying the subsystem <subsys> (or command section <cmdsect> if an EXEC).

b. Send a single byte specifying the field <field> within that subsystem (or command <cmd> if an EXEC)

c. Send two bytes in big-endian order specifying the length <len> of the data body to follow

i. This is dependent on the subsystem/field or cmdsect/cmd being processed.  See tables in the appendices at the end of this document for details.

ii. Length for GET operations should always be 0.

d. Send in bytes representing the data body for the subsystem/field or cmdsect/cmd being processed.  The number of bytes sent MUST match <len> specified prior.

i. Message body formats are in the appendices at the end of this document.

ii. There are no message bodies for GET requests.

e. Return to step 5 until <nparms> iterations have completed.  There will only be one iteration for EXEC operations.

6. Return to step 1.

3.2.3 Receiving an MMP Stream from the Modem

   The controller CPU must implement a simple state machine to handle the byte stream coming back to it from the modem in addition to generating the control byte stream being sent to it.
   A basic formula for handing a serial MMP byte stream from a modem is spelled out below:

1. Receive and discard characters until the ‘@’ sentinel is encountered.
2. Read in 3 bytes for MMP message fixed header

a. First byte is the transaction ID, <xid>
b. Second byte is the operation type (should always be NOTIFY)

i. If operation type is not NOTIFY, return to step 1.

c. Third byte is number of parameter groups, <nparms>
3. Loop <nparms> times:

a. Read in 4 bytes for parameter group fixed header

i. First byte is the subsystem of the notification, <subsys>
ii. Second byte is the field within that subsystem, <field>
iii. Third and fourth bytes are the length <len> of the data body to follow, in big-endian order.

b. Read in <len> bytes

i. Depending on the <subsys> and <field>, parse the bytes according to the tables found in the appendices of this document.

ii. If needed, match up the received <xid> with any outstanding GET, SET, or EXEC requests made to the modem with the same XID.

iii. If <subsys> and <field> are IFACE::CMDRESULT, read the command status byte and if data is carried in this CMDRESULT, read the ensuing data according to the CMDRESULT format tables in the appendices of this document.

iv. If <subsys> and <field> are IFACE::ERR, parse the error code and handle according to the controlling application’s needs (user display, log report, etc.)

c. Return to step 3 until <nparms> iterations have completed.  If there is any parse error along the way, flag the error according to the controlling application’s needs and return to step 1.

4. Return to step 1

a. It’s important to discard characters while looking for the next ‘@’ sentinel as there may be trailing null characters at the end of a given MMP message

3.2.4 Request and Response Behavior

   GET/SET behavior is fairly straightforward.  Each such request should be responded to immediately with a NOTIFY containing either the (new) data of the subsystem/field specified or an error notification.  For SETs in particular, if the operation parses successfully but the value does not change (e.g. it is out of the valid range for the item being set) a NOTIFY with the original value is returned as opposed to an explicit error notification.
   EXEC messages may be responded to in a number of ways.  Some subsystems may acknowledge completion of the command and nothing further.  Others may not acknowledge receipt but will send in results later after the command has executed.  Some may not provide any feedback at all.  Responses to processed EXEC requests will be in the form of a NOTIFY message from the controlled agent with a subsystem IFACE and field CMDRESULT.  The body of this NOTIFY message will contain information pertaining to the outcome of the EXEC request.  It may contain a simple acknowledgement or status code, or it may indicate that there was some error condition during execution of the request.  If the command request is one that produces data (e.g. range to a remote modem) the NOTIFY will contain the request-specific data in the CMDRESULT body.  An incrementing sequence number in the body of the NOTIFY message allows for tracking of multiple responses to a single EXEC operation, if applicable. 
   Figure 8: MMP Requests and Expected Responses shows the different types of requests the controller can make and the expected responses from the controlled modem.

	Request Type
	Response Type
	Notes

	GET
	NOTIFY
	1. Same XID as request

2. If request is valid, same subsystem/field as request.

3. If request is in error, subsystem/field will be IFACE:ERR with details in message body

	SET
	NOTIFY
	

	(none)
	NOTIFY
	1. Spontaneous NOTIFY triggered by system change.
2. Null XID (0)

	EXEC
	NOTIFY

(CMDRESULT or ERR)
	1. Same XID as request
2. If request is valid, subsystem/field of NOTIFY will be IFACE::CMDRESULT with details in message body, including command section/command of corresponding EXEC.

3. If multiple NOTIFY events for same EXEC request, seqno field will increment from 0 for each successive NOTIFY

4. If request is in error, subsystem/field will be IFACE::ERR with details in message body, including command section/command of corresponding EXEC...
5. Depending on the command executed, additional spontaneous NOTIFY messages may be triggered in response to system events.  These will have null XIDs.


Figure 8: MMP Requests and Expected Responses
3.2.4.1 Multiple Parameter Groups in a Single MMP Message
   GET and SET requests may be aggregated into a single MMP message as long as the “nparms” field of the header is set accordingly.  The NOTIFY responses to these aggregates requests will also be in a single aggregated MMP message with the parameter groups in the same order as the request.

   EXEC requests cannot be aggregated; there may be only one EXEC request per MMP message (and XID).  Attempts to send in multiple EXECs in a single MMP request will generate an error response and the request will not be processed.
3.2.4.2 Request Sequencing and Interruption

   For synchronous GET and SET operations, there are no special sequencing considerations for making requests from the controller.  The controller is able to queue up as many MMP requests as the serial link will handle and they will be sequentially processed and responded to in the order they are received.  For efficiency, multiple requests made at the same time should be aggregated into multiple parameter groups in a single MMP request, but there is no requirement to do so.

   For asynchronous EXEC operations, the modem will generally handle only one EXEC request at a time.  Because the modem must wait for a command to finish executing before returning a CMDRESULT response, it will reject any new EXECs that are sent in before completion of the previous EXEC command.  The rejection is in the form of a DEVICE_BUSY status within an IFACE::ERR NOTIFY message.  Most EXEC operations are not interruptible by other EXECs; however there are some that are exceptions to this rule.  

GET and SET operations will be processed normally even while an EXEC is in process on the modem.
3.2.4.2.1 Interruptible EXEC Commands

   There are some commands in the MMP lexicon that are considered interruptible.  That is, a new EXEC message is allowed to be received and processed even if the previous EXEC command is still in process.  When this happens, any CMDRESULT NOTIFY that would be sent in response to the original request is forfeited if it had not been received already.
   MMP supports four varieties of EXEC interruption:

1. No interruption allowed by any command until the currently executing command is complete.

2. Interruption only by the same command section/command pair as the currently executing command.

3. Interruption by any command within the same command section as the currently executing command.

4. Interruption by any command in any command section.

The only interruptible EXEC command at this time is RNGRLS::TRANSPOND, and it is of type 1 in the list above; it may only be interrupted by other RNGRLS::TRANSPOND EXECs.  This allows new transponder interrogation pings to be queued for departure before the previous one had been processed and acknowledged with a CMDRESULT NOTIFY.
3.2.5 Error Handling

   When the MMP master agent on the modem encounters an error processing a request from the controller CPU, it will respond with a NOTIFY message of subsystem IFACE, field ERR.  The body of this NOTIFY message will contain in it the subsystem/field of the request that spawned the error, as well as a status code indicating the nature of the error.  The XID of the NOTIFY will be the same as the request that spawned the error.
   Figure 9: MMP Error Codes shows the common errors that may be returned in an IFACE::ERR message.  For the full list, please refer to Section Error! Reference source not found.: Error! Reference source not found..

	Value
	Error Name
	Description

	0x00
	IFACE_ERR_NULL
	Null error code

	0x01
	IFACE_ERR_TIMEOUT
	Operation has timed out

	0x02
	IFACE_ERR_BAD_SUBSYS
	Bad subsystem in GET/SET request

	0x03
	IFACE_ERR_BAD_FIELD
	Bad field in GET/SET request

	0x04
	IFACE_ERR_BAD_VALUE
	Bad value in GET/SET request

	0x05
	IFACE_ERR_PARSE
	Error parsing serial stream

	0x06
	IFACE_ERR_BAD_CMDSECT
	Bad command section in EXEC request

	0x07
	IFACE_ERR_BAD_CMD
	Bad command in EXEC request

	0x08
	IFACE_ERR_BAD_CMDARGS
	Bad arguments to command in EXEC request

	0x09
	IFACE_ERR_MULTICMD
	More than one EXEC operation in single transaction

	0x0A
	IFACE_ERR_DEVICE_BUSY
	Modem too busy to process request

	0x0B
	IFACE_ERR_NOTIFY_ONLY
	Field not accessible with GET/SET, spontaneous NOTIFY only

	0x0C
	IFACE_ERR_NO_RESOURCE
	Resources not available to process request

	0x0D
	IFACE_ERR_UNMODIFIABLE
	Value may not be modified with a SET

	0x0E
	IFACE_ERR_PERMISSION
	Insufficient permission level to carry out operation

	0x0F
	IFACE_ERR_INVALID_STATE
	The modem is not in a state that can validly process the request

	0x10
	IFACE_ERR_FEAT_NOT_ENABLED
	The requested operation requires feature key activation, but the key is not installed

	0x11
	IFACE_ERR_NOT_IMPLEMENTED
	The requested operation is recognized but is not yet implemented in the MMP engine


Figure 9: MMP Error Codes

3.2.5.1 Errors within a Multiple Parameter Group MMP Message

   As there is an option to send in multiple GET/SET parameter groups in a single message, there exists the potential for an error condition on one or more groups in the message.  The way MMP handles this is to process everything it can up to the first parameter group that causes the error condition.  No parameter groups beyond the error-inducing one will be processed.  The NOTIFY message returned by MMP will contain an aggregate of successfully processed fields and the IFACE::ERR indication spawned by the first malformed request field.  As a result there may be fewer parameter groups in the response NOTIFY than there were in the original GET/SET, as any parameter groups after one containing an error will be dropped from the response.
3.3 Using the Reference Tables in the Appendices

   The appendices of this document contain the enumeration value and message structure information necessary to use the MMP protocol.  
   It is important to note that not all subsystems, commands, and fields in the reference tables apply to all builds of modem software.  Some MMP messages are specific to certain variants of the firmware.  If an attempt to use a particular message results in an error indicating the message is unknown, it is likely because that message is not implemented in the firmware version being used.
The appendices describe the following:

· Subsystems

· All of the broad categories of data used in the context of GET, SET, and NOTIFY messages.

· Enumerated values are for use in the <subsys> slot of the MMP parameter group.

· Command Sections

· All of the broad categories of commands used in the context of EXEC messages (and in the bodies of IFACE::CMDRESULT NOTIFY messages).

· Enumerated values are for use in the <cmdsect> member of the MMP parameter group.


· Fields

· All of the specific data items that are used in the context of GET, SET, and NOTIFY messages.

· Grouped by the Subsystem they belong to.

· Enumerated value are for  use in the <field> slot of the MMP parameter group


· Commands

· Specific commands used in the context of EXEC messages (and in the bodies of IFACE::CMDRESULT NOTIFY messages).

· Grouped by the command section they belong to.

· Enumerated values are for use in the <cmd> member of the MMP parameter group.

· Subsystem/Field Message Bodies

· Structure of message bodies used with SET and NOTIFY messages for a given subsystem and field.

· Shows the order, name, and length of each part of the message body.

· Shows, where applicable, the range of values that are valid in each part of the message body along with a description.

· Some values are general numerical ranges (e.g. speaker volume for the deck box) and show no specific enumerations.  An “n/a” will appear in any such cases. 

· GET message parameter groups carry no message body and have a length of 0.

· Identified by the subsystem/field pairs they pertain to.
· The same message format may pertain to more than one subsystem/field pair.

· Command section/Command Message bodies

· Structure of message bodies used with EXEC messages for a given command section and command.

· Shows the order, name, and length of each part of the message body.

· Shows, where applicable, the range of values that are valid in each part of the message body along with a description.

· Some values are general numerical ranges (e.g. address of remote modem to range to) and show no specific enumerations.  An “n/a” will appear in any such cases, or possibly some placeholder value with a description of the range expected. 

· Identified by the command section/command pairs they pertain to.

· The same message format may pertain to more than one command section/command pair.

· Command Result Message Bodies

· Structure of message bodies used in NOTIFY messages with a subsystem/field of IFACE::CMDRESULT and a result status of CMDRESULT_DATA or CMDRESULT_PROGRESS.
· IFACE::CMDRESULT message bodies have a fixed format denoting the command section, command, and result status of the EXEC that they are in response to.

· If the result status is CMDRESULT_DATA or CMDRESULT_PROGRESS, the fixed header will be followed by data specific to the EXEC command that induced it.

· The length of this variably-sized data is deduced by the length specified for the whole CMDRESULT parameter group minus the fixed status portion of the message body

· See Subsystem/Field Message Body table for IFACE::CMDRESULT for more details.

· The command result message body tables describe this variable length response data.

· Identified by the command section/command pair that triggers the data-carrying response.

· The same CMDRESULT message body may pertain to responses for more than one command section/command pair.

3.4 Using Pre-Built Header Files in MMP Client Projects

Header files that provide message constant and struct/object definitions are available for any given build of MMP-enabled modem firmware.  The languages supported are:

· C

· mmp_defs.h

· C#

· MMP_Defs.cs

The files are available upon request from Teledyne Benthos and may be compiled into end-user projects to avoid the need for defining message constants and formats in MMP client projects.  By using the symbolic constants and objects in the provided headers instead of literal values, a measure of insurance is to be gained against any changes to values or formats in future versions of MMP.

Additionally, the C# module provides functions to serialize and de-serialize MMP messages, allowing for easy conversion between object and serial stream formats.
4 Component Architecture

   The basic architecture of MMP is very loosely based upon the networking protocol SNMP (Simple Network Management Protocol).  The protocol uses a defined set of actors or “entities” to implement a request/response model that accesses a categorized collection of data and actions.

4.1 MMP Entities

There are three major functional components of an MMP system.  They are:

1. The Master Agent (MA)

2. The Subagent(s) (SA)

3. The Management Station (MS)

   Of these entities, the MA and multiple SAs reside on the modem platform, while the MS resides off-board and interacts with the MA using the MMP serial protocol.  Figure 10: MMP Component Architecture shows the major components of an MMP system and their relationships with each other.
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Figure 10: MMP Component Architecture

4.1.1 The Master Agent (MA)

   The master agent provides the server side interface of MMP.  It resides on the modem platform and is responsible for communicating with a client management station via the MMP serial protocol.  It functions as a receptionist for incoming requests, farming them off to the appropriate subagents, and returning responses back to the management system.  The serial link between the MA and the MS would typically be via RS-232/RS-422 cable, but may also be via acoustic packet or any other physical medium for which an interface handler is designed.  The MMP MA is designed to be medium-agnostic in terms of its serial communications with the MS.

4.1.1.1 Interfaces to the Master Agent

   MMP protocol may be run on multiple physical interfaces for a single target.  For example, two serial ports may both be running in MMP mode while MMP acoustic commands are also being received.  For the initial release of UDB, only serial interfaces will be supported and only one interface at a time may be active.
4.1.2 The Subagent (SA)

   Subagents reside on the modem platform and are responsible for handling and responding to MMP requests pertinent to a particular functional area of the modem.  There are subagents that deal with data, hardware-specific requests, modem configuration, the MMP interface itself, and more.  Every MMP-enabled modem platform contains multiple subagents used to perform command and control activities on corresponding modem subsystems.  Incoming requests from the management system are received by the master agent and sent to the appropriate subagent for processing.  The subagent effects whatever action is required upon its area of control and possibly generates a return response to the management system.

   There is typically one subagent (SA) for every subsystem or command section in the modem that handles requests pertaining to the fields/commands that subsystem/command section comprises.  It is however possible that one subagent could handle the processing for multiple subsystems or command sections (as is the case with the modem configuration subsystems).

   Different modem platforms may contain different collections of subagents depending upon their abilities.  For example, the Universal Deck Box has a subagent that is specifically for operations on hardware and software that only UDBs contain.  This subagent would not be present on other modem products.

4.1.3 The Management Station (MS)

   The management station is the entity external to the modem that controls it via MMP serial messaging.  It communicates using MMP to the master agent via an interface (typically an RS-232 serial link) and receives responses in turn.  Customers wishing to use the MMP system to control Teledyne Benthos acoustic modems will need to develop a management system that can use MMP to control the modems.  This document provides the technical information needed to effectively code an MMP management system.

   The Universal Deck Box platform contains an MMP management system in the display module through which the display controls the internal modem circuitry.

5 Appendix A – Subsystem Reference

	MMP Subsystems (GET/SET/NOTIFY)

	Value
	Name
	Description

	0x00
	IFACE
	 MMP interface configuration and control data/notifications

	0x01
	SREG
	 S-Registers

	0x02
	DECKBOX
	 Deck box-specific data/notifications

	0x03
	NETWORK
	 (BONITO, SEAWEB ONLY) Networking functionality

	0x04
	DATA
	 Data packets and other general notifications

	0x05
	TRANSPOND
	 Transponding and ranging data/notifications

	0x06
	TIME
	 Time- and date-related data/notifications

	0x3F
	CFG_ALL
	 Special subsystem for retrieving all values in a config section; use the CFG section number as the field

	0x40
	CFG_SECT_COPROC
	 Co-processor board

	0x41
	CFG_SECT_DATALOG
	 On-board datalogger

	0x42
	CFG_SECT_MODEM
	 Modem functionality

	0x43
	CFG_SECT_NETWORK
	 (BONITO, SEAWEB ONLY) Network functionality

	0x44
	CFG_SECT_RELEASE
	 Release functionality

	0x46
	CFG_SECT_SERIAL
	 UART paramters

	0x47
	CFG_SECT_SYSTEM
	 System parameters

	0x48
	CFG_SECT_TEST
	 Test functionality

	0x49
	CFG_SECT_VERSION
	 Version information

	0x4A
	CFG_SECT_XPND
	 Transpond control

	0x4C
	CFG_SECT_NAV
	 Global Pose Sensors

	0x4D
	CFG_SECT_RECORDER
	 Data recorder configuration

	0x4E
	CFG_SECT_SONAR
	 Sonar Modem configuration

	0x4F
	CFG_SECT_TRANSPORT
	 Transport layer routing/tagging information

	0x50
	CFG_SECT_WHOI
	 WHOI configuration


6 Appendix B – Command Section Reference

	MMP Command Sections (EXEC)

	Value
	Name
	Description

	0x00
	NULL
	 Null command section (unused)

	0x01
	STD
	 Standard commands and operations supported on most modem-based platforms

	0x02
	RNGRLS
	 Ranging and releasing operations

	0x03
	NETCMD
	 (BONITO, SEAWEB ONLY) Commands for Networking

	0x04
	DATALOG
	 Commands for Data Logger


7 Appendix C – Field Reference (per Subsystem)

	Subsystem IFACE (0x00) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	MMPSTAT
	Status of MMP subsystem
	X
	
	X
	

	0x01
	ERR
	MMP error notification
	
	
	X
	

	0x02
	VERSION
	Version of MMP protocol running
	X
	
	X
	

	0x03
	CMDRESULT
	MMP command (EXECUTE) result notification
	
	
	X
	

	0x04
	BLOCKNOTIFY
	Block spontaneous notifications from one or more subsystems.  Used with SET, provide a variable length list of subsystems to block.  Returns a variable-length list of blocked subsystems.  Note that responses will always be received when induced by a direct SET/CMD on an interface even if the subsystem is blocked; this only filters spontaneous notifies. 
	X
	X
	X
	

	0x05
	UNBLOCKNOTIFY
	Allow spontaneous notifications from one or more subsystems.  Used with SET, provide a variable-length list of subsystems to unblock.  Returns a variable-length list of unblocked subsystems. 
	X
	X
	X
	

	0x06
	DSP_SW_VERSION
	DSP firmware version currently running
	X
	
	X
	

	0x07
	PRIVLEV
	(currently unsupported) Privilege level on this MMP interface
	X
	X
	X
	

	0x08
	REMOTE_MMPRESP
	An MMP response from a remote modem to an acoustic MMP request previously sent
	
	
	X
	

	0x09
	FEATURE_KEY
	temporarily enable a feature key
	X
	X
	X
	


	Subsystem SREG (0x01) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	VERSION
	DSP SW version
	X
	
	X
	

	2
	POSACK
	Positive acknowledgements
	X
	X
	X
	

	3
	SERBAUD
	Serial port baud & configuration
	X
	X
	X
	

	4
	ACOUBAUD
	Acoustic baud rate
	X
	X
	X
	

	6
	TXPOWER
	Transmit power
	X
	X
	X
	

	7
	RESPTIMEOUT
	Acoustic response timeout
	X
	X
	X
	

	8
	FWDDELAY
	Packet forwarding delay
	X
	X
	X
	

	9
	COPROC
	PSK coprocessor enable/status
	X
	X
	X
	

	10
	LPTIMEOUT
	Low-power idle timeout
	X
	X
	X
	

	11
	FLOWCTRL
	Serial port flow control
	X
	X
	X
	

	12
	TESTMSGLEN
	Acoustic test message length
	X
	X
	X
	

	13
	VERBOSITY
	Console message verbosity
	X
	X
	X
	

	14
	REMADDR
	Default remote modem address
	X
	X
	X
	

	18
	LOCADDR
	Local modem address
	X
	X
	X
	

	21
	RXTHRESHOLD
	Receive sensitivity threshold for transpond pings
	X
	X
	X
	

	24
	BAND
	Acoustic band
	X
	X
	X
	

	32
	TXPULSEWIDTH
	Transpond interrogation ping pulse width
	X
	X
	X
	

	33
	RXPULSEWIDTH
	Transpond received ping pulse width
	X
	X
	X
	

	40
	TAT
	Transponder/ranging turn-around time
	X
	X
	X
	

	49
	PPSSYNC
	Internal/external 1 PPS time sync mode
	X
	X
	X
	

	53
	RXFREQ
	Transpond ping receive frequency (only for units that can't receive multiple frequencies)
	X
	X
	X
	

	55
	XPNDLOCKOUT
	Transpond ping lockout time
	X
	X
	X
	

	255
	ALL
	Use to SET/GET all S-registers at once
	X
	X
	X
	


	Subsystem DECKBOX (0x02) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	SPKRVOL
	Speaker volume
	X
	X
	X
	

	0x01
	PHONESVOL
	Headphones volume
	X
	X
	X
	

	0x02
	PWRSENSE
	Power source information
	X
	
	X
	

	0x03
	BATTLEV
	Internal battery level (rough percentage)
	X
	
	X
	

	0x04
	BATTVOLT
	Internal battery voltage
	X
	
	X
	

	0x05
	MODEL
	Deck box model
	X
	
	X
	


	Subsystem NETWORK (0x03) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	ONISTATE
	(BONITO ONLY) The state of the Open Network Interface.  Set to "enable" to route all packets through the MMP network interface; false to use the standard UART print method.
	X
	X
	X
	

	0x01
	L3HDRLEN
	(BONITO ONLY) The length of the Layer 3 header, in bytes.  This length is specified by the off-board processor's networking protocol. 
	X
	X
	X
	

	0x02
	PKTINHDR
	(BONITO ONLY) Notifies arrival of a new INBOUND packet received by Layer 2; can be used with GET to re-retrieve L2 header information of the in-context INBOUND packet
	X
	
	X
	

	0x03
	PKTINL2PAYLOAD
	(BONITO ONLY) Retrieve entire payload from in-context INBOUND Layer 2 packet (includes Layer 3 header and data payload)
	X
	
	X
	

	0x04
	PKTOUTL2PAYLOAD
	(BONITO ONLY) Set or retrieve entire payload of in-context OUTBOUND Layer 2 packet (includes Layer 3 header and data payload); NO_RESOURCE error if packet not available
	X
	X
	X
	

	0x05
	PKTINFLUSH
	(BONITO ONLY) Indicates completion of processing in-context INBOUND Layer 2 packet.  Specify an operation and optional destination address with a SET to dispose of the packet and prepare to receive the next.  All DISCARD ops should be acknowledged as successful, while XMIT ops may yield a NO_RESOURCE error if no packet is in context.
	X
	X
	X
	

	0x06
	PKTOUTFLUSH
	(BONITO ONLY) Indicates completion of processing in-context OUTBOUND Layer 2 packet.  Specify an operation and optional destination address with a SET to dispose of the packet and prepare to transmit the next.  All DISCARD ops should be acknowledged as successful, while XMIT ops may yield a NO_RESOURCE error if no packet is in context.
	X
	X
	X
	

	0x07
	PKTINL3HDR
	(BONITO ONLY) The Layer 3 header of the in-context INBOUND packet; NO_RESOURCE error if packet not available
	X
	
	X
	

	0x08
	PKTOUTL3HDR
	(BONITO ONLY) The Layer 3 header of the in-context OUTBOUND packet; NO_RESOURCE error if packet not available
	X
	X
	X
	

	0x09
	PKTINL3PAYLOAD
	(BONITO ONLY) The Layer 3 payload of the in-context INBOUND packet; NO_RESOURCE error if packet not available
	X
	
	X
	

	0x0A
	PKTOUTL3PAYLOAD
	(BONITO ONLY) The Layer 3 payload of the in-context OUTBOUND packet; NO_RESOURCE error if packet not available
	X
	X
	X
	

	0x0B
	PKTOUTL3PAYLOADAPPEND
	(BONITO ONLY) When used with SET, appends to the end of the Layer 3 payload of the in-context OUTBOUND packet.  When used with GET, returns the entire Layer 3 payload.  In either case, NO_RESOURCE error if packet not available.
	X
	X
	X
	

	0x0C
	MOVEPKTINTOPKTOUT
	(BONITO ONLY) When used with SET, copies the in-context INBOUND packet to be the in-context OUTBOUND packet, allowing for modification of the contents before dispatching.  Will flag an error if there is already an in-context OUTBOUND packet or there is no in-context INBOUND packet.  When used with GET (or after successful SET) it will return the same result as a GET PKTOUTL2PAYLOAD.
	X
	X
	X
	

	0x0D
	FLUSHRXBUF
	(BONITO ONLY) When used with SET, discards any buffered packets RECEIVED from a specified node, and resets packet sequencing/buffering from that node.  An error will be returned on failure, and the same request packet will be returned on success.
	X
	X
	X
	

	0x0E
	FLUSHTXBUF
	(BONITO ONLY) When used with SET, discards any buffered packets TO BE TRANSMITTED to a specified node, and resets packet sequencing/buffering to that node.  An error will be returned on failure, and the same request packet will be returned on success.
	X
	X
	X
	

	0x0F
	RESETL2FSM
	(BONITO ONLY) When used with SET, resets the layer 2 state machine and returns all packets to the pool.  Any packets being held at layer 3 are still the responsibility of that layer.  The body of this request is null.  An error is returned on failure, otherwise a notify of the same type is returned for success.
	X
	X
	X
	

	0x10
	RTSRCVD
	Notification of an inbound RTS
	
	
	X
	

	0x11
	RTSSENT
	Notification of an outbound RTS
	
	
	X
	

	0x12
	CTSRCVD
	Notification of an inbound CTS
	
	
	X
	

	0x13
	CTSSENT
	Notification of an outbound CTS
	
	
	X
	

	0x14
	SRQRCVD
	Notification of an inbound SRQ
	
	
	X
	

	0x15
	SRQSENT
	Notification of an outbound SRQ
	
	
	X
	

	0x16
	ACKRCVD
	Notification of an inbound ACK
	
	
	X
	

	0x17
	ACKSENT
	Notification of an outbound ACK
	
	
	X
	

	0x18
	DATARCVD
	Notification of an inbound DATA packet
	
	
	X
	

	0x19
	DATASENT
	Notification of an outbound DATA packet
	
	
	X
	

	0x1A
	PINGRCVD
	Notification of an inbound PING
	
	
	X
	

	0x1B
	PINGSENT
	Notification of an outbound PING
	
	
	X
	

	0x1C
	ECHORCVD
	Notification of an inbound ECHO packet
	
	
	X
	

	0x1D
	ECHOSENT
	Notification of an outbound ECHO packet
	
	
	X
	

	0x20
	WAITSRQDONE
	Notification that the SRQ (NACK) wait period has expired and the transmitted packet is assumed to have been received by the Layer 2 peer node.
	
	
	X
	

	0x21
	WAITCTSDONE
	Notification that the CTS wait period has expired and there are no more retransmissions being attempted.
	
	
	X
	

	0x22
	WAITDATADONE
	Notification that the DATA wait period has expired and there are no more retransmissions being attempted.
	
	
	X
	

	0x23
	WAITACKDONE
	Notification that the ACK wait period has expired and there are no more retransmissions being attempted.
	
	
	X
	

	0x25
	WAITECHODONE
	Notification that the ECHO wait period has expired (and, if a non-broadcast ping, there are no more retransmissions being attempted).
	
	
	X
	

	0x28
	L2IDLE
	Notification that the Layer 2 state machine has returned to an idle state
	
	
	X
	

	0x29
	L2UNIDLE
	Notification that the Layer 2 state machine left the idle state and is processing events
	
	
	X
	


	Subsystem DATA (0x04) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	ACK
	Data ACK from remote modem received
	
	
	X
	

	0x01
	REMOTE_DATA
	Data packet from remote modem received
	
	
	X
	

	0x02
	XMIT_OVERTEMP
	Overtemp condition on transmit
	
	
	X
	

	0x03
	BURN_COMPLETE
	Release burn-wire burn cycle active, tilt detected (unit release)
	
	
	X
	

	0x04
	TRRC_STATUS
	Information on T/R board and RCV module
	X
	
	X
	

	0x05
	FEAT_KEY_STATUS
	Information on feature authorization keys
	X
	
	X
	

	0x06
	REMOTE_HEADER
	Header information on packets received
	
	
	X
	

	0x07
	TIMESTAMP
	Timestamp notification for a rx or tx event
	
	
	X
	

	0x08
	DOPPLER
	Doppler speed information from tones
	
	
	X
	

	0x09
	BURN_TIMEOUT
	Release burn-wire cycle timed out with no tilt
	
	
	X
	

	0x0B
	FPM_VERSION
	Floating point co-processor module version
	
	
	X
	

	0x0C
	PSK_PKT_NO_COPROC
	Notification that a PSK packet was received but FPM coprocessor is not present/enabled.
	
	
	X
	

	0x0D
	LOW_POWER
	Notification of the modem entering or exiting low power mode
	
	
	X
	

	0x0E
	ACSTATS
	Acoustic statistics for the packet being received
	
	
	X
	

	0x0F
	REMOTE_DLOGBLK
	Data packet from remote modem containing data logger data, with CRC flags
	
	
	X
	

	0x10
	HEADER_ERROR
	Header received from remote modem with errors, contains acoustic statistics
	
	
	X
	

	0x11
	NAV_STATUS
	Header received from remote modem with errors, contains acoustic statistics
	X
	
	X
	

	0x12
	RANGE_UPDATE
	Updated range to a remote node determined via acoustic communication  
	
	
	X
	

	0x13
	FPM_BOOT_FAIL
	Indication of whether a floating point coprocessor that was configured to be present at boot time failed to initialize.  Will always return 0 on platforms that don't support FPM coprocessors.
	X
	
	X
	


	Subsystem TRANSPOND (0x05) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	STAT
	Transpond mode status
	X
	
	X
	

	0x01
	PINGRCVD
	Transpond ping received
	
	
	X
	

	0x02
	CHNLRXADJ_0
	Receive sensitivity adjustment for channel 0
	X
	X
	X
	

	0x03
	CHNLRXADJ_1
	Receive sensitivity adjustment for channel 1
	X
	X
	X
	

	0x04
	CHNLRXADJ_2
	Receive sensitivity adjustment for channel 2
	X
	X
	X
	

	0x05
	CHNLRXADJ_3
	Receive sensitivity adjustment for channel 3
	X
	X
	X
	

	0x06
	CHNLRXADJ_4
	Receive sensitivity adjustment for channel 4
	X
	X
	X
	

	0x07
	CHNLRXADJ_5
	Receive sensitivity adjustment for channel 5
	X
	X
	X
	

	0x08
	CHNLRXADJ_6
	Receive sensitivity adjustment for channel 6
	X
	X
	X
	

	0x09
	CHNLRXADJ_7
	Receive sensitivity adjustment for channel 7
	X
	X
	X
	

	0x0A
	CHNLRXADJ_8
	Receive sensitivity adjustment for channel 8
	X
	X
	X
	

	0x0B
	CHNLRXADJ_9
	Receive sensitivity adjustment for channel 9
	X
	X
	X
	

	0x0C
	CHNLRXADJ_10
	Receive sensitivity adjustment for channel 10
	X
	X
	X
	

	0x0D
	CHNLRXADJ_11
	Receive sensitivity adjustment for channel 11
	X
	X
	X
	

	0x0E
	CHNLRXADJ_12
	Receive sensitivity adjustment for channel 12
	X
	X
	X
	

	0x0F
	CHNLRXADJ_13
	Receive sensitivity adjustment for channel 13
	X
	X
	X
	

	0x10
	CHNLRXADJ_14
	Receive sensitivity adjustment for channel 14
	X
	X
	X
	

	0x11
	CHNLRXADJ_15
	Receive sensitivity adjustment for channel 15
	X
	X
	X
	

	0x12
	CHNLRXADJ_16
	Receive sensitivity adjustment for channel 16
	X
	X
	X
	

	0x13
	CHNLRXADJ_17
	Receive sensitivity adjustment for channel 17
	X
	X
	X
	

	0x14
	CHNLRXADJ_18
	Receive sensitivity adjustment for channel 18
	X
	X
	X
	

	0x15
	CHNLRXADJ_19
	Receive sensitivity adjustment for channel 19
	X
	X
	X
	

	0x16
	CHNLRXADJ_20
	Receive sensitivity adjustment for channel 20
	X
	X
	X
	

	0x17
	CHNLRXADJ_21
	Receive sensitivity adjustment for channel 21
	X
	X
	X
	

	0x18
	CHNLRXADJ_22
	Receive sensitivity adjustment for channel 22
	X
	X
	X
	

	0x19
	CHNLRXADJ_23
	Receive sensitivity adjustment for channel 23
	X
	X
	X
	

	0x1A
	CHNLRXADJ_24
	Receive sensitivity adjustment for channel 24
	X
	X
	X
	

	0x1B
	CHNLRXADJ_25
	Receive sensitivity adjustment for channel 25
	X
	X
	X
	

	0x1C
	CHNLRXADJ_26
	Receive sensitivity adjustment for channel 26
	X
	X
	X
	

	0x1D
	CHNLRXADJ_27
	Receive sensitivity adjustment for channel 27
	X
	X
	X
	

	0x1E
	CHNLRXADJ_28
	Receive sensitivity adjustment for channel 28
	X
	X
	X
	

	0x1F
	CHNLRXADJ_29
	Receive sensitivity adjustment for channel 29
	X
	X
	X
	

	0x20
	CHNLRXADJ_30
	Receive sensitivity adjustment for channel 30
	X
	X
	X
	

	0x21
	CHNLRXADJ_31
	Receive sensitivity adjustment for channel 31
	X
	X
	X
	

	0x22
	CHNLRXADJ_32
	Receive sensitivity adjustment for channel 32
	X
	X
	X
	

	0x23
	CHNLRXADJ_33
	Receive sensitivity adjustment for channel 33
	X
	X
	X
	

	0x24
	CHNLRXADJ_34
	Receive sensitivity adjustment for channel 34
	X
	X
	X
	

	0x25
	CHNLRXADJ_35
	Receive sensitivity adjustment for channel 35
	X
	X
	X
	

	0x26
	CHNLRXADJ_36
	Receive sensitivity adjustment for channel 36
	X
	X
	X
	

	0x27
	CHNLRXADJ_37
	Receive sensitivity adjustment for channel 37
	X
	X
	X
	

	0x28
	CHNLRXADJ_38
	Receive sensitivity adjustment for channel 38
	X
	X
	X
	

	0x29
	CHNLRXADJ_39
	Receive sensitivity adjustment for channel 39
	X
	X
	X
	

	0x2A
	CHNLRXADJ_40
	Receive sensitivity adjustment for channel 40
	X
	X
	X
	

	0x2B
	CHNLRXADJ_ALL
	Set or get all receive channel sensitivity adjustments at once
	X
	X
	X
	


	Subsystem TIME (0x06) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	1PPS_PULSE
	(currently unsupported) Arrival of 1 PPS synchronization pulse
	
	
	X
	

	0x01
	TIMEDATE
	The time and date on the modem's clock
	X
	X
	X
	

	0x02
	DSTPARMS
	(currently unsupported) Parameters governing Daylight Savings Time adjustments of local time
	X
	X
	X
	

	0x03
	RTCBATT
	Battery level on modem's clock
	X
	
	X
	


	Subsystem CFG_SECT_COPROC (0x40) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_COPROC_CPBOARD
	Indicate power mode of coprocessor board
	X
	X
	X
	

	1
	CFG_COPROC_FDFWDTAPS
	PSK number of forward taps
	X
	X
	X
	

	2
	CFG_COPROC_FDBCKTAPS
	PSK number of backward taps
	X
	X
	X
	


	Subsystem CFG_SECT_DATALOG (0x41) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_DATALOG_ACDATA
	Log acoustically received data to datalogger
	X
	X
	X
	

	1
	CFG_DATALOG_ACSTATS
	Log acoustic statistics to datalogger
	X
	X
	X
	

	2
	CFG_DATALOG_RINGBUF
	Configure datalogger as flat (stop when full) or circular (oldest records discarded for newer)
	X
	X
	X
	

	4
	CFG_DATALOG_LOGMODE
	The record-partitioning mode for the data logger: time, character, or size based.
	X
	X
	X
	

	5
	CFG_DATALOG_SENTINEL
	The ASCII value of a sentinel character that will trigger closure of a discrete record in the data logger
	X
	X
	X
	

	6
	CFG_DATALOG_CHRCOUNT
	The number of characters that must be reached in order to trigger closure of a discrete record in the data logger
	X
	X
	X
	

	7
	CFG_DATALOG_LOGSTORE
	Indicates which storage medium the data logger points to (internal or external SDHC)
	X
	X
	X
	


	Subsystem CFG_SECT_MODEM (0x42) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_MODEM_DATARETRY
	Acoustic data retry mode
	X
	X
	X
	

	1
	CFG_MODEM_ACRSPTMOUT
	Acoustic response timeout
	X
	X
	X
	

	2
	CFG_MODEM_OPMODE
	Operation mode
	X
	X
	X
	

	3
	CFG_MODEM_DEVENABLE
	Device enable line behavior
	X
	X
	X
	

	5
	CFG_MODEM_FWDDELAY
	Data packet forwarding delay
	X
	X
	X
	

	7
	CFG_MODEM_LOCALADDR
	Modem local address
	X
	X
	X
	

	8
	CFG_MODEM_PRNTHEX
	Print modem data hexadecimal
	X
	X
	X
	

	9
	CFG_MODEM_REMOTEADDR
	Modem default remote address
	X
	X
	X
	

	10
	CFG_MODEM_RXPKTTYPE
	Receive packet type
	X
	X
	X
	

	11
	CFG_MODEM_SHOWBADDATA
	Determine whether to process or discard data with bit errors
	X
	X
	X
	

	12
	CFG_MODEM_STARTTONES
	Control playing of startup tones upon boot
	X
	X
	X
	

	13
	CFG_MODEM_TXRATE
	Acoustic transmit baud rate
	X
	X
	X
	

	14
	CFG_MODEM_TXPOWER
	Acoustic transmit power level
	X
	X
	X
	

	15
	CFG_MODEM_WAKETONES
	Control sending of wakeup preamble tones.
	X
	X
	X
	

	16
	CFG_MODEM_STRICTAT
	Direct CLAM shell to behave in "strict AT" (3rd gen style AT commands only) mode or not
	X
	X
	X
	

	17
	CFG_MODEM_INPUTMODE
	Select the UART input mode for data transfer and data logging (single, dual)
	X
	X
	X
	

	18
	CFG_MODEM_SMARTRETRY
	Control use of SmartRetry functionality for corrupted packet transmissions when data retries are enabled
	X
	X
	X
	


	Subsystem CFG_SECT_NETWORK (0x43) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_NETWORK_RTSATTMPTS
	Number or RTS Attempts
	X
	X
	X
	

	1
	CFG_NETWORK_RESERVE1
	Formerly Data Retries
	X
	X
	X
	

	2
	CFG_NETWORK_NUMBCSTPING
	Number of broadcast pings to try in a broadcast ping command.  1 - 255 (255 = ping indefinitely) 
	X
	X
	X
	

	3
	CFG_NETWORK_PINGRETRY
	Number of ping retries if no response
	X
	X
	X
	

	4
	CFG_NETWORK_PKTBUFF
	Packet buffering enable/disable
	X
	X
	X
	

	5
	CFG_NETWORK_PKTDELAY
	Inter-packet delay, in seconds
	X
	X
	X
	

	6
	CFG_NETWORK_FXDRSPTIME
	Fixed Acoustic response time for network packets
	X
	X
	X
	

	7
	CFG_NETWORK_FXDRSPCTL
	Fixed response timer control enable/disable
	X
	X
	X
	

	8
	CFG_NETWORK_MAXPINGRSP
	Maximum Ping Response (1-16)
	X
	X
	X
	

	9
	CFG_NETWORK_L2PROTOCOL
	Layer2 Protocol
	X
	X
	X
	

	10
	CFG_NETWORK_BRIEFLOWRATE
	Control use of 140 bps on handshakeless protocol retransmits 
	X
	X
	X
	

	11
	CFG_NETWORK_BRIEFPKTSZ
	Packet size threshold for using handshakeless protocol
	X
	X
	X
	

	12
	CFG_NETWORK_NSMA
	Neighbor Sense Multi-Access enable/disable
	X
	X
	X
	

	13
	CFG_NETWORK_DATAACKS
	Data Acknowledgements Boolean
	X
	X
	X
	

	14
	CFG_NETWORK_BRIEFACKS
	Acknowledgements Boolean for Brief Mode exchanges
	X
	X
	X
	


	Subsystem CFG_SECT_RELEASE (0x44) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_RELEASE_FSKRLSDUR
	Duration (seconds) to play Benthos FSK release tones
	X
	X
	X
	

	1
	CFG_RELEASE_LSTCOMMSCNT
	Lost communication count (15 second increments)
	X
	X
	X
	

	2
	CFG_RELEASE_RLSCODE
	Release code to trigger this release (valid on release models only)
	X
	X
	X
	

	4
	CFG_RELEASE_TIMEDRELEASE
	Timeout count for timed releases
	X
	X
	X
	


	Subsystem CFG_SECT_SERIAL (0x46) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_SERIAL_P1BAUD
	Port 1 baud rate
	X
	X
	X
	

	1
	CFG_SERIAL_P1ECHOCHAR
	Port 1 echo (full/half duplex)
	X
	X
	X
	

	2
	CFG_SERIAL_P1FLOWCTL
	Port 1 flow control
	X
	X
	X
	

	3
	CFG_SERIAL_P1IDLEPOL
	Port 1 idle polarity
	X
	X
	X
	

	4
	CFG_SERIAL_P1PROTOCOL
	Port 1 comms protocol
	X
	X
	X
	

	5
	CFG_SERIAL_P1STRIPB7
	Port 1 strip bit 7
	X
	X
	X
	

	6
	CFG_SERIAL_P1NOSLEEP
	Port 1 not counted towards activity for sleep
	X
	X
	X
	

	7
	CFG_SERIAL_P2BAUD
	Port 2 baud rate
	X
	X
	X
	

	8
	CFG_SERIAL_P2ECHOCHAR
	Port 2 echo (full/half duplex)
	X
	X
	X
	

	9
	CFG_SERIAL_P2FLOWCTL
	Port 2 flow control
	X
	X
	X
	

	10
	CFG_SERIAL_P2IDLEPOL
	Port 2 idle polarity
	X
	X
	X
	

	11
	CFG_SERIAL_P2STRIPB7
	Port 2 strip bit 7
	X
	X
	X
	

	12
	CFG_SERIAL_P2NOSLEEP
	Port 2 not counted towards activity for sleep
	X
	X
	X
	

	13
	CFG_SERIAL_P1MODE
	Port 1 cooking mode
	X
	X
	X
	

	14
	CFG_SERIAL_P2MODE
	Port 2 cooking mode
	X
	X
	X
	

	15
	CFG_SERIAL_P2PROTOCOL
	Port 2 on RS232 or CMOS
	X
	X
	X
	


	Subsystem CFG_SECT_SYSTEM (0x47) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_SYSTEM_AUXINP
	Enable auxiliary acoustic input
	X
	X
	X
	

	1
	CFG_SYSTEM_ASCIIBIN
	Received data output in standard ASCII or as a hex byte dump
	X
	X
	X
	

	2
	CFG_SYSTEM_BANDWIDTH
	
	X
	X
	X
	

	3
	CFG_SYSTEM_CARRFREQ
	Center carrier frequency (sets acoustic band)
	X
	X
	X
	

	4
	CFG_SYSTEM_COMPMDMRST
	Compact modem reset: 
	X
	X
	X
	

	5
	CFG_SYSTEM_CMWAKEHIB
	Compact modem wakeup hibernate time (formerly last digit of S-10 when >300)
	X
	X
	X
	

	6
	CFG_SYSTEM_CMWAKELISTEN
	Compact modem wakeup active listen time (formerly middle digit of S-10 when >400)
	X
	X
	X
	

	7
	CFG_SYSTEM_HALFBW
	Half bandwidth modulation: 1 = Normal, 2 = half bandwidth
	X
	X
	X
	

	8
	CFG_SYSTEM_FHTHRESH
	Frequency Hop receive threshold
	X
	X
	X
	

	9
	CFG_SYSTEM_RLSTYPE
	Configuration of release type (factory-set)
	X
	X
	X
	

	10
	CFG_SYSTEM_SYNCPPS
	Mode for 1 PPS clock signal syncing
	X
	X
	X
	

	11
	CFG_SYSTEM_VERBOSE
	console status verbosity
	X
	X
	X
	

	12
	CFG_SYSTEM_WAKETHRESH
	
	X
	X
	X
	

	13
	CFG_SYSTEM_AUXOUT
	Control behavior of auxiliary acoustic output: either default behavior (speaker/phones for UDB, copies of samples for others), or force copies of outbound samples to aux port.
	X
	X
	X
	

	15
	CFG_SYSTEM_VOLCONT
	Use an analog linear pot on EXT_SENSE1_ADC to control speaker and headphone volume
	X
	X
	X
	

	16
	CFG_SYSTEM_CMFASTWAKE
	Enables fast wake from hibernate ability on compact modem (receiving side) and UDB (sending side).
	X
	X
	X
	

	18
	CFG_SYSTEM_IDLETIMER
	Low-power idle timer
	X
	X
	X
	

	19
	CFG_SYSTEM_PROMPT
	Prompt Setting
	X
	X
	X
	

	20
	CFG_SYSTEM_SYNCOUT
	copy RTC PPS out on BIN_OUT_0
	X
	X
	X
	

	21
	CFG_SYSTEM_PULLUP0
	BIN_IN_0 pullup 
	X
	X
	X
	

	22
	CFG_SYSTEM_PULLUP1
	BIN_IN_1 pullup
	X
	X
	X
	

	23
	CFG_SYSTEM_MINOPVOLT
	The operating voltage threshold below which transmissions will be automatically reduced in power to prevent brown-out resets 
	X
	X
	X
	

	24
	CFG_SYSTEM_BATTERYTYPE
	The type of battery being used to power the modem
	X
	X
	X
	


	Subsystem CFG_SECT_TEST (0x48) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_TEST_DBGLVL
	Test debug level
	X
	X
	X
	

	1
	CFG_TEST_RCVALL
	Receive all packets (sniffer mode)
	X
	X
	X
	

	2
	CFG_TEST_RSPDELAY
	Test response delay
	X
	X
	X
	

	3
	CFG_TEST_PKTECHO
	Test packet echo
	X
	X
	X
	

	4
	CFG_TEST_PKTSIZE
	Test packet size
	X
	X
	X
	

	6
	CFG_TEST_SIMACDLY
	Simulated variable acoustic delay, in milliseconds
	X
	X
	X
	

	7
	CFG_TEST_TXSATURATE
	Special test mode for enabling saturation on transmit
	X
	X
	X
	


	Subsystem CFG_SECT_VERSION (0x49) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_VERSION_SWAPPNAME
	Software application name string
	X
	
	X
	

	1
	CFG_VERSION_SWVERSION
	Software version string
	X
	
	X
	

	2
	CFG_VERSION_DBVERSION
	Configuration database version string
	X
	
	X
	


	Subsystem CFG_SECT_XPND (0x4A) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_XPND_RXFREQ
	Frequency to listen for response pings (applicable only to platforms without Multi-Rx capability)
	X
	X
	X
	

	1
	CFG_XPND_RXLOCKOUT
	Ping response lockout, in milliseconds
	X
	X
	X
	

	2
	CFG_XPND_RXTONEDUR
	Receive pulse width, in milliseconds
	X
	X
	X
	

	3
	CFG_XPND_TAT
	Transpond turn-around time at remote node, in milliseconds
	X
	X
	X
	

	4
	CFG_XPND_TXTONEDUR
	Interrogation pulse width, in tenths of a millisecond
	X
	X
	X
	

	5
	CFG_XPND_RXTHRESH
	Receive detection threshold for transponder pings, in standard deviations above mean noise level
	X
	X
	X
	

	6
	CFG_XPND_AGCREF
	The AGC level that should be set when the avg. background noise energy in the center of the band is at 1.  Lower values lower the noise floor allowing for more signal head-room; higher values raise it allowing more resolution for detecting weak signals.
	X
	X
	X
	

	7
	CFG_XPND_RESPFREQ
	Response tone sent on reception of tone set by CFG_XPND_RXFREQ after delay of CFG_XPND_TAT.
	X
	X
	X
	

	8
	CFG_XPND_LBLMODE
	Defines the action taken on the reception of a downward HFM chirp
	X
	X
	X
	


	Subsystem CFG_SECT_NAV (0x4C) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_NAV_LATITUDE
	Latitude  in millionths of a degree
	X
	X
	X
	

	1
	CFG_NAV_LONGITUDE
	Longitude in millionths of a degree
	X
	X
	X
	

	2
	CFG_NAV_GPSALT
	absolute altitude relative to WGS84
	X
	X
	X
	

	3
	CFG_NAV_ALTITUDE
	altitude above sea floor in meters
	X
	X
	X
	

	4
	CFG_NAV_DEPTH
	depth below sea level in meters
	X
	X
	X
	

	5
	CFG_NAV_COMPASS
	compass bearing in degrees
	X
	X
	X
	

	6
	CFG_NAV_PITCH
	pitch in degrees
	X
	X
	X
	

	7
	CFG_NAV_ROLL
	roll in degrees
	X
	X
	X
	

	8
	CFG_NAV_CSOUND
	speed of sound in m/s
	X
	X
	X
	

	9
	CFG_NAV_REPLY_DATA
	additional data fields for position information
	X
	X
	X
	

	10
	CFG_NAV_HEADOFFSET
	offset of compass heading to vehicle center line
	X
	X
	X
	

	11
	CFG_NAV_SYNCRANGING
	Enable one-way ranging on data transmissions when sychronized to external 1PPS sources
	X
	X
	X
	


	Subsystem CFG_SECT_RECORDER (0x4D) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	1
	CFG_RECORDER_RECMODE
	recording mode for automatic recording
	X
	X
	X
	

	3
	CFG_RECORDER_NAMEFORMAT
	format of names for recorded audio files
	X
	X
	X
	


	Subsystem CFG_SECT_SONAR (0x4E) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_SONAR_TONE_DETECT
	
	X
	X
	X
	

	1
	CFG_SONAR_TONE_MIN
	
	X
	X
	X
	

	2
	CFG_SONAR_TONE_MAX
	
	X
	X
	X
	

	3
	CFG_SONAR_TONE_THRESH
	
	X
	X
	X
	

	4
	CFG_SONAR_NOISE_ANALYSIS
	analysis on or off
	X
	X
	X
	

	5
	CFG_SONAR_FRONTEND
	real only samples or carrier moved to complex base-band
	X
	X
	X
	

	6
	CFG_SONAR_BANDWIDTH
	analysis band width in Hz
	X
	X
	X
	

	7
	CFG_SONAR_RXSENS
	hydrophone sensitivity in dB (uPa) for reference only
	X
	X
	X
	


	Subsystem CFG_SECT_TRANSPORT (0x4F) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_TRANSPORT_L4ENB
	Global enable or disable for transport layer activity
	X
	X
	X
	

	1
	CFG_TRANSPORT_TPMODE
	Enable mode for transport layer addressing information (force always on or track with InputMode)
	X
	X
	X
	

	2
	CFG_TRANSPORT_SRCP1
	Transport address to be applied to transmitted packets originating on UART 0
	X
	X
	X
	

	3
	CFG_TRANSPORT_SRCP2
	Transport address to be applied to transmitted packets originating on UART 1
	X
	X
	X
	

	16
	CFG_TRANSPORT_DST1
	Delivery destination for received packets tagged with transport address 1
	X
	X
	X
	

	17
	CFG_TRANSPORT_DST2
	Delivery destination for received packets tagged with transport address 2
	X
	X
	X
	

	18
	CFG_TRANSPORT_DST3
	Delivery destination for received packets tagged with transport address 3
	X
	X
	X
	

	19
	CFG_TRANSPORT_DST4
	Delivery destination for received packets tagged with transport address 4
	X
	X
	X
	


	Subsystem CFG_SECT_WHOI (0x50) Fields
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0
	CFG_WHOI_RXD
	Display RXD message
	X
	X
	X
	

	1
	CFG_WHOI_RXA
	Display RXA message
	X
	X
	X
	

	2
	CFG_WHOI_CYCTO
	Heartbeat Cycle Timing
	X
	X
	X
	

	3
	CFG_WHOI_DATO
	Host Data Timing
	X
	X
	X
	

	4
	CFG_WHOI_PKTTO
	Acoustic Data Timing
	X
	X
	X
	


8 Appendix D – Command Reference (per Command Section)

	Command section STD (0x01) Commands
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	INFO
	Obtain modem build info (similar to ATI shell command)
	
	
	
	X

	0x01
	REMOTE_MMPREQ
	Initiate an acoustic MMP request to another modem.  Remote MMP request should be embedded in the data field (no @ sentinel needed) 
	
	
	
	X

	0x02
	FLASH_SREGS
	Save S-registers to flash (soon to be deprecated)
	
	
	
	X

	0x03
	RESET_SREGS
	Reset S-registers to factory defaults (soon to be deprecated)
	
	
	
	X

	0x04
	REMOTE_SETACOUBAUD
	Set acoustic baud rate on remote modem
	
	
	
	X

	0x05
	REMOTE_SETTXPOWER
	Set transmit power on remote modem
	
	
	
	X

	0x06
	REMOTE_GETSREGS
	Get S-registers from remote modem (soon to be deprecated)
	
	
	
	X

	0x07
	REMOTE_SENDDATA
	Send data packet to remote modem
	
	
	
	X

	0x08
	REMOTE_TESTLINK
	Test acoustic link with remote modem
	
	
	
	X

	0x09
	UPDATE_FIRMWARE
	Begin firmware update cycle
	
	
	
	X

	0x0A
	RESET
	Reboot the modem
	
	
	
	X

	0x0B
	REMOTE_GETBATT
	Get battery levels on remote modem
	
	
	
	X

	0x0C
	REMOTE_CMWAKEUP
	Issue a compact modem wakeup sequence to a remote compact modem
	
	
	
	X

	0x0D
	REMOTE_GETAGCHIST
	Obtain the AGC history for the last 10 seconds from a remote modem
	
	
	
	X

	0x0E
	REMOTE_AUTOBAUD
	Initiate an auto-baud sequence to a remote modem to set an optimal acoustic baud rate between them
	
	
	
	X

	0x0F
	REMOTE_GETBATTCHG
	Obtain battery charge from remote units with IBPS smart batteries
	
	
	
	X

	0x10
	REMOTE_SENDCMD
	Send command packet to remote modem
	
	
	
	X


	Command section RNGRLS (0x02) Commands
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	TRANSPOND
	Issue interrogation or silent ping and enter transpond receive mode
	
	
	
	X

	0x01
	RANGE
	Obtain the range to another modem
	
	
	
	X

	0x02
	RELEASE_STATUS
	Check the release mechanism status on a remote modem
	
	
	
	X

	0x03
	SMART_RELEASE
	Issue a release command to a remote Benthos SMART release (SR-50, SR-100, etc.)
	
	
	
	X

	0x04
	BURNWIRE
	Issue a release command to a remote Benthos SMART modem (SM-75, OEM boardset w/ burn wire, etc.)
	
	
	
	X

	0x05
	FSK_RELEASE
	Issue a release command to a remote Benthos FSK release (Model 865, etc.)
	
	
	
	X

	0x06
	EDGETECH_RELEASE
	Issue a command to an EdgeTech/ORE/EG&G release
	
	
	
	X

	0x07
	URI_RELEASE
	Issue a command to a University of Rhode Island release/device 
	
	
	
	X

	0x08
	FLASH_XPNDADJ
	Save per-frequency transpond sensitivity threshold adjustments to flash
	
	
	
	X

	0x09
	BEARING
	Obtain bearing from a DAT
	
	
	
	X

	0x0A
	GEOPRO_RELEASE
	Issue a command to a GeoPro (Germany) release unit
	
	
	
	X

	0x0B
	NAVDATA
	Obtain position information from a remote modem
	
	
	
	X

	0x0C
	CHANNEL_PROBE
	probe channel for multipath
	
	
	
	X


	Command section NETCMD (0x03) Commands
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	PING
	Ping another node across the network (Versions without an internal networking layer will be restricted to direct and broadcast pings of local peers only).  PROGRESS cmdresults will contain the amount of time the ping will last for, as well as any ECHOs if multiple broadcast pings are enabled.  DATA cmdresult messages signify the end of the PING cycle and also contain ECHO data.  A TIMEOUT cmdresult occurs if a directed ping did not receive an ECHO.
	
	
	
	X

	0x01
	GETNBRTABLE
	Obtain the entire peer neighbor table
	
	
	
	X

	0x02
	CLRNBRTABLE
	Clear the entire peer neighbor table
	
	
	
	X

	0x03
	SETNEIGHBOR
	Set a neighbor table entry for a specific neighbor node, creating a new entry if needed; returns CMD_ACK or NO_RESOURCE error 
	
	
	
	X

	0x04
	GETNEIGHBOR
	Retrieve neighbor table entry for a specific neighbor node, if present; returns DATA if found, ACK if not.
	
	
	
	X


	Command section DATALOG (0x04) Commands
	Supported Operations

	Value
	Name
	Description
	GET
	SET
	NTFY
	EXEC

	0x00
	CLEAR
	Clears the data logger buffer
	
	
	
	X

	0x01
	SIZE
	Report the number of bytes in the data logger
	
	
	
	X

	0x02
	READ_DATA
	Read back the data logger buffer
	
	
	
	X

	0x03
	READ_PAGE
	Read back a 4 kbyte page
	
	
	
	X

	0x04
	READ_SECTOR
	Read back a 256 byte sector
	
	
	
	X

	0x05
	WRITE_DATA
	Write data in to the data logger
	
	
	
	X

	0x06
	SEEK
	Set the read pointer to a specific location
	
	
	
	X

	0x07
	TELL
	Report the position of the read pointer
	
	
	
	X

	0x08
	LIST
	Retrieve general information about the local or remote data logger
	
	
	
	X

	0x09
	FIND
	Find records in the local or remote data logger using the command line query syntax
	
	
	
	X

	0x0A
	DUMP
	Dump the local or remote data logger based on byte offset and length (on all-source or per-source basis)
	
	
	
	X

	0x0B
	SRCINFO
	Get information pertaining to one or more data sources in the logger (total bytes and number of records)
	
	
	
	X

	0x0C
	REMOTE_GETDLOGBLK
	Request a block of up to 4K from a remote modem's data logger with bit flags indicating which cells are valid/corrupted
	
	
	
	X


9 Appendix E – Field (GET/SET/NOTIFY) Message Body Reference

	GET/SET/NOTIFY field message body format for
CFG_SECT_COPROC::*, CFG_SECT_DATALOG::*, CFG_SECT_MODEM::*, CFG_SECT_RELEASE::*, CFG_SECT_SEAWEB::*, CFG_SECT_SERIAL::*, CFG_SECT_SYSTEM::*, CFG_SECT_TEST::*, CFG_SECT_VERSION::*, CFG_SECT_XPND::*, CFG_SECT_NETWORK::*, CFG_SECT_NAV::*, CFG_SECT_DAT::*, CFG_SECT_RECORDER::*, CFG_SECT_SONAR::*, CFG_SECT_TRANSPORT::*, CFG_SECT_WHOI::*

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	val_or_len
	4
	[signed] Value for 32-bit types, or length of variable length types (CFG_STR, CFG_CSTM)
	0
	various_values
	Values here should be appropriate for the subsystem::field being set/gotten.

	type
	2
	[unsigned] Type of the config parameter
	0
	CFG_NUM16
	A signed 16-bit integer

	
	
	
	1
	CFG_NUM32
	A signed 32-bit integer

	
	
	
	2
	CFG_STR
	A variable length character string

	
	
	
	3
	CFG_BOOL
	A Boolean value (0 for false, 1 for true)

	
	
	
	4
	CFG_FIXED
	A 32-bit integer representing a fractional number with 0.0001 precision.  Divide this integer value by 10000 to obtain the true fractional value it represents.

	
	
	
	5
	CFG_ENUM
	A 32-bit signed enumerated value.  This config parameter is restricted to a finite set of pre-defined values dependent on which configuration field it applies to.

	
	
	
	6
	CFG_CSTM
	A custom format with layout dependent on the configuration field it applies to.

	buf
	1 x [?]
	[signed] Variable length buffer to contain value of config parameter if it is not a standard 32-bit type
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::ACK

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	ack
	2
	[unsigned] Type of acknowledgement
	0
	OK
	Operation successful

	
	
	
	1
	BUFFER_EMPTY
	Nothing in data logger

	
	
	
	2
	BLOCK_EMPTY
	Nothing in requested block of data logger

	
	
	
	3
	INVALID_SETTING
	Invalid setting

	
	
	
	4
	INVALID_RELEASE_CODE
	Invalid release code

	
	
	
	5
	GOOD_RELEASE
	Mechanical release successful

	
	
	
	6
	VALID_RELEASE_CODE
	Received valid release code, activating motor

	
	
	
	7
	NOT_RELEASED
	Unit not released

	
	
	
	8
	BUSY
	Unit busy

	
	
	
	9
	VALID_RELEASE_CODE_BURN
	Received valid release code, beginning burn wire burn cycle

	
	
	
	10
	GOOD_BURN_RELEASE
	Burn wire burn cycle completed successfully

	
	
	
	11
	BURN_RELEASE_TIMEOUT
	Burn wire burn cycle stopped due to timeout, no tilt detected

	
	
	
	12
	SREG_SAVED
	Remote S-register saved


	GET/SET/NOTIFY field message body format for
DATA::REMOTE_DATA, DATA::REMOTE_DLOGBLK

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of sending modem
	n/a
	n/a
	n/a

	transport
	2
	[unsigned] Transport address, if any
	n/a
	n/a
	n/a

	invalid_blks
	2
	[unsigned] Raised bits in this field correspond to corrupted 256-byte subblocks of the transfer
	n/a
	n/a
	n/a

	len
	2
	[unsigned] Length of data in bytes
	n/a
	n/a
	n/a

	data
	1 x [?]
	[signed] Variable length data field containing received data
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::XMIT_OVERTEMP

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	sensor
	2
	[unsigned] Which temperature sensor triggered the alert (0 or 1: there are two on UDB platforms)
	n/a
	n/a
	n/a

	setpoint_x_100
	2
	[unsigned] The setpoint in degrees C x 100 that was exceeded
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::BURN_COMPLETE, DATA::BURN_TIMEOUT

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of the modem that has completed the burn cycle
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::TRRC_STATUS

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	tr_read_fail
	2
	[unsigned] Transmit/Receive EEPROM could not be read
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled

	rc_read_fail
	2
	[unsigned] Receive module EEPROM could not be read
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled

	tr_band_fail
	2
	[unsigned] Configured band does not match T/R's EEPROM data
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled

	rc_band_fail
	2
	[unsigned] Configured band does not match receive module EEPROM data
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled


	GET/SET/NOTIFY field message body format for
DATA::FEAT_KEY_STATUS

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	available_features
	4
	[unsigned] Bit flag of key-activatable features available on this platform
	0x01
	FEAT_FLAG_MODEM_DATA
	Bit flag for Modem Data feature

	
	
	
	0x02
	FEAT_FLAG_MULTI_XPND_RX
	Bit flag for multi ping transpond receive feature

	
	
	
	0x04
	FEAT_FLAG_DAT_BEARING
	Bit flag for DAT Bearing feature

	
	
	
	0x08
	FEAT_FLAG_WAVE_PLAY
	Bit flag for arbitrary waveform play feature

	
	
	
	0x10
	FEAT_FLAG_DUAL_UART
	Bit flag for dual serial port input feature

	expected_features
	4
	[unsigned] Bit flag of feature keys expected on this platform
	0x01
	FEAT_FLAG_MODEM_DATA
	Bit flag for Modem Data feature

	
	
	
	0x02
	FEAT_FLAG_MULTI_XPND_RX
	Bit flag for multi ping transpond receive feature

	
	
	
	0x04
	FEAT_FLAG_DAT_BEARING
	Bit flag for DAT Bearing feature

	
	
	
	0x08
	FEAT_FLAG_WAVE_PLAY
	Bit flag for arbitrary waveform play feature

	
	
	
	0x10
	FEAT_FLAG_DUAL_UART
	Bit flag for dual serial port input feature

	enabled_features
	4
	[unsigned] Bit flag of all features with valid authorization keys installed, irrespective of available_features
	0x01
	FEAT_FLAG_MODEM_DATA
	Bit flag for Modem Data feature

	
	
	
	0x02
	FEAT_FLAG_MULTI_XPND_RX
	Bit flag for multi ping transpond receive feature

	
	
	
	0x04
	FEAT_FLAG_DAT_BEARING
	Bit flag for DAT Bearing feature

	
	
	
	0x08
	FEAT_FLAG_WAVE_PLAY
	Bit flag for arbitrary waveform play feature

	
	
	
	0x10
	FEAT_FLAG_DUAL_UART
	Bit flag for dual serial port input feature

	unauthorized_features
	4
	[unsigned] Bit flag of EXPECTED (not all) features with no authorization keys
	0x01
	FEAT_FLAG_MODEM_DATA
	Bit flag for Modem Data feature

	
	
	
	0x02
	FEAT_FLAG_MULTI_XPND_RX
	Bit flag for multi ping transpond receive feature

	
	
	
	0x04
	FEAT_FLAG_DAT_BEARING
	Bit flag for DAT Bearing feature

	
	
	
	0x08
	FEAT_FLAG_WAVE_PLAY
	Bit flag for arbitrary waveform play feature

	
	
	
	0x10
	FEAT_FLAG_DUAL_UART
	Bit flag for dual serial port input feature


	GET/SET/NOTIFY field message body format for
DATA::REMOTE_HEADER

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	type
	1
	[unsigned] 1 0x0F for data  : 0x00 for command
	n/a
	n/a
	n/a

	extension
	1
	[unsigned] 2 MSB of modspec : command type
	n/a
	n/a
	n/a

	parm1
	1
	[unsigned] 3 LSB of modspec : p1
	n/a
	n/a
	n/a

	parm2
	1
	[unsigned] 4 MSB of length  : p2
	n/a
	n/a
	n/a

	parm3
	1
	[unsigned] 5 MSB of length  : p3
	n/a
	n/a
	n/a

	Rx_addr
	1
	[unsigned] 6 destination address
	n/a
	n/a
	n/a

	Tx_addr
	1
	[unsigned] 7 source address
	n/a
	n/a
	n/a

	CRC
	1
	[unsigned] 8 cyclic redundacy check
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::FPM_VERSION

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	ver_major
	1
	[signed] Major revision number
	n/a
	n/a
	n/a

	ver_minor
	1
	[signed] Minor revision number
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::TIMESTAMP

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	event
	2
	[unsigned] event type
	0
	TIMESTAMP_EVENT_TX
	TX

	
	
	
	1
	TIMESTAMP_EVENT_RX
	RX

	hour
	2
	[unsigned] hours
	n/a
	n/a
	n/a

	min
	2
	[unsigned] minutes
	n/a
	n/a
	n/a

	sec
	2
	[unsigned] seconds
	n/a
	n/a
	n/a

	msec10
	2
	[unsigned] 10ths of milliseconds
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::DOPPLER

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	speed
	2
	[signed] Doppler speed in 1/10 knots
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::LOW_POWER

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	lpstat
	2
	[unsigned] Low power status (enter/exit)
	0
	LOWPOWER_LPSTAT_EXIT
	Signifies exiting low power mode

	
	
	
	1
	LOWPOWER_LPSTAT_ENTER
	Signifies entering low power mode

	waketype
	2
	[unsigned] Wake type that cause low power mode to end (only valid when exiting LP mode)
	0
	WAKE_TYPE_NULL
	No wakeup

	
	
	
	1
	WAKE_TYPE_UART
	Wake up from UART input

	
	
	
	2
	WAKE_TYPE_TIME
	Wake up due to expiry of pre-set timer



	
	
	
	3
	WAKE_TYPE_ACOU
	Wake up due to acoustic wake tones

	sleep_secs
	4
	[unsigned] Number of seconds modem was in low power mode (on exit) or the number of seconds the modem will sleep for (if entering low power mode with timed wakeup)
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::ACSTATS

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of remote modem sending data
	n/a
	n/a
	n/a

	mod_spec
	2
	[unsigned] Modulation specification
	0
	MODSPEC_NULL
	Null modspec value

	
	
	
	2
	MODSPEC_140_MFSK
	140 bps MFSK

	
	
	
	3
	MODSPEC_300_MFSK
	300 bps MFSK

	
	
	
	4
	MODSPEC_600_MFSK
	600 bps MFSK

	
	
	
	5
	MODSPEC_800_MFSK
	800 bps MFSK

	
	
	
	6
	MODSPEC_1066_MFSK
	1066 bps MFSK

	
	
	
	7
	MODSPEC_1200_MFSK
	1200 bps MFSK

	
	
	
	8
	MODSPEC_2400_MFSK
	2400 bps MFSK

	
	
	
	9
	MODSPEC_2560_PSK
	2560 bps PSK

	
	
	
	10
	MODSPEC_5120_PSK
	5120 bps PSK

	
	
	
	11
	MODSPEC_7680_PSK
	7680 bps PSK

	
	
	
	12
	MODSPEC_10240_PSK
	10240 bps PSK

	
	
	
	13
	MODSPEC_15360_PSK
	15360 bps PSK

	
	
	
	64
	MODSPEC_80_FH
	80 bps FH

	
	
	
	15
	NUM_MODSPEC
	Needed for UDB HMI

	speedx10
	2
	[signed] Estimated speed (doppler) in 1/10 knots units

	n/a
	n/a
	n/a

	acq_SNRx10
	2
	[unsigned] Acquisition SNR x 10 (factory use only)
	n/a
	n/a
	n/a

	acq_MPDx10
	2
	[unsigned] Acquisition multipath delay in 1/10 ms units
	n/a
	n/a
	n/a

	acq_RCT
	2
	[unsigned] Received chirp threshold (factory use only)
	n/a
	n/a
	n/a

	acq_FSNR
	2
	[unsigned] First SNR (factory use only)
	n/a
	n/a
	n/a

	hdr_SNRx10
	2
	[unsigned] Header SNR x 10
	n/a
	n/a
	n/a

	hdr_CCERR
	2
	[unsigned] Soft decision metric for convolutional decoder (factory use only)
	n/a
	n/a
	n/a

	msg_ERR
	2
	[unsigned] Bit errors in message body - Only applies to test messages from ATX or ATY
	n/a
	n/a
	n/a

	msg_SNRx10
	2
	[unsigned] Message body SNR x 10 (factory use only)
	n/a
	n/a
	n/a

	msg_AGC
	2
	[unsigned] AGC value at message receive
	n/a
	n/a
	n/a

	msg_CCERR
	2
	[unsigned] Soft decision metric for convolutional decoder in the message body (factory use only)
	n/a
	n/a
	n/a

	msg_CRC
	2
	[unsigned] The CRC of the incoming message
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::HEADER_ERROR

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	speedx10
	2
	[signed] Estimated speed (doppler) in 1/10 knots units

	n/a
	n/a
	n/a

	acq_SNRx10
	2
	[unsigned] Acquisition SNR x 10 (factory use only)
	n/a
	n/a
	n/a

	acq_MPDx10
	2
	[unsigned] Acquisition multipath delay in 1/10 ms units
	n/a
	n/a
	n/a

	acq_RCT
	2
	[unsigned] Received chirp threshold (factory use only)
	n/a
	n/a
	n/a

	acq_FSNR
	2
	[unsigned] First SNR (factory use only)
	n/a
	n/a
	n/a

	hdr_SNRx10
	2
	[unsigned] Header SNR x 10
	n/a
	n/a
	n/a

	hdr_CCERR
	2
	[unsigned] Soft decision metric for convolutional decoder (factory use only)
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::RANGE_UPDATE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	node
	2
	[unsigned] Node address to which the range update applies
	n/a
	n/a
	n/a

	range_type
	2
	[signed] Type of range update
	0
	RANGEUPDATE_TYPE_NULL
	Null/Unknown range update type

	
	
	
	1
	RANGEUPDATE_TYPE_ONEWAY
	One-way range, calculated via scheduled transmission from time-synchronized remote modem 

	
	
	
	2
	RANGEUPDATE_TYPE_TWOWAY
	Two-way range, calculated via round-trip packet exchange between two modems 

	range_x10
	4
	[unsigned] Range to remote node in 1/10 meter units
	n/a
	n/a
	n/a

	propdly_x10
	4
	[unsigned] Acoustic propagation delay to remote node in 1/10 ms units
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DATA::NAV_STATUS

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	location
	2
	[signed] status of location information
	0
	NAV_NOT_VALID
	data from stored values

	
	
	
	1
	NAV_INT_VALID
	data from internal source

	
	
	
	2
	NAV_EXT_VALID
	data from external source

	heading
	2
	[signed] status of heading information
	0
	NAV_NOT_VALID
	data from stored values

	
	
	
	1
	NAV_INT_VALID
	data from internal source

	
	
	
	2
	NAV_EXT_VALID
	data from external source

	attitude
	2
	[signed] status of attitude information
	0
	NAV_NOT_VALID
	data from stored values

	
	
	
	1
	NAV_INT_VALID
	data from internal source

	
	
	
	2
	NAV_EXT_VALID
	data from external source


	GET/SET/NOTIFY field message body format for
DATA::FPM_BOOT_FAILURE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	failure
	2
	[signed] 
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled


	GET/SET/NOTIFY field message body format for
DECKBOX::SPKRVOL, DECKBOX::PHONESVOL

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	volume
	1
	[unsigned] Volume of audio device
	0
	val_8_bit
	0 to 255

	mute
	1
	[unsigned] True if audio device muted
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled


	GET/SET/NOTIFY field message body format for
DECKBOX::PWRSENSE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	device
	2
	[unsigned] Power source currently in use on deck box
	0
	DECKBOX_PWRSENSE_DEVICE_BATT
	Using internal batteries

	
	
	
	1
	DECKBOX_PWRSENSE_DEVICE_AC
	Using external AC power

	
	
	
	2
	DECKBOX_PWRSENSE_DEVICE_AUXDC
	Using external DC power

	charge
	1
	[unsigned] Coarse internal battery charge level while charging
	2
	DECKBOX_PWRSENSE_CHARGE_LT80
	Battery less than 80% charge


	
	
	
	4
	DECKBOX_PWRSENSE_CHARGE_GE80
	Battery at least 80% charged

	
	
	
	5
	DECKBOX_PWRSENSE_CHARGE_FULL
	Battery fully charged

	charging
	1
	[unsigned] True if internal batteries are charging
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled


	GET/SET/NOTIFY field message body format for
DECKBOX::BATTLEV

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	charge
	2
	[unsigned] Coarse internal battery charge level remaining
	0
	DECKBOX_BATTLEV_CHARGE_0
	Battery completely drained

	
	
	
	1
	DECKBOX_BATTLEV_CHARGE_20
	Battery 20% charge remaining

	
	
	
	2
	DECKBOX_BATTLEV_CHARGE_40
	Battery 40% charge remaining

	
	
	
	3
	DECKBOX_BATTLEV_CHARGE_60
	Battery 60% charge remaining

	
	
	
	4
	DECKBOX_BATTLEV_CHARGE_80
	Battery 80% charge remaining

	
	
	
	5
	DECKBOX_BATTLEV_CHARGE_100
	Battery fully charged

	
	
	
	6
	DECKBOX_BATTLEV_CHARGE_CRITICAL
	Battery critically low, auto-shut-down impending


	GET/SET/NOTIFY field message body format for
DECKBOX::BATTVOLT

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	volts_x_100
	2
	[unsigned] Internal battery voltage in 1/100 volt units
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
DECKBOX::MODEL

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	model
	2
	[unsigned] Identifies the deck box model variant
	0
	DECKBOX_MODEL_UNKNOWN
	Unknown deck box model

	
	
	
	1
	DECKBOX_MODEL_MODEM
	UDB-9000-M fully featured

	
	
	
	2
	DECKBOX_MODEL_RELEASE
	UDB-9000-A acoustic releases only

	
	
	
	3
	DECKBOX_MODEL_MODEM_L3
	UDB-9000-L3 special

	
	
	
	4
	DECKBOX_MODEL_MODEM_SW
	UDB-9000-SW special

	
	
	
	5
	DECKBOX_MODEL_MODEM_EXPORT
	UDB-9000-E export model (no multi-frequency transpond receive)

	
	
	
	6
	DECKBOX_MODEL_MODEM_BONITO
	UDB-9400-BN modem-enabled with BONITO Open Network Interface to Off-board systems (BONITO)

	
	
	
	7
	DECKBOX_MODEL_MODEM_DR
	UDB-9000-DR modem-enabled with Data Recorder

	
	
	
	8
	DECKBOX_MODEL_MODEM_NR
	UDB-9000-NR modem-enabled with NUWC Ranging

	
	
	
	9
	DECKBOX_MODEL_MODEM_BN
	UDB-9400-BN modem enabled with Benthonet networking


	GET/SET/NOTIFY field message body format for
IFACE::MMPSTAT

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	stat
	2
	[unsigned] MMP interface status
	0
	IFACE_STAT_EXITED
	MMP interface exited

	
	
	
	1
	IFACE_STAT_STARTED
	MMP interface started


	GET/SET/NOTIFY field message body format for
IFACE::ERR

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	subsys
	1
	[unsigned] Subsystem or Command Section of the request that caused the error
	n/a
	n/a
	n/a

	field
	1
	[unsigned] Field or Command of the request that caused the error
	n/a
	n/a
	n/a

	err
	2
	[unsigned] Error code
	0x00
	IFACE_ERR_NULL
	Null error code

	
	
	
	0x01
	IFACE_ERR_TIMEOUT
	Operation has timed out

	
	
	
	0x02
	IFACE_ERR_BAD_SUBSYS
	Bad subsystem in GET/SET request

	
	
	
	0x03
	IFACE_ERR_BAD_FIELD
	Bad field in GET/SET request

	
	
	
	0x04
	IFACE_ERR_BAD_VALUE
	Bad value in GET/SET request

	
	
	
	0x05
	IFACE_ERR_PARSE
	Error parsing serial stream

	
	
	
	0x06
	IFACE_ERR_BAD_CMDSECT
	Bad command section in EXEC request

	
	
	
	0x07
	IFACE_ERR_BAD_CMD
	Bad command in EXEC request

	
	
	
	0x08
	IFACE_ERR_BAD_CMDARGS
	Bad arguments to command in EXEC request

	
	
	
	0x09
	IFACE_ERR_MULTICMD
	More than one EXEC operation in single transaction

	
	
	
	0x0A
	IFACE_ERR_DEVICE_BUSY
	Modem too busy to process request

	
	
	
	0x0B
	IFACE_ERR_NOTIFY_ONLY
	Field not accessible with GET/SET, spontaneous NOTIFY only

	
	
	
	0x0C
	IFACE_ERR_NO_RESOURCE
	Resources not available to process request

	
	
	
	0x0D
	IFACE_ERR_UNMODIFIABLE
	Value may not be modified with a SET

	
	
	
	0x0E
	IFACE_ERR_PERMISSION
	Insufficient permission level to carry out operation

	
	
	
	0x0F
	IFACE_ERR_INVALID_STATE
	The modem is not in a state that can validly process the request

	
	
	
	0x10
	IFACE_ERR_FEAT_NOT_ENABLED
	The requested operation requires feature key activation, but the key is not installed

	
	
	
	0x11
	IFACE_ERR_NOT_IMPLEMENTED
	The requested operation is recognized but is not yet implemented in the MMP engine


	GET/SET/NOTIFY field message body format for
IFACE::VERSION

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	major
	2
	[unsigned] MMP protocol major revision number
	n/a
	n/a
	n/a

	minor
	2
	[unsigned] MMP protocol minor revision number
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
IFACE::CMDRESULT

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	cmdsect
	1
	[unsigned] CMDSECT of the request this result pertains to
	n/a
	n/a
	n/a

	cmd
	1
	[unsigned] Command of the request this result pertains to
	n/a
	n/a
	n/a

	seqno
	1
	[unsigned] Sequence number of the response to the current command - increments for each CMDRESULT NOTIFY associated with a given EXEC request
	n/a
	n/a
	n/a

	message
	1
	[unsigned] Message/result of the command
	0
	CMDRESULT_ERROR
	An error occurred - clears current execution data

	
	
	
	1
	CMDRESULT_CMD_ACK
	Action completed successfully - clears current execution data

	
	
	
	2
	CMDRESULT_CMD_STARTED
	Action/mode has started - should be followed by CMD_ENDED and does not automatically clear the current execution data

	
	
	
	3
	CMDRESULT_CMD_ENDED
	Action/mode has ended - clears current execution data

	
	
	
	4
	CMDRESULT_DATA
	Data is being returned from the command.  The standard CMDRESULT header will be followed by a command-specific set of result data.  Clears current execution data.

	
	
	
	5
	CMDRESULT_TIMEOUT
	Command ended with a timeout condition - clears current execution data

	
	
	
	6
	CMDRESULT_PROGRESS
	Command is progressing with more messages forthcoming.  Like CMDRESULT_DATA, it may be followed by more information.  Does not automatically clear the current execution data.


	GET/SET/NOTIFY field message body format for
IFACE::BLOCKNOTIFY, IFACE::UNBLOCKNOTIFY

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	numsubsys
	2
	[unsigned] 
	n/a
	n/a
	n/a

	subsys
	1 x [?]
	[signed] 
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
IFACE::DSP_SW_VERSION

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	major
	1
	[unsigned] DSP firmware major version number
	n/a
	n/a
	n/a

	minor
	1
	[unsigned] DSP firmware minor version number
	n/a
	n/a
	n/a

	revision
	2
	[unsigned] DSP firmware revision number
	n/a
	n/a
	n/a

	svnver
	4
	[unsigned] Repository version of DSP software build, 32-bit field
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
IFACE::REMOTE_MMPRESP

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] The address of the remote modem from which the MMP string was received
	n/a
	n/a
	n/a

	len
	2
	[unsigned] The length of the MMP response string from the remote modem
	n/a
	n/a
	n/a

	data
	1 x [?]
	[signed] The MMP response string from the remote modem
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
IFACE::FEATURE_KEY

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	key
	1 x [16]
	[signed] 
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
NETWORK::ONISTATE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	enable
	2
	[signed] 
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled


	GET/SET/NOTIFY field message body format for
NETWORK::PKTINHDR

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	xmtid
	2
	[unsigned] ID of transmitter of current hop
	n/a
	n/a
	n/a

	rcvid
	2
	[unsigned] ID of receiver of current hop
	n/a
	n/a
	n/a

	length
	2
	[unsigned] Payload size in bytes
	n/a
	n/a
	n/a

	seqno
	1
	[unsigned] Layer 2 neighbor sequence number
	n/a
	n/a
	n/a

	mod_spec
	1
	[unsigned] Modulation type specification
	0
	MODSPEC_NULL
	Null modspec value

	
	
	
	2
	MODSPEC_140_MFSK
	140 bps MFSK

	
	
	
	3
	MODSPEC_300_MFSK
	300 bps MFSK

	
	
	
	4
	MODSPEC_600_MFSK
	600 bps MFSK

	
	
	
	5
	MODSPEC_800_MFSK
	800 bps MFSK

	
	
	
	6
	MODSPEC_1066_MFSK
	1066 bps MFSK

	
	
	
	7
	MODSPEC_1200_MFSK
	1200 bps MFSK

	
	
	
	8
	MODSPEC_2400_MFSK
	2400 bps MFSK

	
	
	
	9
	MODSPEC_2560_PSK
	2560 bps PSK

	
	
	
	10
	MODSPEC_5120_PSK
	5120 bps PSK

	
	
	
	11
	MODSPEC_7680_PSK
	7680 bps PSK

	
	
	
	12
	MODSPEC_10240_PSK
	10240 bps PSK

	
	
	
	13
	MODSPEC_15360_PSK
	15360 bps PSK

	
	
	
	64
	MODSPEC_80_FH
	80 bps FH

	
	
	
	15
	NUM_MODSPEC
	Needed for UDB HMI

	srq_cnt
	2
	[unsigned] Number of SRQs needed to transmit this packet
	n/a
	n/a
	n/a

	snr_x10
	2
	[unsigned] Signal-to-noise ratio of packet transmission, in 0.1 dB increments
	n/a
	n/a
	n/a

	agc
	2
	[unsigned] AGC level during receipt of packet
	n/a
	n/a
	n/a

	mpd
	2
	[unsigned] Multipath delay of transmission, in 0.1 ms increments
	n/a
	n/a
	n/a

	rel_speed
	2
	[unsigned] Relative speed between sending and receiving nodes during transmission


	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
NETWORK::PKTINL2PAYLOAD, NETWORK::PKTOUTL2PAYLOAD, NETWORK::PKTINL3HDR, NETWORK::PKTOUTL3HDR, NETWORK::PKTINL3PAYLOAD, NETWORK::PKTOUTL3PAYLOAD, NETWORK::PKTOUTL3PAYLOADAPPEND

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	len
	2
	[unsigned] Length of payload data, in bytes
	n/a
	n/a
	n/a

	data
	1 x [?]
	[signed] Variable length data field, length should match len parameter 

	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
NETWORK::PKTINFLUSH, NETWORK::PKTOUTFLUSH

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	rcvid
	2
	[unsigned] Address to forward packet to if used with SET and operation of PKTOP_XMIT
	n/a
	n/a
	n/a

	operation
	2
	[unsigned] Operation to perform (on SET) or that was performed (on NOTIFY)
	0
	PKTOP_NULL
	No action performed or no packet in context (returned on meaningless GET operations)


	
	
	
	1
	PKTOP_XMIT
	Send the packet in context to the next node (SET only) 

	
	
	
	2
	PKTOP_XMIT_DONE
	Sending of the packet complete (NOTIFY only response to SET with PKTOP_XMIT)

	
	
	
	3
	PKTOP_DISCARD
	Abandon and discard the packet in context (SET only)

	
	
	
	4
	PKTOP_DISCARD_DONE
	Discarding of the packet complete (NOTIFY only response to SET with PKTOP_DISCARD or an error on PKTOP_XMIT)


	GET/SET/NOTIFY field message body format for
NETWORK::FLUSHRXBUF, NETWORK::FLUSHTXBUF

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	peer
	2
	[unsigned] Peer node to clear buffered packets to/from.
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
NETWORK::L3HDRLEN

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	len
	2
	[unsigned] Length in bytes of the Layer 3 header
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
NETWORK::RTSRCVD, NETWORK::RTSSENT, NETWORK::CTSRCVD, NETWORK::CTSSENT, NETWORK::SRQRCVD, NETWORK::SRQSENT, NETWORK::ACKRCVD, NETWORK::ACKSENT, NETWORK::DATARCVD, NETWORK::DATASENT, NETWORK::PINGRCVD, NETWORK::PINGSENT, NETWORK::ECHORCVD, NETWORK::ECHOSENT, NETWORK::RCPTRCVD, NETWORK::RCPTSENT, NETWORK::BREVRCVD, NETWORK::BREVSENT

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	xmtid
	2
	[unsigned] The layer 2 node that originated the packet
	n/a
	n/a
	n/a

	rcvid
	2
	[unsigned] The layer 2 node that the packet is addressed to
	n/a
	n/a
	n/a

	cellid
	2
	[unsigned] INTERNAL NETWORKING LAYER/PING/RCPT ONLY: the cell ID of the node the L3 request is for
	n/a
	n/a
	n/a

	seqno
	2
	[unsigned] The layer 2 sequence number of the packet
	n/a
	n/a
	n/a

	modspec
	2
	[unsigned] CTS/SRQ/ACK ONLY: The modulation specification of the packet
	0
	MODSPEC_NULL
	Null modspec value

	
	
	
	2
	MODSPEC_140_MFSK
	140 bps MFSK

	
	
	
	3
	MODSPEC_300_MFSK
	300 bps MFSK

	
	
	
	4
	MODSPEC_600_MFSK
	600 bps MFSK

	
	
	
	5
	MODSPEC_800_MFSK
	800 bps MFSK

	
	
	
	6
	MODSPEC_1066_MFSK
	1066 bps MFSK

	
	
	
	7
	MODSPEC_1200_MFSK
	1200 bps MFSK

	
	
	
	8
	MODSPEC_2400_MFSK
	2400 bps MFSK

	
	
	
	9
	MODSPEC_2560_PSK
	2560 bps PSK

	
	
	
	10
	MODSPEC_5120_PSK
	5120 bps PSK

	
	
	
	11
	MODSPEC_7680_PSK
	7680 bps PSK

	
	
	
	12
	MODSPEC_10240_PSK
	10240 bps PSK

	
	
	
	13
	MODSPEC_15360_PSK
	15360 bps PSK

	
	
	
	64
	MODSPEC_80_FH
	80 bps FH

	
	
	
	15
	NUM_MODSPEC
	Needed for UDB HMI

	datalen
	2
	[unsigned] RTS ONLY: The length of the data to be transmitted following acknowledgemnt of this RTS
	n/a
	n/a
	n/a

	rexmit_mask
	2
	[unsigned] SRQ ONLY: The retransmit mask for single-packet SRQs.  Each bit position represents a 256-byte "cell" for retransmission.
	n/a
	n/a
	n/a

	srcid
	2
	[unsigned] INTERNAL NETWORKING LAYER/RTS/PING/RCPT ONLY: The layer 3 source of this packet
	n/a
	n/a
	n/a

	dstid
	2
	[unsigned] INTERNAL NETWORKING LAYER/PING/RCPT ONLY: The layer 3 destination of this packet
	n/a
	n/a
	n/a

	attempt
	1
	[unsigned] RTS/CTS ONLY: The RTS attempt number associated with this packet

	n/a
	n/a
	n/a

	srqattempts
	1
	[unsigned] RTS ONLY: The number of SRQ attempts allowed for this transmission (set by packet originator)
	n/a
	n/a
	n/a

	ack
	1
	[unsigned] RTS/SRQ ONLY: For RTS -- Layer 2 ACK requested following data transmission (RTS/CTS transactions typically use NACKs) ; For SRQ -- Indicates this SRQ is ACKing multiple packets (and requesting retransmission of others) rather than requesting just subpackets of the most recent packet
	n/a
	n/a
	n/a

	rcptrequested
	1
	[unsigned] INTERNAL NETWORKING LAYER/RTS ONLY: A layer 3 receipt is being requested for this packet 
	n/a
	n/a
	n/a

	rcpttype
	1
	[unsigned] INTERNAL NETWORKING LAYER/RCPT ONLY: The type of Seaweb layer 3 RCPT packet
	n/a
	n/a
	n/a

	syncseqno
	1
	[unsigned] RTS ONLY: Sync neighbor sequence numbers - accept this RTS's sequence number as valid and reset internal accounting on receive side
	n/a
	n/a
	n/a

	final
	1
	[unsigned] DATA ONLY: When set, indicates this data packet is the last in a batch being transmitted consecutively from one L2 node to another (usually due to packet sequence reconciliation)
	n/a
	n/a
	n/a

	hour
	1
	[unsigned] Timestamp of event: hour
	n/a
	n/a
	n/a

	minute
	1
	[unsigned] Timestamp of event: minute
	n/a
	n/a
	n/a

	second
	1
	[unsigned] Timestamp of event: second
	n/a
	n/a
	n/a

	msecx10
	4
	[unsigned] Timestamp of event: tenths of a millisecond
	n/a
	n/a
	n/a

	spare
	4
	[unsigned] Not currently used (was formerly "range" but this has been superseded by the DATA::RANGE_UPDATE notification)
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
NETWORK::WAITSRQDONE, NETWORK::WAITCTSDONE, NETWORK::WAITDATADONE, NETWORK::WAITACKDONE, NETWORK::WAITECHODONE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	xmtid
	2
	[unsigned] Layer 2 node that is the transmitter of the packet being awaited
	n/a
	n/a
	n/a

	rcvid
	2
	[unsigned] Layer 2 node that is awaiting reception of the packet
	n/a
	n/a
	n/a

	seqno
	2
	[unsigned] Layer 2 sequence number of the data packet associated with this wait period (if applicable)
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
SREG::*

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	val
	2
	[unsigned] S-register value
	56
	SREG_BAND_LF
	LF band

	
	
	
	100
	SREG_BAND_MF
	MF band

	
	
	
	141
	SREG_BAND_C
	C band

	
	
	
	156
	SREG_BAND_HF
	HF band

	
	
	
	0
	SREG_TESTMSGLEN_8
	8 byte test message

	
	
	
	1
	SREG_TESTMSGLEN_32
	32 byte test message

	
	
	
	2
	SREG_TESTMSGLEN_128
	128 byte test message

	
	
	
	3
	SREG_TESTMSGLEN_256
	256 byte test message

	
	
	
	4
	SREG_TESTMSGLEN_512
	512 byte test message

	
	
	
	5
	SREG_TESTMSGLEN_1024
	1024 byte test message

	
	
	
	6
	SREG_TESTMSGLEN_2048
	2048 byte test message

	
	
	
	7
	SREG_TESTMSGLEN_4096
	4096 byte test message

	
	
	
	0
	MODSPEC_NULL
	Null modspec value

	
	
	
	2
	MODSPEC_140_MFSK
	140 bps MFSK

	
	
	
	3
	MODSPEC_300_MFSK
	300 bps MFSK

	
	
	
	4
	MODSPEC_600_MFSK
	600 bps MFSK

	
	
	
	5
	MODSPEC_800_MFSK
	800 bps MFSK

	
	
	
	6
	MODSPEC_1066_MFSK
	1066 bps MFSK

	
	
	
	7
	MODSPEC_1200_MFSK
	1200 bps MFSK

	
	
	
	8
	MODSPEC_2400_MFSK
	2400 bps MFSK

	
	
	
	9
	MODSPEC_2560_PSK
	2560 bps PSK

	
	
	
	10
	MODSPEC_5120_PSK
	5120 bps PSK

	
	
	
	11
	MODSPEC_7680_PSK
	7680 bps PSK

	
	
	
	12
	MODSPEC_10240_PSK
	10240 bps PSK

	
	
	
	13
	MODSPEC_15360_PSK
	15360 bps PSK

	
	
	
	64
	MODSPEC_80_FH
	80 bps FH

	
	
	
	15
	NUM_MODSPEC
	Needed for UDB HMI

	
	
	
	1
	TXPOWER_21DB
	-21 dB

	
	
	
	2
	TXPOWER_18DB
	-18 dB

	
	
	
	3
	TXPOWER_15DB
	-15 dB

	
	
	
	4
	TXPOWER_12DB
	-12 dB

	
	
	
	5
	TXPOWER_9DB
	-9 dB

	
	
	
	6
	TXPOWER_6DB
	-6 dB

	
	
	
	7
	TXPOWER_3DB
	-3 dB

	
	
	
	8
	TXPOWER_MAX
	0 dB (full transmit power)


	GET/SET/NOTIFY field message body format for
SREG::ALL

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	val
	2 x [60]
	[unsigned] S-register value
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
TIME::TIMEDATE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	isdst
	1
	[unsigned] True if local daylight savings time is in effect
	n/a
	n/a
	n/a

	hh
	1
	[unsigned] Hour
	n/a
	n/a
	n/a

	mm
	1
	[unsigned] Minute
	n/a
	n/a
	n/a

	ss
	1
	[unsigned] Second
	n/a
	n/a
	n/a

	mo
	1
	[unsigned] Month
	n/a
	n/a
	n/a

	da
	1
	[unsigned] Day of month
	n/a
	n/a
	n/a

	yr
	2
	[unsigned] Year
	n/a
	n/a
	n/a

	tz
	2
	[signed] Time zone +/- UTC in minutes
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
TIME::DSTPARMS

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	fwd_hr
	1
	[unsigned] Hour of day when jump forward occurs
	n/a
	n/a
	n/a

	fwd_mo
	1
	[unsigned] Month when jump forward occurs
	n/a
	n/a
	n/a

	fwd_wk
	1
	[unsigned] Week of month when jump forward occurs
	n/a
	n/a
	n/a

	fwd_dotw
	1
	[unsigned] Day of the week when jump forward occurs
	n/a
	n/a
	n/a

	back_hr
	1
	[unsigned] Hour of day when fall backward occurs
	n/a
	n/a
	n/a

	back_mo
	1
	[unsigned] Month when fall backward occurs
	n/a
	n/a
	n/a

	back_wk
	1
	[unsigned] Week of month when fall backward occurs
	n/a
	n/a
	n/a

	back_dotw
	1
	[unsigned] Day of the week when fall backward occurs
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
TIME::RTCBATT

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	rtcbatt_x100
	2
	[signed] Real Time Clock battery voltage in units of 1/100 volt
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
TRANSPOND::STAT

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	stat
	2
	[unsigned] Status of transpond mode
	0
	TRANSPOND_STAT_IDLE
	Modem is not listening for transpond pings

	
	
	
	1
	TRANSPOND_STAT_ACTIVE
	Modem is listening for transpond receive pings for a finite period of time

	
	
	
	2
	TRANSPOND_STAT_CONTINUOUS
	Modem is continually listening for transpond receive pings

	timeout
	2
	[unsigned] Time of transpond mode, rounded up to next second
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
TRANSPOND::PINGRCVD

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	freq
	4
	[unsigned] Frequency of received ping, in Hz
	n/a
	n/a
	n/a

	rt_time
	4
	[unsigned] Round trip time of received ping measured from interrogation
	n/a
	n/a
	n/a

	detect_lev
	4
	[unsigned] Detect level of received ping in std. deviations above mean noise level
	n/a
	n/a
	n/a

	flags
	2
	[unsigned] Flags denoting special attributes of the ping event
	0x01
	TRANSPOND_PINGRCVD_FLAG_RESIDUAL
	This ping is measured against an earlier interrogation and not a new one about to depart.


	GET/SET/NOTIFY field message body format for
TRANSPOND::CHNLRXADJ_0, TRANSPOND::CHNLRXADJ_1, TRANSPOND::CHNLRXADJ_2, TRANSPOND::CHNLRXADJ_3, TRANSPOND::CHNLRXADJ_4, TRANSPOND::CHNLRXADJ_5, TRANSPOND::CHNLRXADJ_6, TRANSPOND::CHNLRXADJ_7, TRANSPOND::CHNLRXADJ_8, TRANSPOND::CHNLRXADJ_9, TRANSPOND::CHNLRXADJ_10, TRANSPOND::CHNLRXADJ_11, TRANSPOND::CHNLRXADJ_12, TRANSPOND::CHNLRXADJ_13, TRANSPOND::CHNLRXADJ_14, TRANSPOND::CHNLRXADJ_15, TRANSPOND::CHNLRXADJ_16, TRANSPOND::CHNLRXADJ_17, TRANSPOND::CHNLRXADJ_18, TRANSPOND::CHNLRXADJ_19, TRANSPOND::CHNLRXADJ_20, TRANSPOND::CHNLRXADJ_21, TRANSPOND::CHNLRXADJ_22, TRANSPOND::CHNLRXADJ_23, TRANSPOND::CHNLRXADJ_24, TRANSPOND::CHNLRXADJ_25, TRANSPOND::CHNLRXADJ_26, TRANSPOND::CHNLRXADJ_27, TRANSPOND::CHNLRXADJ_28, TRANSPOND::CHNLRXADJ_29, TRANSPOND::CHNLRXADJ_30, TRANSPOND::CHNLRXADJ_31, TRANSPOND::CHNLRXADJ_32, TRANSPOND::CHNLRXADJ_33, TRANSPOND::CHNLRXADJ_34, TRANSPOND::CHNLRXADJ_35, TRANSPOND::CHNLRXADJ_36, TRANSPOND::CHNLRXADJ_37, TRANSPOND::CHNLRXADJ_38, TRANSPOND::CHNLRXADJ_39, TRANSPOND::CHNLRXADJ_40

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	adjustment
	2
	[signed] Receive sensitivity adjustment of the channel, from -100 to +100
	n/a
	n/a
	n/a


	GET/SET/NOTIFY field message body format for
TRANSPOND::CHNLRXADJ_ALL

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	adjustment
	2 x [41]
	[signed] Receive sensitivity adjustment of all channels, from -100 to +100, laid out as 41 consecutive 16-bit values corresponding to the channels 0-40.
	n/a
	n/a
	n/a


10 Appendix F – Command (EXEC) Message Body Reference

	EXEC command message body format for
STD::REMOTE_GETSREGS, STD::REMOTE_TESTLINK, STD::REMOTE_GETBATT, STD::REMOTE_CMWAKEUP, STD::REMOTE_GETAGCHIST, STD::REMOTE_GETBATTCHG

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	modem_ID
	2
	[unsigned] Address of remote modem to query
	n/a
	n/a
	n/a


	EXEC command message body format for
DATALOG::CLEAR, DATALOG::SIZE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	modem_ID
	2
	[unsigned] Address of remote modem to query, or 0xFFFF to query the local modem
	n/a
	n/a
	n/a


	EXEC command message body format for
SWCMD::LOADROUTES, SWCMD::SAVEROUTES

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	len
	2
	[signed] Length of a file or device pathname in characters
	n/a
	n/a
	n/a

	path
	1 x [?]
	[signed] File or device pathname, packed into len bytes
	n/a
	n/a
	n/a


	EXEC command message body format for
DATALOG::READ_DATA, DATALOG::READ_SECTOR, DATALOG::READ_PAGE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	modem_ID
	2
	[unsigned] remote modem address or 0xFFFF for local
	n/a
	n/a
	n/a

	number
	2
	[unsigned] size in bytes, or page/sector number
	n/a
	n/a
	n/a


	EXEC command message body format for
DATALOG::WRITE_DATA

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	modem_ID
	2
	[unsigned] remote modem address or 0xFFFF for local
	n/a
	n/a
	n/a

	bytes
	2
	[unsigned] Number of bytes to be written
	n/a
	n/a
	n/a

	data
	1 x [?]
	[signed] data to be written
	n/a
	n/a
	n/a


	EXEC command message body format for
DATALOG::SEEK

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	pointer
	4
	[unsigned] position in bytes from start of logger
	n/a
	n/a
	n/a


	EXEC command message body format for
DATALOG::FIND

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	size
	2
	[unsigned] Size of the query, in characters
	n/a
	n/a
	n/a

	query
	1 x [?]
	[signed] Arbitrary-length record query, using same syntax as would be used with 'dlfind' command
	n/a
	n/a
	n/a


	EXEC command message body format for
DATALOG::DUMP

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	byte_offset_l
	4
	[unsigned] The 32 low-order bits of the byte offset (logged from the specified source) to begin output from
	n/a
	n/a
	n/a

	byte_offset_h
	1
	[unsigned] The 8 high-order bits of the byte offset (logged from the specified source) to begin output from
	n/a
	n/a
	n/a

	source
	1
	[unsigned] The source of the bytes to retrieve; use 0xFF to access bytes globally, ignoring source 
	0
	DLOG_SRC_P1
	Serial port 1

	
	
	
	1
	DLOG_SRC_P2
	Serial port 2

	
	
	
	4
	DLOG_SRC_AC
	Acoustic transmission data

	
	
	
	5
	DLOG_SRC_XP
	Transponder data

	
	
	
	6
	DLOG_SRC_DI
	Diagnostic data

	
	
	
	7
	DLOG_SRC_MMP
	Data inserted via MMP message

	
	
	
	8
	DLOG_SRC_DEV
	Data inserted via /dev/logger system device

	
	
	
	0xFF
	DLOG_SRC_ALL
	Sentinel for any/all sources

	byte_count
	2
	[unsigned] The number of bytes to request, up to 64K
	n/a
	n/a
	n/a


	EXEC command message body format for
DATALOG::SRCINFO

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	source_flags
	2
	[unsigned] Bit flags representing the sources to retrieve info about - the flags are defined as (1 << source_enum) 
	0x01
	DLOG_SRCFLAG_P1
	Bit flag for Serial port 1

	
	
	
	0x02
	DLOG_SRCFLAG_P2
	Bit flag for Serial port 2

	
	
	
	0x10
	DLOG_SRCFLAG_AC
	Bit flag for Acoustic packets

	
	
	
	0x20
	DLOG_SRCFLAG_XP
	Bit flag for Transponder activity

	
	
	
	0x40
	DLOG_SRCFLAG_DI
	Bit flag for Diagnostic information (internally generated)

	
	
	
	0x80
	DLOG_SRCFLAG_MMP
	Bit flag for Data inserted via MMP directive

	
	
	
	0x100
	DLOG_SRCFLAG_DEV
	Bit flag for Data inserted via the /dev/logger interface

	
	
	
	0x2000
	DLOG_SRCFLAG_TRUNC
	Bit flag indicating this record was truncated

	
	
	
	0x4000
	DLOG_SRCFLAG_RECOV
	Bit flag indicating this record was recovered at boot


	EXEC command message body format for
DATALOG::REMOTE_GETDLOGBLK

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of the remote modem from which the block is being requested
	n/a
	n/a
	n/a

	byte_count
	2
	[unsigned] The number of bytes to request, up to 4K
	n/a
	n/a
	n/a

	byte_offset_l
	4
	[unsigned] The 32 low-order bits of the byte offset (logged from the specified source) to begin output from
	n/a
	n/a
	n/a

	byte_offset_h
	1
	[unsigned] The 8 high-order bits of the byte offset (logged from the specified source) to begin output from 
	n/a
	n/a
	n/a

	source
	1
	[unsigned] The source of the bytes to retrieve; use 0xFF to access bytes globally, ignoring source 
	0
	DLOG_SRC_P1
	Serial port 1

	
	
	
	1
	DLOG_SRC_P2
	Serial port 2

	
	
	
	4
	DLOG_SRC_AC
	Acoustic transmission data

	
	
	
	5
	DLOG_SRC_XP
	Transponder data

	
	
	
	6
	DLOG_SRC_DI
	Diagnostic data

	
	
	
	7
	DLOG_SRC_MMP
	Data inserted via MMP message

	
	
	
	8
	DLOG_SRC_DEV
	Data inserted via /dev/logger system device

	
	
	
	0xFF
	DLOG_SRC_ALL
	Sentinel for any/all sources


	EXEC command message body format for
NETCMD::PING

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	rcvid
	2
	[unsigned] The remote node to ping.  Use 0 for a broadcast ping to discover layer 2 peer nodes.  Versions without an internal networking layer will perform direct pings only (no network traversal)
	n/a
	n/a
	n/a

	cellid
	2
	[unsigned] INTERNAL NETWORKING LAYER ONLY: a remote node to have perform the ping 
	n/a
	n/a
	n/a

	pwrlev
	2
	[signed] The power level at which to transmit the ping (use 0 or a negative number to use the default power level from local configuration)
	n/a
	n/a
	n/a


	EXEC command message body format for
NETCMD::GETNEIGHBOR

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	neighbor_node
	2
	[unsigned] Node address to look up in the neighbor table
	n/a
	n/a
	n/a


	EXEC command message body format for
RNGRLS::TRANSPOND

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	freq
	4
	[unsigned] Frequency of interrogation ping in Hz
	n/a
	n/a
	n/a

	silent
	2
	[unsigned] True for silent interrogation ping
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled

	rcv_only
	2
	[unsigned] True to enter transpond receive mode with no ping
	0
	FALSE
	False/Off/Disabled

	
	
	
	1
	TRUE
	True/On/Enabled


	EXEC command message body format for
RNGRLS::RANGE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	address
	2
	[unsigned] Address of remote modem to ping for range
	n/a
	n/a
	n/a

	type
	2
	[unsigned] Not used
	0
	RNGRLS_BEARING_ABS
	relative to North

	
	
	
	1
	RNGRLS_BEARING_REL
	relative to DAT body

	
	
	
	2
	RNGRLS_BEARING_COM
	compass heading

	
	
	
	3
	RNGRLS_BEARING_TLT
	tilt sensors

	
	
	
	4
	RNGRLS_BEARING_HIGH_ABS
	absolute bearing

	
	
	
	5
	RNGRLS_BEARING_HIGH_INC
	absolute inclination

	
	
	
	6
	RNGRLS_BEARING_HIGH_REL
	relative bearing

	
	
	
	7
	RNGRLS_BEARING_HIGH_ELV
	relative elevation

	
	
	
	8
	RNGRLS_BEARING_HIGH_COM
	compass heading

	
	
	
	9
	RNGRLS_BEARING_HIGH_PCH
	compass pitch

	
	
	
	10
	RNGRLS_BEARING_HIGH_RLL
	compass roll


	EXEC command message body format for
RNGRLS::BEARING

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	address
	2
	[unsigned] Address of remote modem to range to
	n/a
	n/a
	n/a

	type
	2
	[unsigned] absolute/relative/compass/tilt
	0
	RNGRLS_BEARING_ABS
	relative to North

	
	
	
	1
	RNGRLS_BEARING_REL
	relative to DAT body

	
	
	
	2
	RNGRLS_BEARING_COM
	compass heading

	
	
	
	3
	RNGRLS_BEARING_TLT
	tilt sensors

	
	
	
	4
	RNGRLS_BEARING_HIGH_ABS
	absolute bearing

	
	
	
	5
	RNGRLS_BEARING_HIGH_INC
	absolute inclination

	
	
	
	6
	RNGRLS_BEARING_HIGH_REL
	relative bearing

	
	
	
	7
	RNGRLS_BEARING_HIGH_ELV
	relative elevation

	
	
	
	8
	RNGRLS_BEARING_HIGH_COM
	compass heading

	
	
	
	9
	RNGRLS_BEARING_HIGH_PCH
	compass pitch

	
	
	
	10
	RNGRLS_BEARING_HIGH_RLL
	compass roll

	tat
	2
	[unsigned] turn around time
	0
	RNGRLS_TAT_SLOW
	legacy (slow) 2.4 second turn around

	
	
	
	1
	RNGRLS_TAT_FAST
	standard (fast) 1.6 second turn around

	
	
	
	2
	RNGRLS_TAT_VFAST
	very fast 1.1 second turn around


	EXEC command message body format for
RNGRLS::NAVDATA

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	address
	2
	[unsigned] Address of remote modem to range to
	n/a
	n/a
	n/a

	type
	2
	[unsigned] Type of range requested: absolute/relative/compass/tilt. This field is irrelevant if the remote modem is not USBL capable.
	0
	RNGRLS_BEARING_ABS
	relative to North

	
	
	
	1
	RNGRLS_BEARING_REL
	relative to DAT body

	
	
	
	2
	RNGRLS_BEARING_COM
	compass heading

	
	
	
	3
	RNGRLS_BEARING_TLT
	tilt sensors

	
	
	
	4
	RNGRLS_BEARING_HIGH_ABS
	absolute bearing

	
	
	
	5
	RNGRLS_BEARING_HIGH_INC
	absolute inclination

	
	
	
	6
	RNGRLS_BEARING_HIGH_REL
	relative bearing

	
	
	
	7
	RNGRLS_BEARING_HIGH_ELV
	relative elevation

	
	
	
	8
	RNGRLS_BEARING_HIGH_COM
	compass heading

	
	
	
	9
	RNGRLS_BEARING_HIGH_PCH
	compass pitch

	
	
	
	10
	RNGRLS_BEARING_HIGH_RLL
	compass roll


	EXEC command message body format for
RNGRLS::RELEASE_STATUS

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	address
	2
	[unsigned] Address of remote release to get status of
	n/a
	n/a
	n/a


	EXEC command message body format for
RNGRLS::SMART_RELEASE, RNGRLS::BURNWIRE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	address
	2
	[unsigned] Address of remote release to trigger burnwire of
	n/a
	n/a
	n/a

	code
	2
	[unsigned] Release code
	n/a
	n/a
	n/a


	EXEC command message body format for
RNGRLS::FSK_RELEASE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	duration
	2
	[unsigned] Duration to play Benthos FSK command tones for, in seconds
	n/a
	n/a
	n/a

	code
	2
	[unsigned] Benthos FSK command code
	'A'
	RNGRLS_FSK_CODE_A
	ASCII A - 0x65

	
	
	
	'B'
	RNGRLS_FSK_CODE_B
	ASCII B - 0x66

	
	
	
	'C'
	RNGRLS_FSK_CODE_C
	ASCII C - 0x67

	
	
	
	'D'
	RNGRLS_FSK_CODE_D
	ASCII D - 0x68

	
	
	
	'E'
	RNGRLS_FSK_CODE_E
	ASCII E - 0x69

	
	
	
	'F'
	RNGRLS_FSK_CODE_F
	ASCII F - 0x6A

	
	
	
	'G'
	RNGRLS_FSK_CODE_G
	ASCII G - 0x6B

	
	
	
	'H'
	RNGRLS_FSK_CODE_H
	ASCII H - 0x6C

	
	
	
	'I'
	RNGRLS_FSK_CODE_I
	ASCII I - 0x6D

	
	
	
	'J'
	RNGRLS_FSK_CODE_J
	ASCII J - 0x6E

	
	
	
	'K'
	RNGRLS_FSK_CODE_K
	ASCII K - 0x6F

	
	
	
	'L'
	RNGRLS_FSK_CODE_L
	ASCII L - 0x70

	
	
	
	'M'
	RNGRLS_FSK_CODE_M
	ASCII M - 0x71

	freq
	4
	[unsigned] Frequency of FSK command code
	n/a
	n/a
	n/a


	EXEC command message body format for
RNGRLS::EDGETECH_RELEASE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	freq_spec
	2
	[unsigned] Edgetech frequency specifier (first digit of octal code)
	1
	EDGETECH_9500_9900
	9500 Hz off, 9900 Hz on

	
	
	
	2
	EDGETECH_9500_10300
	9500 Hz off, 10300 Hz on

	
	
	
	3
	EDGETECH_9500_10700
	9500 Hz off, 10700 Hz on

	
	
	
	4
	EDGETECH_9900_10300
	9900 Hz off, 10300 Hz on

	
	
	
	5
	EDGETECH_9900_10700
	9900 Hz off, 10700 Hz on

	
	
	
	6
	EDGETECH_10300_10700
	10300 Hz off, 10700 Hz on

	code
	2
	[unsigned] Edgetech command code (last 5 digits of octal code spread over 16-bits)
	n/a
	n/a
	n/a


	EXEC command message body format for
RNGRLS::URI_RELEASE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	code
	2
	[unsigned] URI command/release code
	n/a
	n/a
	n/a


	EXEC command message body format for
RNGRLS::GEOPRO_RELEASE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	cmdtype
	2
	[unsigned] Type of GeoPro operation (enable, release, reset)
	0
	GEOPRO_CMD_ENABLE
	

	
	
	
	1
	GEOPRO_CMD_RELEASE
	

	
	
	
	2
	GEOPRO_CMD_RESET
	

	addr
	2
	[unsigned] Address of unit command pertains to (0 - 126, don't care for reset)
	n/a
	n/a
	n/a


	EXEC command message body format for
RNGRLS::CHANNEL_PROBE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of unit to probe (-1 for self probe)
	n/a
	n/a
	n/a

	log
	2
	[unsigned] flag for saving impulse response to data logger
	0
	RNGRLS_PROBE_LOG_NONE
	no logging

	
	
	
	1
	RNGRLS_PROBE_LOG_STAT
	log only statistics

	
	
	
	2
	RNGRLS_PROBE_LOG_STAT_IMPULSE
	log statistics and impulse


	EXEC command message body format for
STD::REMOTE_SETACOUBAUD

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of remote modem to modify acoustic baud rate of
	n/a
	n/a
	n/a

	modspec
	2
	[unsigned] New acoustic baud rate (maps to Sreg-4)
	0
	MODSPEC_NULL
	Null modspec value

	
	
	
	2
	MODSPEC_140_MFSK
	140 bps MFSK

	
	
	
	3
	MODSPEC_300_MFSK
	300 bps MFSK

	
	
	
	4
	MODSPEC_600_MFSK
	600 bps MFSK

	
	
	
	5
	MODSPEC_800_MFSK
	800 bps MFSK

	
	
	
	6
	MODSPEC_1066_MFSK
	1066 bps MFSK

	
	
	
	7
	MODSPEC_1200_MFSK
	1200 bps MFSK

	
	
	
	8
	MODSPEC_2400_MFSK
	2400 bps MFSK

	
	
	
	9
	MODSPEC_2560_PSK
	2560 bps PSK

	
	
	
	10
	MODSPEC_5120_PSK
	5120 bps PSK

	
	
	
	11
	MODSPEC_7680_PSK
	7680 bps PSK

	
	
	
	12
	MODSPEC_10240_PSK
	10240 bps PSK

	
	
	
	13
	MODSPEC_15360_PSK
	15360 bps PSK

	
	
	
	64
	MODSPEC_80_FH
	80 bps FH

	
	
	
	15
	NUM_MODSPEC
	Needed for UDB HMI


	EXEC command message body format for
STD::REMOTE_SETTXPOWER

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of remote modem to modify power level of
	n/a
	n/a
	n/a

	txpower
	2
	[unsigned] New acoustic transmit power level (maps to Sreg-6)
	1
	TXPOWER_21DB
	-21 dB

	
	
	
	2
	TXPOWER_18DB
	-18 dB

	
	
	
	3
	TXPOWER_15DB
	-15 dB

	
	
	
	4
	TXPOWER_12DB
	-12 dB

	
	
	
	5
	TXPOWER_9DB
	-9 dB

	
	
	
	6
	TXPOWER_6DB
	-6 dB

	
	
	
	7
	TXPOWER_3DB
	-3 dB

	
	
	
	8
	TXPOWER_MAX
	0 dB (full transmit power)


	EXEC command message body format for
STD::REMOTE_SENDDATA, STD::REMOTE_SENDCMD, STD::REMOTE_MMPREQ

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of modem to send data to
	n/a
	n/a
	n/a

	transport
	2
	[unsigned] The transport address to route data to on the far end (applies to SENDDATA only)
	n/a
	n/a
	n/a

	len
	2
	[unsigned] Length of data in bytes
	n/a
	n/a
	n/a

	data
	1 x [?]
	[signed] Variable length data field, length should match len parameter
	n/a
	n/a
	n/a


	EXEC command message body format for
STD::UPDATE_FIRMWARE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	4
	[unsigned] Identifier specifying which firmware image to update: 0x200000 = boot, 0x220000 = modem, 0x260000 = diag
	n/a
	n/a
	n/a


	EXEC command message body format for
STD::REMOTE_CMWAKEUP

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of compact modem to awaken (may be broadcast or group)
	n/a
	n/a
	n/a

	stay_awake_mins
	2
	[unsigned] Number of minutes for remote compact modem to stay awake before being allowed to idle into hibernate.
	n/a
	n/a
	n/a


	EXEC command message body format for
STD::REMOTE_AUTOBAUD

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of the remote modem to conduct the auto baud handshake with
	n/a
	n/a
	n/a

	max_modspec
	2
	[unsigned] The maximum modspec/bitrate to begin testing at (max of MODSPEC_15360_PSK if coprocessor installed, or MODSPEC_2400_MFSK otherwise)
	0
	MODSPEC_NULL
	Null modspec value

	
	
	
	2
	MODSPEC_140_MFSK
	140 bps MFSK

	
	
	
	3
	MODSPEC_300_MFSK
	300 bps MFSK

	
	
	
	4
	MODSPEC_600_MFSK
	600 bps MFSK

	
	
	
	5
	MODSPEC_800_MFSK
	800 bps MFSK

	
	
	
	6
	MODSPEC_1066_MFSK
	1066 bps MFSK

	
	
	
	7
	MODSPEC_1200_MFSK
	1200 bps MFSK

	
	
	
	8
	MODSPEC_2400_MFSK
	2400 bps MFSK

	
	
	
	9
	MODSPEC_2560_PSK
	2560 bps PSK

	
	
	
	10
	MODSPEC_5120_PSK
	5120 bps PSK

	
	
	
	11
	MODSPEC_7680_PSK
	7680 bps PSK

	
	
	
	12
	MODSPEC_10240_PSK
	10240 bps PSK

	
	
	
	13
	MODSPEC_15360_PSK
	15360 bps PSK

	
	
	
	64
	MODSPEC_80_FH
	80 bps FH

	
	
	
	15
	NUM_MODSPEC
	Needed for UDB HMI

	min_modspec
	2
	[unsigned] The minimum modspec/bitrate to end testing at (min of MODSPEC_300_MFSK)
	0
	MODSPEC_NULL
	Null modspec value

	
	
	
	2
	MODSPEC_140_MFSK
	140 bps MFSK

	
	
	
	3
	MODSPEC_300_MFSK
	300 bps MFSK

	
	
	
	4
	MODSPEC_600_MFSK
	600 bps MFSK

	
	
	
	5
	MODSPEC_800_MFSK
	800 bps MFSK

	
	
	
	6
	MODSPEC_1066_MFSK
	1066 bps MFSK

	
	
	
	7
	MODSPEC_1200_MFSK
	1200 bps MFSK

	
	
	
	8
	MODSPEC_2400_MFSK
	2400 bps MFSK

	
	
	
	9
	MODSPEC_2560_PSK
	2560 bps PSK

	
	
	
	10
	MODSPEC_5120_PSK
	5120 bps PSK

	
	
	
	11
	MODSPEC_7680_PSK
	7680 bps PSK

	
	
	
	12
	MODSPEC_10240_PSK
	10240 bps PSK

	
	
	
	13
	MODSPEC_15360_PSK
	15360 bps PSK

	
	
	
	64
	MODSPEC_80_FH
	80 bps FH

	
	
	
	15
	NUM_MODSPEC
	Needed for UDB HMI

	max_bit_errs
	2
	[unsigned] Maximum allowable bit error count (0 to 999) in a 2048-bit packet
	n/a
	n/a
	n/a

	set_flags
	2
	[unsigned] Control flags to modify the autobaud behavior - may be ORed together to achieve desired effect
	0x01
	AUTOBAUD_LOCAL_SET
	When set, causes the the local modem to set its own transmission baud rate to the best one found 

	
	
	
	0x02
	AUTOBAUD_REMOTE_SET
	When set, causes the local modem to acoustically set the remote's transmission baud rate to the best one found


	EXEC command message body format for
NETCMD::SETNEIGHBOR

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	id
	2
	[signed] 
	n/a
	n/a
	n/a

	range_delay
	2
	[unsigned] Round trip time in 1/16ths of a second
	n/a
	n/a
	n/a

	neighbor_state
	2
	[signed] State used for NSMA
	0
	L2CMD_875C
	

	
	
	
	1
	L2CMD_RTS
	

	
	
	
	2
	L2CMD_PING
	

	
	
	
	3
	L2CMD_ASGN
	

	
	
	
	4
	L2CMD_RCPT
	

	
	
	
	5
	L2CMD_WORD
	

	
	
	
	6
	L2CMD_XXX
	

	
	
	
	7
	L2CMD_CTS
	

	
	
	
	8
	L2CMD_BSY
	

	
	
	
	9
	L2CMD_ECHO
	

	
	
	
	10
	L2CMD_ACK
	

	
	
	
	11
	L2CMD_SRQ
	

	
	
	
	12
	L2CMD_rfuc
	

	
	
	
	13
	L2CMD_875D_TRANSPORT
	

	
	
	
	14
	L2CMD_DATA
	

	
	
	
	15
	L2CMD_875D
	

	busy_time_MSW
	2
	[unsigned] High word of busy time (in seconds)
	n/a
	n/a
	n/a

	busy_time_LSW
	2
	[unsigned] Low word of busy time (in seconds)
	n/a
	n/a
	n/a

	NSMA_data_length
	2
	[unsigned] Optional use for NSMA
	n/a
	n/a
	n/a

	NSMA_modulation_spec
	2
	[unsigned] Optional use for NSMA
	n/a
	n/a
	n/a

	NSMA_flags
	2
	[unsigned] Optional use for NSMA
	n/a
	n/a
	n/a

	neighbor_tx_seqno
	2
	[unsigned] Layer 2 outbound sequence number
	n/a
	n/a
	n/a

	neighbor_rx_seqno
	2
	[unsigned] Layer 2 inbound sequence number
	n/a
	n/a
	n/a

	index
	2
	[unsigned] The "index" number of this neighbor, used to access other array structures to find this neighbor's data
	n/a
	n/a
	n/a


11 Appendix G – CMDRESULT (NOTIFY) Message Body Reference

	CMDRESULT NOTIFY data body message body format for
DATALOG::SIZE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	size
	4
	[unsigned] Number of bytes stores in the data logger
	n/a
	n/a
	n/a

	use_mb
	2
	[unsigned] If set to 1, the size is truncated to the nearest number of megabytes; if 0 the size is the actual number of bytes
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
DATALOG::READ_DATA, DATALOG::READ_SECTOR, DATALOG::READ_PAGE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	length
	4
	[unsigned] number of bytes read
	n/a
	n/a
	n/a

	data
	1 x [?]
	[signed] data read
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
DATALOG::TELL

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	position
	4
	[unsigned] number of bytes read
	n/a
	n/a
	n/a

	remaining
	4
	[unsigned] data left to read
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
DATALOG::WRITE_DATA

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	bytes_writ
	2
	[unsigned] number of bytes written
	n/a
	n/a
	n/a

	status
	2
	[signed] data left to read
	-4
	DATALOG_WRITE_ERR_DISABLED
	Data logger writes disabled due to incompatible file schema in flash

	
	
	
	-3
	DATALOG_WRITE_FILE_ERROR
	Error trying to open/delete/access a file

	
	
	
	-2
	DATALOG_WRITE_ERR_DATALOG_FULL
	No more room left in data logger

	
	
	
	-1
	DATALOG_WRITE_ERR_STORE_TO_FLASH
	Unable to store to flash


	
	
	
	0
	DATALOG_WRITE_SUCCESSFUL
	A successful write


	CMDRESULT NOTIFY data body message body format for
DATALOG::LIST

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	byte_count_l
	4
	[unsigned] Low-order 32 bits of the number of bytes stored
	n/a
	n/a
	n/a

	byte_count_h
	1
	[unsigned] High-order 8 bits of the number of bytes stored
	n/a
	n/a
	n/a

	storeloc
	1
	[unsigned] Physical memory device being used to log data
	0
	DLOG_STORE_INTERNAL
	On-board flash memory

	
	
	
	1
	DLOG_STORE_SDHC
	External SDHC card

	source_flags
	2
	[unsigned] Bit flags representing which data sources have data in the logger - the flags are defined as (1 << source_enum)
	0x01
	DLOG_SRCFLAG_P1
	Bit flag for Serial port 1

	
	
	
	0x02
	DLOG_SRCFLAG_P2
	Bit flag for Serial port 2

	
	
	
	0x10
	DLOG_SRCFLAG_AC
	Bit flag for Acoustic packets

	
	
	
	0x20
	DLOG_SRCFLAG_XP
	Bit flag for Transponder activity

	
	
	
	0x40
	DLOG_SRCFLAG_DI
	Bit flag for Diagnostic information (internally generated)

	
	
	
	0x80
	DLOG_SRCFLAG_MMP
	Bit flag for Data inserted via MMP directive

	
	
	
	0x100
	DLOG_SRCFLAG_DEV
	Bit flag for Data inserted via the /dev/logger interface

	
	
	
	0x2000
	DLOG_SRCFLAG_TRUNC
	Bit flag indicating this record was truncated

	
	
	
	0x4000
	DLOG_SRCFLAG_RECOV
	Bit flag indicating this record was recovered at boot

	record_count
	4
	[unsigned] Number of discrete records stored
	n/a
	n/a
	n/a

	first_rec_time
	4
	[unsigned] Time stamp of first record in logger (FAT32 format)
	n/a
	n/a
	n/a

	last_rec_time
	4
	[unsigned] Time stamp of the last record in logger (FAT32 format)
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
DATALOG::FIND

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	recno
	4
	[unsigned] Record number
	n/a
	n/a
	n/a

	time
	4
	[unsigned] Timestamp of the record
	n/a
	n/a
	n/a

	source_flags
	2
	[unsigned] Bit flags representing the sources to retrieve info about - the flags are defined as (1 << source_enum) 

	0x01
	DLOG_SRCFLAG_P1
	Bit flag for Serial port 1

	
	
	
	0x02
	DLOG_SRCFLAG_P2
	Bit flag for Serial port 2

	
	
	
	0x10
	DLOG_SRCFLAG_AC
	Bit flag for Acoustic packets

	
	
	
	0x20
	DLOG_SRCFLAG_XP
	Bit flag for Transponder activity

	
	
	
	0x40
	DLOG_SRCFLAG_DI
	Bit flag for Diagnostic information (internally generated)

	
	
	
	0x80
	DLOG_SRCFLAG_MMP
	Bit flag for Data inserted via MMP directive

	
	
	
	0x100
	DLOG_SRCFLAG_DEV
	Bit flag for Data inserted via the /dev/logger interface

	
	
	
	0x2000
	DLOG_SRCFLAG_TRUNC
	Bit flag indicating this record was truncated

	
	
	
	0x4000
	DLOG_SRCFLAG_RECOV
	Bit flag indicating this record was recovered at boot

	size
	2
	[unsigned] Size of the record
	n/a
	n/a
	n/a

	data
	1 x [?]
	[signed] record data (length contained in size parameter)
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
DATALOG::DUMP

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	byte_offset_l
	4
	[unsigned] Low-order 32 bits of the byte offset within the logger (referenced globally or per-source, depending on the source field)
	n/a
	n/a
	n/a

	byte_offset_h
	1
	[unsigned] High-order 8 bits of the byte offset within the logger (referenced globally or per-source, depending on the source field)
	n/a
	n/a
	n/a

	source
	1
	[unsigned] The source of the dumped data (or 0xFF for ALL)
	0
	DLOG_SRC_P1
	Serial port 1

	
	
	
	1
	DLOG_SRC_P2
	Serial port 2

	
	
	
	4
	DLOG_SRC_AC
	Acoustic transmission data

	
	
	
	5
	DLOG_SRC_XP
	Transponder data

	
	
	
	6
	DLOG_SRC_DI
	Diagnostic data

	
	
	
	7
	DLOG_SRC_MMP
	Data inserted via MMP message

	
	
	
	8
	DLOG_SRC_DEV
	Data inserted via /dev/logger system device

	
	
	
	0xFF
	DLOG_SRC_ALL
	Sentinel for any/all sources

	length
	2
	[unsigned] length of the data contained in the data field
	n/a
	n/a
	n/a

	data
	1 x [?]
	[signed] Extracted data
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
DATALOG::SRCINFO

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	source_flags
	2
	[unsigned] Bit flags representing which data sources are being reported on - the flags are defined as (1 << source_enum)
	0x01
	DLOG_SRCFLAG_P1
	Bit flag for Serial port 1

	
	
	
	0x02
	DLOG_SRCFLAG_P2
	Bit flag for Serial port 2

	
	
	
	0x10
	DLOG_SRCFLAG_AC
	Bit flag for Acoustic packets

	
	
	
	0x20
	DLOG_SRCFLAG_XP
	Bit flag for Transponder activity

	
	
	
	0x40
	DLOG_SRCFLAG_DI
	Bit flag for Diagnostic information (internally generated)

	
	
	
	0x80
	DLOG_SRCFLAG_MMP
	Bit flag for Data inserted via MMP directive

	
	
	
	0x100
	DLOG_SRCFLAG_DEV
	Bit flag for Data inserted via the /dev/logger interface

	
	
	
	0x2000
	DLOG_SRCFLAG_TRUNC
	Bit flag indicating this record was truncated

	
	
	
	0x4000
	DLOG_SRCFLAG_RECOV
	Bit flag indicating this record was recovered at boot

	storeloc
	1
	[unsigned] Physical memory device being used to log data
	0
	DLOG_STORE_INTERNAL
	On-board flash memory

	
	
	
	1
	DLOG_STORE_SDHC
	External SDHC card

	size
	1
	[unsigned] Size in bytes of the source_counts[] array
	n/a
	n/a
	n/a

	source_counts
	2 x [?]
	[unsigned] Variable length array - there are 2 32-bit ints + 2 8-bit ints for each source with data in the logger: layout contained in mmp_datalog_cmdresult_source_counts_t
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
NETCMD::PING

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	timeout
	4
	[unsigned] Sent with cmdresult PROGRESS message to indicate the amount of time the modem will listen for an ECHO response(s), in milliseconds 

	n/a
	n/a
	n/a

	numpeers
	4
	[unsigned] For cmdresult PROGRESS/DATA messages, contains the number of peers that responded with ECHOs.  For every peer, there are TWO 32 bit words in the nodes[] structure: node id and range in tenths of a meter
	n/a
	n/a
	n/a

	nodes
	4 x [?]
	[unsigned] For cmdresutt PROGRESS/DATA messages, contains a variable length array of node/range pairs.  Use (numpeers * 2 * sizeof(uint32_t)) to get the true size of this array.
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
NETCMD::GETNBRTABLE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	neighbor_info
	2 x [?]
	[signed] Variable length array containing all entries in the neighbor table.  Each neighbor entry is 11 words long and can be read with the neighbor_t structure
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
RNGRLS::RANGE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	range
	4
	[unsigned] Range to remote node in tenths of a meter
	n/a
	n/a
	n/a

	rt_time
	4
	[unsigned] Round trip time to remote node in tenths of a millisecond
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
RNGRLS::BEARING

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	range
	4
	[unsigned] Range to remote node in tenths of a meter
	n/a
	n/a
	n/a

	rt_time
	4
	[unsigned] Round trip time to remote node in tenths of a millisecond
	n/a
	n/a
	n/a

	doppler
	4
	[signed] range rate 10*m/s
	n/a
	n/a
	n/a

	azimuth
	2
	[signed] tenths of a degree
	n/a
	n/a
	n/a

	elevation
	2
	[signed] tenths of a degree
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
RNGRLS::NAVDATA

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	range
	4
	[unsigned] Range to remote node in tenths of a meter
	n/a
	n/a
	n/a

	rt_time
	4
	[unsigned] Round trip time to remote node in tenths of a millisecond
	n/a
	n/a
	n/a

	type
	4
	[unsigned] information type
	0
	REPLY_DATA_NONE
	no data replied

	
	
	
	1
	REPLY_DATA_LATLONG
	latitude and longitude 

	
	
	
	2
	REPLY_DATA_LL_DEPTH
	lat, long and depth

	
	
	
	3
	REPLY_DATA_LL_SEAFLOOR
	lat, long, depth and altitude above sea floor

	
	
	
	4
	REPLY_DATA_LL_GPSALT
	lat, long, depth and altitude above sea level

	azimuth
	2
	[signed] tenths of a degree
	n/a
	n/a
	n/a

	elevation
	2
	[signed] tenths of a degree
	n/a
	n/a
	n/a

	latitude
	4
	[signed] latitude  (degrees x 10e6)
	n/a
	n/a
	n/a

	longitude
	4
	[signed] longitude (degrees x 10e6)
	n/a
	n/a
	n/a

	depth
	4
	[signed] depth below sea level (mm)
	n/a
	n/a
	n/a

	altitude
	4
	[signed] altitude (mm) above sea floor or sea level (see type)
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
RNGRLS::CHANNEL_PROBE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	first
	4
	[signed] time of first arrival in tenths of a millisecond
	n/a
	n/a
	n/a

	peak
	4
	[signed] time of peak from start of buffer in tenths of a millisecond
	n/a
	n/a
	n/a

	EDT
	4
	[signed] RT60 calculated by EDT method in tenths of a millisecond
	n/a
	n/a
	n/a

	T10
	4
	[signed] RT60 calculated by T10 method in tenths of a millisecond
	n/a
	n/a
	n/a

	C25
	2
	[signed] ELR for 25ms in 10th of dB
	n/a
	n/a
	n/a

	C50
	2
	[signed] ELR for 50ms in 10th of dB
	n/a
	n/a
	n/a

	period
	4
	[signed] minimum baud period for 10dB SNR in tenths of a millisecond
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
RNGRLS::SMART_RELEASE, RNGRLS::BURNWIRE

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	status
	2
	[unsigned] Status code in response to release command sent to a remote release, sent with an MMP_CMDRESULT_PROGRESS or MMP_CMDRESULT_DATA type message

	0
	OK
	Operation successful

	
	
	
	1
	BUFFER_EMPTY
	Nothing in data logger

	
	
	
	2
	BLOCK_EMPTY
	Nothing in requested block of data logger

	
	
	
	3
	INVALID_SETTING
	Invalid setting

	
	
	
	4
	INVALID_RELEASE_CODE
	Invalid release code

	
	
	
	5
	GOOD_RELEASE
	Mechanical release successful

	
	
	
	6
	VALID_RELEASE_CODE
	Received valid release code, activating motor

	
	
	
	7
	NOT_RELEASED
	Unit not released

	
	
	
	8
	BUSY
	Unit busy

	
	
	
	9
	VALID_RELEASE_CODE_BURN
	Received valid release code, beginning burn wire burn cycle

	
	
	
	10
	GOOD_BURN_RELEASE
	Burn wire burn cycle completed successfully

	
	
	
	11
	BURN_RELEASE_TIMEOUT
	Burn wire burn cycle stopped due to timeout, no tilt detected

	
	
	
	12
	SREG_SAVED
	Remote S-register saved


	CMDRESULT NOTIFY data body message body format for
RNGRLS::STATUS

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	status
	2
	[unsigned] Status of the release mechanism on the remote unit (or error indication)
	0
	RLSSTAT_STD_MODEM
	Standard modem, no release capability

	
	
	
	1
	RLSSTAT_CONFIRMED
	Release triggered and confirmed

	
	
	
	2
	RLSSTAT_NOT_CONFIRMED
	Release triggered and not confirmed

	
	
	
	3
	RLSSTAT_ARMED
	Release armed and ready to accept release code

	
	
	
	4
	RLSSTAT_BURNWIRE_ACTIVATED
	Release burn wire burn cycle is active

	
	
	
	5
	RLSSTAT_BURNWIRE_CONFIRMED
	Release burn wire burn cycle triggered, tilt sensor triggered

	
	
	
	6
	RLSSTAT_BURNWIRE_TIMEOUT
	release burn wire burn cycle timed out, no tilt detected

	
	
	
	7
	RLSSTAT_BURNWIRE_ARMED
	New (4G) status to differentiate armed burn wire units from mech releases

	
	
	
	8
	NUM_RLSSTAT
	

	tilt
	2
	[unsigned] Indicates tilt state of remote release
	0
	RLS_NOT_TILTED
	The release unit is upright

	
	
	
	1
	RLS_TILTED
	The release unit is tilted

	
	
	
	255
	RLS_TILT_BUSY
	The release unit is too busy to check tilt, or there is no tilt sensor on this unit

	battery
	2
	[unsigned] Condition of battery on the remote release
	0
	BATTERY_GOOD
	Battery voltage is good

	
	
	
	1
	BATTERY_LOW
	Battery voltage is low

	
	
	
	2
	BATTERY_REDUCED
	Battery voltage reduced


	CMDRESULT NOTIFY data body message body format for
STD::REMOTE_GETSREGS

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of remote node to get s-registers from
	n/a
	n/a
	n/a

	sregs
	2 x [21]
	[unsigned] Returned S-register data
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
STD::REMOTE_TESTLINK

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of remote link to test
	n/a
	n/a
	n/a

	mod_spec
	2
	[unsigned] Modulation specification
	0
	MODSPEC_NULL
	Null modspec value

	
	
	
	2
	MODSPEC_140_MFSK
	140 bps MFSK

	
	
	
	3
	MODSPEC_300_MFSK
	300 bps MFSK

	
	
	
	4
	MODSPEC_600_MFSK
	600 bps MFSK

	
	
	
	5
	MODSPEC_800_MFSK
	800 bps MFSK

	
	
	
	6
	MODSPEC_1066_MFSK
	1066 bps MFSK

	
	
	
	7
	MODSPEC_1200_MFSK
	1200 bps MFSK

	
	
	
	8
	MODSPEC_2400_MFSK
	2400 bps MFSK

	
	
	
	9
	MODSPEC_2560_PSK
	2560 bps PSK

	
	
	
	10
	MODSPEC_5120_PSK
	5120 bps PSK

	
	
	
	11
	MODSPEC_7680_PSK
	7680 bps PSK

	
	
	
	12
	MODSPEC_10240_PSK
	10240 bps PSK

	
	
	
	13
	MODSPEC_15360_PSK
	15360 bps PSK

	
	
	
	64
	MODSPEC_80_FH
	80 bps FH

	
	
	
	15
	NUM_MODSPEC
	Needed for UDB HMI

	speedx10
	2
	[signed] Estimated speed (doppler) in 1/10 knots units

	n/a
	n/a
	n/a

	acq_SNRx10
	2
	[unsigned] Acquisition SNR x 10 (factory use only)
	n/a
	n/a
	n/a

	acq_MPDx10
	2
	[unsigned] Acquisition multipath delay in 1/10 ms units
	n/a
	n/a
	n/a

	acq_RCT
	2
	[unsigned] Received chirp threshold (factory use only)
	n/a
	n/a
	n/a

	acq_FSNR
	2
	[unsigned] First SNR (factory use only)
	n/a
	n/a
	n/a

	hdr_SNRx10
	2
	[unsigned] Header SNR x 10
	n/a
	n/a
	n/a

	hdr_CCERR
	2
	[unsigned] Soft decision metric for convolutional decoder (factory use only)
	n/a
	n/a
	n/a

	msg_ERR
	2
	[unsigned] Bit errors in message body
	n/a
	n/a
	n/a

	msg_SNRx10
	2
	[unsigned] Message body SNR x 10 (factory use only)
	n/a
	n/a
	n/a

	msg_AGC
	2
	[unsigned] AGC value at message receive
	n/a
	n/a
	n/a

	msg_CCERR
	2
	[unsigned] Soft decision metric for convolutional decoder in the message body (factory use only)
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
STD::REMOTE_GETBATT

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of remote modem to get battery voltage from

	n/a
	n/a
	n/a

	batt_voltage
	2
	[unsigned] Remote modem battery voltage
	n/a
	n/a
	n/a

	aux_voltage
	2
	[unsigned] Remote modem auxiliary voltage
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
STD::REMOTE_GETAGCHIST

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of remote modem to get 10 second AGC history from
	n/a
	n/a
	n/a

	rem_agc
	2 x [10]
	[unsigned] AGC history of remote modem; 8-bit packed so hi/lo values share each index
	n/a
	n/a
	n/a


	CMDRESULT NOTIFY data body message body format for
STD::REMOTE_AUTOBAUD

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of the remote modem the autobaud sequence was conducted with
	n/a
	n/a
	n/a

	modspec
	2
	[unsigned] The highest modulation rate found with acceptable bit error count (MODSPEC_NULL if none qualified)
	n/a
	n/a
	n/a

	bit_errs
	2
	[unsigned] Measured bit error count of the best qualifying modulation rate (capped at 999)
	n/a
	n/a
	n/a

	set_flags
	2
	[unsigned] Flags indicating which, if any, baud rates were automatically changed as a result of the autobaud sequence
	0x01
	AUTOBAUD_LOCAL_SET
	When set, causes the the local modem to set its own transmission baud rate to the best one found 

	
	
	
	0x02
	AUTOBAUD_REMOTE_SET
	When set, causes the local modem to acoustically set the remote's transmission baud rate to the best one found


	CMDRESULT NOTIFY data body message body format for
STD::REMOTE_GETBATTCHG

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	addr
	2
	[unsigned] Address of remote modem to get battery charge from

	n/a
	n/a
	n/a

	charge
	2
	[unsigned] Remote modem battery charge remaining in percent, or 0xFF if unavailable
	0xFF
	REMOTE_BATTCHG_UNAVAIL
	No battery charge information available


	CMDRESULT NOTIFY data body message body format for
NETCMD::GETNEIGHBOR

	Subfield
	Byte Size
	Description
	Subfield Values

	
	
	
	Value
	Name
	Description

	id
	2
	[signed] 
	n/a
	n/a
	n/a

	range_delay
	2
	[unsigned] Round trip time in 1/16ths of a second
	n/a
	n/a
	n/a

	neighbor_state
	2
	[signed] State used for NSMA
	0
	L2CMD_875C
	

	
	
	
	1
	L2CMD_RTS
	

	
	
	
	2
	L2CMD_PING
	

	
	
	
	3
	L2CMD_ASGN
	

	
	
	
	4
	L2CMD_RCPT
	

	
	
	
	5
	L2CMD_WORD
	

	
	
	
	6
	L2CMD_XXX
	

	
	
	
	7
	L2CMD_CTS
	

	
	
	
	8
	L2CMD_BSY
	

	
	
	
	9
	L2CMD_ECHO
	

	
	
	
	10
	L2CMD_ACK
	

	
	
	
	11
	L2CMD_SRQ
	

	
	
	
	12
	L2CMD_rfuc
	

	
	
	
	13
	L2CMD_875D_TRANSPORT
	

	
	
	
	14
	L2CMD_DATA
	

	
	
	
	15
	L2CMD_875D
	

	busy_time_MSW
	2
	[unsigned] High word of busy time (in seconds)
	n/a
	n/a
	n/a

	busy_time_LSW
	2
	[unsigned] Low word of busy time (in seconds)
	n/a
	n/a
	n/a

	NSMA_data_length
	2
	[unsigned] Optional use for NSMA
	n/a
	n/a
	n/a

	NSMA_modulation_spec
	2
	[unsigned] Optional use for NSMA
	n/a
	n/a
	n/a

	NSMA_flags
	2
	[unsigned] Optional use for NSMA
	n/a
	n/a
	n/a

	neighbor_tx_seqno
	2
	[unsigned] Layer 2 outbound sequence number
	n/a
	n/a
	n/a

	neighbor_rx_seqno
	2
	[unsigned] Layer 2 inbound sequence number
	n/a
	n/a
	n/a

	index
	2
	[unsigned] The "index" number of this neighbor, used to access other array structures to find this neighbor's data
	n/a
	n/a
	n/a


12 Example Data Streams
12.1  Simple MMP GET and NOTIFY response
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length

	
	
	
	
	
	
	
	

	Data
Stream
	0x40
	0x01
	0x67
	0x01
	0x00
	0x02
	0x00
	0x00

	Description
	@
	1
	GET

ASCII ‘g’
	1 parm
group
	IFACE
	VERSION
	0 bytes

(no message body)


Figure 11: Simple MMP GET Request to obtain MMP protocol version
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	IFACE::VERSION 

data body (4 bytes)

	
	
	
	
	
	
	
	
	major
	minor

	Data
Stream
	0x40
	0x01
	0x6E
	0x01
	0x00
	0x02
	0x00
	0x04
	0x00
	0x01
	0x00
	0x00

	Description
	@
	1
	NOTIFY

ASCII ‘n’
	1 parm
group
	IFACE
	VERSION
	4 bytes
	Major version 1
	Minor version 0


Figure 12: Simple MMP NOTIFY in response to GET of MMP protocol version
12.2  Simple MMP SET and NOTIFY Response

<
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	DECKBOX::PHONESVOL 

data body (2 bytes)

	
	
	
	
	
	
	
	
	volume
	mute

	Data
Stream
	0x40
	0x02
	0x73
	0x01
	0x02
	0x01
	0x00
	0x02
	0x80
	0x00

	Description
	@
	2
	SET
ASCII ‘s’
	1 parm
group
	DECKBOX
	PHONESVOL
	2 bytes
	Volume
128
	Mute off


Figure 13: Simple MMP SET Request of deck box headphones volume
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	DECKBOX::PHONESVOL
data body (2 bytes)

	
	
	
	
	
	
	
	
	volume
	mute

	Data
Stream
	0x40
	0x02
	0x6E
	0x01
	0x02
	0x01
	0x00
	0x02
	0x80
	0x00

	Description
	@
	2
	NOTIFY

ASCII ‘n’
	1 parm
group
	DECKBOX
	PHONESVOL
	2 bytes
	Volume
128
	Mute off


Figure 14: Simple MMP NOTIFY in response to SET of deck box headphones volume
12.3  Simple MMP SET with invalid data value and NOTIFY response

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	SREG::TXPOWER 

data body (2 bytes)

	
	
	
	
	
	
	
	
	value

	Data
Stream
	0x40
	0x03
	0x73
	0x01
	0x01
	0x06
	0x00
	0x02
	0x00
	0xFF

	Description
	@
	3
	SET

ASCII ‘s’
	1 parm
group
	SREG
	TXPOWER
	2 bytes
	Transmit power = 255

(invalid value)


Figure 15: Simple MMP SET of transmit power in S-registers with invalid value

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm
Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	SREG::TXPOWER 

data body (2 bytes)

	
	
	
	
	
	
	
	
	value

	Data
Stream
	0x40
	0x03
	0x6E
	0x01
	0x01
	0x06
	0x00
	0x02
	0x00
	0x06

	Description
	@
	3
	NOTIFY

ASCII ‘n’
	1 parm

group
	SREG
	TXPOWER
	2 bytes
	Transmit power = 6

(actual value)


Figure 16: Simple MMP NOTIFY in response to SET of transmit power in S-registers with invalid value

12.4  Compound MMP SET Request and NOTIFY Response
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.
Parm
Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	DECKBOX::SPKRVOL
data body (2 bytes)

	
	
	
	
	
	
	
	
	volume
	mute

	Data
Stream
	0x40
	0x04
	0x73
	0x02
	0x02
	0x00
	0x00
	0x02
	0x3F
	0x01

	Description
	@
	4
	SET

ASCII ‘s’
	2 parm groups
	DECKBOX
	SPKRVOL
	2 bytes
	Volume

63
	Mute ON

	Byte #
	10
	11
	12
	13
	14
	15

	Protocol
Field
	Parameter Group 2

	
	Subsystem
	Field
	Length
	TRANSPOND::CHNLRXADJ_7
data body (2 bytes)

	
	
	
	
	adjustment

	Data
Stream
	0x05
	0x09
	0x00
	0x02
	0xFF
	0xE7

	Description
	TRANSPOND
	CHNLRXADJ_7
	2 bytes
	Channel 7 
sensitivity = -25


Figure 17: Compound MMP SET with Two Parameter Groups, one to set deck box speaker volume and one to set transponder channel 7 receive sensitivity
(RESPONSE TABLE ON FOLLOWING PAGE)
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.
Parm
Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	DECKBOX::SPKRVOL
data body (2 bytes)

	
	
	
	
	
	
	
	
	volume
	mute

	Data
Stream
	0x40
	0x04
	0x6E
	0x02
	0x02
	0x00
	0x00
	0x02
	0x3F
	0x01

	Description
	@
	4
	NOTIFY

ASCII ‘n’
	2 parm groups
	DECKBOX
	SPKRVOL
	2 bytes
	Volume

63
	Mute ON

	Byte #
	10
	11
	12
	13
	14
	15

	Protocol
Field
	Parameter Group 2

	
	Subsystem
	Field
	Length
	TRANSPOND::CHNLRXADJ_7
data body (2 bytes)

	
	
	
	
	adjustment

	Data
Stream
	0x05
	0x09
	0x00
	0x02
	0xFF
	0xE7

	Description
	TRANSPOND
	CHNLRXADJ_7
	2 bytes
	Channel 7 

sensitivity = -25


Figure 18: MMP NOTIFY response to compound SET operation for deck box speaker volume and transponder channel 7 receive sensitivity
12.5  MMP EXEC and CMDRESULT NOTIFY Response
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Command

Section
	Command
	Length
	RNGRLS::RANGE

data body (2 bytes)

	
	
	
	
	
	
	
	
	address

	Data
Stream
	0x40
	0x05
	0x78
	0x01
	0x02
	0x01
	0x00
	0x02
	0x00
	0x0A

	Description
	@
	5
	EXEC

ASCII ‘x’
	1 parm

group
	RNGRLS
	RANGE
	2 bytes
	Range to remote

node 10


Figure 19: MMP EXEC to obtain Range from remote modem
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.
Parm
Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	IFACE::CMDRESULT

data body (12 bytes)

4 fixed + 8 result data

	
	
	
	
	
	
	
	
	cmdsect
	cmd

	Data
Stream
	0x40
	0x05
	0x6E
	0x01
	0x00
	0x03
	0x00
	0x0C
	0x02
	0x01

	Description
	@
	5
	NOTIFY

ASCII ‘n’
	1 parm group
	IFACE
	CMDRESULT
	12 bytes
	RNGRLS
	RANGE

	Byte #
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19

	Protocol
Field
	Parameter Group 1 (continued)

	
	IFACE::CMDRESULT

data body (12 bytes) (continued)

	
	seqno
	message
	RNGRLS::RANGE

CMDRESULT body

	
	
	
	range
	rt_time

	Data
Stream
	0x00
	0x04
	0x00
	0x00
	0x58
	0x0D
	0x00
	0x00
	0x75
	0x67

	Description
	Sequence #0
	CMDRESULT_DATA
	0x580D = 22541 = 2,254.1 meters
	0x7567 = 30055 = 3.0055 seconds


Figure 20: MMP NOTIFY response w/ CMDRESULT data to EXEC request for range from remote modem
12.6  MMP EXEC and CMDRESULT NOTIFY Response of Timeout

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Command

Section
	Command
	Length
	RNGRLS::RANGE

data body (2 bytes)

	
	
	
	
	
	
	
	
	address

	Data
Stream
	0x40
	0x05
	0x78
	0x01
	0x02
	0x01
	0x00
	0x02
	0x00
	0x0A

	Description
	@
	5
	EXEC

ASCII ‘x’
	1 parm

group
	RNGRLS
	RANGE
	2 bytes
	Range to remote

node 10


Figure 21: MMP EXEC to obtain Range from remote modem that doesn’t respond
	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.
Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	IFACE::CMDRESULT

data body (4 bytes)

4 fixed + 0 result data

	
	
	
	
	
	
	
	
	cmdsect
	cmd

	Data
Stream
	0x40
	0x05
	0x6E
	0x01
	0x00
	0x03
	0x00
	0x04
	0x02
	0x01

	Description
	@
	5
	NOTIFY

ASCII ‘n’
	1 parm group
	IFACE
	CMDRESULT
	4 bytes
	RNGRLS
	RANGE

	Byte #
	10
	11

	Protocol
Field
	Parameter Group 1 

(continued)

	
	IFACE::CMDRESULT

data body (4 bytes) (continued)

	
	seqno
	message

	
	
	

	Data
Stream
	0x00
	0x05

	Description
	Sequence #0
	CMDRESULT_TIMEOUT


Figure 22: MMP NOTIFY response w/ CMDRESULT timeout to EXEC request for range from unresponsive remote modem
12.7 MMP Malformed Request and ERR NOTIFY Response

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.

Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length

	
	
	
	
	
	
	
	

	Data
Stream
	0x40
	0x06
	0x73
	0x01
	0x01
	0x06
	0x00
	0x00

	Description
	@
	6
	SET

ASCII ‘s’
	1 parm

group
	SREG
	TXPOWER
	0 bytes


Figure 23: Malformed MMP SET (0 bytes in SET payload)

	Byte #
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9

	Protocol
Field
	Sentinel
	XID
	Operation
Type
	Num.
Parm

Groups
	Parameter Group 1

	
	
	
	
	
	Subsystem
	Field
	Length
	IFACE::ERR

data body (4 bytes)

	
	
	
	
	
	
	
	
	subsys
	field

	Data
Stream
	0x40
	0x06
	0x6E
	0x01
	0x00
	0x01
	0x00
	0x04
	0x01
	0x06

	Description
	@
	6
	NOTIFY

ASCII ‘n’
	1 parm group
	IFACE
	ERR
	4 bytes
	SREG
	TXPOWER

	Byte #
	10
	11

	Protocol
Field
	Parameter Group 1 (continued)

	
	IFACE::ERR data body

(4 bytes) (continued)

	
	err

	
	

	Data
Stream
	0x00
	0x05

	Description
	MMP_IFACE_ERR_PARSE


Figure 24: MMP IFACE::ERR NOTIFY response to Malformed SET Request
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� Sentinel characters are used in MMP data streams on serial ports.  Other access methods may omit it. 
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