Chad,
   I am nominally the networking contact here at Hopkins.  As a brief overview of our network, we have fiber between all of our buildings back to the main telecloset in the Loeb building.  From there we have an AT&T Gigaman connection to Soledad where we jump on the CENIC backbone back to the Stanford campus.  The router and firewall for Hopkins are both located on campus.  So I am presuming that your router will get an IP address in the Hopkins range (171.66.246.0/23) and will serve up IP addresses to your equipment downstream of it.
 
   As for the firewall we can have the firewall team open up any ports that you need.  They can usually get it done in under 24hrs.  
If there are other questions that I can't answer our network consultant on campus knows our setup intimately.  
cheers, john

--------------------------------------------------------------------------------------------------------

Hi Chad,

I will talk to the IT guy at Hopkins and potentially at main campus too to see who they think would be pertinent at the meeting...and how they would like to proceed and hopefully we can get a meeting set up!

I will keep you posted.

Jamie

--------------------------------------------------------------------------------------------------------------
Chad,
    I sent your diagram to our networking consultant and his comments are below.  Hope that helps.  One other thought....there is conduit with cat5 already in it to MBA and they have a pretty big pipe to the internet.
cheers, john


From: "Drew Saunders" <dru@stanford.edu>
To: "John R Lee" <eshop.lee@stanford.edu>
Sent: Wednesday, April 10, 2013 2:19:22 PM
Subject: Re: Networking meeting?

John,

If they're going to NAT behind their router, then you only need to give them one IP number.

They may want to run a VPN on their router, which might require a 2nd IP number. 

Either way, we can open up just the needed ports on the firewall, or "allow any" if they'd rather trust the firewall within their router.

Thanks,

Drew

-------------------------------------------------------------------------------------------------------

Hi Chris, Keith and John,

I am writing to ask your IT opinion on what needs to happen next for the Kelp Forest Array (KFA) project. 

Briefly, the KFA is in essence an underwater observatory. We are using a 300 V power supply from shore to power a number of instruments about 300 meters off shore. Bundled with this power line, we also have fiberoptic cables which can provide gigbit data communication to shore. This power and fiberoptic cable will not only power a number of instruments for Stanford, but will also be powering an experiment that MBARI is leading called FOCE (Free Ocean Carbon Experiment- you can check out the website at www.xfoce.org). 

Over the past couple of months I have been working with Chris Patton on getting remote access to the computer controlling some of the first instruments as I am usually on the Stanford main campus and need to be able to check in. Furthermore, being able to connect remotely,  has been very important since the person who had perviously built system is now in Georgia and it is very helpful for him to be able to log into the computer and be able to check on the system. 

John has mentioned that it is fairly easy to open up the firewall, which we have done with the main computer already down there however, each person from MBARI still needs a Stanford account to be able to log into the system. Is there an easier way to do this while still maintaining security?

When the system is up and running there a a number of things that we need to be able to do:

1. MBARI needs to be able to log into the computer and remotely check on the system
2. We will eventually have visiting scientists and would like to be able to have guest accounts to log into the system.
3. We will also like to be able to post the live streaming data to the web.

The MBARI folks would like to know how to proceed interms of gaining access to the Stanford. Below is an email from Chad Kecy (the lead IT on the MBARI side).  Attached is the working diagram of the networking paths that Chad has put together.

I guess my questions for you 3 would be: who is the best person to talk to about making these things possible?  Once I know the right person to handle this I will send out a doodle poll to figure out the best time to meet.

Thanks so much!

Jamie

----------------------------------------------------------------------------------------------------------

Hi Chad- 

They seem to think that it is easy?? and I just need to get you accounts which we can do.....Lets see what Chris Patton says.

Jamie

-------------------------------------------------------------------------------------------

Hi Jamie - 

>Is there an easier way to do this while still maintaining security?

for one thing, you will be on a Linux system instead of Windows. that 
already is a big step up.
>
> When the system is up and running there a a number of things that we 
> need to be able to do:
>
> 1. MBARI needs to be able to log into the computer and remotely check 
> on the system.

IF a good firewall is used on these machines we can open the Stanford 
firewall to that point. Be advised that if you system is hacked, then 
ALL of the machines at Hopkins are put at risk.


> 2. We will eventually have visiting scientists and would like to be 
> able to have guest accounts to log into the system.
That will be up to you as per above.
> 3. We will also like to be able to post the live streaming data to the 
> web.
That one is easier. Anything going out is open by default. I will just 
need to open up port 80 (low risk) and you will be good to go here.
>
> The MBARI folks would like to know how to proceed interms of gaining 
> access to the Stanford. Below is an email from Chad Kecy (the lead IT 
> on the MBARI side).  Attached is the working diagram of the networking 
> paths that Chad has put together.
>
> I guess my questions for you 3 would be: who is the best person to 
> talk to about making these things possible?  Once I know the right 
> person to handle this I will send out a doodle poll to figure out the 
> best time to meet.
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Either John or I can open the firewall. We need to know the IP addresses that are to be opened and what ports are to be opened (80=web, 22=SSH,ssetc.) on each. If all of your machines are behind a NAT, then just the IP and ports for the NAT.

-Chris


-------------------------------------------------------------------------------





