
Node

PUB/SUB
Proxy

Config
Proxy

Node
PUB/SUB

SharedData
Server

Node
Config

Node

Node
PUB/SUB

Node
Config

Node

Node
PUB/SUB

Node
Config

GUI CLI ARCH

Tref

Tref

Tref

Single point in network to 
provide consistent view of 
common streams
Clients may provide and 
subscribe to stream updates 
Runs on exactly two nodes in 
binary star configuration

Node Publishes it's 
own data streams 
for internal and 
external use through 
Node PUB/SUB

Clients subscribe to 
streams and request 
configuration changes 
via proxies on shore

Shore

Experiment

Vref

Vref

SharedData
Server

Tref

Shared Data 
Client

SDC SDC

Shared Data clients 
subscribe to topics on the 
Shared Data Server, and 
reflect these to the 
application via an API



Shared Data
Service

NPSI
Node 

Pub/Sub 
Intermediary

Config
Broker

Control
Driver

Data
Handler

Sampler
Worker

SUB REQ

SUB

RTR
SUBX

PUBXROUTER

DEALER

PUB
Config
WorkerConfig

WorkerConfig
Worker

sdclient_get(Tref)

*

ESW
pH

Flow
Vx

Eng
CTD
PAR

...

pH
ESW
Flow
Vx
...

Each node has a key value 
client that reflects values to 
internal  consumers (control 
service, GUI).
Shared data clients may reflect 
a subset of values (topics) 
maintained by the SDserver.

Shared Data Service 
arbitrates and publishes 
stream value updates 
that are shared by 
several users, e.g. 
reference temp (Tref)

One active and one 
backup are run on 
different nodes (or the 
same node) in a binary 
star configuration (auto 
failover, manual 
recovery)

PUB

update 
Tref

Shared Data
Client

DLR

SUB

Shared Data
Client

DLR

update 
Tref

SUB

Shared Data
Client

DLR



SDServer Node A
SDC

Node B
SDC

Node C
SDC

Start 
Primary 
and 
Backup
(any order)

Tref
Nodes know addresses 
of primary and backup KVS

service 
fails. node 
shutdown, 
etc.

Backup detects 
failure and activates

Tref Vref

Nodes provide values and 
request initial updates (if 
more recent) (REQ/REP)

Nodes detect failure (via client 
heartbeat) and connect to backup

SDClient submits update to server 
(REQ/REP)

Server publishes updates 
(PUB/SUB)

Clients update local topics
Consumers request topic 
values (API)

DataHandlers provide topic 
updates SDClients (API)



Node clients update/request 
key/value pairs 
maintained by the 
server

The server pushes 
updates to all clients

Each client maintains 
a local copy of the 
key/value pairs.

SDServer

TREF
update

PUB

Device
Worker

TREF
update

SDClient

SUBDLR

RTR

DataHandler

Driver

API

SDClient

SUBDLR

APIsdclient_set(TREF,x)x=sdclient_get(TREF)

A second backup server 
may be run.
The backup state 
tracks the primary 
server, and clients 
will switch to the 
backup automatically 
if the primary stops.



 Shared Data
 Client/Server 

Internals

SDServer
(Clone Server)

PUBRTR

SDClient

API

kvmsg

zmsg

key/string
hash

Clone Client

Clone Agent

API

key/kvmsg
hash

PIPE

PIPE

SUBDLR

 Clone consists of a client 
API and an Agent that 
manages state

SDClient is a thin wrapper 
for Clone

zmsg with string data  
payload are passed between 
Client and Agent

Client stores strings as 
values

kvmsg are passed between 
Agent and Server

Server stores kvmsg 
as value



Node

Node 
Pub/Sub 

SUBX

PUBX

ESW
pH

Flow
Vx

Eng
CTD
PAR

...

xmsg

PUB/SUB
Proxy

Shore

Experiment

sub
clientsubc

(ps-client.c)

GUI

sc_subscribe(topic)

sc_connect(proxy)

zmq_socket(ctx, ZMQ_SUB)

zmq_setsockopt(ctx, ZMQ_SUB,topic)
zmq_connect(socket,proxy)

xmsg_recv()

[check type, do stuff]

src/gateway/test/ps-client.c
implements a basic pub-sub client that 
connects to a pub-sub server and dump 
messages from a specified sub-tree

TBD
- Specify (xmsg) data serialization format (e.g. 
JSON; currently raw data)

- Specify message topic path scheme

Node publishes xmsg (xFOCE message), a zeroMQ 
multipart message,

Each xmsg contains a single record from a data 
source, published under a subtree and/or topic

clients subscribe to one or more topics 
and use the xmsg API to receive and 
examine messages



Key Frame
msg_type 

Body Frame

data

Source Frame
platform
source ID
stream ID

[expansion]

Properties Frame
function ID

TTL
...

Sequence Frame
Sequence

xmsg: xFOCE Message Structure for Asynchronous Data and Event PUB/SUB

required 
char[]

255 bytes max

required
byte[]

(varies)

required 
2 bytes
2 bytes
2 bytes
2 bytes

(optional)
"name=value"
(varies, 255 
bytes max per 

value)

(optional)
4 bytes

Time Frame
timestamp 

(optional)
8 bytes

The xmsg format is 
used for PUB/SUB 



potential xmsg path scheme 
(TBD)

 /platform/tree/topic/producer

 platform: 
  node<id>
 
 tree:
  XF_DATA
  XS_SDATA
  XF_EVENT
  XF_ALARM
  XF_STATUS

 topic:
  CTD, ESW, PH
  TREF,VREF
  PLA, SVC, EXP
  SW_ERR, HW_ERR, ENV, GF
  ...
 
 producer:
  ctd.fwd.port
  ph.int.fwd.stbd
  svc.sbe19.0

This is being currently being developed



Stream Discovery Protocol Archive Sync Protocol

Configuration Protocol

Cheap
[infrequent, synchronous 
simple, not optimized]

Nasty
[asynchronous, high 
volume, optimized]

Status Query Protocol

Archive Access Protocol

Stream PUB/SUB Protocol

Device Control Protocol



Stream Discovery Protocol

SDP-protocol = *offer-service discover-service

offer-service = C:IHAS stream host port (S:IHAS - OK / S:WTF)

stream = TREF
       / VREF

discover-service = C:ICANHAS stream (S:provider - OK / S:WTF)

host = dotted-quad
     / domain-name

port = 4*5DIGIT

provider = host:port

dotted-quad = 4*DIGIT"."



Shared Data 
Structure

time, VpH[*], C, T, D, O, PAR, flow, age_flags

long long time
short int type
int size
byte*value

JSON string Binary String key/value

master science record control sys

VpH[*], T, flow[*], ESWP, ESWV

{
time:"",
type:"",
val:""

}

"<time>,<type>,<value>"

flow.f
flow.a
thrust.f
thrust.a
ESWV
ESWP

VpH.f
VpH.a
C
T
D
O
PAR

ADCP
VpH.f
VpH.a
C
T
D
O
PAR



Shared Data 
Structure

JSON string

Data 
Handler

{
time:"",
type:"",
val:""

}

time
"C,T,D,O"

Parser

Worker

DCON

time
"C,T,D,O"

Provider

time
C

time
T

time
D

time
O

Logger

time
"C,T,D,O"

Publisher

time
C

time
T

time
D

time
O

time
C

time
T

time
D

time
O


