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Abstract: The eWGMS Installation & Admin Guide provides system setup and configuration information
regarding the installation of commercial Enterprise WGMS.
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Section 1: Introduction

1.1 Purpose

This document describes the administration tasks needed to configure, troubleshoot, and maintain
eWGMS.

1.2 Scope
This document is limited to the administration of eWGMS. For eWGMS operation or other tasks
please see the relevant documentation.

1.3 Intended Users

This document is intended for use by IT administrators of eWGMS. Administrators of eWGMS should
be expected to use command line tools under Windows or Linux, have knowledge of IP addresses,
and understand the fundamentals of firewalls and ssh keys.

Section 2: Terms, lcons, and Abbreviations
This section contains terms and abbreviations that are unique to this guide.

| This icon denotes critical information that could result in data loss or improper
: operation if not followed.
I1S Internet Information Server
NLog The log output used by eWGMS
RUDICS Router-Based Unrestricted Digital Internetworking Connectivity Solutions; an
Iridium enhanced data service
SCP Secure Copy Protocol, a protocol to securely transfer files between computers,
based on SSH.
SSH Secure Shell; a cryptographic protocol allowing secure network service
operations and data transfer over an unsecured or partially secured network

Section 3: eWGMS system summary

3.1 Overview
The commercial Wave Guilder Management System, or eWGMS, is a distributed collection of servers
designed to work together for the monitoring and controlling Liquid Robotics Wave Gliders.

There are 13 distinct eWGMS services, and although they can run on the same computer, they are
distributed to their on their own Virtual Machines for performance, stability, and redundancy reasons.
The Virtual machines are Microsoft Windows’s based servers.

o APl Server

e Alarm AIS Server
e Command Service
e Comms Server

e Database Server

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 6
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Data Service
Domain Controller
Encryption Server
Iridium Relay
OpenVPN Server
Packet Reflector
eWGMS Web Server
Virtual Relay

3.2 Topological Map

Iridium Satellite

Service Provid é:\

Hardware Server 1A

[Dedicated to hosting virtual ma:.hun:“;]\\ ||ll
\\

%,

', !

ridium Relay Virtual Relay RudicsServer Encryption
Relay
Command Data AlS Packets
Service Service Service Reflector
OpenVPN  SMTP)  Comms API Dcn%ain WGEMS Web

server  Server Contpoller Server

Hardware Server 1B

|Dedicated to Database Services)

-
o

501 Server

Liquid Robotics Proprietary

M5 Users
nside Sandbox)

Firewall protected sandbox

Node 2 (Standby Node)

Encryption
E.elay

Packets.
Reflector

WGMS Web
Server

Hardware Server 2A

(Dedicated to hosting virtual machines)

E -

Fudics Server  Virtual Relay Iridium Relay

AlS Service Data Command
Service Service
Dofftain APl Comms SMTP  OpenVPN
Controller  server server

I—.-‘-\:tive Directory Services communicating for re::lundan:.‘\r—l

S0L servers communicating over network to stay in sync

Hardware Server 2B

|Dedicated to Database Services)

S0L Server

SEE COVER PAGE FOR EXPORT CLASSIFICATION

Liquid Robotics Proprietary | 7




eWGMS Installation & Admin Guide Liquid Robotics Proprietary

Section 4: AIS Alarm Service

4.1 Overview

AIS (automatic identification system) is a global nautical system used to help commercial shipping avoid
collisions. This eWGMS server uses AlS to calculate collision threats for in water gliders from
commercial and other watercraft.

4.2 Configuration
Management Account

e Server URL
e Email

e Password

e QOrganization

Parameters

e Render Moving Distance (m)

e Render Stationary Distance (m)
e Warning Distance (m)

e Alarm Distance (m)

A AIS Data Source — O x

Management Account Parameters

Server URL |hﬂps:ff’lDcaIhostfwebsenricestoIIisionAPI.asmx Render Moving Distance {m) |2DDDD

Email |ehud.pard0@|iquidr.com | Render Stationary Distance (m) |1DDDD |
Password |...oo.oo | Waming Distance {m) |2DDD |
Organization |quuidr | Marm Distance {m) |1DDD |
Gliders Data Source Starting.
< >
Log Events ltems to display Run Debug Run

Section 5: Iridium Relay

Overview

The Iridium relay server is the access point for all satellite communications. This service requires an
external IP address.

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 8
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Configuration

Application Settings

e Machine Name
e To Email
e From Email

B Appl

Machine Mame |I|:|calhu:ust

To Email |data@sbd.iridium.cnm
From Email |wel:uau:|min @iquidr.com
0K

Relay User Interface
MANAGEMENT TAB

e Server URL

e Email

e Password

e Orglnternal Name
e Relay Name

e |LogEvents

e Filter Messages

SEE COVER PAGE FOR EXPORT CLASSIFICATION
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[, Iricivem Relay

File Edit Took Help
Managemert  Configuration  Chrts

Server URL |Pitps.// TourServer U Awebsenices, Ertity APl asmy
Fasgword :«-ounu

g Intemal Hame ik

Pelay Name Inchm Fislay

Verfy Cradertialy

E Log Events [ Flter Messages

Inchum Relyy Appecation Statng
Object neference not sef fo.an instance of an obgect.

et diginy |

CONFIGURATION TAB

e Qutput Sources

e Qutput Sinks

e Command Sinks

e Command Sources
e Ignore Clients

%, ridium Relay
File Edit Teock Help

Mansgsment  Configuration  Chants

Output Sources
Output Sinks
Command Sirkcy

Command Sources

EA Log Events | Fiter Messages

Indum Relay Applcation Starting
Oibgect reference not sef fo an instance of an object
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CLIENTS TAB

e Get Clients
e Rush Client

£ Irdwum Relay

File Edit Tools Help

Marsgemert  Corfiguration  Chents

E Log Events £ Fiter Messages

lndium Felay Applcation Starting
Oibgect reference not set to an inslance of an object

Section 6: Virtual Relay

6.1 Overview

Liquid Robotics Proprietary

- X
Get Cherts
Fush Chent
Eema fo diaplay |50
Stop Senwce Disbisg Run

The virtual relay service is a second glider access point (Along with the Iridium Server). This server
provides a faster (and often cheaper) means to allow a glider to communicate with the eWGMS
instance. This service requires an external IP address. Often used during glider set up and shoreside
configuration. If the glider is equipped with a cell modem and is operating close to shore inside cell
tower range, this is often the preferred means of communication.

6.2 Configuring the Virtual Relay Server

A Liquid Robotics Virtual Relay Server is required when you want to establish a direct radio
communications link between one or more Wave Gliders and one or more eWGMS instances.

Examples of Wave Glider radio communications methods that require the Virtual Relay Server include:

o WiFi

SEE COVER PAGE FOR EXPORT CLASSIFICATION
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* Cell

Typically, a Virtual Relay Server and a Packet Reflector are installed on a PC along with a eWGMS
instance, and a Virtual Relay Client is installed on each Wave Glider vehicle. The Virtual Relay
Server consists of a Virtual Relay Service that runs in the background, and a Virtual Relay
Application that you use to configure and manage the Virtual Relay Service. When the Virtual Relay
Service is started, it will continue running any time your PC is running, until you deliberately stop
the service using the Stop Service function in the Virtual Relay Application.

Regardless of the radio communications method, the TCP/IP protocol is used for data transmissions
between eWGMS and a vehicle. The LRI Virtual Relay protocol rides on top of the TCP/IP protocol
to support encryption and to ensure messages are received by their specified recipients.

Communications between the Virtual Relay Server and eWGMS are transmitted through a Packet
Reflector in an LRI Data Packet format over TCP/IP.

Virtual Relay Server Configuration Procedure

The Virtual Relay Server and Virtual Relay Clients are factory installed by Liquid Robotics. Use the
following procedure to configure a Virtual Relay Server:

1.
Click on th@ Virtual Relay Application icon on your desktop to open the

Application Settings window.

Application Settings Window

o Application S

Machine Name I

To Email data@sbd iridium.com

From Email webadmin@liquidr.com

2. Accept all default settings and click OK - the Virtual Relay Server screen will appear. The
Management tab is selected by default.

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 12
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If you click on the Configuration tab, the Output Sources, Output Sinks, and

Command Sources fields will be empty.

Virtual Relay Server Main Screen - Management Tab Before Configuration

Corti

Server URL  https://YourServerUrd/webservices/EntityAP|.asmx

Email webadmin@liquidr.com
Password sssssese
Org Intemal Name liquidr Virtual Relay Port 643
Relay Name Vitual Relay Server Packet Reflector Address 10.10.1.41
Relay Settings
[¥] Log Events [V] Fitter Messages kems to display 50
Virtual Relay Application Starting

Virtual Relay Server Main Screen - Configuration Tab Before Configuration

File Edit Tools Help

Management | Configuration

Output Sources ‘ ‘ Add Reflector Ei | [ Del
Output Sinks ‘ ‘ Add Reflector Edt Del
Command Sources ‘

‘ Add Reflector Edt | [ Del

Relay Configuration

[¥] Log Events [V Fiter Messages

ltems to display 50

Virtual Relay Application Starting.
Object reference not set to an instance of an object.

Stop Service H Debug Run

3. Inthe tool bar of the Virtual Relay Server main screen, click on File > Open > C:

SEE COVER PAGE FOR EXPORT CLASSIFICATION
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> config and select the Virtual Relay settings.vrx file, then click Open. The Virtual
Relay settings.vrx file will correctly populate the fields in both the Management and
Configuration tabs of the Virtual Relay Server screen.

Virtual Relay Server Main Screen - Management Tab After Configuration

File Edit Tools Help

Management | Corfi

Server URL  https://mobilewgms 1/webservices/EntityAP| asmx
Email webadmin@liquidr.com
Password ssssseece

Org Intemal Name liquidr

Relay Name Virtual Relay Server

Vitual Relay Port 643
Packet Reflector Address 10.102.75

Relay Settings
[¥] Log Events [V] Fitter Messages ttems to display 50
Virtual Relay Application Starting.

Virtual Relay Server Main Screen - Configuration Tab After Configuration

File Edit Tools Help

[ Hanagemert | G |

Output Sources ‘localho!. 10610, TCP. Packet Reflector/COM Server

‘ Add Reflector | (_Add | [ Eat | [ Del

Output Sinks localhost, 10510, TCP, Packet Reflector/COM Server

‘ Add Reflector | ((Add | [ Eat | | Del

Command Sources |locahost, 10410, TCP. Packet Reflector/COM Server

‘ Add Reflector Edt | [ Del

Relay Configuration
[¥] Log Events [V] Fiter Messages temsto display 50
Virtual Relay Application Starting.

4. If the Start Service button appears, click on it to turn on the Virtual Relay Server.

SEE COVER PAGE FOR EXPORT CLASSIFICATION

Liquid Robotics Proprietary | 14



eWGMS Installation & Admin Guide Liquid Robotics Proprietary

If the Stop Service button appears, this means the Virtual Relay Server was already running
when you installed the Virtual Relay settings.vrx file. In this case you do not need to take any
further action.

5. Click on Stop Service to turn the Virtual Relay Server off.

Section 7: Encryption Relay

7.1 Overview
The Encryption relay provides the only access point for encrypted communications between the gliders
and the eWGMS system.

7.2 Configuration
Please see the eWGMS Encryption Relay Guide for using and administering the Encryption
communication system. (PN 12075-t)

Section 8: Packet Reflector

8.1 Overview
The packet reflector acts a data packet and vehicle command packet relay system. It does little more
than routing eWGMS packets to the proper eWGMS service for processing or distribution.

8.2 Configuration

The eWGMS Packet Reflector is a software based TCP/IP bidirectional router that transfers output
data packets between Wave Gliders and eWGMS and transmits command packets from eWGMS to
the Wave Gliders.

8.2.1.1.1 Figure 4.1. Data Transfer Overview

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 15
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Key:
Crosshatch indicates user programmable

Iridium
Data Center | | Telemetry
Ack/Nack Usee
Payload Application
TCPIP (Web
Services)
WGMS
TCPIP " Reflector Kernel
Commands procosscs
Payload WGMS

Browser Ul

Alternate
Iridium
Relay

T ,-" Alternate -
> Kernels

System Management
Computer (SMC) &
Virtual Relay in Dry Box

Home Screen

The eWGMS Packet Reflector Home Screen includes:

« Windows Menu Bar

The Windows menu bar includes File, Edit, Tools, and Help menus containing typical
options. (Note: The Customize option in the Tools menu is not supported.)

The File menu includes several packet reflector configuration file management options:

— Click Open to open a packet reflector configuration file stored on your system.

— Click Retrieve from eWGMS to retrieve a packet reflector configuration file saved in
eWGMS.

— Click Save To File or Save To File As to save a packet reflector configuration file on
your system.

— Click Save To eWGMS to save a packet reflector configuration file in eWGMS.

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 16
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» Configuration Window associated with 8 Configuration Tabs

When you click on the Output Sinks, Output Sources, Command Sinks,
Command Sources, Configuration Sinks, Configuration Sources,
Settings, and Performance tabs, related configuration fields and settings are displayed
below in the Configuration Window. Instructions on using each of the eight configuration tabs are
contained in the following sections:

— “Configuring Output Sinks”

— “Configuring Output Sources”

— “Configuring Command Sinks”

— “Configuring Command Sources”

— “Configuration Sinks”

— “Configuration Sources”

— “Settings”

— “Performance”

» Log Window with associated Display Settings

The log window displays events and performance data that is optionally stored in the
Windows system events log under: Control Panel\All Control Panel

Items

\Administrative Tools -> Computer Management (Local) -> Event
Viewer

-> Applications and Services Logs -> ReflectorLog. There are 4 display
settings associated with the log window:

— Log Events check-box

This setting is selected by default to log events to the Windows system events log. If you do not
want to log events, deselect this setting.

— Filter Sink to Source check-box

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 17
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This setting is selected by default to prevent incoming command packets from being reflected
back to the same IP address subscriber. For a single computer configuration, this setting
should be deselected.

— Display Performance Data check-bhox

This setting is selected by default to display performance data in the Performance tab. If
you do not want to display performance data, deselect this setting.

— Items to display field

The default setting is 50. The minimum setting is 50 items and the maximum setting is 5000
items. The log window expands when you expand the Packet Reflector home screen. You can
also scroll within the Log window to see events and data that have been recorded.

» Global Enables Window

The global enables window includes 6 global packet reflector settings:

— Listen to Output Sources

This setting is selected by default to listen to output sources. If you deselect this setting, no
output sources packets will flow to the packet reflector.

- Send to Output Sinks

This setting is selected by default to send output sources packets to the output sinks. If you
deselect this setting, no output sources packets will flow to the output sinks. Instead, they will
accumulate in the packet reflector and eventually trigger a FIFO buffer overflow.

- Listen to Command Sources

This setting is selected by default to listen to command sources. If you deselect this setting, no
command sources packets will flow to the packet reflector.

- Send to Command Sinks

This setting is selected by default to send command sources packets to the command sinks. If
you deselect this setting, no command sources packets will flow to the command sinks. Instead,
they will accumulate in the packet reflector and eventually trigger a FIFO buffer overflow.

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 18
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- Listen to Configuration Sources

This check-box is selected by default, but is not relevant to current Wave Glider models. You
can ignore it. Also, the Configuration Sources tab is not used with current Wave Glider models.
Do not make any configuration settings under this tab.

- Send Configuration Sinks

This check-box is selected by default, but is not relevant to current Wave Glider models. You
can ignore it. Also, the Configuration Sinks tab is not used with current Wave Glider models.
Do not make any configuration settings under this tab.

 Failover Settings Window

The failover settings window includes Master Mode and Slave Mode radio buttons with
corresponding IP Addr and Port fields. These settings must be configured as follows:

— Slave Mode must be selected.
— IP Addr must be set to localhost
— Port must be set to 10101

@ Warning

The GUI will allow you to enter different settings, but they will not be functional. If you
do not use the above stated settings, unpredictable results could occur.

« Start Service/Stop Service Toggle Button

When the packet reflector service is running this button will be in the Stop Service mode. If you click on Stop
Service, the packet reflector service will stop and the button will revert to the Start Service mode. If you click on the
button when it is in Start Service mode, the packet reflector service will resume.

» Debug Run/Debug Stop Toggle Button

The Debug Run/Debug Stop toggle button is for LRI internal use only.

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 19
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ﬁ Warning

If you click on this button unpredictable results could occur. If you accidentally
click on Debug Run, promptly clicking on Debug Stop should return the packet
reflector to a predictable state.

Home Screen

|4 Packet t = LS8 \
|Windows Menu Bar |— File Edit Tools Help
Output Srks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Pedomance
Registered Subscribers
=
Configuration Window | | S
with Configuration Tabs .
emove
V| Log Events (V] Fitter Syncto Source V| Display Peformance Data Remsto display 50
- - Packet Reflector Appcation Stafing
Log Window with
Display Settings
Global Enables Faiover Settings
5 7] Listento Output Sources 7] Sendto Output Sinks © Master Mode ) Slave Mode
Global Enables Window I—“ 7] Listento Command Sources (¥ Send to Command Sinks IP Addr  locahost
7] Listen to Configuration Sources [¥] Sendto Configuration Snks | | pot 10101 r Statt Service I[ Debug Run I
/ - / /
| Failover Settings Window | | Start Service Button | | Debug Run Button |

8.2.2 Configuring Output Sinks

Packet reflector output sinks are subscribers registered to receive Wave Glider data packets from
packet reflector output sources. When you click on the Output Sinks tab, the Registered

Subscribers list appears in the configuration window. Registered subscribers can be added,
edited, or removed.

Adding Registered Subscribers

To add a registered subscriber:

1. Click Add and the Subscriber Form will appear.
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Adding a Registered Subscriber

— \
2 Packet Reflector —[al x|
File Edit Tools Help

Output Sinks Imm Sources I Command Sinks ] Command Sources I Configuration Sinks I Corfiguration Sources I Settings ] Perf

Registered Subscribers

Add
[—] [# Subscriber

Edit

Subscriber Form
Remove
Address  Server

Port 0

Protocol TCP

= Channel  Iridium Rel
Log Events Fiter Sync to Sounce || Display Performance Data =

7 .
Packet Reflector Application Starting. No Restrictions
Object reference not set to an instance of an object. O

Global Enables Failover Setting
t @ Master Mod

IP Addr  localfiost

Port 10101

2. Enter the Address (IP address or Fully Qualified Domain Name) of the subscriber.
3. Enter the Port used to access the subscriber.

4. Select the data transmission protocol (TCP or UDP) to be used from the Protocol drop-
down menu. TCP is the default protocol setting and it is recommended.

5. Select the data transmission channel to be used from the Channel drop-down menu. There

are 7 preconfigured options and 4 custom options, however, only the Packet Reflector/COM
Server

data transmission channel is supported with output sink subscribers. You must select the
Packet Reflector/COM Server option.

6. The No Restrictions check-box is selected by default. If you do not want to set any
restrictions on Wave Glider communication channels that the output sink can receive data
packets from,  click OK and the new unrestricted output sink subscriber will be added to the

Registered Subscribers list under the Output Sinks configuration tab on the packet
reflector Home Screen.
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Adding a Registered Subscriber - No Restrictions

File Edit Tools Help

Liquid Robotics Proprietary

Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Perforance |

Registered Subscribers

[-) Subscriber

o @ x |

Edit

Remove

Output To

Log Events Filter Sync to Source Display Performance Data

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Failover Setting
@ Master Mod

Subscriber Form

Address  10.0.1.233

Port 100023

Protocol  TCP

Channel Packet Reflector/COM Server
No Restrictions

@ Alow A

IP Addr  localFiost

Port 10101

he following steps explain how you can configure restrictions to limit the Wave Gliders
that the output sink subscriber can receive data packets from:

7. If you want to limit the Wave Gliders that the output sink subscriber can receive data packets
from to one or more specific Wave Gliders, deselect the No Restrictions check-box, select
the Allow All radio button, and click Add. The Restriction Form will appear.

Adding a Registered Subscriber - Restricted Allow All
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File Edit Tools Help

Liquid Robotics Proprietary

Output Sinks |mm|r

d Sinks | Command Sources | Configuration Sinks | Confi

Sources | Settings | F

Registered Subscribers

Output To

Log Events Filter Sync to Source

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Display Performance Data

L’ Subscriber

Subscriber Form
Address  10.0.1.233
Pot 100023
Protocol  TCP
Channel  Packet Reflector/COM Server
[] No Restrictions
@ Alow Al ©) Deny Al

[

Q RestrictionForm

o @ x |

Restriction Form

Unique Id
IMEI
Channel

Packet Reflector/COM Server

Enter the Unique Id for the Wave Glider that you want to receive data from. You can find

this information in the Vehicle Info screen on eWGMS - click Vehicle Unique Id,

then click Edit Part and the Part Info screen wil

| appear. Enter the vehicle Serial

Number from the Part Info screen into the Unique Id field in the Restriction

Form.

Wave Glider Vehicle Info - Vehicle Unique Id

& Bench Rev 3C: Edit - Google Chrome

| = | ‘)E

[ gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=31&entitytype=48

File Help 2%~ Search Here

X ciose | & | D) [Vehicle Form =

Bench Rev 3C: Edit

Vehicle Info

tics

| al Record Info

,’! Waypoints

ﬁt Operation Polygo...

3 Map

A Event Definitions

Vehicle Name Bench Rev 3C

[-]
] Icon Size

3 Auto Respond

Fleet Association | Engineering Fleet

1
2> Errors

Icon Greenlcon

2P Telemet:
*'. A Default Comm ... a= Iridium
~S Commands

y Configurations part Info

m

[small

A3 vehicle Parsed C

22 Statuses

Hal Bench Rev 3C
B &) Float
Jj_ﬂ Iridium Modem
Q Firmware Level
J-_;j Vehicle Unique Id

2 Aattach Note

# Courses

A2 Part Identifications|
{§ Power Ctl Statuses
ﬂﬁ RudderControls
B Lists

; Raw Outputs

~J Notes

&) Attachments
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Vehicle Unique Id - Part Info

& Vehicle Unique Id: Edit - Google Chrome @M
[ gliders.wgms.com/pages/EntityPage.aspx?orgid=1&id=1834&entitytype=498&parenttype=488&parentid=31&vehicleid=31
File Help 8%~ Search Here A
X close & | D [PartForm B2
Vehicle Unique Id: Edit

@) Record Info Part

&7) Sub Parts

" Part Info

12 Audit Records

S Notes Part Name Vehicle Unique 1d
Parent Part .;1, Revision 3
Build Date ?‘:‘r ;:‘, Expected Life T... &,
Part Number Remaining Life... &,
Serial Number 1094795585 LR Serial Num...
Type Unique Id 3 vehicle 2L Bench Rev 3C .,j\n
Manufacturer T... Not Specified v
Related Information
Owner _-.3] Organization &) Gliders :I'
Created On 201.. | [ 15:3. (B Updated On 201.. | Hg2:. | &
Created By 8 System Admin 3 Updated By 8 System Admin q

<« m ’

9.  Enter the International Mobile Station Equipment Identity (IMET) that identifies the Iridium
modem on the Wave Glider that you want to receive data from. You can find this information
in the Vehicle Info screen on eWGMS - click Iridium Modem, then click Edit Part
and the Part Info screen will appear. Enter the Iridium modem Serial Number from
the Part Info screen into the IMEI field in the Restriction Form.
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Wave Glider Vehicle Info - Iridium Modem
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& Bench Rev 3C: Edit - Google Chrome

D gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=31&entitytype=48

3%~ Search Here

Vehicle

L Record Info
| 22 Waypoints

] 3¢ Operation Polygo...
‘| % Map

4 Event Definitions
L Errors

1 g!. Telemetry

~S Commands

%2l Configurations

A3 vehicle Parsed C..
22 Statuses

A% Communication ...
q Courses

2 Part Identifications
|  { Power Ctl Statuses
= RudderControls
@B Lists

22 Raw Outputs

J Notes

R ciose | &@ | I [vehicle Form

[=]

Bench Rev 3C: Edit

Vehicle Info

Vehicle Name Bench Rev 3C

Fleet Association | Engineering Fleet |+

Icon Icon Size
Default Comm .. A% Iridium g Auto Respond  []
Part Info

m

Bl Bench Rev 3C
E& Float
@ Iridium Modem
I o
@& edit pant
x@Veh o Attach Note

) Attachments

[ridium Modem - Part Info

- .y -
TREL L R — - i
| E] pacx.wgms.com/pages/EntityPage.aspx?orgid=1&id=319&entitytype=498&parenttype=498iparentid=3188vehicleid=31
File Help v Search Here ‘ A
R close @ | P [PartForm =]
Iridium Modem: Edit
&2 Record Info Part
sz] Sub Parts
& Part Info

! 1% Audit Records

=) Notes Part Name Iridium Modem

| | —
Parent Part (@] Float G Revision
Build Date @ @; Expected Life Time 0 minutes é; 1
Part Number Remaining Life Ti.. 0 minutes é;
Serial Number 300025010508020 LR Serial Number
Type ‘ Iridium Modem E] Vehicle L Bench Rev 3C G
Manufacturer Type | 95228 [+]
Related Information
Owner D Organization & Gliders D
Created On 2008/.. | [Hig19:15..| (B Updated On 2011/ (@i 2352
Created By s System Admin E Updated By ’ Jim Kirklin G

< n ] »
= + = = = == — =
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10. Select the data transmission Channel used by the specified Wave Glider for transmitting the data
you want to receive. There are 7 preconfigured options and 4 custom options. Note, if you select
Packet Reflector/CommsServer you will receive data from all of the data
transmission channels on the specified Wave Glider.

11. Click OK on the Restriction Form and the Wave Glider will be added to the
Subscriber Form as an allowed output source.

Adding a Restriction to a Subscriber

’ B x|

File Edit Tools Help

Output Sinks | Qutput Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Performance |

Registered Subscribers

Edit

[# Subscriber EIM

Subscriber Form
Address  10.0.1.233

Remove

Port 100023

Protocol TCP

Log Events Fiter Sync to Source Display Performance Data el Packet Reflector/COM Server

Packet Reflector Application Starting. [] No Restrictions
Object reference not set to an instance of an object.

@ Alow Al ) Deny All
Uniqueld: 1094795585, Packet Reflector/COM Ser|

Global Enables

Failover Settin{|
@ Master Mogs|

IP Addr  localhost

Port 10101

12. Click OK on the Subscriber Form and the new restricted subscriber will be added to the

Registered Subscribers list under the Output Sinks tab on the packet reflector
Home Screen.
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Adding a Restriction to a Subscriber

3 o e

File Edit Tools Help

Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Corfiguration Sources | Settings | Peformance |

Registered Subscribers
10.0.1.233, 100023, TCP, Packet Reflector/COM Server, With F

Edit

Remove

Qutput To WGMS

Log Events Fiter Sync to Source Display Performance Data ltems to display 50

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Failover Settings
@ Master Mode () Slave Mode

IP Addr  localhost

Port 10101

The following steps explain how you can configure restrictions to prevent the subscriber from
receiving data from specific Wave Gliders:

13. If you want to prevent the subscriber from receiving data from one or more specific Wave
Gliders, deselect the No Restrictions check-box, select the Deny All radio button, and
click Add. The Restriction Form will appear.
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Adding a Registered Subscriber - Restricted Deny All

Liquid Robotics Proprietary

File Edit Tools Help
Output Sinks | Qutput Sources | Command Sinks | Command Sources | C Sinks | Configuration Sources | Settings | F
Registered Subscribers
{L] [# Subscriber =@ %
Edt
Subscriber Form
Remove
Address 1001233
Pot 100023
Output To
Protocol  TCP -
[¥] Log Events [¥] Fiter Syncto Source (7] Display Perfomance Data Packet V“m" =
Packet Reflector Application Starting Bt
Object reference not set to an instance of an object ©) Allow Al @ Deny Al
L—)RestrictionForm = @ ® -m
Restriction Form -3-
.
e e
ten to Outp Channel  Packet Reflector/COM Server - L
oK Gancel Sopsevce || DebwgAn |

14. Enter the Unique Id for the Wave Glider that you do not want to receive data from. You
can find this information in the Vehicle Info screen on eWGMS - click Vehicle
Unique Id, then click Edit Part and the Part Info screen will appear. Enter the

vehicle Serial

Number from the Part Info screen into the Unique Id field in the Restriction Form.

Wave Glider Vehicle Info - Vehicle Unique Id

& Bench Rev 3C: Edit - Google Chrome

[ gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=31&entitytype=48

Vehicle

L Record Info

ég_ Waypoints

ﬁ-“ Operation Polygo...
% Map

W & Event Definitions
2L Errors

5‘?_ Telemetry

S Commands

%5 Configurations

g Vehicle Parsed C..
g Statuses

# Courses

A2 Part Identifications
{§ Power Ctl Statuses|
2% RudderControls
B Lists

22 Raw Outputs
~J Notes

) Attachments

| W —
et | X close | & | D [vehicle Form

&%~ Search Here

= |

Bench Rev 3C: Edit

Vehicle Info

Vehicle Name Bench Rev 3C

Fleet Association i?nglneermg Fleet -

Icon [Eﬂreenlcon :] Icon Size

.3 Auto Respond

Part Info

[sman

Hal Bench Rev 3C
=45 Float

Iridium Modem

m Firmware Level
I.‘_D Vehicle Unique Id
&) dit Part

2 Attach Note
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Vehicle Unique Id - Part Info
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@ ciicleshioinn el dsa@nonieGheome (o [@ e
[ gliders.wgms.com/pages/EntityPage.aspx?orgid=1&id=1834&entitytype=49&parenttype=48&parentid=31&vehicleid=31
File Help &%~ Search Here A
e e X close | & | P [Part Form vl 7‘ T
Part Vehicle Unique Id: Edit & |
[ &) Record Info Part
&) Sub Parts
” Part Info
1% Audit Records
ZJ Notes Part Name Vehicle Unique Id
Parent Part ] Revision A
Build Date iy (2, Expected Life T. &
Part Number Remaining Life. &
Serial Number 1094795585 LR Serial Num...
S Unique 1d [=] vehicle 2L BenchRev 3¢ | ]
Manufacturer T...  Not Specified v
Related Information
Owner ] organization & Gliders 3
Created On 201 | @} 15:3.] (@ Updated on 201 | @2 &
Created By 8 System Admin 3 Updated By 8 System Admin f]\
« - o 5

15. Enter the International Mobile Station Equipment Identity (IMEI) that identifies the Iridium
modem on the Wave Glider that you do not want to receive data from. You can find this
information in the Vehicle Info screen on eWGMS - click Iridium Modem, then click
Edit Part and the Part Info screen will appear. Enter the Iridium modem Serial
Number from the Part Info screen into the IMEI field in the Restriction Form.

Wave Glider Vehicle Info - Iridium Modem

& Bench Rev 3C: Edit - Google Chrome

[3) gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=31&entitytype=48

\ ab Record Info
,.,! Waypoints
ﬁt Operation Polygo..
9 Map
4 Event Definitions
4L Errors

| ,.’2 Telemetry

,’§ Commands

%! Configurations

AR vehicle Parsed C

22 Statuses

& Courses

A2 Part Identifications|
{§ Power Ctl Statuses|
,’ﬁ RudderControls

B Lists

,’f Raw Outputs

~J Notes

-8 Attachments

Vehicle Info

Eile Help 2%~ Search Here A
e e X close | & | 3 [vehicle Form 3] T ’
Vehicle Bench Rev 3C: Edit =L

Vehicle Name Bench Rev 3C
Fleet Association | Engineering Fleet
Icon Greenlcon

Default Comm ... ﬁ Iridium

Part Info

3 Auto Respond

= |
:] Icon Size

Small

m

Bl Bench Rev 3C
B ) Float
@&l Iridium Modem

prs —
.gDVeh S attach Note
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[ridium Modem - Part Info

- »
@ Iridium MWTMgIe Chrome 3 . - E@u
Cj pacx.wgms.com/pages/EntityPage.aspx?orgid=1&id=319&entitytype=498parenttype=498&parentid=3188&vehicleid=31
Eile Help 2%~ Search Here A
s e s X Close = ) |Part Form (] T
Iridium Modem: Edit ]
‘ @2 Record Info Part
» &) Sub Parts
& Part Info
| & Audit Records
ZJ Notes Part Name Iridium Modem
Parent Part :,:] Float :I Revision
Build Date “T} i‘, Expected Life Time 0 minutes ,2,
Part Number Remaining Life Ti... 0 minutes &,
Serial Number 300025010508020 LR Serial Number
Type Iridium Modem 7} Vvehicle L Bench Rev 3C T]
c— — pe—
Manufacturer Type | 95228 [+]
Related Information
Owner :l Organization {3 Gliders T!
Created On 2008/.. | [Fig 19:15. (B Updated On 2011/..| [@ip23:52.. By
Created By 8 System Admin :I Updated By 8 Jim Kirklin TJ
< m »
= C ]

16. Select the data transmission Channel used by the Wave Glider for transmitting the data that you
do not want to receive. There are 7 preconfigured options and 4 custom options, however, only
the Packet Reflector/COM Server data transmission channel is supported with output sink
subscribers because that is the communications link between the packet reflector and eWGMS.
You must select the Packet Reflector/COM Server option.

17. Click OK on the Restriction Form and the output source will be added to the
Subscriber Form as a denied output source.
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Adding a Restriction to a Subscriber
_# Packet Re - [ O

File Edit Tools Help
Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources [ Settings | Perfomance |
Registered Subscribers
Add
[# Subscriber = 2
Edt
Subscriber Form
Remove
Address  10.0.1233
Pot 100023
Output To
Protocol  TCP -
[7] Log Events [¥] Fiter Syncto Source  [¥] Display Performance Data Channel  Packet Reflector/COM Server -
Packet Reflector Application Starting (7] No Restrictions
Object reference not set to an instance of an object. © MowM ©® Dey Al
Uniqueld: 1094795585, Packet Reflector/COM Sel
Giobal Enables Falover Settin
and Source IP Addr  localfioef
Pot 10101 Sopsevce || Debughn |

18. Click OK on the Subscriber Form and the new restricted subscriber will be added to the

Registered Subscribers list under the Output Sinks tab on the packet reflector
Home Screen.

Adding a Restriction to a Subscriber

[ 7 Packet Reflect o o |

File Edit Tools Help

Output Sinks | Qutput Sources | C j Sinks | Command Sources | Configuration Sinks | Corfi

Registered Subscribers
10.0.1.233, 100023, TCP, Packet Reflector/COM Server, With F

Edit

Remove

Output To WGMS

Log Events Fiter Sync to Source Display Performance Data ltems to display 50

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Failover Settings
@ Master Mode () Slave Mode
IP Addr  localhost

Port 10101
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8.2.3 Editing Registered Subscribers

To edit a registered subscriber:

1. Selectasubscriber in the Registered Subscribers list and click Edit - a
Subscriber Form containing the configuration parameters for the selected subscriber
will appear.

2. Make edits to the Address, Port, Protocol, and Channel fields, as needed.

3. Ifthe No Restrictions check-box is selected and you do not need to add any restrictions to
the subscriber configuration, click OK and the edited subscriber will be added to the
Registered Subscribers list under the Output Sinks tab on the packet reflector
Home screen.

fyou need to add or edit restrictions to limit the Wave Glider communication channels
that the subscriber can receive data from, perform the following steps:

4. Deselect the No Restrictions check-box, select the Allow All radio button, and click
Add. The Restriction Form will appear.

5. Make edits to the Unique Id, IMEI, and Channel fields, as needed.

6. Click OK on the Restriction Form and the Wave Glider communication channel will
be added to the Subscriber Form as an allowed output source.

7. Click OK on the Subscriber Form and the edited restricted subscriber will be added to
the Registered Subscribers list under the Output Sinks tab on the packet reflector
Home Screen.

f you need to add or edit restrictions to prevent the subscriber from receiving data
from specific Wave Glider communication channels, perform the following steps:

8. Deselect the No Restrictions check-box, select the Deny All radio button, and click
Add. The Restriction Form will appear.

9. Make edits to the Unique Id, IMEI, and Channel fields, as needed.

10. Click OK on the Restriction Form and the Wave Glider communication channel will
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be added to the Subscriber Form as a denied output source.

11. Click OK on the Subscriber Form and the edited restricted subscriber will be added to

the Registered Subscribers list under the Output Sinks tab on the packet reflector
Home Screen.

8.2.4 Removing Registered Subscribers

To delete a registered subscriber from the packet reflector configuration, select a registered subscriber
in the Registered Subscribers list and click Remove.

8.2.5 Configuring Output Sources

Packet reflector output sources are subscribers registered to send data packets to packet reflector
output sinks. When you click on the Output Sources tab, the Registered Subscribers
list appears in the configuration window. Registered subscribers can be added, edited, or removed.

Adding Registered Subscribers

To add a registered subscriber:

1. Click Add and the Subscriber Form will appear.

Adding a Registered Subscriber

Packet Reflector ’Z’@II‘[
File Edit Tools Help
Output Sinks | Output Sources | Command Sinks I Command Sources I Confi 1 Sinks I C ion Sources I Settings ] F I
Registered Subscribers ‘
Add
[—] l,? Subscriber EIM
Edit
Subscriber Form
Remove
Address R
Port 0
Protocol  TCP -
Log Events [V] Fiter Syncto Source  [¥] Display Perfommance Data Channel lidum Relay v
Packet Reflector Application Starting.
Object reference not set to an instance of an object ®
Global Enables Failover Settingy
© Master Mods
IP Addr  localPeR
Port 10101 Stop Service ] [ Debug Run ‘

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 33



eWGMS Installation & Admin Guide Liquid Robotics Proprietary

2. Enter the Address (IP address or Fully Qualified Domain Name) of the subscriber.
3. Enter the Port used to access the subscriber.

4.  Select the data transmission protocol (TCP or UDP) to be used from the Protocol drop-
down menu.

5. Select the data transmission channel to be used from the Channel drop-down menu. There
are 7 preconfigured options and 4 custom options, as follows:

Packet Reflector/COM Server
* Iridium Relay

+ XBee Relay

+ Serial Relay

* WiFi Relay

* Alt Iridium Relay

* Iridium EMSS Relay

* Custom Relay Type 7

+ Custom Relay Type 8

* Custom Relay Type 9
* Custom Relay Type 10

6. The No Restrictions check-box is selected by default. Restrictions cannot be
configured on output sources. Click OK and the new subscriber will be added to the
Registered
Subscribers list under the Output Sources configuration tab on the packet reflector
Home Screen.
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Adding a Registered Output Source Subscriber

s R .
File Edit Tools Help

Output Sinks | Output Sources | Command Sinks ] Command Sources I Configuration Sinks I Corfiguration Sources I Settings ] Perf

Registered Subscribers

Edit

[# Subscriber

Subscriber Form
Address  10.0.1.233

Remove

Port 100023

TCP

- Iridium R
Log Events Fiter Sync to Source [ Display Performance Data fidum Relay

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Global Enables Failover Setting
t @ Master Mod

IP Addr  localhost

Port 10101

Editing Registered Subscribers

To edit a registered subscriber:

1. Select a subscriber in the Registered Subscribers list and click Edit - a

Subscriber Form containing the configuration parameters for the selected subscriber
will appear.

2. Make edits to the Address, Port, Protocol, and Channel fields, as needed.

3. The No Restrictions check-hox is selected by default. Restrictions cannot be configured
on output sources.

Click OK on the Subscriber Form and the edited restricted subscriber will be added to the

Registered Subscribers list under the Output Sources tab on the packet reflector
Home Screen.

Removing Registered Subscribers

To delete a registered subscriber from the packet reflector configuration, select a registered subscriber
in the Registered Subscribers list and click Remove.
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8.2.6 Configuring Command Sinks
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Packet reflector command sinks are subscribers registered to receive command data packets from
packet reflector command sources (typically eWGMS). When you click on the Command Sinks

tab, the Registered Subscribers list appears in th
subscribers can be added, edited, or removed.

Adding Registered Subscribers

To add a registered subscriber:
1. Click Add and the Subscriber Form will appear.

Adding a Registered Subscriber

_# Packet Reflectof

File Edit Tools Help

e configuration window. Registered

l Output Sinks I OttpdSoucesI Command Sinks | Command Sources I Configuration Sinks I Configuration Sources I Settings ] Pedormanee]

Registered Subscribers

Edit

Remove

[# Subscriber

Subscriber Form
Address  Server
Port 0

Protocol TCP

Log Events Fiter Syncto Source V] Display Performance Data

Channel Irdium Relay

Packet Reflector Application Starting
Object reference not set to an instance of an object.

No Restrictions

@

Global Enables Failover Setting

@ Master Mog

IP Addr  localhost

Port 10101

2. Enter the Address (IP address or Fully Qualified Domain Name) of the subscriber.

3. Enter the Port used to access the subscriber.

4.  Select the data transmission protocol (TCP or UDP) to be used from the Protocol drop-

down menu. TCP is the default protocol setting and it

is recommended.

5. Select the data transmission channel to be used from the Channel drop-down menu. There
are 7 preconfigured options and 4 custom options, as follows:

e Packet Reflector/COM Server
e Iridium Relay

SEE COVER PAGE FOR EXPORT CLASSIFICATION

Liquid Robotics Proprietary | 36



eWGMS Installation & Admin Guide Liquid Robotics Proprietary

XBee Relay

Serial Relay

WiFi Relay

Alt Iridium Relay

e Iridium EMSS Relay

e Custom Relay Type 7
e Custom Relay Type 8
e Custom Relay Type 9
e Custom Relay Type 10

6. The No Restrictions check-box is selected by default. If you do not want to restrict the
Wave Glider communication channels that a command sink subscriber can receive
command packets over, click OK and the new unrestricted command sink subscriber will be
added to the Registered Subscribers list under the Command Sinks
configuration tab on the packet reflector Home Screen.

Adding a Registered Subscriber - No Restrictions

2 Packet Reflecta B x|

File Edit Tools Help

l Output Sinks I OupuSouceAI Command Sinks | Command Sources I Configuration Sinks I Corfiguration Sources I Settings l Pedormaneal

Registered Subscribers

[# Subscriber ‘:- =l X ‘

Edit

Subscriber Form
Address  10.0.1.233

Remove

Port 100023

Protocol TCP

Channel  Iidium Relay
Log Events Fiter Sync to Source Display Performance Data

No Restrictions
Packet Reflector Application Starting.
Object reference not set to an instance of an object. @

Global Enables Failover Settin|
@ Master Mo
IP Addr  localhost

Port 10101

he following steps explain how you can configure restrictions to limit the
communication channels that a Wave Glider can receive command packets over:

7. If you want to limit the command sink subscribers that a Wave Glider can receive data packets
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from to one or more specific communication channels, deselect the No Restrictions
check- box, select the Allow All radio button, and click Add. The Restriction Form
will appear.

Adding a Registered Subscriber - Restricted Allow All

s [

File Edit Tools Help

| Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Peformance |

Registered Subscribers

L)Subscriber ‘:. =] PX4 ‘

Edit

Subscriber Form
Address  10.0.1.233
Pot 100023

Remove

Protocol TCP

Channel Irdium Relay

Log Events Fitter Sync to Source Display Performance Data
[] No Restrictions

Packet Reflector Application Starting
Object reference not set to an instance of an object. @ Allow Al ) Deny Al

|
LI RestrictionForm @M

Restriction Form

Unique Id
IMEI

Global Enables

Channel  Iidium Relay

8.  Enter the Unique Id for the Wave Glider that the command sink subscriber will be allowed
to transmit command packets to. You can find this information in the Vehicle Info screen on
eWGMS - click Vehicle Unique Id, then click Edit Part and the Part Info screen
will appear. Enter the vehicle Serial Number from the Part Info screen into the
Unique Id field in the Restriction Form.
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@ Bench Rev 3C: Edit - Google Chrome

[ gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=31&entitytype=48
||
Eile Help ‘ 3%~ Search Here [| A
X close & | 3 [vehicle Form (=]
Vehicle Bench Rev 3C: Edit
2L Record Info [ZIER| settings | File System | Related Info
? waypoints
b Vehicle Info
| :F Operation Polygo...
3 Map Vehicle Name Bench Rev 3C
| & Event Definitions Fleet Association |Engineering Fleet |+
& s — wnsae  [5ma
1 o Telemetry - .
": Default Comm ... a= Iridium g Auto Respond 1
2 Commands o
Bl i
2! Configurations part Info
A3 Vehicle Parsed C...
|| 22 Statuses -
A% Communication ... .l Bench Rev 3¢
# Courses E&A Float
A2 Part Identifications| & rridium Modem
3 Fi Level \
[ Power Ctl Statuses| - @ |rmw.are v L3
1@ Vehicle Unique Id
2% RudderControls N J
o Edit Part
B Lists 2 Aattach Note|
22 Raw Outputs
=J Notes
) Attachments
i hd _ 3 - . 4

Vehicle Unique Id - Part Info

@ Vehicle Unique Id: Edit - Google Chrome

e )

[ gliders.wgms.com/pages/EntityPage.aspx?orgid=1&id=1834&entitytype=498&parenttype=48&iparentid=31&vehicleid=31

File Help 3%~ Search Here

[l A

1 R ciose | & | 3 [PartForm 2]
Vehicle Unique Id: Edit

1094795585 LR Serial Num...

[Un:que 1d ~ | vehicle

Serial Number
Type

Manufacturer T... Not Specified

Related Information

&) Record Info Part

¢z] Sub Parts

& Part Info

%% Audit Records

ZJ Notes Part Name Vehicle Unique Id
Parent Part [3 Revision
Build Date @ :9; Expected Life T... é;
Part Number Remaining Life... é;

m

2l Bench Rev 3C D

Owner ;l Organization
Created On 201..| [ 15:3. (& Updated on
Created By 8 System Admin g Updated By

& Gliders E
B &
a System Admin G

201..
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9.  Enter the International Mobile Station Equipment Identity (IMET) that identifies the
Iridium modem on the Wave Glider that the command sink subscriber will be allowed to
transmit data to. You can find this information in the Vehicle Info screen on eWGMS
- click
Iridium Modem, then click Edit Part and the Part Info screen will appear. Enter the

Iridium modem Serial Number from the Part Info screen into the IMEI field in the
Restriction Form.

Wave Glider Vehicle Info - Iridium Modem

C Bench Rev 3C: Edit - Google Chrome @M

D gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=318entitytype=48

File Help &%~ Search Here A
AT X close | & | 3 [vehicle Form - [v] —

Vehicle Bench Rev 3C: Edit

|

5__! Waypoints

Vehicle Info
11* Operation Polygo...
3 Map Vehicle Name  Bench Rev 3C “
ol & Event Definitions Fleet Association | Engineering Fleet Z]
'
2> Errors Icon Greenlcon :] Icon Size Small 3 =
b 3] 4 Telemetry i
= Default Comm ... a— Iridium 3 Auto Respond
& L
2= Commands
%] Configurations Part Info

A3 Vehicle Parsed C

22 Statuses

H ol Bench Rev 3C

# Courses =14 Float
A2 Part Identifications @ Iﬁdium Modem
{§ Power Ctl Statuses| @] &) edit part

:?l) Veh =
~= RudderControls S Attach Note

B Lists
22 Raw Outputs
=J Notes

&) Attachments
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[ridium Modem - Part Info

E - - - @
ridium m: Edit - gle Chrome - - - " .
€ TIridium Modem ogle Chrome . & =
| [j pacx.wgms.com/pages/EntityPage.aspx?orgid=18&id=319&entitytype=49&parenttype=498&iparentid=318 &vehicleid=31
File Help 8%~ Search Here A
X ciose | & | 3 [Part Form ) [v] —iF
Iridium Modem: Edit (o] ‘
Record Info Part
(@) Sub Parts
e Part Info
Ml 12 Audit Records
=) Notes Part Name Iridium Modem
Parent Part &) Float 3 Revision
Build Date E ::‘, Expected Life Time 0 minutes a,
Part Number Remaining Life Ti.. 0 minutes 3,
Serial Number 300025010508020 LR Serial Number
Type Iridium Modem [+] vehicle =L Bench Rev 3C q
Manufacturer Type |95228 [+]
Related Information
Owner ;! Organization & Gliders
Created On 2008/.. [fig 19:15..] (B Updated On 2011/...| [Big23:52..
Created By s System Admin ! Updated By s Jim Kirklin
<« (T »
I -

10. As in Figure 4.28, Select the Wave Glider transmission Channel used by the command sink
subscriber you want to receive command packets from. There are 7 preconfigured options
and 4 custom options, as follows:

- Packet Reflector/COM Server

* Iridium Relay

XBee Relay

Serial Relay

WiFi Relay

Alt Iridium Relay

* Iridium EMSS Relay
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+ Custom Relay Type 7

* Custom Relay Type 8

Custom Relay Type 9

Custom Relay Type 10

11. Click OK on the Restriction Form and the Wave Glider communication channel will
be added to the Subscriber Form as an allowed command source.

Adding a Restriction to the Subscriber Form

(2 racketreiecor A ]

File Edit Tools Help

| Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Corfiguration Sources | Settings | Peformance |
Registered Subscribers

[# Subscriber ‘ﬂ‘

Edit

Subscriber Form
Address  10.0.1.233

Remove

Port 100023

Protocol TCP

Channel Iridium Relay
Log Events Fitter Sync to Source Display Performance Data

[] No Restrictions
Packet Reflector Application Starting
Object reference not set to an instance of an object. @ Allow Al ) Deny Al

IMEI: 300025010508020, Iridium Relay

Global Enables Failover Setting
€ ¢ @ Master Mo

IP Addr  localhost

Port 10101

12. Click OK on the Subscriber Form and the new allowed subscriber will be added to the

Registered Subscribers list under the Command Sinks tab on the packet
reflector Home Screen.
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File Edit Tools Help
Output Sinks | Output Sources | Command Sinks | Command Sources | Cx Sinks | C: Sources | Settings |
Registered Subscribers
10.0.1.233, 100023, TCP, Inidium Relay, With Restrictions! Add
Edit
Remove
Commands To Iridium or Relays
Log Events Fiter Sync to Source Display Peformance Data temsto display 50
Packet Reflector Application Starting.
Object reference not set to an instance of an object.
Failover Settings
© Master Mode () Slave Mode
IP Addr  localhost
Lister = Ser rf Pot 10101 Stop Service ][ Debug Run

The following steps explain how you can configure restrictions to prevent the Wave Glider from
receiving command packets over specific communications channels:

13. If you wantto prevent the Wave Glider from receiving command packets from one or more specific
communication channels, deselect the No Restrictions check-box, select the Deny All
radio button, and click Add. The Restriction Form will appear.

Adding a Registered Subscriber - Restricted Deny All

File Edit Tools Help
Output Sinks | Output Sources | Command Sinks | Command Sources [ Configuration Sinks | Configuration Sources | Settings | Perf ‘
Registered Subscribers
| Add
L? Subscriber ‘Ml
Edit
Subscriber Form
Remove
Address  10.0.1.233
Port 100023
Output To
Protocol  TCP .
Log Events Fiter Sync to Source Display Peformance Data Channel  kidum Relay -
Packet Reflector Application Statting. ) [~} No Restrictions
Object reference not set to an instance of an object. © AlowAl @ Deny Al
[
[# RestrictionForm |ﬂ‘
Restriction Form
Urique d
Channel  Indium Relay -
swseves || Oswghm |
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14. Enter the Unique Id for the Wave Glider that you do not want command packets
transmitted to. You can find this information in the Vehicle Info screen on eWGMS -
click Vehicle Unique Id, then click Edit Part and the Part Info screen will

appear. Enter the vehicle

Serial Number from the Part Info screen into the Unique Id field in the

Restriction Form.

Wave Glider Vehicle Info - Vehicle Unique Id

C Bench Rev 3C: Edit - Google Chrome

ey =

[ gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=31&entitytype=48

File Help
X Close

Bench Rev 3C: Edit

Vehicle Info

2%~ Search He

& | |vehicle Form [v]

Vehicle

L Record Info

2 Waypoints

re

I‘f‘ Operation Polygo.
2 Map

4 Event Definitions

Vehicle Name Bench Rev 3C

[-]
Z] Icon Size

g Auto Respond

Fleet Association | Engineering Fleet

1
> Errors

Icon Greenlcon

5P Telemet:
f’_. i Default Comm ... A= [ridium
,ﬁ Commands

Bl
2 Configurations part Info

Small

A3 Vehicle Parsed C

22 Statuses

A% Communication Hal Bench Rev 3C

E&) Float
‘.D Iridium Modem
&) Firmware Level
ﬂ Vehicle Unique Id

J Aattach Note

& Courses

A2 Part Identifications|
{§ Power Ctl Statuses
2% RudderControls
B Lists

22 Raw Outputs
=J Notes

-8 Attachments

Vehicle Unique Id - Part Info

& Vehicle Unique Id: Edit - Google Chrome

= | O e

Y gliders.wgms.com/pages/EntityPage.aspx?orgid=18&id=1834&entitytype=498&parenttype=48&parentid=31&vehicleid=31
g g 9 9 9! Y P Y

Eile Help 8%~ Search Here

et R ciose | @ | 7 [PartForm =]

2] Record Info
&) Sub Parts

Part

Pa Vehicle Unique Id: Edit <]

A

Manufacturer T... Not Specified

Related Information

Part Info

%% Audit Records

ZJ) Notes Part Name Vehicle Unique Id
Parent Part 3 Revision
Build Date I‘{ 3\, Expected Life T... 3,
Part Number Remaining Life.. e,
Serial Number 1094795585 LR Serial Num...
Type [Unique 1d [~] vehicle 2k Bench Rev 3C | [

Owner q Organization
Created On 201..| [@i}15:3.. (B Updated On
Created By € system Admin | [T updated By

& Gliders
201..| [B 21

8 system Admin
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15. Enter the International Mobile Station Equipment Identity (IMETI) that identifies the Iridium
modem on the Wave Glider that you do not want command packets sent to. You can find this
information in the Vehicle Info screen on eWGMS - click Iridium Modem, then click
Edit Part and the Part Info screen will appear. Enter the Iridium modem Serial
Number from the Part Info screen into the IMEI field in the Restriction Form.

Wave Glider Vehicle Info - Iridium Modem

C Bench Rev 3C: Edit - Google Chrome @M

D gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=318&entitytype=48

File Help

&%~ Search Here A
= e X close & | 3 [vehicle Form - = | _"'
Vehicle Bench Rev 3C: Edit =L
& Waypoines Vehicle Info
11* Operation Polygo...
3 Map Vehicle Name ~ Bench Rev 3C
. & Event Definitions Fleet Association | Engineering Fleet Z] “
.‘.-!»— Errors Icon Greenlcon :] Icon Size Small 3 =
1 bp Feictherty Default Comm ... »,—r Iridium 3 Auto Respond
~S Commands )
%] Configurations Part Info

A3 Vehicle Parsed C

22 Statuses

H ol Bench Rev 3C

# Courses =14 Float
A2 Part Identifications @ Iﬁdium Modem
{§ Power Ctl Statuses| @ &) edit part

:?l) Veh =
~= RudderControls S Attach Note

B Lists

22 Raw Outputs
=J Notes

) Attachments
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[ridium Modem - Part Info

E - - @
@ Iridium MMQ!G Chrome 3 - - - lﬂ‘_g
| Lj pacx.wgms.com/pages/EntityPage.aspx?orgid=18&id=319&entitytype=49&parenttype=498&iparentid=318 &vehicleid=31
File Help 8%~ Search Here A
X ciose | & | 3 [Part Form [v] 7|_
Part Iridium Modem: Edit ;]
{ % Record Info Part
(@) Sub Parts
e Part Info
Ml 12 Audit Records
=) Notes Part Name Iridium Modem
Parent Part &) Float 3 Revision
Build Date E ::‘, Expected Life Time 0 minutes &,
Part Number Remaining Life Ti.. 0 minutes e,
Serial Number 300025010508020 LR Serial Number
Type Iridium Modem [+] vehicle ~L Bench Rev 3C |
Manufacturer Type |95228 [+]
Related Information
Owner ;| Organization & Gliders
Created On 2008/.. [fip19:15..] (B Updated On 2011/...| [Big23:52..
Created By s System Admin ! Updated By s Jim Kirklin
<« (T »
I -

16. Select the Wave Glider communication Channel that you do not want to receive command
packets on. There are 7 preconfigured options and 4 custom options, as follows:

- Packet Reflector/COM Server

* Iridium Relay

+ X Bee Relay

Serial Relay

+ Wiki Relay

Alt Iridium Relay
* Iridium EMSS Relay

+ Custom Relay Type 7
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+ Custom Relay Type 8

+ Custom Relay Type 9

+ Custom Relay Type 10

17. Click OK on the Restriction Form and the Wave Glider communication channel will
be added to the Subscriber Form as a denied command source.

Adding a Restriction to the Subscriber Form

_# Packet Reflecto

File Edit Tools Help

| Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Perf

Registered Subscribers

[# Subscriber

Edit
Subscriber Form

Remove
Address  10.0.1.233

Port 100023

Command

Protocol  TCP

Channel Iridium Relay
Log Events Filter Sync to Source Display Performance Data

Packet Reflector Application Starting.
Object reference not set to an instance of an object. @ Alow Al ) Deny Al

IMEI: 300025010508020. Iridium Relay

[] No Restrictions

Failover Settin|
@ Master Mo
IP Addr  localhost

Port 10101

18. Click OK on the Subscriber Form and the new restricted subscriber will be added to
the Registered Subscribers list under the Command Sinks tab on the packet
reflector Home Screen.
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Adding a Restricted Subscriber
| Packet Reflecto B x|

File Edit Tools Help

l Output Sinks I OttpulSou'ceAI Command Sinks | Command Sources I Configuration Sinks I Corfiguration Sources I Settings ] Pedormaneel

Registered Subscribers
10.0.1.233, 100023, TCP., Indium Relay. With Restrictions!

Edit

Remove

Log Events Fiter Sync to Source (V] Display Performance Data ltems to display 50

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Global Enables Failover Settings
@ Master Mode () Slave Mode
IP Addr  localhost

Port 10101

8.2.7 Editing Registered Subscribers

To edit a registered subscriber:

1. Selecta subscriber in the Registered Subscribers list and click Edit - a

Subscriber Form containing the configuration parameters for the selected subscriber
will appear.

2. Make edits to the Address, Port, Protocol, and Channel fields, as needed.

3. Ifthe No Restrictions check-box is selected and you do not need to add any restrictions to
the subscriber configuration, click OK and the edited subscriber will be added to the

Registered Subscribers list under the Command Sinks tab on the packet reflector
Home screen.

If you need to add or edit restrictions to limit the Wave Glider communication channels the
subscriber can receive data from, perform the following steps:

4. Deselect the No Restrictions check-box, select the Allow All radio button, and click
Add. The Restriction Form will appear.

5. Make edits to the Unique Id, IMEI, and Channel fields, as needed.
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6. Click OK on the Restriction Form and the Wave Glider communication channel will
be added to the Subscriber Form as an allowed command source.

7. Click OK on the Subscriber Form and the edited restricted subscriber will be added to
the Registered Subscribers list under the Command Sinks tab on the packet
reflector Home Screen.

If you need to add or edit restrictions to prevent the Wave Glider from receiving command packets
over specific communication channels, perform the following steps:

8. Deselect the No Restrictions check-box, select the Deny All radio button, and click
Add. The Restriction Form will appear.

9. Make edits to the Unique Id, IMEI, and Channel fields, as needed.

10. Click OK on the Restriction Form and the Wave Glider communication channel will
be added to the Subscriber Form as a denied command source.

11. Click OK on the Subscriber Form and the edited restricted subscriber will be added to
the Registered Subscribers list under the Command Sinks tab on the packet
reflector Home Screen.

8.2.8 Removing Registered Subscribers

To delete a registered subscriber from the packet reflector configuration, select a registered
subscriber in the Registered Subscribers list and click Remove.

8.3 Configuring Command Sources

Packet reflector command sources are subscribers registered to send command data packets to packet
reflector command sinks. When you click on the Command Sources tab, the Registered
Subscribers list appears in the configuration window. Registered subscribers can be added,
edited, or removed.

8.3.1 Adding Registered Subscribers

To add a registered subscriber:

1. Click Add and the Subscriber Form will appear.
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Adding a Registered Subscriber
EETms . s, o=

File Edit Tools Help

l Output Sinks I Output Sources I Command SinksJ Command Sources ICnriigumion Sinks I Corfiguration Sources I Settings ] Pedormamel

Registered Subscribers

Edit

[# Subscriber ‘ﬂ

Subscriber Form
Address  Server
Port 0

Remove

Protocol TCP

Log Events Fiter Sync to Source (V] Display Performance Data Crannel | kidum Relay

Packet Reflector Application Starting. No Restrictions
Object reference not set to an instance of an object. -

@

Global Enables Failover Setting
@ Master Mod

IP Addr  localhost

Port 10101

2. Enter the Address (IP address or Fully Qualified Domain Name) of the subscriber.
3. Enter the Port used to access the subscriber.

4. Select the data transmission protocol (TCP or UDP) to be used from the Protocol drop-
down menu.

5. Select the data transmission channel to be used from the Channel drop-down menu. There
are 7 preconfigured options and 4 custom options, as follows:

- Packet Reflector/COM Server
* Iridium Relay
+ XBee Relay
+ Serial Relay
+ WiFi Relay
* Alt Iridium Relay
* Iridium EMSS Relay
+ Custom Relay Type 7
* Custom Relay Type 8
+ Custom Relay Type 9
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+ Custom Relay Type 10

The No Restrictions check-box is selected by default. If you do not want to restrict the

Wave Glider communication channels command packets can be transmitted over, click OK and
the

new unrestricted subscriber will be added to the Registered Subscribers list under the

Command Sources configuration tab on the packet reflector Home Screen.

Adding a Registered Subscriber - No Restrictions
2 Packet Reflcto Bl x|

File Edit Tools Help

| Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Peformance |
Registered Subscribers

Edit

[# Subscriber ‘ﬂ

Subscriber Form
Address  10.0.1.233

Remove

Port 100023

TCP

Log Events Filter Sync to Source Display Performance Data Packet Reflector/COM Server

Packet Reflector Application Starting. No Restrictions
Object reference not set to an instance of an object. -

@

Global Enables

Failover Setting
@ Master Mog

IP Addr  localhost

Port 10101

The following steps explain how you can configure restrictions to limit the Wave Glider communication
channels that can receive command packets from the subscriber:

7. Ifyouwant to limit the Wave Glider communication channels that can receive command packets,

deselect the No Restrictions check-box, select the Allow All radio button, and click
Add. The Restriction Form will appear.
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File Edit Tools Help
| Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sk | Corfiguration Sources | Settings | Pedomance |
_ L)Subscriber = @ X
>y = ==
Subscriber Form
Remove
Address  10.0.1233
Pot 100023
Command
Protocol  TCP v
7] Log Events 9] Fter Syncto Source (9] Display Pesformance Data SEERS ) Sl ey >
Packet Reflector Application Starting [Z] No Restictions
Object reference not set to an instance of an object © AlowAl ) Deny Al
[
L’ResuiclionForm = |\ X
Restriction Form -E’
Unique Id S
s el
t t Channel  Serial Relay -
0K Cancel Stop Service. H Debug Run ]

Enter the Unique Id for the Wave Glider that you want to restrict command packets

transmissions to. You can find this information in the Vehicle Info screen on eWGMS -
click Vehicle Unique 1d, then click Edit Part and the Part Info screen will
appear. Enter the vehicle Serial Number from the Part Info screen into the Unique

Id field in the Restriction Form.

Wave Glider Vehicle Info - Vehicle Unique Id

& Bench Rev 3C: Edit - Google Chrome

[ gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=31&entitytype=48

vfile Help :fv Search Here

‘ X Close = | : | Vehicle Form

Bench Rev 3C: Edit

=] |

csS

LT REETEE <o+ | Fie 5ystem | nelted oo
? Waypoints [

2= VRS Vehicle Info

3¢ Operation Polygo...

L Map Vehicle Name Bench Rev 3C I
j & Event Definitions Fleet Association | Engineering Fleet =]
| e oo [Groentoon [ B sl = ||t

5P Telemets . p

b: i Default Comm ... a— Iridium 3 Auto Respond

5& Commands N

Bl i

A3 Configurations part Info

A vehicle Parsed C..

22 Statuses Ta]

ﬁ Communication ... Bl Bench Rev 3¢

# Courses E & Float

A2 Part Identifications m Iridium Modem

&) Firmware Level '
{§ Power Ctl Statuses . : L4
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RudderControls =

== & edit part

‘ HE J Attach Note

; Raw Outputs

=J Notes

&) Attachments

.
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Vehicle Unique Id - Part Info

& Vehicle Unique Id: Edit - Google Chrome @m
[ gliders.wgms.com/pages/EntityPage.aspx?orgid=1&id=1834 &entitytype=498parenttype=488&parentid=318&vehicleid=31
Eile Help &%~ Search Here A
€ Part Form
robofics X Close I A |Part For [=]
Vehicle Unique Id: Edit ]

&2 Record Info Part

‘.f;] Sub Parts

" Part Info

12 Audit Records

ZJ Notes Part Name Vehicle Unique 1d
Parent Part 3 Revision s
Build Date :“T} ;‘:‘, Expected Life T... &,
Part Number Remaining Life... &,
Serial Number 1094795585 LR Serial Num...
Type Unique Id [~] vehicle 2L Bench Rev 3C :].
Manufacturer T... Not Specified v
Related Information
Owner ;]‘ Organization & Gliders q
Created On 201 LQ 15:3 :‘:‘, Updated On 201 \ﬂ 21: :‘:‘,
Created By 8 System Admin 3 Updated By 8 System Admin T]‘

<« m ’

9.  Enter the International Mobile Station Equipment Identity (IMET) that identifies the Iridium
modem on the Wave Glider that you want to restrict command packet transmissions to. You
can find this information in the Vehicle Info screen on eWGMS - click Iridium
Modem, then click Edit Part and the Part Info screen will appear. Enter the Iridium
modem Serial Number from the Part Info screen into the IMEI field in the
Restriction Form.
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e Bench Rev 3C: Edit - Google Chrome
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pacx.wgms.com/pages/EntityPage.aspx?orgid=1&id= entitytype= parenttype= parentid= tvehicleid=
i g E P Torgid=1&id=319& 498 498, d=3188&wvehicleid=31
Eile Help 3%~ Search Here | A
X close | & | T [PartForm [=]
Iridium Modem: Edit
&1 Record Info Part
sz] Sub Parts
& Part Info

! 1% Audit Records

i ZJ Notes Part Name Iridium Modem

| -
Parent Part &) Float [g Revision
Build Date @ @7 Expected Life Time 0 minutes é; 1
Part Number Remaining Life Ti.. 0 minutes é;
Serial Number 300025010508020 LR Serial Number
Type llrldlum Modem E] Vehicle 2L Bench Rev 3C B
Manufacturer Type | 95228 [+]
Related Information
Owner g Organization & Gliders g
Created On 2008/..| [Hig19:15..| (@ Updated On 2011/ @5z B
Created By 8 system Admin g Updated By & Jim Kirklin B

< m | »
= = = == = S
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10. Select the Wave Glider communication Channel that you want to receive command
packets over. There are 7 preconfigured options and 4 custom options, however, only the
Packet
Reflector/COM Server data transmission channel is supported when restricting
command source subscribers. You must select the Packet Reflector/COM Server option.

11. Click OK on the Restriction Form and the Wave Glider communication channel will
be added to the Subscriber Form as an allowed command source.

Adding a Restriction to the Subscriber Form

_# Packet Reflectof

File Edit Tools Help

| Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Peformance |

Registered Subscribers

Edit

L) Subscriber

Subscriber Form
Address  10.0.1.233

Remove

Port 100023

Protocol TCP

— Iridium Ry
Log Events Fitter Syncto Source V| Display Performance Data e < Faiar

Packet Reflector Application Starting [Z] No Restrictions
Object reference not set to an instance of an object. @ Alow Al () Deny Al

IMEI: 300025010508020. Indium Relay

Global Enables Failover Setting

@ Master Mog
IP Addr  loci

Port 10101

12. Click OK on the Subscriber Form and the new allowed subscriber will be added to the

Registered Subscribers list under the Command Sinks tab on the packet
reflector Home Screen.
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Adding a Restricted Subscriber

File Edit Tools Help

| Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | F

Registered Subscribers
10.0.1.233, 100023, TCP, Iridium Relay, With Restrictions! Add |
Edit
Remove
Commands From WGMS
Log Events Filter Sync to Source Display Performance Data tems to display 50

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Failover Settings
@ Master Mode () Slave Mode
IP Addr  localhost
Pot 10101 SopSenvioe | [ DetugRun |

The following steps explain how you can configure restrictions to prevent the Wave Glider from

receiving command packets over specific communications channels:
13. If you want to prevent the Wave Glider from receiving command packets over one or more
specific communications channels, deselect the No Restrictions check-box, select the
Deny All radio button, and click Add. The Restriction Form will appear.

Adding a Registered Subscriber - Restricted Deny All

File Edit Tools Help

| Output Sinks | Output Sources | C: Sinks | Command Sources | Configuration Sinks | Corfiguration Sources | Settings | |

Registered Subscribers

L) Subscriber

Edit
Subscriber Form

Address  10.0.1.233
Port 100023

Remove

Command

Protocol  TCP

Log Events Filter Sync to Source Display Performance Data & Serial Relay

Packet Reflector Application Starting. [T No Restrictions
Object reference not set to an instance of an object. © Mlow Al @ Deny Al

l

= @] =

[-_? RestrictionForm

Restriction Form

Unique Id
IMEI

[¥] Sendto C

[¥] Sendto Ct

ces [/] Sendto C
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14. Enter the Unique Id for the Wave Glider that you want to restrict command packet
transmissions to. You can find this information in the Vehicle Info screen on eWGMS -
click Vehicle Unique Id, then click Edit Part and the Part Info screen will
appear. Enter the vehicle Serial Number from the Part Info screen into the Unique

Id field in
the Restriction Form.

Wave Glider Vehicle Info - Vehicle Unique Id

@ Bench Rev 3C: Edit - Google Chrome

=]

=

[} gliders.wgms.com/pages/entitypage.aspx?orgid=18&id=31&entitytype=48

File Help 8%~ Search Here
o oy e R close | & | 7 [venicle Form &3]
Vehicle Bench Rev 3C: Edit
B
2Y Waypoints

Vehicle Info

31 Operation Polygo
% Map

| & Event Definitions

Vehicle Name Bench Rev 3C

Fleet Association | Engineering Fleet

'
| Seme oon Greenlcon [~] 1con size
5 Telemetry

Small

Default Comm ... s Iridium T Auto Respond

2 Commands

2 Conf
Rl Configurations ot InTo

[«

A vehicle Parsed C

2 Statuses

Eal Bench Rev 3C
& Courses

&) Iridium Modem

Firmware Level

‘.ﬁ Vehicle Unique Id
&) edit part

2 attach Note

A2 Part Identifications

{§ Power Ctl Statuses
2% RudderControls
B Lists

22 Raw Outputs
=J Notes

;) Attachments

Vehicle Unique Id - Part Info

& Vehicle Unique 1d: Edit - Google Chrome

= |

[ gliders.wgms.com/pages/EntityPage.aspx?orgid=18&id=1834 &entitytype=49&parenttype=488&iparentid=318&vehicleid=31

Related Information

Eile Help 3%~ Search Here
o g s X close | & | 3 [PartForm [v]
Part Vehicle Unique Id: Edit el
1
&) Record Info Part
sz] Sub Parts
& Part Info
15 Audit Records
1 tates Part Name Vehicle Unique Id
Parent Part 3 Revision
Build Date j‘,} ::‘, Expected Life T... 3,
Part Number Remaining Life... &,
Serial Number 1094795585 LR Serial Num...
Type Unique 1d [~] vehicle 2L Bench Rev 3C | [
Manufacturer T... Not Specified v

m

Owner 3 Organization
Created On 201 ~ﬂ 15:3.. (32 Updated on
Created By s System Admin q Updated By

Gliders
& cli &
201 [ 2t &

8 System Admin 3
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15. Enter the International Mobile Station Equipment Identity (IMETI) that identifies the Iridium
modem on the Wave Glider that you want to restrict command packet transmissions to. You
can find this information in the Vehicle Info screen on eWGMS - click Iridium
Modem, then click Edit Part and the Part Info screen will appear. Enter the Iridium
modem Serial Number from the Part Info screen into the IMEI field in the
Restriction Form.

Wave Glider Vehicle Info - Iridium Modem
& Bench Rev 3C: Edit - Google Chrome Elm

[ gliders.wgms.com/pages/entitypage.aspx?orgid=1&id=318&entitytype=48

File Help &%~ Search Here A

3 Close = ) | vehicle Form (=] P

robotics

icle Bench Rev 3C: Edit

Vehicle Info

‘ L Record Info

Y Waypoints

ﬁ:‘ Operation Polygo...

3 Map Vehicle Name Bench Rev 3C ‘
g 4 Event Definitions Fleet Association | Engineering Fleet 3 l‘
"’!' ALLE Icon Greenlcon :J Icon Size Small : E
1 %Telemaw Default Comm ... ¢, Iridium L 3 Auto Respond
2= Commands
?.,_J Configurations Part Info

A3 Vehicle Parsed C
22 Statuses

A% Communication ... B.l Bench Rev 3C

& Courses =4 Float

b? Part Identifications 9 Ifidium Modem

{§ Power Ctl Statuses| = 8 5 Edit Part P
:9:3 Veh

2= RudderControls S attach Note

s Lists

‘,.’___" Raw Outputs
=J Notes

&) Attachments
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Iridium Modem: Edit

[ &) Record Info
& sub Parts

= » ]
@ ridium MoﬁhtMogle Chrome ’ » E‘EM
E pacx.wgms.com/pages/EntityPage.aspx?orgid=1&id=319&entitytype=49&parenttype=498&parentid=318&vehicleid=31
File Help &2 - Search Here A
K — -
o oo s X close ) | Part Form [=]

Part Info

18 Audit Records

5 Notes Part Name Iridium Modem
Parent Part e] Float ?I Revision
Build Date ‘ﬂ ;‘;‘, Expected Life Time 0 minutes 3,
Part Number Remaining Life Ti.. 0 minutes 3,
Serial Number 300025010508020 LR Serial Number
Type Iridium Modem [+] Vehicle ~L Bench Rev 3C -l

=) 2 =

Manufacturer Type | 95228 EI
Related Information
Owner TI Organization B Gliders T|
Created On 2008/.. | (B} 19:15.| (B, Updated On 2011/ 2352 B
Created By g System Admin :'I Updated By s Jim Kirklin c:l

16. Select the Wave Glider communication channel that you do not want to receive command
packets over. There are 7 preconfigured options and 4 custom options, however, only the
Packet Reflector/COM Server data transmission channel is supported when
restricting command source subscribers. You must select the Packet Reflector/COM

Server option.

17. Click OK on the Restriction Form and the Wave Glider communications channel will
be added to the Subscriber Form as a denied command source.
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Adding a Restriction to the Subscriber Form

File Edit Tools Help

| Output Sinks | Output Sources | C d Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Per
Registered Subscribers

[~) Subscriber

Subscriber Form
Address  10.0.1.233

N Port 100023
Command

Protocol  TCP

Log Events Fitter Sync to Source Display Performance Data Channel  Iridium Relay

Packet Reflector Application Starting. [T No Restrictions
Object reference not set to an instance of an object. © MowAl © Deny Al

IMEI: 300025010508020. Iridium Relay

Failover Setting
@ Master Mody

IP Addr  localRBe
Pot 10101

18. Click OK on the Subscriber Form and the new restricted subscriber will be added to the
Registered Subscribers list under the Command Sources tab on the packet
reflector Home Screen.

Adding a Restricted Subscriber

File Edit Tools Help

| Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks [ Configuration Sources [ Settings | F
10.0.1:233, 100023, TCP., Indium Relay, With Restrictions! (A
Edt

Remove

Commands From WGMS

Log Events Fiiter Sync to Source Display Performance Data ltems to display 50

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Failover Settings
© Master Mode () Slave Mode
IP Addr  localhost
Pot 10101 Stop Service | [ Debug Run
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8.3.2 Editing Registered Subscribers

To edit a registered subscriber:

Select a subscriber in the Registered Subscribers list and click Edit - a
Subscriber Form containing the configuration parameters for the selected subscriber
will appear.

Make edits to the Address, Port, Protocol, and Channel fields, as needed.

If the No Restrictions check-box is selected and you do not need to add any restrictions to
the subscriber configuration, click OK and the edited subscriber will be added to the
Registered Subscribers list under the Command Sources tab on the packet
reflector Home screen.

If you need to add or edit restrictions to limit the Wave Glider communications channels that the
subscriber can send data to, perform the following steps:

Deselect the No Restrictions check-box, select the Allow All radio button, and click
Add. The Restriction Form will appear.

Make edits to the Unique Id, IMEI, and Channel fields, as needed.

Click OK on the Restriction Form and the allowed Wave Glider communication channel
will be added to the Subscriber Form.

Click OK on the Subscriber Form and the edited restricted subscriber will be added to the
Registered Subscribers list under the Command Sources tab on the packet
reflector Home Screen.

If you need to add or edit restrictions to prevent command packets from being received over
specific Wave Glider communications channels, perform the following steps:

10.

11.

Deselect the No Restrictions check-box, select the Deny All radio button, and click
Add. The Restriction Form will appear.

Make edits to the Unique Id, IMEI, and Channel fields, as needed.

Click OK on the Restriction Form and the denied Wave Glider communication channel
will be added to the Subscriber Form.

Click OK on the Subscriber Form and the edited restricted subscriber will be added to the
Registered Subscribers list under the Command Sources tab on the packet
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reflector Home Screen.

8.3.3 Removing Registered Subscribers

To delete a registered subscriber from the packet reflector configuration, select a registered subscriber
in the Registered Subscribers list and click Remove.

8.4 Configuration Sinks

he Configuration Sinks tab is not used with current Wave Glider models. Do not make
any configuration settings under this tab.

8.5 Configuration Sources

The Configuration Sources tab is not used with current Wave Glider models. Do not
make any configuration settings under this tab.

8.6 Settings

The information necessary for eWGMS and Wave Gliders to communicate through the packet
reflector is configured from the Settings tab.

8.6.1 Setting up a Packet Reflector

1. Tosetup an instance of the packet reflector, click Settings from the packet reflector
Home screen to open the Settings tab.
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Settings Tab
G

File Edit Tools Help

Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources | Settings | Peformance
L

Server URL  https://YourServerUrd /webservices/Entity APl asmx Save to WGMS

Email webadmin@liquidr.com Retrieve from WGMS

Password ssssssse

Org Intemal Name liquidr

Packet Reflector Name  Production Packet Reflector Vitual Relay Pot 643 Get Cients ... | [ Flush Client ..

Packet Reflector Address 1010141

Log Events  [V/] Fiter Syncto Source V] Display Performance Data ltems to display 50

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Global Enables Failover Settings
@ Master Mode () Slave Mode

IP Addr  localhost

Port 10101

2. Inthe Server URL field, enter the URL for the eWGMS system that stores the packet
reflector settings and the WSDL (web services API definition -
/webservices/entityAPI.asmx).

3. Enter the email address for the packet reflector administrator in the Email field.

4.  Enter the eWGMS password associated with the email address from Step 3 in the Password
field.

5. Enter the internal name for your eWGMS organization in the Org Internal Name
field, in most cases this will be set to liquidr.

6. Enter the name for the packet reflector you are setting up in the Packet Reflector Name
field.

7. Enter the IP address for the packet reflector you are setting up in the Packet

Reflector Address field.

8.  Enter the virtual relay port number in the Virtual Relay Port field. For a single
server machine enter 643. For a dedicated server configuration enter 443.

9. Click File -> Save To File on the Windows Menu Bar to save the packet
reflector configuration file on your system.

Click the Save to eWGMS button to save the packet reflector configuration in

eWGMS. Other Items under the packet reflector Settings tab:
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 Retrieve from eWGMS Button - Click on Retrieve from eWGMS to select a packet
reflector configuration you want to retrieve to run or to edit.

- Settings Button - Typically the Settings button is not used, however under certain
circumstances it can be used to edit the Machine Name. Consult with Liquid Robotics support
before making any changes using the Settings button.

» Get/Flush Clients - Click Get Clients... to display a list of subscribers that are in
Encrypted Communication mode (only when the packet reflector is running).

When the packet reflector is running it caches encryption clients. Clients can be flushed one at a time.
Scroll in the clients window to select a client you want to remove, then highlight the client name

and click Flush Client... When a client has been flushed, the subscriber is forced to re-fetch

the encryption keys from eWGMS.

8.6.2 Editing Packet Reflector Settings

To edit an existing packet reflector configuration:

1. From the Settings tab on the Home screen, select a packet reflector configuration file:

+ By clicking File -> Open from the Windows Menu Bar and selecting the packet
reflector configuration file you want to open.

» By clicking on Retrieve from eWGMS under the Settings tab on the Packet
Reflector Home screen and selecting the packet reflector configuration you want to
retrieve.

2. Click Settings to populate the fields in the Settings tab with the settings for the packet
reflector you selected for editing.

3. Edit the settings fields that you want to change, then click save the edited packet
reflector configuration.

8.7 Performance

The Display Performance Data check-box in the Home Screen Log window must be
selected if you want performance data to be displayed under the Performance tab in the Home
Screen Configuration window. When the Display Performance Data check-box is selected
and you click the Performance tab on the Home Screen, the Performance window appears
displaying the queue depths for packets on all subscriber.

Performance Window
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_# Packet Reflector

File Edit Tools Help

| Output Sinks I QOutput Sources ] Command Sinks I Command Sources I Configuration Sinks ] Configuration Sources I Settings ‘ Performance

Log Events  [/] Fiter Syncto Source [V Display Peformance Data ltems to display 50

Packet Reflector Application Starting.
Object reference not set to an instance of an object.

Global Enables Failover Settings
) Master Mode @ Slave Mode

IP Addr  localhost

Port 10101

Section 9: Communication Server

9.1 Overview
The comms or communication server collects all incoming data packets, processing that data, and is
responsible for extracting waiting commands for the Gliders. The Comm server interacts with the API
server and the Packet Reflector.

9.2 Configuration

The COM Server links a Packet Reflector to eWGMS. Since the COM Server uses TCP/IP to
communicate with both the Packet Reflector and eWGMS, it is possible for each of these
applications to run on a separate computer. For convenience, the LRI eWGMS installer installs
the COM Server on the same system as the eWGMS Kernel. The configuration steps that follow
assume that default configuration. Contact LRI for guidance, if you want a different
configuration.

The COM Server code consists of a configuration Ul and a separate module that runs as a Windows
service. The installer deployed the service but did not start it. In this installation step you will run the
configuration Ul to initialize the COM Server settings and start the COM Server service. Note that
the COM Server is a eWGMS internal application which is distinct from a communications relay.
The COM Server sits between a Packet Relay and a eWGMS Kernel. A communications relay sits
between a Wave Glider and a Packet Reflector.

Start the COM Server from the Windows Start menu; click Start— All Programs—COM Server .
The following configuration dialog box will appear.
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COM Server Application Settings Dialog Box

Application Settings @@@

Machine Name :mobilehyperiom
To Email data@sbd iidium. com

From Email :ehud.patdo@liquidr.com

Cancel

Machine Name — The name of the server hosting the Com Server.

To Email — Should be left unmodified.

From Email — Should be changed to the email address of the administrator for eWGMS, such as
webadmin@example.com [mailto:webadmin@example.com]. Remember that you may have changed
it from the default in the preceding installation step.

Click OK to confirm the settings and launch the COM server. The COM Server window will appear.
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COM Server Window

¥ Communication Server Q@@

Management Account | COM Settings
Management Account
Server URL | hitps://mobilehyperion1 /webservices/Entity& Pl asmx Listen to Glider Output Enable Command Timer
Email webadmin®example.com Listen to Commands Enable Configuration Timer
Password  |eeeeceee Listen to Configurations Enable Com Timeout Timer
Enable NMEA Serial Timer Enable Alarm E scallation Timer

Organization |Example Internal Name Aleflecior ocahodt

Communication Server Starting.

Communication Server Starting.

Log Events Items to display |50 [ Listen ] I Debug Listen

To configure the COM server, enter:

Server URL — Typically you would replace the domain name (mobilehyperionl in the example)
with your actual domain name.

Email — Replace “ehud.pardo@liquidr.com” with the administrator’s email address (such as
webadmin@example.com), and replace the password field with the administrator’s user password.

Organization — Enter the “Org Internal Name” obtained from the Organization Description Dialog.
Do not use the “public” name displayed on the Dashboard UI. For more information see the Editing
Organizational Information and Settings section in the Administrative Tasks - Settings Page
chapter of the eWGMS User Guide.

Click the Listen button to start the Com Server. Now you can minimize or close the configuration
window.

Section 10: eWGMS Web Server
10.1 Overview

The eWGMS Web servers’ hosts eWGMS website. It is website that user’s access to command or see
the data returned from the gliders, etc. Customer’s eWGMS training is centered on this website.

10.2 Configuration

Install default 1IS configuration from Windows Server “add features”. Each site that is added to the IIS
server should be converted to an application. (right click, create application)
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Section 11: eWGMS Data Service Administration

11.1 Installation
o Copy extracted (.zip) files to IIS Server maintaining the folder structure
o Example: C:\inetpub\wwwroot\WDS\

11.2 Configuration
o  Web.config
o Database
= Default location is: C:\inetpub\wwwroot\WDS\web.config
= applicationSettings/eWGMSDataService.Properties.Settings/setting/value
e change IP address and/or credentials only
e NLog
o Default location is: C:\Projects\logs
o Default location of configuration file: C:\inetpub\wwwroot\WDS
o To change the default location of the log file storage:
= Open C:\inetpub\wwwroot\WDS\Nlog.config
= Change instances of
fileName="c:\Projects\logs\${appName}\${appName}.log"
e Replace the file path before the $

11.3 Backup
e Backup existing files into an existing folder outside of IIS with a date stamp
o Example: Backup (copy) C:\inetpub\wwwroot\WDS\*.* to C:\IISBak\WDS\051721
o Each successive backup should have a date stamp on folder. If multiple on the same day,
suffix the folder name with _2, 3, etc.

11.4 Update
e Backup files before updating
e Download .zip file (accessed via network share or box.com, etc.)
e Extract the zip file and copy the contents to the IIS directory
o Example C:\inetpub\wwwroot\WDS\
o Replace All files
o Do not replace web.config unless specifically requested.

11.5 Troubleshooting
o Default
o Ifanyissues with the deployment, revert back to the backup — copy and replace into
original folder
o Server will initially compile new files when updated. This may cause a delay of 3to 5
seconds for the service requests.
o Contact customer support
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Section 12: eWGMS Command Service Administration

12.1 Installation
e Copy extracted (.zip) files to IIS Server maintaining the folder structure
o Example: C:\inetpub\wwwroot\eWGMSCommandService\

12.2 Configuration
o  Web.config
o Database
= Default location is: C:\inetpub\wwwroot\ eWGMSCommandService \web.config
= applicationSettings/eWGMSDataService.Properties.Settings/setting/value
e change IP address and/or credentials only
e NLog
o Default location is: C:\Projects\logs
o Default location of configuration file: C:\inetpub\wwwroot\eWGMSCommandService
o To change the default location of the log file storage:
= Open C:\inetpub\wwwroot\eWGMSCommandService\Nlog.config
= Change instances of
fileName="c:\Projects\logs\${appName}\${appName}.log"
e Replace the file path before the $

12.3 Backup
e Backup existing files into an existing folder outside of IIS with a date stamp
o Example: Backup (copy) C:\inetpub\wwwroot\eWGMSCommandService\*.* to
C:\lISBak\eWGMSCommandService\051721
o Each successive backup should have a date stamp on folder. If multiple on the same day,
suffix the folder name with _2, 3, etc.

12.4 Update

e Backup files before updating

e Download .zip file (accessed via network share or box.com, etc.)

e Extract the zip file and copy the contents to the IIS directory
o Example C:\inetpub\wwwroot\eWGMSCommandService\
o Replace All files
o Do not replace web.config unless specifically requested.

12.5 Troubleshooting
o Default
o Ifanyissues with the deployment, revert back to the backup — copy and replace into
original folder
o Server will initially compile new files when updated. This may cause a delay of 3 to 5
seconds for the service requests.
o Contact customer support
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Section 13: SQL Data Base Servers

13.1 Overview
eWGMS uses Microsoft SQL Server which is hosted on this machine. eWGMS is compatible with several
versions of MS SQL Server.

13.2 Configuration
The SQL servers are pre-configured in a “Always on High Availably” group. As such the two servers are
kept in synchronization. If the primary database fails, the secondary database will assume all duties.
For failover. Please see the Microsoft documentation for managing SQL services.

https://docs.microsoft.com/en-us/sql/relational-databases/sql-server-guides?view=sql-server-ver15

Section 14: Active Directory Server

14.1 Overview
An eWGMS instances uses Microsoft’s Active Directory Domain services for account management access
the collection of eWGMS servers. While not mandatory to run eWGMS, this makes the system easier to
manage.

14.2 Configuration
Please see the Microsoft documentation for managing Active Directory Services.

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-ds-simplified-administration

Section 15: RUDICS Administration

Iridium RUDICS is used for Over the Horizon (OTH) gramlet transfer between the Virtual Payload and the
OTH acoustic workstation. The gramlet transfer process is controlled using the OTH workstation with
commands on eWGMS.

15.1 RUDICS Overview
RUDICS is an Iridium service that may be used to send data on the virtual payload to a server available
on eWGMS. RUDICS does not replace the Wave Glider’s SBD Iridium service, which is used to
communicate commands and telemetry between the vehicle and eWGMS. RUDICS is a separate, higher
bandwidth (and thus higher powered) path for transferring virtual payload data to a shoreside server.

The data transferred over RUDICS to the eWGMS server is not available on the eWGMS GUI, Data
Service, Command Service, etc. The data instead goes to a server in eWGMS which is accessible on the
OTH workstation via a file mount.

RUDICS operates from a higher power modem, generally capable of transferring approximately 16 to 20
Kilobytes (KB) per minute. A RUDICS session of around 10 minutes transfers 200KB of data, but the
length of the session and the data rate may vary greatly depending on many factors including sea state
and Iridium satellite locations.
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The virtual payload can be configured to automatically call in over RUDICS at different rates (e.g., once
an hour or once every 4 hours) although more frequent usage requires more power. When a RUDICS
session starts, the RUDICS modem is powered on, and data is transferred. When a RUDICS session is
complete, the RUDICS modem is powered off. On average the RUDICS modem draws 2.5W when in use.

Regular Telemelry _ —====
and Commands f-f“
o

R <-----" ER="=0is
.

'“., Payload Data
Iridium RUDICS: X
Optional communication] .
channel from payload o

Server on eWGMS

Petu et ov i)

Ird i 028803 modem:
Man Wave Ghder
Communicalion Channel

Vehicle Virtual Payload
Management

Computer with
Regulus

SV3 Command *Server on internet where payload

and Control Unit  data is stored for later retrieval.
Data transferred over RUDICS is
not available to WGMS.

15.2 Accessing RUDICS Server
The RUDICS server is a part of the eWGMS setup and can be accessed using the following IP address:

e Internal: 192.168.88.40
e External: unique to customer configuration

There are two user accounts on the server:

e admin: This is the account that can be used to add/delete other user accounts along with
general system maintenance.
e aswagcs: This is the account that the Wave Gliders and the OTH workstation transfer data to.

Authentication to the server is key based, i.e., the client’s identity is confirmed using public and private
keys. The steps on how to generate a key pair and add the public key to a user account will be described
in Generating a Key and Adding a Key respectively.

Windows

For this example, we'll be using PuTTY. PuTTY is a free and open-source terminal emulator, serial
console and network file and can be downloaded here.

e QOpen PUTTY and enter the username and IP address.
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ﬁ PuTTY Configuration ? x
Category:
=} S_essmn Basic options for your PuTTY session
~Logging Specify the destination you want to connectto
= Terminal
! Keyboard Host Name (or IP address)
Bell admin@192.168.88.40]
Features _— 5
[=-Window - .
Anpearance (ORaw (O Telnet (ORlogn @SSH () Serial
Behaviour Load, save or delete a stored session
Translation
Selection Saved Sessions
Colours | |
&-Connection Default Settings
Data < Load
Proxy
Telnet S
Rlogin Delste
[H-SS8H
Serial
Close window on exit
(O Aways () Never (®) Only on clean exit

About Help Cancel

e Expand the SSH tab and select Auth. Add the path to the private key file. Then click Open.

Category:

- Bell ~ Options controlling SSH authentication

- Features

a--Wmdow Display pre-authentication banner (SSH-2 only)
- Appearance "] Bypass authentication entirely (S5H-2 only)

Behaviour

- Translation Authentication methods

- Selection

ﬁ PUTTY Configuration ? X
|
|

[] Attempt avthentication using Pageant

=1 C‘;,.WC"ZI::;? []Attempt TIS or CryptoCard auth (SSH-1)
- Data [¥] Attempt "keyboard-interactive” auth (SSH-2)
- Proxy

Authentication parameters
Telnet =

[]Allow agent forwarding
E— SSH' Allow anemgted chanaes of usemame in SSH-2
ex

Private key file for authentication:

Hostkeys

nhe Ipathito/keyffile Browse
B Auth]

X1
Tunnels
Bugs
More bugs
- Serial v

About Help I Open I Cancel

e [fit’s the first-time logging into the server from a computer, a window along the lines of the
screenshot below will pop-up. Click Yes to cache the server host key and to not see this security
alert again.
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The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's ssh-ed25519 key fingerprint is:

If you trust this host, hit Yes to add the key to |
PuTTY"s cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes No Cancel Help

Linux / Mac

e OpenaTerminal and run the following command:

ssh -i /path/to/key/file <user>@<ip address>

o [fit’s the first-time logging into the server from a computer, a prompt along the lines of the
screenshot below will appear. Type yes to cache the server host key and to not see this prompt
again.

The authenticity of host '192.168.88.40' can't be established.
ECDSA key fingerprint is SHA256:<key name>.

Are you sure you want to continue connecting
(yes/no/[fingerprint]) ? yes

Warning: Permanently added '192.168.88.40’ (ECDSA) to the list of
known hosts.

15.3 Generating a Key

To give another person access to the RUDICS server or to add another Wave Glider a public key must be
added. First, let us look at how to generate a keypair.

Windows

e Open the PuTTYgen application and generate a public/private key pair.
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E® PUTTY Key Generator ? X
File Key Conversions Help
Key
No key.
|
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type ofkey to generate:
@RSA ()DsA () ECDSA (O ED25519 () SSH-1 (RSA)
Number of bits in a generated key: 2048

e Save the public and private key to a location on the computer (you can add a passphrase if you

wish).
File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa A~
AAAAB3NzaC1yc2EAAAABJQAAAQEAToRMIIDY crzdoAPxCwTyz1u8 TFGaWWrru1sglrsne
uUBIFbrv1JygeMj+hIRmjmXf4Qity HMMFvebBQANV7S7uGz)

+JKIIKMcie TIHWROmpIEPH2ComOWkhU1q9Fknk24swk6GERnOXpF 7L4/SuKiOyUYO/zHO1L
bgOnDPsnOUeZKuvo2ASTWY2VEn/IZQGaVFEIDVNkwwKgJucLRDAPNIOAKcDPYHv2Zm/jM v
Key fingerprint ‘ssh-rsa 2048 db:66:85:32:05:52:5d fe:28:2c:e8:43:b7.dd 79:ba ‘
Key comment ‘rsa—keyQDZ‘l‘lDZ‘\ ‘
Key passphrase: ‘ ‘
Confirm passphrase: ‘ ‘

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:

@RSA (ODsA (OECDSA (O ED25519 (O 85H-1 (RSA)
Number of bits in a generated key: 2048

Linux / Mac

e Opena Terminal and run the following command:

ssh-keygen -t rsa -N 'Y -f /path/to/where/the/key/will/be/saved
<K<y

15.4 Adding a Key

Once a keypair has been generated, the public key needs to be transferred to the RUDICS server and
updated.

Windows
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e For this example, we are using WinSCP (download here), but any scp client such FileZilla,
FireFTP, PSCP, etc. can be used.
e Open WinSCP and fill in the required fields, open the Advanced... window.

ﬁ Login - X
@ New Site Session
Eile protocol:
SFTP v

s |y

Tools v Manage v Bwogn |+ Close Help

e Inthe Advanced... window go to Authentication, add the path to a key file that already
works and click Ok.

Advanced Site Settings ? X
Environment []Bypass authentication entirely
- Directories
Recycle bin Authentication options
- SFTP [#] Attempt authentication using Pageant
- Shell
Connection [] Attempt 'keyboard-interactive' authentication

Respond with password to the first prompt

Attempt TIS or CryptoCard authentication (SSH-1)

Authentication parameters

[ Allow agent forwarding

Private key file:
fpath/tnfkeyjﬁld

GSSAPL
[/] Attempt GSSAPI authentication

[ Allow GSSAPI credential delegation

Color - Cancel Help

e (Click Login.
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"B, Login - x

EB New Site Session
File protocol:

SFTP ~

Host name: Port number:
[192.168.88.40 || 22

User name: Password:

‘admm\ ‘ ‘ ‘

Save |v Advanced... |v

Tools - Manage - Logm |v Close Help

e Once the authentication is successful you should see something like the screenshot below. The
left-hand side is the user computer while the right-hand side is the RUDICS server.

"B, Documents - aswgcs@192.168.88.40 - WinSCP [m} X
Local Mark Files Commands Session Options Remote Help
BR & 53 synchronize BIF & & Queue ~ - Transfer Settings Default - @~
I aswgcs@192.168.88.40 [ New Session
i My documents -® SRR aswges ~ (96 T (Y & [, Find Files T,
7 New= [+ V] T New~ _[+] v
CA\Users\theja kanumury\Documents\ /home/aswges/
Name Size Type Changed Name Size Changed F
al Parent directory 10/20/2021 07:4131 + 5/9/2021 16:25:57 r
Custom Office Templa... File folder 9/28/2018 15:36:41 gramlets 10/6/2021 14:48:44 r
Dell File folder 10/20/2021 07:41:31 ARCHIVE 8/4/2021 15:20:51 r
Outlook Files File folder 7/17/2019 11:46:09 2019-08-SHAKEDOWN 6/17/202116:41:29 r
WindowsPowerShell File folder 10/29/2018 17:46:28 1 responses.bt 43KB 10/21/2021 12:33:55 r
Zoom File folder 5/25/2021 09:00:20 minimal-runme 1KB 8/18/2021 20:19:20 r
| PT70S_Test Cases[1].d. 114KB  Microsoft Word 97 .. 6/30/2020 09:02:45 # | response 1KB 7/8/2021 16:43:47 r
¥ | runme 1KB 7/7/2021 1508:36 r
| README bet 1KB 6/17/2021 16:41:40 r
< >
0Bof 113KBin0of 6 7hidden 0B of43.9KBin0of8 7 hidden
SFTP-3 0:00:40

e On the left-hand side, navigate to the folder where the public key is saved.

e Doubleclickonthe 7 hidden in the bottom right corner to show all the hidden folders and
open the . ssh folder.

e Dragthe new public key from the left-hand side to the right-hand side.

e  Exit WinSCP.

e Log into the RUDICS server following the steps listed in Accessing RUDICS Server.

e Navigate to the “.ssh’ folder and run ‘updateauthorized’.
[aswgcs@rudics0l ~]1$ cd .ssh/
[aswgcs@rudics0l .ssh]$ updateauthorized

o Ifanew key is added, you will see Changes Installed. Otherwise, you will see No
changes.
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Linux / Mac

e Open aTerminal and run the following command to transfer the new public key:
scp -i /path/to/working/key/file /path/to/new/public/key/file
<user>@<ip address>:~/.ssh/
e Log into the RUDICS server following the steps listed in Accessing RUDICS Server.
e Navigate to the ‘.ssh’ folder and run ‘updateauthorized’.
[aswgcs@rudics0l ~]1$ cd .ssh/
[aswgcs@rudics0l .ssh]$ updateauthorized

e Ifanew key is added, you will see Changes Installed. Otherwise, you will see No
changes.

15.5 Creating a New User
To create a new user on the RUDICS server follow the steps listed below.

e Depending on the computer’s operating system, follow Accessing RUDICS Server to login as the
admin user.

e Switch to the root account and run the command to create a new user.
Last login: Thu Oct 21 20:52:49 2021 from 64.75.5.2
admin@rudics01l:~$ sudo su -
Last login: Thu Oct 21 20:52:51 UTC 2021 on pts/0
[root@rudics0l ~1# /home/AdminTools/bin/makenewuser newUser

e The admin public key will be copied to the new user.

e Depending on the computer’s operating system, follow Adding a Key to add a key to the new
user.

15.6 Viewing the Rudics Data
To view that data on the server and to keep track of disk usage follow the steps in Accessing RUDICS
Server and login as the aswgcs user. The aswgcs user has the following file structure:

[aswgcs@rudics01 ~]$ 1s -1

total 116

drwxrwxrwx. 5 aswgcs aswgcs 53 Oct 6 21:48 gramlets
—rWX-—=—=—=——-— . 1 aswgcs aswgcs 891 Aug 19 03:19 minimal-runme
—rw-r—---- . 1 aswgcs aswgcs 52 Jun 17 23:41 README.txt
lrwxrwxrwx. 1 aswgcs aswgcs 24 Jul 8 23:43 response —>

/home/Tools/bin/response

-rw-rw-r--. 1 aswgcs aswgcs 44023 Oct 21 19:33 responses.txt
lrwxrwxrwx. 1 aswgcs aswgcs 13 Jul 7 22:09 runme -> minimal-runme
The gramlets directory itself has the following subdirectories.

[aswgcs@rudics0l ~]1$ 1s -1 gramlets/

total 16
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drwxr-xr-x. 3 aswgcs aswgcs 8192 Oct 12 22:41 archive
drwxr-xr-x. 2 aswgcs aswgcs 4096 Oct 27 19:57 artifact

drwxr-xr—-x. 2 aswgcs aswgcs 6 Oct 27 19:57 incoming

All the data files are in the gramlets directory. The file size of the directory can be found by running
the following command:

[aswgcs@rudics0l ~]1$ du -sh gramlets/

1.4M gramlets/

The steps listed in Adding a Key can be used to transfer the data off the server to an external system for
backup and maintenance purposes. For the Linux laptop, the command to offload the gramlets
directory would be

scp -i /path/to/working/key/file -r <user>@<ip address>:~/gramlets/
/path/to/where/data/will/be/saved

Section 16: Appendix A: Disaster recovery and fail-over steps

eWGMS instance nodes are configured to run on 2 physical servers, each of which is running VMware
and hosting a series of virtual servers that are running the eWGMS software system. Combined, these
two servers are considered a “Node”.

This installation a 2-node setup with 1 node being a primary, and the second node being a warm stand
by. eWGMS communications services should not be run in parallel in this configuration because it will
cause data integrity and command status issues.

Current set up has the virtual machines on Node 2 turned off (with 2 exceptions), and the failover
procedure involves bringing the Node-2 virtual machines online and turning off the eWGMS services on
Node 1.

Time required to switch over from one node to the other should be measured in minutes. Under optimal
conditions, it could be completed in about 15 minutes.

Most of the virtual machines on node 2 are configured to be identical to Node 1, including the IP
address. The process to fail over is turning off the virtual machine(s) on node 1 and turning on the
corresponding virtual machine on node 2.

Database Failover:

SEE COVER PAGE FOR EXPORT CLASSIFICATION Liquid Robotics Proprietary | 78


bookmark://_Adding_a_Key_1/

eWGMS Installation & Admin Guide Liquid Robotics Proprietary

The SQL database is a special case. eWGMS runs its databases in a high availably clustered
configuration. The secondary node is always on and kept in sync with the primary node. Should the
primary node fail, the secondary node should immediately take over database responsibilities.

To manually force a database failover, these are the steps:
a. LogintoIP 192.168.88.32

b. Open Microsoft SQL Server Management Studio on Database Server using the wizard.

% WGMSDB2 - Mcrosch SO Serves Management Studko (Administrator]
Fe B Ve Projet Tech Wedow Help

g- CHP By RO Bl - R-P 2 1=
Ctpect bpkeer ¥ x
e 1020272 - WOMSA WGMS: hosted by DB2 (Replica role- Secondary)
e Snag
-
Nome  Role  AusiabityMode FakoverMode SeedngMode Sy e
O Secon. Ascvonows co Manwal Mancal e
by
| Reslca Spcvencibensite  FaoverResdi  esues
:Jh( 06 Snchvonang. Outa Lows
0 secondacy reohcas,
Fail Over Availabiity Group: WGMS - 0 X
o N
) p ™
ot Introduction
Introduction W Help

2t Select New Primary Rephca

Fail over this avalabiity group to this secondary rephca
Reuls Failover wil make this secondary replica the new prmary rephea for the avalabibty group.

To failover to this rephica, you will need to:

« Confitm this replica a5 the new primary replica
* Review your selections.

« Check the results of the fadover process.

To begin the fadover process, chick Next,
=

T —

[ Do not show this page again.
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[1] There are two servers running on Node 2 during normal operations. The Database server is running
in a clustered failover mode. This second database instance cannot be accessed in this state, but it is
remaining fully in sync with the primary database. i.e. There should not be any data loss at the database
level.

Section 17: Appendix B: External Services List

The following list of external web links should be whitelisted in any firewall to ensure a full e WGMS user
experience.

https://www.opengis.net
https://api.geogarage.com
https://cordc.ucsd.edu
https://api.wunderground.com
https://www.opengis.net
https://maps.google.com
https://www.marinetraffic.com

https://maps.gstatic.com
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