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1. Overview

The Liquid Robotics Inc. (LRI) Wave Glider is a platform for long-duration deployment of ocean surface sensor
systems. The Wave Glider Management System (WGMS) provides browser and programmatic interfaces to
allow users and applications to send commands to the Wave Glider, including its payloads, and to receive data
from the Wave Glider and its payloads. WGMS is easily configured to support a variety of deployment

scenarios.

This manual describes the configuration and administration of WGMS with specific reference to four common

deployment scenarios. Those scenarios are:

e Managing an “Organization” comprised of multiple Wave Gliders and multiple users on a copy of WGMS

hosted by LRI.

¢ Installing and managing a customer-hosted copy of WGMS that controls multiple Wave Gliders and
multiple users. Once configured, this scenario is very similar to the scenario where the WGMS instance is

hosted by LRI.

¢ Installing and managing a “mobile to mobile” copy of WGMS. In the most common version of this
scenario, a single Wave Glider is managed by a single copy of WGMS on a computer that is disconnected
from the Internet and used by a small number of users.

e Configuring and managing Wave Gliders being used for payload development and bench testing. It is very
common to combine this scenario with the other three.

Some interesting configuration variants are described briefly. It is recommended that you contact Liquid
Robotics technical support for advice on configurations not described here.

1.1 The Wave Glider

Figure 1-1: Wave Glider on Water

The Wave Glider is composed of two main parts,
connected by a flexible umbilical. Figure 1-1 shows
what it looks like on the surface. Figure 1-2 shows the
basic components and their names.

The float rides on the surface of the water. The middle
section of the float contains a command and control
(C&C) dry box. That dry box contains the central
command and control processor, batteries, power
control and antennas for Iridium satellite and XBee
communications. In general the C&C dry box contains
no customer modifiable components.

The glider provides propulsion by harnessing power
from wave action. Steering is provided by an
electronically controlled rudder on the glider. The
glider is connected to the float via a flexible, high-
strength umbilical.
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Power and communications interfaces are provided to the fore and aft payload boxes (underneath the

solar panels) and to the glider. Additional interfaces are provided through connectors on the top of the
C&C dry box.

The payload flexibility, long mission capability and
the fact that data and commands may be
exchanged with shore-based applications in near
real-time makes the Wave Glider suitable for a
wide variety of missions. A central consideration
for the system administrator is to accommodate
that variety of missions.

Umbilical~__

Figure 1-2: Wave Glider Vehicle Main Components
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1.2 Wave Glider Instrumentation and Communications

Figure 1-3 below shows the general configuration of the payload and communications on the Wave
Glider. In most cases a system administrator would not need to know the details of this architecture.
However, certain administrative tasks refer to some of the illustrated components, so the figure is
provided for reference.

Iridium GPS

\
: Command :
| Payload and Control Payload I
: Drybox Drybox Drybox |
|
l I
l |
e 1 __Float

// _________________ ~— \

| |

| Payload |

!. Drybox }

N Glider v

Figure 1-3: Wave Glider Vehicle Components

Note the following in the figure:

e The Command and Control Computer communicates directly with the external world via either
Iridium Communications, Inc. satellite or via XBee (IEEE 802.15.4).

e The Command and Control Computer can communicate indirectly through payload-based
communications equipment.

e The Command and Control (C&C) Computer communicates with the payloads via RS232 links.

Copyright ©2011 Page 13 of 167 Version 1.4
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1.3 WGMS Components

Figure 1-4 illustrates the full WGMS configuration, indicating all communications, routing and processing
options. Specific deployments, such as payload development or mobile-to-mobile solutions, typically will
use a subset of the modules represented by the illustration.

In the figure, circles represent software modules. Blue circles indicate LRI-supplied components which
may be customer or user configurable. Crosshatched circles represent user-modifiable or user-generated
components. WGMS components communicate with each other via TCP/IP and may or may not be
resident on the same computer.

Key:
Crosshatch indicates user programmabile

Telemetry
Ack/Nack
Payload
TCPP

-~

C&cC
(Iridium & XBee)

~ o p SO RKsTRate
v Kernels

Altemate
Iridium
Relay

.......

.......

-------

Figure 1-4: Wave Glider Management System Components

For most applications, commands are sent from a browser Ul or a customer-provided application to the
WGMS Kernel. The Kernel performs authentication, authorization and validation checks on the request.
Once approved, it passes the command in an internal format to the Packet Reflector to be forwarded to
the Wave Glider. The Packet Reflector forwards the command to the Wave Glider resident Command and
Control software (C&C) via the indicated communications channel (relay). The Relay manages the details
of the underlying communications technology. Depending on the addressing on the command, the C&C
either executes the command locally or forwards it to a payload for processing.

Data such as telemetry is returned from the Wave Glider through a similar mechanism. It is sent to the
appropriate Relay (when on mission, typically the Iridium Server) which forwards it to the appropriate
Packet Reflector. The Packet Reflector performs validations and some protocol processing and then
forwards the data to one or more WGMS Kernels, based on configuration. The WGMS Kernel stores the
data in its database for later use.

The Components of the WGMS are as follows:
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Iridium Server — For most deployed Wave Gliders the primary mode of communications is through the
use of Short Burst Data (SBD) packets sent via the Iridium satellite constellation through the Internet to
the Packet Reflector. The Iridium Server is actually a group of servers maintained by Iridium
Communications, Inc. The Iridium modem on the Wave Glider must be specifically provisioned to
communicate with the Packet Reflector through this communications channel.

Communications Relays (XBee, Alternate Iridium, Custom) — It is sometimes beneficial to communicate
with the Wave Glider through means other than the primary Iridium/DirectIP/SBD path. Considerations
include bandwidth, cost, latency, privacy, security and distance. For example, in a payload development
scenario the Wave Glider’s Iridium satellite antenna might be unable to see the sky, necessitating an
alternate way of communicating.

Relays mask the variations between the underlying communications technologies from the Packet
Reflector. Specific duties may include fragmenting and reassembling packets, managing queues and
driving the physical interface. For example, the XBee Relay requires that it have serial access to an XBee
dongle, and XBee packets are limited to 100 bytes. Custom Communications Relays may be developed by
customers and third parties. They need not reside on the same computer as the Packet Reflector or
WGMS kernel.

Packet Reflector — A Packet Reflector routes traffic between one or more Kernels and one or more Relays,
including associated protocol processing. The Packet Reflector uses TCP/IP for all communications with
other processes.

WGMS COM Server — The COM Server interfaces between the Packet Reflector and the kernel WGMS
server application. It communicates with the kernel via Web Services.

WGMS Kernel Processes — These include the WGMS Kernel and the database server. WGMS also uses
email for sending alarms to users, so the host system must have the ability to send email. Primary services
include filters for access control, data consistency and concurrency management. Communications with
application programs is through Web Services technologies. Communications with browsers rely on
standard HTML and JavaScript. WGMS relies on Microsoft SQL Server, which may need to be configured
for your specific scenario.

Browser Ul — This is the dashboard Ul for managing the Wave Glider. Communications with browsers use
standard HTML and JavaScript over a mix of HTTP and HTTPS. No additional configuration is required for
browser access.

User Application — The WGMS Kernel can be accessed by a non-LRI application using Web Services (SOAP
1.1 or SOAP 1.2) calls over HTTPS. Authentication and authorization are the same as for browser-based
access. No additional configuration is required for Web Services access.
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1.4 Configuring WGMS for Common Scenarios

This section describes the considerations and configuration steps necessary to support the four most
common deployment scenarios. Your specific usage may require combining more than one scenario. For
example, you might run a private shared copy of WGMS that must support both payload developers and
Wave Gliders deployed on a mission. LRI support would be pleased to advise you on configuration options
specific to your needs.

1.4.1 LRI-Hosted Shared WGMS

One popular deployment option is to let LRI manage the hosting of WGMS on your behalf. The WGMS
software is deployed on redundant, high performance servers in a secure, high availability data center.
LRI Operations staff configures the system for you and administers your system and Wave Gliders on a
24x7 basis. Figure 1-5 illustrates that deployment option.

Iridium
Data Center

Figure 1-5: LRI-Hosted Shared WGMS

With the hosted service option you are allocated a private domain name, of the form
<name>.liquidr.com, to be shared by all of your users and Wave Gliders. Your users log in to this
domain to manage the Wave Gliders associated with the domain. The private domain is known in
WGMS as an “Organization” or “Org”. Since authentication credentials and permissions are managed
on a per-0Org basis, you can be confident that you control who has access to your Wave Gliders and
what privileges they have been granted.
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With the LRI-hosted WGMS deployment scenario, LRI Operations handles all of the configuration
details on your behalf. In general, communications are via the commercial Iridium satellite
constellation. You continue to have operational control of your Wave Gliders, backed up by LRI’s
professional operations team. The typical communications flow is illustrated in Figure 1-6.

Key: I

directip.sbd.iridium.com Cresshatch indicates user programmable |

{Iridium & XBee)

Iriclitarm |
Data Certer | | | Telametry localhost:9045
AckMack
| Payload
TCRIP
10.10.10.200 L Packet
o C| P Reflactor
Commands
| Payload
TCRP
| localhost:9045
| Test and
10.10.10.201 Staging
| SEIVEMS

Alternate
Iridium
Relay

S80
Mexdenm

Telemeity 10.10.10.16
Ack/Mack
i0.10.10.15 Payload
TCPIP
Packet
Reflector
Commands
Payload

|
|
|
| w 10.10,10,16 I Browser Ul
|
|

LRI Data Center

Figure 1-6: Wave Glider Deployed with LRI-hosted WGMS
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14.2

Customer-hosted (Self-hosted) Shared WGMS

You can license WGMS for hosting on your own servers inside your own network. Common reasons for
choosing this option include the gaining the ability to directly control physical security, better control
over performance parameters or the need to tightly integrate WGMS services with other aspects of
your operation.

. . Kay:
directip.sbd.iridium.com
P ridium.c Crosshateh indicates user pragrammable

Iridium
Data Center [ | Telemetry localhost:9045
AckMack
Payload
TCPAP
10.10.10.200
Packet
FTCPP Reflector
Commands
Payload

10.10.10.201 A

580
Mokem

10.10.20.72

Figure 1-7: Self-Hosted Shared WGMS

The communications flow is very similar to that of the LRI-hosted Shared WGMS, as illustrated in
Figure 1-6. However, the configuration steps are more extensive. Key administrative tasks include:

Arrange for Iridium DirectlIP service. Note that US Department of Defense customers may use
the EMSS Iridium SBD service, which provides equivalent functionality.

Configure a computer with the Microsoft technologies appropriate for your use. The operating
system may be any of XP, Vista, Windows 7, Server 2003, Server 2008 and Server 2008 R2. You
also need an appropriate version of Microsoft SQL Server 2008. The system has been tested with
SQL Server 2008 Enterprise and SQL Server 2008 Express. It is likely that other versions of SQL
Server will work as well.

Install WGMS. This step is described in detail in chapter 2, “WGMS Installation Procedure”,
including prerequisites, such as obtaining and installing an SSL certificate and a Google API key.

Configure the Packet Reflector with the appropriate IP addresses and port numbers. This is
discussed in chapter 3, “Configuring a Packet Reflector”.

Provision Wave Gliders. This is discussed in the User Manual, LRI part number 030-00025-02.

Add Users. This is discussed in chapter 6, “Administrative Tasks”.
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1.4.3 Mobile-to-Mobile Deployment
The primary application for the Mobile-to-Mobile configuration is to support Wave Glider deployments
when Internet access is inconvenient or expensive, such as on board a ship. Although the Iridium
satellite network is still used, the messages pass directly between the Iridium modem on the Wave
Glider and a paired Iridium modem that is directly connected to a local computer, such as a laptop,
known as the “M2M host”. This obviates the need for Internet access. This configuration is illustrated
in Figure 1-8.

Figure 1-8: Mobile-to-Mobile Deployment

For Mobile-to-Mobile, the entire WGMS stack is present on the M2M host. Communications between
WGMS elements are still via TCP/IP, using an internal networking capability. Although elements of the
mobile-to-mobile stack can connect over the Internet to other Packet Reflectors and other Internet-
based services, it also can run completely independent of the Internet. Note that one consequence of
this is that Internet-based services, such as email and Google Maps, may be unavailable.
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Iridium communications in the Mobile to Mobile scenario use an Iridium Communications protocol
called ISU-ISU, illustrated in Figure 1-9. (ISU is an abbreviation for Iridium Subscriber Unit.)

ISU #2

ETC Subsystem Teslsvpi:\cohny
ECS -

-

Iridium Gateway

SBD
Subsystem

Figure 1-9: Iridium Communications Corp ISU-ISU

As illustrated above, the ISU-ISU protocol is very similar to the DirectlP protocol except that the sent
messages are queued in servers in the Iridium data center until the second modem requests them.

In mobile-to-mobile, the paired Iridium modem is connected to the M2M host computer via a serial
interface. Messages from the Wave Glider go up to the Iridium satellite, back down to the local Iridium
modem, through the serial interface to the Alternate Iridium Relay. This relay reformats the messages
before passing them on to the M2M host’s Packet Reflector, which then forwards the message to the
M2M host’s WGMS Kernel and local database. A web server runs on the M2M host and is accessed by
a browser on the M2M host. As with other versions of WGMS, application programs can interact with
the WGMS Kernel through Web Services interfaces even though they run on the same computer.
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The communications architecture is illustrated by Figure 1-10.

10.10.10.200

10.10.10.201

Altemate
Iridium
Relay

SBD
Modem

Key:
Crosshateh indicates user pragrammable

Telemetry localhost:9045
AckMack

Payload
TCRR
Packet
Reflector
Commands

Payload WEMS
1 w Browser Ul
| localhost: 9045

¥ 10.10.10.15

~ ey S mpriata
":_ Kernels

Figure 1-10: Mobile-to-Mobile Communications

Key administrative tasks for Mobile-to-Mobile include:

e Install WGMS. This step is described in detail in chapter 2, “WGMS Installation Procedure”,
including prerequisites.

e Configure the Packet Reflector with the appropriate IP addresses and port numbers. This is
discussed in chapter 3, “Configuring a Packet Reflector”.

e Arrange for Iridium service. Note that the modems must be specifically provisioned for this
deployment scenario and that they must be re-provisioned to be used for the other deployment

scenarios.

e Configure the Alternate Iridium Relay, as discussed in chapter 5, “Configuring an Alternate

Iridium Relay”.

e Provision Wave Gliders. This is discussed in the User Manual, LRI part number 030-00025-02. In
the Mobile-to-Mobile use case it is uncommon for the WGMS instance to support more than one
Wave Glider, although it is technically feasible. Please contact LRI support if you need help
configuring a Mobile-to-Mobile instance to support more than one Wave Glider.

e Add Users. This is discussed in chapter 6, “Administrative Tasks”.
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1.4.4

Payload Development and Shore-Side Testing Using XBee

A common workflow is to develop and test a payload in a development lab, then launch the integrated
vehicle on its mission. The recommended way to do this is to combine usage of an XBee modem and
Iridium services. This use case usually is combined with one of the previous three use cases — LRl
hosted, self-hosted and mobile-to-mobile.

For a Wave Glider on an offshore mission, the only practical means of communications is via satellite,
typically the Iridium Communications Inc. constellation. This works well due to the unobstructed view
of the sky from the surface of the sea. However, during payload development and pre-mission testing
the use of satellite communications is inconvenient because the Wave Glider typically is indoors. In
addition, satellite bandwidth is expensive and slow in comparison to other technologies.

To meet this need, the Wave Glider C&C is equipped with an XBee modem. XBee is a low power,
medium range, medium speed wireless point-to-point networking protocol based on IEEE 802.15.4. A
nearby computer can be equipped with an XBee modem which communicates through a serial port
with the LRI-provided XBee Relay. That Relay then communicates with a Packet Reflector in the
manner described in the introduction to this chapter. This scenario is illustrated by Figure 1-11, XBee
for Local Communications.

Figure 1-11: XBee for Local Communications

The communications flow is illustrated below by Figure 1-12, XBee Communications.

To use the XBee Relay, you must install the XBee Relay software on a computer with access to an XBee
modem that is within range of the XBee modem on the Wave Glider. Depending on conditions, this
typically requires that the two modems be within a few hundred meters of each other. Once the
software is installed, the Relay must be paired with a Packet Reflector for the host WGMS. That host
WGMS may be local, as in the case of Mobile-to-Mobile, or remote, as in the case of a customer or LRI-
hosted WGMS service. Pairing consists of setting IP addresses and ports appropriately on both sides. In
the case of the LRI-hosted WGMS there are additional administrative tasks to meet security and other
operational requirements. Once the relay is configured, a Wave Glider may be managed through either
or both the Iridium and XBee communications channels.

A common scenario is the pre-launch checkout of a Wave Glider. LRI provides a suggested checklist
(ref. Appendix B), but it is likely that a customer with a custom payload will extend that checklist to
confirm the correct operation of the payload. Many of these checks can be performed using the XBee
relay, although we recommend that the Iridium channel also be exercised prior to launch.
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Figure 1-12: XBee Communications

For the XBee Communications scenario, the principal administrative tasks include:

Obtain an XBee modem (dongle). This is described in section 4.2, “XBee Hardware”.

Install the XBee Relay on the computer that hosts the XBee modem. This step is described in
section 4.4, “XBee Software Configuration”.

Configure the XBee Relay. This is described in chapter 4, “Configuring an XBee Relay”.

Configure the target Packet Reflector with the appropriate IP addresses and port numbers. This
is discussed in chapter 3, “Configuring a Packet Reflector”. It may also require collaboration with
the system administrator for the system that hosts the Packet Reflector.

Provision Wave Gliders. This is discussed in the User Manual, LRI part number 030-00025-02. All
Wave Gliders must be configured prior to attempting to use them with WGMS, even if the
hardware is not intended to be sent on a mission.

Add Users. This is discussed in chapter 6, “Administrative Tasks”.
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1.45 WGMS Variations

The WGMS architecture supports a number of other less common usage scenarios. Two are mentioned
briefly here. Please contact LRI Support for advice on configuring your system if you encounter one of
these or another that is not mentioned.

1.45.1 Customized Relay

It is possible for customers to implement their own Relay to supplement or replace an LRI supplied
Relay. There are two circumstances where this might be desirable:

1) You wish to support a communications protocol other than XBee or Iridium, such as 802.11 or
BGAN. In this case, you will need to implement the hardware and software stack on the Wave
Glider side via a Payload Interface Board (PIB) in one of the customer-accessible dry boxes.
You also will need to supply the shore-side hardware and software stack and implement a
custom Relay to interface between that stack and the Packet Reflector.

2) You wish to monitor traffic between the Wave Glider and the Packet Reflector. For example,
you could use this to inspect payload-specific packets in near real-time rather than waiting for
them to be delivered through WGMS and Web Services.

1.4.5.2 Multiple Copies of WGMS

A Packet Reflector is so named because it can forward a copy of a packet inbound from a Wave
Glider to other Packet Reflectors. This allows multiple instances of WGMS to see the same Wave
Glider telemetry. This can be useful in large-scale testing environments.
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2. WGMS Installation Procedure

2.1 Installation Kit Components
The WGMS Installer is delivered on a single CD. It includes:

e Automated Installations of certain required Microsoft technologies

e |[nstallation of WGMS Communications Services (Packet Reflector and Comm Server)
e Installation of the WGMS Web Application

¢ Installation of the WGMS Database

2.2 Installation Prerequisites

Operating System: Windows 7 or Server 2008 R2. Note that Windows XP and Windows Server 2003
are no longer supported by the automated installer. Please contact customer support if you need to
install on or update an XP-based system.

SQL Server: A version of SQL Server 2008 is required. The specific version should be selected based on
your specific application needs, such as number of CPUs and concurrent users. The system has been
tested on SQL Server Enterprise, Standard, Developer, and Express. Other versions are believed to be
software compatible.

Google API Key: Use of Google Maps (ref. 6.3.3) requires a Google Maps API Key. However, use of
Google Maps is optional, in which case you may ignore the Google API Key requirement.

Iridium Short Burst Data Subscription (Optional): A Wave Glider can communicate with shore-based
software through a variety of communications protocols. The most common protocol for Wave Gliders
on a mission is the Iridium Communications Short Burst Data protocol. The deployment of a self-
hosted system that requires this capability will require prior arrangement with Iridium
Communications Inc. This is not required if you do not anticipate needing satellite communications.

11IS WMI Provider: The IS WMI Provider is automatically installed as part of IIS on Windows Server
2003. On Windows 7, Windows Server 2008, and Windows Server 2008 R2, it can be installed via the
following procedure:

1) Open the Control Panel and go to Programs and Features
2) Select “Turn Windows features on or off” on the left hand side

3) Inthe Tree view, check IIS 6 WMI Compatibility under Internet Information Services->Web
Management Tools->1IS 6 Management Compatibility

Serial Port: the Comm Server requires that at least one serial port be present on the host system. A
virtual serial port can be installed via the following procedure:

1) For Windows 7, Windows Server 2008, and Windows Server 2008 R2:

a) Open the Control Panel and go to Device Manager
b) Open the Action Menu and select “Add Legacy Hardware”
File Action View Help

c) On the opening screen of the Add Hardware Wizard, click lﬂl
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d)

e)
f)

g)
h)

Select “Install the hardware that | manually select from a list (Advanced) and then click

2gain.

What do you want the wizard to do?
1 5earch for and install the hardware automatically (Recornmended)

@ Install the hardware that I manually select from a list (Advanced)

. . T . MNead =
In the list of Hardware Devices, select ?p':"'ts (COM & LPT) and click .

For Manufacturer, select (Standard port types) and for Model select Communications

. Mesd =
Port and then click

Manufacturer Model

(Standard port types) =] Communications Port

Hewlett Packard [JECP Printer Port

Microsoft ] Multiport Communications Port
(= Printer Port

. Mext == . . .
Click again to start installing the port.

The installer will report that the device is not functioning correctly, due to it not being
able to connect to a physical device. This can be ignored. The Comm Server should
now work.

2) In Windows Server 2003:

a)

b)
c)

g)
h)

Download comOcom (available here:
http://sourceforge.net/projects/com0com/files/comOcom/2.2.2.0/comOcom-2.2.2.0-
i386-fre.zip/download)

Open the archive and extract it

Open the folder extracted and run setup.exe

Click d to start the wizard
I Agree
Click to accept the license agreement and proceed.

Make sure you have the CNCAO<->CNCBO feature selected and click

CHCAD<-=CNCRD

. . . Install
Select a destination and click

The installer will prompt you to accept a test-signed driver. Select yes to accept.

Click L A and then to complete the installation process.

Now go to the Control Panel and open up Device Manager
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k)
1)

p)
q)
r)

There should be two devices listed with an error: Port CNCAO and Port CNCBO.
Right click on CNCAOQ and select Update Driver

.....

Select anything for the Windows update option and click

Select Install the software automatically and click 'L

% |nztall the zoftware automatically [Fecommended§

™ Inztall from a list or specific location [Advanced)

It will prompt you about a signing issue. Select Yes to install the driver.

Click to finish the installation.

Repeat this process for CNCBO.
The Comm Server should now be functional.

2.3 High Level Installation Sequence

1) Log in as a user with administrator privileges
2) Install SQL Server if necessary. Add the current user as a database administrator.
3) Install lIS if necessary.

5) Run the WGMS installer. This installs the WGMS kernel, initializes the database, installs the COM
Server and installs the Packet Reflector.

6) Validate the installation
7) Configure the COM Server
8) Configure the Packet Reflector

Installation and configuration of the XBee Relay and Alternate Iridium Relay are optional and described
in other chapters.

2.4 Install IS

Install 1IS if not already installed on the computer. Navigate to Control Panel > Add/Remove Software >
Add/Remove Windows Components. Check the box for Internet Information Services, click the Next
button and follow the instructions.

Copyright ©2011
Liquid Robotics, Inc.

Page 27 of 167 Version 1.4
14 March 2011



Wave Glider™ WGMS™

System Administration

®- Control Panel

File  Edit Help

Desk - @ - [F| PO seaan [ roiders

View Favorites  Tools

Windows Components Wizard X

Windows Components

“You can add or remove components of YWindows %P,

Address | (3 Control Panel

b}
S o)
E’ Control Panel 2
Accessibilty Add Hardware  Add or
[B Switch to Category View Options Remav...
See Also E j
Display  Folder Options  Forks
& windows Update
@) Help and Suppart es B
Metwark  Metwork Setup  Phane and
Connections wfizard Modem ...
2 2 9
Scannersand  Scheduled  Security
Cameras Tasks Center
Taskbar and  User Accounts  Windows
Start Menu CardSpace

Adrministrative
Toals

Change or

Remove
Programs

Add Hew
Programs

AddjRemove
Windows
Companents

@

Sek Program
Access and
Defaults

Automatic

v 4 2

Bluetooth  Date and T|
Updates

=

To add of remave a component. click the checkbox. A shaded box means that ony
part of the component will be installed. To see what's included in @ component, click
Detals.

Components:
[ 8P Indesing Service 0oMe A
@ Irnemet Explarer 00ME |

[ 9 Management and Monitoring Tools
] =2 Wessane Muping

20MB

nnHR

Description: Includes Web and FTP support, along with support for FrontPage,
ransaclions. Acive Server Pages. and database connections

562 ME

123637.4 MB

Total disk space required
Space available on disk:

Local COM
o)

% Add or Remove Programs

[ <Back || Hew>

J [

Cancel

Currently installed programs:

[0 show updates

2]

¥ Adobe Reader 8.1.2 Size  GE.56MB
Click here for support information. Used rarely.
T change this program or remmove it From your computer, dick Change o Remove,
(5 Battery Recalibration Size  0.24MB
 Blustooth Stack For Windows by Toshiba Size  57.54MB
' Carvier Selection Application See 29SO
{9 Coastal Explorer Size 445, 00MB
5 Communication Server Size  D.69MB
] Concealed Made Utility Size  0.16MB
i5) Digi PKG-LI LISE Wireless Module Drivers
2} HDALIDIO Soft Data Fax Modem with SmartCP Siee  0.71MB
§5) High Definition Audio Driver Package - KES88111
Hotkey Apperdix Size  1.11MB
1] Hotkey Settings Size  D0.16MB
[E] Tcon Enlarger Size  0.85MB
5 InteliF:) Dynamic Power Performance Management
§5! IntelR) Graphics Media Accelerator Driver
IntelR) PROSet/Wirsless WiFi Software Sige  90.43MB ¥

Figure 2-1: Navigating to Internet Information Services
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2.5 WGMS Installation Procedure

The Software installation process follows a pattern familiar to all users who have installed software on a
Windows system. To launch, insert the CD in the drive.

On the installation CD, execute the setup.exe program by right clicking on it and selecting “Run this
program as an Administrator.”

251 Installation Preparation Dialog
The following dialog is displayed initially when setup.exe is launched.

[ L
Wave Glider Management System - [nstallShieId‘Wizard -

Preparing to Install...

Wave Glider Management System Setup is preparing the
InstallShield Wizard, which will guide you through the program
setup process. Please wait.,

Decompressing: Wave Glider Management System.msi

-—

Cancel

Figure 2-2 - Preparing to Install Dialog

2.5.2 Installation Welcome Dialog
The Install Welcome dialog is the next dialog when setup is launched for the first time.

-
ﬁ Wave Glider Management Sysﬂhie Id Wizard u

Welcome to the InstallShield Wizard for Wave
Glider Management System

- The InstallShicld{R) Wizard will install Wave Glider Management
System on your computer. To continue, dick Mext,

WARMING: This program is protected by copyright law and
international treaties.

< Back E oMext> | [ Cancel

Figure 2-3: Install Welcome Dialog
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2.5.3 License Agreement Dialog

The next dialog is the License Agreement Dialog, as shown in Figure 2-4. Read the entire agreement. If

you agree, click the “I accept the terms in the license agreement” radio button. Then click the Next
button.

|15 Wave Glider Manay I

License Agreement

Flease read the following license agreement carefully.

Installing the self-hosted version of the Wave Glider Management System
software is subject to a license agreement granted by Liquid Robotics, Inc.
(“Licensor™) to vou or the organization vou represent ( Licensee™). USE,
DOWNLOAD, OR INSTALLATION OF THE WAVE GLIDER
MANAGEMENT SYSTEM SOFTWARE OFR SELECTING THE “WE
HAVE AGREED”™ BUTTON ASSOCIATED WITH THIS
INSTALLATION STEP INDICATES THAT LICENSEE HAS
PREVIOUSLY AGREED TO BE BOUND BY AND COMPLY WITH
THE TERMS OF THAT LICENSE. If Licensee did not conclude sucha ~

@ I accept the terms in the license agreement

() I do not accept the terms in the license agreement

Installshield

’ < Back ]|_ Next > | [ Cancel

Figure 2-4: WGMS License Agreement Dialog

2.5.4 Customer Information Dialog

After agreeing to the License, enter the name of the user installing WGMS and the name of the

installing Organization in the dialog box shown in Figure 2-5. These boxes are typically automatically
populated.

{15! Wave Glider Manay ..

Customer Information

Please enter your information,

User Mame:
IInsmIIing User

Organization:
|Liquid Robatics, Inc.|

InstallShield

Figure 2-5 - Customer Information Dialog
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2.5.5 Select Setup Type

Choose between doing a complete installation or a custom setup in the dialog shown in Figure 2-6. A
custom setup lets you choose which features to install.

1) Wave Glider Mana ==

Setup Type
Choose the setup type that best suits your needs.

Flease select a setup type.

All program features will be installed. (Requires the most disk

space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

Installshield

Figure 2-6 - Setup Type Diaog

The Complete setup option installs the Packet Reflector, the Comm Server, the Web Application, and
the database. If you select Complete, skip the next step and proceed to Section 2.5.7. Otherwise,
continue reading.

2.5.6 Custom Setup

Choose which features you wish to install. The Communications Services feature installs the Packet
Reflector and Comm Server. The Web App feature installs the WGMS Web App. The Database feature
sets up the WGMS Database on a database server.

1) Wave Glider Mana -.

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Communications Services I

=3+ Web App Installs the Comm Server and
Packet Reflector to communicate

=3 - | Database from various data sources into

and out of WGMS,

This feature requires 1338KB on
your hard drive.

Install to:

C:\Program Files (x88)\LiquidRobotics\,

Installshield

[ Help ] [ Space ] ’ < Back ][ Mext > ] [ Cancel ]

Figure 2-7 - Custom Setup Dialog
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2.5.7 Database Server

Enter the connection information for your database server as shown in Figure 2-8. This is required for
both the Web App and Database features. Any existing database catalog will work, but do not use
liguidrobotics as the catalog name.

15! Wave Glider Mana ..

Database Server

Select database server and authentication method

Database server that you are instaling to:

Connect using:

(@ Windows authentication credentials of current user

() Server authentication using the Login ID and password below

Login ID: |sa

Password: |

MName of database catalog:

Installshield

Figure 2-8 - Database Server Dialog

2.5.8 Configure IIS User

If the Web Application is being installed, enter the account information for the user that 1IS will
impersonate, as shown in Figure 2-9. This information is used to connect to the database. It is currently

restricted to local computer accounts only. Entering a domain account here will cause the installer to
fail.

['%] Wave Glider Mana ._ N

Configure IIS User

Enter the username and password for the II5 Process, If the user does
exist, the account will be created.

User Name
[WGMS -User

Password

Installshield

Figure 2-9 - Configure 1S User
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2.5.9 Ready to Install the Program

The configuration of the installation has been completed. Click the install button on the dialog box
shown in Figure 2-10. The Installer will proceed to install all the features requested.

15! Wave Glider Mana [

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

’ < Back ]| 14! Install |[ Cancel

Figure 2-10 - Ready to Install

2.5.10 Installation Progress

The current status of the installation is reflected in the Status box and in the progress bar and will look
similar to Figure 2-11.

Installing Wave Glider Management System
The program features you selected are being installed.

Flease wait while the InstallShield Wizard installs Wave Glider Management
System. This may take several minutes.

Status:

Installshield

Mext >

Figure 2-11 - Installation Progress

2.5.11 Installation Complete

When the installation completes successfully, you will be presented with Figure 2-12. Click Finish to
close the installer.
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InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed Wave Glider
Management System. Click Finish to exit the wizard.

[7] Show the Windows Installer log

Figure 2-12 - Installation Complete

2.5.12 Installation Problems

If the installer has an issue, it will pop up a message, fail, and then proceed to the dialog box shown in
Figure 2-13. For assistance, check the “Show the Windows Installer log” box and click finish. The
installer log will open in Notepad. Go to File->Save As, save the log, and attach it in an email to

support@liquidr.com.

InstallShield Wizard Completed

| The wizard was interrupted before Wave Glider Management
System could be completely installed.

‘Your system has not been modified. To complete installation at
another time, please run setup again.

Click Finish to exit the wizard.

[T] Show the Windows Installer log

Figure 2-13 - Problem with Installation

2.6 Validate Installation
To verify the installation, navigate to your WGMS login page using a browser:

http://YourServerDomainName

This should bring up the WGMS logon dialog similar to that shown in Figure 2-14.
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2l LiguidRobotics :: Dev-Gliders - Microsoft Internet Explorer

Eile Edit ‘View Favorites Tools Help

eﬁa(k - \ﬂ @ ;j fﬂ' Search \i:(Favuntes & [7\:- :},' =5

s ] hetpsijlocahostisettings Userlogin aspx7Orgld=téd=

1 * File Tools Help
qrnhnh:s E&Optlons 9 g

B> ET

s

User Sign in to: Dev-Gliders

E-Mail

Password

I”| Remember me

orgot my password

Sign In

Do you want to
select another

Click Here!
organization?

@ Dong

é QLocalintranet
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Figure 2-14
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Login to WGMS with the following credentials:

webadmin@liquidr.com

and use the password:
WGMSlog!n
These are predefined in the database. You will have the option to change them later.

LiquidRobotics : Gli
2§ Google &

&~ () Signin -

E| 2§ Search -*v@ ~ o ‘ Share~ &+ [ Sidewiki - ¢ Bookmarks - | "% Check = &3 Translate ~

x Google

i Favorites | 5 [ LiquidRobatics 55C [I] LiquidRobotics Gliders ] Web Siice Gallery +
- - [ dm v Pagev Sefety~ Tooksv @+

| £ LiquidRobotics & Gliders ]

‘ File Tools Help

nguaa )

rabotics

User Sign in to: Gliders

i —
— —

”| Remember me
Forgot my password

Do you want to
select another Click Here!
arganization?

Figure 2-15: WGMS Login Page
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You will be asked to change the default user’s password on first login.

LiguidRobotics :: Glig

2§ Google

o~

x Google =4 Search ~ 4+ - = | & Share~ - Sidewiki ~ Bookmarks ~
Googl 2

‘@ Check = 53| Translate = 2

&, - O Signln ~

i Favorites | ¢ [ LiquidRobotics S5C [£X] LiquidRobotics Gliders ] Web Slice Gallery ~

| LiquidRobatics : Gliders | | 5 I - [ @ v Pagev Safetyr Tooksv @

rabofics © H options

Gliders: Web Admin (Sign out) *

B sws o ae ¢ Ele Tools Help
LGguUIIn

Enter a new password

Current Password sssssens
Enter New Password . . Strength: Medium

Reznter Nlew Password

Change Password

Figure 2-16: Changing the Default Password
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Since no vehicles are defined in the initial database, you will see an empty Ul display.

LiquidRobotics : Gliders - =
Rl hiclepage asprlorgid-=1 5 v | B[ 4| x B Google Pl
x Google E|‘] Searchv{»@~ o | @ Share- B~ [ Sidewiki - §3 Bookmarks = | ¥ Check - | Translate - > &~ () Signln -
¢ Favorites \ 9% W LiquidRobotics SSC ] LiquidRobotics Gliders g | Web Slice Gallery v
| LiquidRobotics : Gliders T v B v m v Pagev Sferyw Tookv @v
No Vehicles Enabled on Dashboard, click to go to system pages ]
Figure 2-17: Initial Ul Display
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Click on the link in the middle of the page to see the system menus for administering WGMS. Among
other options, this allows you to define vehicles and add users. See the User Manual for more information
on these operations.

LiquidRobotics :: Gliders - Wil

¥ Home
B vehidle Page

[ http://localhost/ rtal.aspxlorgid=1&entitytype=85 +| &+ | x [*W Google P~
x Google E| 2§ search v{»sf, ~ o~ Share- &b - [ Sidewiki - §¥ Bookmarks - | "% Check - 43 Translate = &~ () Signln -
i Favorites | 5 [ LiquidRobatics 5SC [J5] LiquidRobotics Gliders ] Web Siice Gallery +
JmquuldRobotlcs::Gllders | | 5o~ - [ dm v Pagew Safety~ Tools+ @+
‘ File Tools Help Gliders: web Admin { Sian out) *
l‘q!nlbgrg = ghoptms " Default Dashboard -~ @ l

No Vehicles Enabled on Dashboard, click to go to system pages

+ Home

ﬁ System

~_ Vehicles

:,.; Settings

Figure 2-18: Ul Display with System Menus
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The database is preconfigured with webadmin@liguidr.com as the initial system administrator user. That
address is also that user’s account name and login ID. You may change it if you wish.

To change the default administrator email for your WGMS deployment, you first change it in the WGMS

Ul. Log in as webadmin@liquidr.com and click on the options button in the tool bar. That opens the user
profile form.

* File Help
ﬂ Save E =

= iJJal

User

[ S Record Info

& Roles User Information

E-mail lwebadmin@liquidr.confiiz-IWeI 4 :- soscces |

First Name Web | Last Name Admin

Telephone Excel Record...
Pager | Alt Email
Time Zone C... (GMT-08:00) Pacific Time (US & Canada); Tijuana

Password Ex... I Account Lock... [

Related Information

Owner | 'l Parent Org a Gliders ‘ q
Created Date 1/3C ﬂ ;, Updated On 11/7 ‘L-} 2:00 (A

s -7

Created By e System 3 Updated By a Web Admin TI\

€ Internet | Protected Mode: Off
Figure 2-19: Initial User Profile Dialog

Change the E-mail field to the appropriate email (for example webadmin@example.com) and then click
save and close.
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To create a vehicle and its parts, navigate to the Vehicles page and follow the steps outlined in the User

Manual for provisioning vehicles.

LiquidRobotics :: Glic

T http: rtal.2spxlorgid=18tentitytype=85 - | & | 4 | x |*9 Google P~
x Google | ]2 Searchv{»@~ - | A Share- @~ [ Sidewiki - ¢ Bookmarks - | % Check - &4 Translate - > & - () Signin -

¢ Favorites \ 9% W LiquidRobotics SSC ] LiquidRobotics Gliders g | Web Slice Gallery v

7' - v [ dm v Pagew Safetyr Toolsv @+

| LiquidRobetics : Gliders
o=

* File Tools Help

ARGUURREN | | 5 = | o opiors | T vens ;) — |

Gliders: Web Admin ( Sian Out) *

* Vehicles I~ . Vvehicle Name Icon Send Al...

2L Wehicles

22 Raw ouputs
Missions

w* Payload Data
G# Payload Packets
&% Payload Status
% weather Stations
& Weather Records
=L AIS¥G Records
S AlSyG Statuses

¥ Collision
2, Obstacles

L I—

~_ Vehicles

4 Page1 P

b

Figure 2-20: Initial Vehicles Page
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2.7 Configure the COM Server

The COM Server links between a Packet Reflector and WGMS. Since it communicates with each via
TCP/IP, it is possible for each of the applications to run on a separate computer. For convenience, the LRI
WGMS installer installs the COM Server on the same system as the WGMS Kernel. The configuration steps
that follow assume that default configuration; please contact LRI for guidance if you wish to change that
default configuration.

The COM Server code consists of a configuration Ul and a separate module that runs as a Windows
service. The installer deployed the service but did not start it. In this installation step you will run the
configuration Ul to initialize the COM Server’s settings and start the COM Server service. Note that the
COM Server is a WGMS internal application which is distinct from a communications relay. The COM
Server sits between a Packet Relay and a WGMS Kernel. A communications relay, such as the XBee Relay,
sits between a Wave Glider and a Packet Reflector.

Start the COM Server from the Windows Start menu; click Start > All Programs - COM Server. The
following configuration dialog will open.

Application Settings Q@@

Machine Name | mobilehyperionl
To Email data@sbd.iridium.com

From Email ehud.pardo@liquidr.com

[ 0K ] [ Cancel ]

Figure 2-21: COM Server Application Settings

Machine Name — The name of the server hosting the Com Server.
To Email — Should be left unmodified.

From Email — Should be changed to the email address of the administrator for WGMS, such as
webadmin@Rexample.com. Remember that you may have changed it from the default in the preceding
installation step.

Click OK to confirm the settings.
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Launching the COM server opens the configuration Ul shown below. To configure the COM server, enter:

Server URL — Typically you would replace the domain name (mobilehyperionl in the example below)
with your actual domain name.

Email — Replace “ehud.pardo@liquidr.com” with the administrator’s email address
(such as webadmin@example.com), and replace the password field with the administrator’s user
password.

Organization — Enter the “Org Internal Name” obtained from the Organization Description Dialog
(ref. 6.3.5). Do not use the “public” name displayed on the Dashboard Ul.

¥ Communication Server Q@@

Management Account | COM Settings

Management Account

Server URL | hitps://mobilehyperion /webservices/Entity&Pl. asmx . Listen to Glider Output Enable Command Timer
Email webadmin@®example.com Listen to Commands Enable Configuration Timer
Password  eeessses . Listen to Configurations Enable Com Timeout Timer

Enable NMEA Serial Timer Enable Alarm E scallation Timer

Reflector localhast Settings

Organization |Example Internal Name

Communication Server Starting.
Communication Server Starting.

Log Events Items to display |50 Listen ‘ [ Debug Listen

Figure 2-22: Communication Server Dialog

Click the Listen button to start the Com Server. You may close or minimize the configuration window, as
you prefer.
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2.8 Configure the Packet Reflector

The Packet Reflector provides intelligent routing of messages between multiple Wave Gliders and
multiple copies of the WGMS kernel and/or COM Server. Since it communicates with each via TCP/IP, it is
possible for each of the applications to run on a separate computer. For convenience, the LRI WGMS
installer installs the Packet Reflector on the same system as the WGMS Kernel. The configuration steps
that follow assume that default configuration; please contact LRI for guidance if you wish to change that
default configuration.

This section configures the Packet Reflector to support the default Iridium Short Burst Data service.
Chapter 3, “Configuring a Packet Reflector”, expands on the Packet Reflector configuration to show how
to support XBee and other communications models, as required for payload development and mobile to
mobile operations. That chapter also includes a more complete description of the operation of the Packet
Reflector.

The Packet Reflector code consists of a configuration Ul and a separate module that runs as a Windows
service. The installer deployed the service but did not start it. In this installation step you will run the
configuration Ul to initialize the Packet Reflector’s settings and start the Packet Reflector service.

Start the configuration Ul from the Windows Start menu; click Start > All Programs - Packet Reflector.
The following configuration dialog will open.

Machine Name — The name of the server hosting the Packet Reflector.
To Email — Should be left unmodified.

From Email — Should be changed to the email address of the administrator for WGMS,
such as webadmin@example.com.

Click OK to confirm the settings. This also launches the Packet Reflector.
Application Settings @@@

Machine Name | mobilehyperionl
To Email data®@sbd.irdium.com

From Email webadmin@example.com

[ 0K ] [ Cancel

Figure 2-23: Ul Start-Up Dialog
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The Packet Reflector Ul is used both for configuration and for monitoring operations. The first time it
runs, the Ul will open with no data, as shown in the figure.

® Packet Reflector g|§|@

Ele  Edit

Tools  Help

Output Sources | Command Sinks

Registered Subzcrbers

Log Events Filter Sync ta Source

Ligten to Output Sources
Send to Command Sinks

Ligten to Output Sinks
Send to Configuration Sinks
Ligten to Command Sources Ligten to Configuration Sources

Command Sources | Configuration Sinks

Configuration Sources

Add
Edit

Remove

Glider Qutput Hyperion Systems

Items to digplay | 500

Start Service l [ Debug Run

Figure 2-24: Basic Packet Reflector Ul

The term “Output” refers to messages from the Wave Glider and “Command” refers to messages from
WGMS. “Source” refers to the sender and “Sink” refers to the consumer of those messages. In the simple
configuration, the Output Source and Command Sink is the commercial Iridium SBD service. The
Command Source and Output Sink is the WGMS COM Server that was configured previously.

Note that the Ul is divided into two parts. The upper half (with the tabs) is used to configure the Packet
Reflector communications paths; this part of the display will change as different tabs are selected. The
lower part is used to start/stop and (optionally) observe the operation of the Packet Reflector.

In the top half, the main features of the Ul are:

Selection Tabs — Each tab represents a type of Subscriber.

Note: The obsolete “Configuration” tabs are retained for backwards compatibility only and are not

relevant to this discussion.

Registered Subscribers — This box lists currently configured Subscribers of the selected type.

Add/Edit/Remove Buttons — Used to add, edit or delete a Subscriber. These are only enabled when

the Packet Reflector is in a stopped state.

In the bottom half, the features are:
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28.1

Log Events Checkbox — Indicates whether events are to be displayed in the Event Log Display.
Filter Sync to Source — Leave this box checked, as it is only useful to LRI service personnel.

Items to Display — Defines the number of recent events to display in the Event Log panel. Earlier items
are not shown.

Event Log Display — This box shows the activity of the Packet Reflector, newest first.

Start/Stop Service Button — Used start the Packet Reflector operation. When the Packet Reflector is
running, changes to a “Stop Service” button.

Debug Run/Stop Button — Allows running the Packet Reflector in debug mode. Intended for specialist
usage.

Selection Checkboxes — Six checkboxes that allow disabling sending to or listening to different Sinks or
Sources. Leave all the boxes checked unless otherwise directed by LRI support personnel.

Adding the Command Source

For this configuration, the Command Source is the originator of messages to be sent to the Wave
Glider, which is the WGMS Com Server. To configure that address, click on the Command Source tab
and then on Add.

The address information specifies the IP address or domain name of the Command Source Subscriber
and the port number to be used on the Packet Reflector system for receiving the messages.

Subscriber Q@@

Address

Port 0
Protocal | TCP L

Charnnel | Iridium L

Cancel

Figure 2-25: Command Source Subscriber Dialog

Address — The DNS address of the COM Server. This can be a fully qualified DNS name, but the
easiest is localhost if the COM Server is deployed on the same system as the Packet Reflector.

Port — The number of the port on which the Packet Reflector will listen.

Protocol — Communications protocol. Select from the pull-down menu. The options are:
TCP: Transmission Control Protocol. This is recommended.
UDP: User Datagram Protocol.

Channel — The communications channel used by the Source Subscriber.
Select Packet Reflector/COM Server from the pull-down menu.

Copyright ©2011 Page 46 of 167 Version 1.4
Liquid Robotics, Inc. 14 March 2011



Wave Glider™ WGMS™ System Administration

An example dialog is shown below.

Subscriber [ [O0]

Address Ilocalhost

Pot  [10020

Protocel [TCP ~|

Channel IF’acket Reflector/C Ll

0K I Cancel I
A

Figure 2-26: Command Source Subscriber Data Entered

Click the OK button to register the subscriber for that Subscriber type. Confirm that the entry in the
Registered Subscribers pane match what you intended.

2.8.2 Adding the Command Sink

The Command Sink is the next hop for messages to be sent to the Wave Glider. In this example
configuration, the Command Sink is the Iridium Short Burst Data service. To configure that address,
click on the Command Sink tab and then on Add.

The address information specifies the IP address or domain name of the Command Sink Subscriber
(i.e., Iridium’s server) and the port number on the Iridium server for receiving the messages. You must
obtain that information from Iridium.

Subscriber Q@@

Address

Pt 1]

Pratocal | TCP “
Channel | Iridiumn “

Cancel

Figure 2-27: Command Sink Subscriber Dialog

Address — The address of the Iridium Service, such as an IP address (e.g., 10.10.5.145)
Port — The number of the port on Iridium’s server to which the Packet Reflector will send.

Protocol — Communications protocol. Select from the pull-down menu. The options are:
TCP: Transmission Control Protocol. This is recommended.
UDP: User Datagram Protocol.
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Channel — The communications channel used by the Source Subscriber. Select Iridium from the
pull-down menu.

An example dialog is shown below.

Subscriber =]

Pot  [10010

Protocol ITCP‘ L]

Channel Ilridium |

0K I Cancel I
A

Figure 2-28: Command Sink Subscriber Data Entered

Click the OK button to register the subscriber for that Subscriber type. The Subscriber information
should then appear in the “Registered Subscriber” box.

2.8.3 Adding the Output Source

The Output Source is the server that feeds messages that originated at the Wave Glider to the Packet
Reflector. In this example configuration, the Output Source is the Iridium Short Burst Data service. To
configure that address, click on the Output Source tab and then on Add.

The address information specifies the IP address or domain name of the Command Sink Subscriber
(i.e., Iridium’s server) and the port number on the Packet Reflector server for receiving the messages.
That number is negotiated between you and Iridium — WGMS will use whatever number you specify.

Subscriber Q@@

Address

Pt 1]

Protocal | TCP w
Channel | Iridiumn w

Cancel

Figure 2-29: Output Source Subscriber Dialog

Address — The address of the Iridium server. This address can be either:
A DNS name (e.g., someserver.iridium.com)
An IP number (e.g., 10.10.5.145)
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Port — The number of the port on which the Packet Reflector will listen.

Protocol — Communications protocol. Select from the pull-down menu. The options are:
TCP: Transmission Control Protocol. This is recommended.
UDP: User Datagram Protocol.

Channel — The communications channel used by the Source Subscriber. Select Iridium from the
pull-down menu.

An example dialog is shown below.

Subscriber [_ O]

Address

Pat 10010

Protocol ]TEP ﬂ
Channel Ilridium ~|

0K I Cancel I
A

Figure 2-30: Output Source Subscriber Data Entered

Click the OK button to register the subscriber for that Subscriber type. The Subscriber information
should then appear in the “Registered Subscriber” box.
2.8.4 Adding the Output Sink

The Output Sink is the next hop for messages sent from the Wave Glider. In this example
configuration, the Output Sink is the WGMS COM Server. To configure that address, click on the
Command Sink tab and then on Add.

The address information specifies the IP address or domain name of the Command Sink Subscriber
(i.e., the COM Server) and the port number on the COM server for receiving the messages.

Subscriber E@@

Address

Part 1]

Protocal | TCP “
Channel | Iridiumn “

Cancel

Figure 2-31: Output Sink Subscriber Dialog
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Address — The address of the Subscriber. This address can be any valid DNS name, but localhost is
the easiest.

Port — The number of the port to which the Packet Reflector will send — 10015.

Protocol — Communications protocol. Select from the pull-down menu. The options are:
TCP: Transmission Control Protocol. This is recommended.
UDP: User Datagram Protocol.

Channel — The communications channel used by the Source Subscriber.
Select Packet Reflector/Com Server from the pull-down menu.

An example dialog is shown below.

Subscriber M [=]E3

Address Ilocalhost

Pot  [10015

Protocol |TCP j

Channel IPacketHeerctor/C j

0K I Cancel |
A

Figure 2-32: Output Sink Subscriber Data Entered

Click the OK button to register the subscriber for that Subscriber type. The Subscriber information
should then appear in the “Registered Subscriber” box.

You have completed the installation and initial configuration of WGMS and the main constituent parts
— the Packet Reflector and the COM Server.

2.8.5 Saving the Packet Reflector Configuration

When you have entered all the values, use the File>Save (or File>Save As) on the top menu to save
the configuration to a file.

' Packet Reflector

File  Edit Tools  Help

.’ [atruat qll"lk"Q.L Mukrnk Canirmae || Cararaz

Figure 2-33: Packet Reflector Ul Menu

This allows you to recover the configuration if the service or application stops.

Copyright ©2011 Page 50 of 167 Version 1.4
Liquid Robotics, Inc. 14 March 2011



Wave Glider™ WGMS™ System Administration

This Page Intentionally Left Blank

Copyright ©2011 Page 51 of 167 Version 1.4
Liquid Robotics, Inc. 14 March 2011



Wave Glider™ WGMS™ System Administration

3. Configuring a Packet Reflector

The LRI messaging protocol between Wave Glider and WGMS is designed to be “stateless”. That is, each
message and its corresponding ACK/NAK (if any) are independent of any other message. That design allows
messages to be delivered to the Wave Glider through multiple independent communications channels.
Similarly, that makes it possible for messages from the Wave Glider to be delivered to multiple copies of
WGMS.

The Packet Reflector sits at the intersection of these messaging paths. The effect of the Packet Reflector is to
isolate the communication transport layer (i.e., one or more Relays) from the application layer (i.e., one or
more WGMS Kernels). Different rules are applied to messages coming from a Wave Glider and going to a Wave
Glider due to the different usage models for that data.

In the current implementation, a Packet Reflector broadcasts “output” messages from a Wave Glider for
delivery to all configured consumers, such as multiple copies of WGMS (i.e., one-to-many). Commands from all
command producers such as WGMS are routed to a single Wave Glider (i.e., many to one) based on addressing
information in the message. The essential task in configuring a Packet Reflector is to specify the
producer/consumer relationships for both command messages and output messages. This is done by
“subscribing” a particular TCP/IP or DNS address for a particular use.

3.1 Packet Reflector Operations

All messages exchanged between a Wave Glider and WGMS pass through a Packet Reflector. A Packet
Reflector handles two types of messages:

Command Packets — Messages containing commands sent to a Wave Glider. This includes messages
that deliver data and commands to a Wave Glider’s payloads, as those are embedded in Wave Glider
commands.

Output Packets — Messages sent from a Wave Glider. These include telemetry, ACK/NAK responses
and payload-initiated messages back to shore.
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A Packet Reflector receives a message from a Command Source Subscriber (typically a copy of WGMS) for
delivery to a Command Sink Subscriber (typically a Relay or the Iridium SBD service) based on the routing
rules. For example, a WGMS user can specify that a particular message must be routed through a specific
relay. Typically a command is delivered through just one path.

User.
Application
{Web
Sarvices)

Commands

Payload
\_/ Browser Ul

Command

Figure 3-1: Packet Reflector Routing Commands

ommunications
Relay(s)

Similarly, a Packet Reflector receives a packet (message) from an Output Source Subscriber (typically a
Relay or the Iridium SBD service) to be delivered to one or more Output Sink Subscribers (typically copies
of WGMS). Unlike the Commands direction, each Output message is broadcast to all Output Sink
Subscribers. The principal benefit of this is that it allows multiple instances of WGMS to be aware of
telemetry and other data sent from the Wave Glider, which is useful in certain testing environments.

ommunications
Relay(s)

Output
Sink 3

\»

Figure 3-2: Packet Reflector Routing Output Packets

There is a third “Configuration” packet that is specific to the obsolete Model 07 Wave Gliders. The feature
is deprecated and not described here.

From the perspective of the operating system, a Packet Reflector is both a Windows service and an
application Ul that interact with the service. The Ul allows an administrator to:

1) Configure the service and its Subscribers.

2) Start and stop the service.
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3) Monitor the service and display an event log.

3.2 Packet Reflector Software

WGMS installation includes installation of the Packet Reflector. Installation should have placed an icon on
the main screen, as shown in Figure 3-3. To access the Packet Reflector user interface, double-click on the
icon on the Windows desktop.

g

Packet
Reflectar

!

Iy EIEH

Figure 3-3: Packet Reflector Icon

If there is no icon, use the Start button; click Start > All Programs = Packet Reflector.
Either method should bring up the Packet Reflector User Interface (Ul) shown in Figure 3-4.
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3.3 Packet Reflector User Interface

The Packet Reflector Ul is used both for configuration and for monitoring operations. If no configuration
has been done, the Ul will open with no data, as shown in the figure.

® Packet Reflector g|§|®

File  Edit Tools Help

| Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources

Registered Subsorbers

Add

Edit

Remove

Glider Qutput Hyperion Systems

Log Events Filter Sync to Sounce Items to dizplay
~
o

Ligten to Output Sources Ligten to Output Sinks
Send to Command Sinks Send to Configuration Sinks Start Service l [ Debug Run
Ligten to Command Sources Ligten to Configuration Sources

Figure 3-4: Basic Packet Reflector Ul

Note that the Ul is divided into two parts. The upper half (with the tabs) is used to configure the Packet
Reflector; this part of the display will change as different tabs are selected. The lower part is used to
start/stop and (optionally) observe the operation of the Packet Reflector.

In the top half, the main features of the Ul are:
Selection Tabs — Each tab represents a type of Subscriber.
Note: The obsolete “Configuration” tabs are retained for backwards compatibility only.
Registered Subscribers — This box lists currently configured Subscribers of the selected type.

Add/Edit/Remove Buttons — Used to add, edit or delete a Subscriber. These are only enabled when
the Packet Reflector is in a stopped state.
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In the bottom half, the features are:

Log Events Checkbox — Indicates whether events are to be displayed in the Event Log Display.
Filter Sync to Source — Leave this box checked, as it is only useful to LRI service personnel.

Items to Display — Defines the number of recent events to display in the Event Log panel. Earlier items
are not shown.

Event Log Display — This box shows the activity of the Packet Reflector, newest first.

Start/Stop Service Button — Used start the Packet Reflector operation. When the Packet Reflector is
running, changes to a “Stop Service” button.

Debug Run/Stop Button — Allows running the Packet Reflector in debug mode. Intended for specialist
usage.

Selection Checkboxes — Six checkboxes that allow disabling sending to or listening to different Sinks or
Sources. Leave all the boxes checked unless otherwise directed by LRI support personnel.

3.4 Packet Reflector Configuration

34.1

3.4.2

Overview

For each type of Subscriber, such as an Output Sink Subscriber, you need to provide addressing
information for that subscriber as well as the communications channel type used by the Subscriber.
We recommend drawing yourself a map, such as the one in Figure 1-4: Wave Glider Management
System Components, annotated with domain names or IP numbers and ports. You then enter the
details using the Add button, which pops up a dialog to assist you. Note that the Packet Reflector must
be stopped during configuration.

Adding Source Subscribers

The Packet Reflector receives messages from Output Source and Command Source Subscribers for
routing to the corresponding Sinks. The address information specifies the IP address or domain name
of the Source Subscriber and the port number to be used on the Packet Reflector system for receiving
the messages. Incidentally, that port number will be required when the Subscriber’s communications
are configured. See the XBee Relay configuration, section 4.4.2, “Setting Port and Network
Configurations”, for an example.

Note: The Port ID specified for any Command Source must not be the same as the Port ID for any
Output source. Port IDs for Command and Output Sinks do not have this restriction.
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Select the tab corresponding to the Subscriber type of interest. Click on the Add button. This will pop
up the Subscriber dialog, as shown in Figure 3-5. The same dialog box is used for each of the Subscriber
types.

Subscriber Q@@

Port 0
Protocaol | TCP w
Chantel | Inidium w

Cancel

Figure 3-5: Initial Subscriber Dialog

Address — The address of the Subscriber. This address can be either:
A DNS name (e.g., myhost.example.com)
An IP number (e.g., 10.10.5.145)

Port — The number of the port on which the Packet Reflector will listen. The Port ID for any Command
Source cannot be the same as any Port ID for any Output source.

Protocol — Communications protocol. Select from the pull-down menu. The options are:
TCP: Transmission Control Protocol. This is recommended.
UDP: User Datagram Protocol.

Channel — The communications channel used by the Source Subscriber. Select from the pull-down
menu. The options are:

Packet Reflector/COM Server: A WGMS Kernel or its associated Packet Reflector. This typically
would be a Command Source Subscriber.

Iridium: The commercial Iridium Short Burst Data service. Output Source Subscriber.

XBee Relay: An XBee Relay. Often used for development and testing. This is discussed more fully in
chapter 4, “Configuring an XBee Relay”.

Alt Iridium Relay: Uses Short Burst Data over the Iridium ISU-ISU protocol. Primarily used for the
“mobile to mobile” scenario, discussed in chapter 5, “Configuring an Alternate Iridium Relay”.

Iridium EMSS: This gives US Government customers access to an encrypted and secured version of
the Iridium SBD service. Output Source Subscriber.

Relay Type 7 (custom): Used by customers who deploy non-LRI Communications Relays.
Relay Type 8 (custom): Used by customers who deploy non-LRI Communications Relays.
Relay Type 9 (custom): Used by customers who deploy non-LRI Communications Relays.

Relay Type 10 (custom): Used by customers who deploy non-LRI Communications Relays.
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An example dialog is shown below.
Subscriber Q@@

Addrezz | localhost
Part 12345
Frotocal | TCP w

Channel | Packet Reflector! »

Cancel

Figure 3-6: Subscriber Data Entered

Click the OK button to register the subscriber for that Subscriber type.

The Subscriber information should then appear in the “Registered Subscriber” box as shown below in
Figure 3-7. Note that this particular example would usually result in an invalid configuration, since an
“Output Sink” would not normally use Iridium as its communications channel. The System
Administrator is responsible for entering valid information. However, errors can be corrected, as is
shown in section 3.4.4.

Newly Added
Dutput Source Subscriber

Dutput Sinks | Output Sources | Command Si Command Sources | Configuration <

Reagistered Subzcrbers

(Iucalhost. 12345, TCP, Packet Reflector/COM Sewer) Add

Edit

Remoyve

Glider Out

Figure 3-7: Packet Reflector Ul Showing Added Output Source

3.4.3 Adding Sink Subscribers

The Packet Reflector routes messages from Sources to Output Sink and Command Sink Subscribers.
The address information specifies the IP address or domain name of the Source Subscriber and the
port number on the destination Subscriber to which the message should be delivered.

Typically, the port number will be specified initially on the Subscriber system when the Subscriber’s
communications are configured and then transferred to the Packet Reflector configuration. See the
XBee Relay configuration, section 4.4.2, “Setting Port and Network Configurations”, for an example.
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Select the tab corresponding to the Subscriber type of interest. Click on the Add button. This will pop
up the Subscriber dialog, as shown in Figure 3-8. The same dialog box is used for each of the Subscriber
types.

Subscriber Q@@

Port 0
Protocaol | TCP w
Chantel | Inidium w

Cancel

Figure 3-8: Initial Subscriber Dialog

Address — The address of the Subscriber. This address can be either:
A DNS name (e.g., MyRelay.example.com)
An IP number (e.g., 10.10.5.145)

Port — The port number on the Subscriber’s system to which the message should be delivered. A Port
ID for a Command Sink can be the same as the Port ID for an Output Sink.

Protocol — Communications protocol. Select from the pull-down menu. The options are:
TCP: Transmission Control Protocol. This is recommended.
UDP: User Datagram Protocol.

Channel — The communications channel used by the Subscriber. Select from the pull-down menu. The
options are:

Packet Reflector/COM Server: A WGMS Kernel or its associated Packet Reflector. Output Sink.
Iridium: The commercial Iridium Short Burst Data service. Command Sink.

XBee Relay: An XBee Relay. Often used for development and testing. This is discussed more fully in
chapter 4, “Configuring an XBee Relay”.

Alt Iridium Relay: Uses Short Burst Data over the Iridium ISU-ISU protocol. Primarily used for the
“mobile to mobile” scenario, discussed in chapter 5, “Configuring an Alternate Iridium Relay”.

Iridium EMSS: This gives US Government customers access to an encrypted and secured version of
the Iridium SBD service. Command Sink.

Relay Type 7 (custom): Used by customers who deploy non-LRI Communications Relays.
Relay Type 8 (custom): Used by customers who deploy non-LRI Communications Relays.
Relay Type 9 (custom): Used by customers who deploy non-LRI Communications Relays.

Relay Type 10 (custom): Used by customers who deploy non-LRI Communications Relays.
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An example dialog is shown below.

Subscriber

Address |1EI.1 0.167.183

Pot 12345 |
Protocol |TEF' v|
Channel |Iridium v|

[ ak ] [ Cancel

Figure 3-9: Subscriber Data Entered

Click the OK button to register the subscriber for that Subscriber type.

The Subscriber information should then appear in the “Registered Subscriber” box as shown below in
Figure 3-7. Note that this particular example would usually result in an invalid configuration, since an

“Output Sink” would not normally use Iridium as its communications channel. The System

Administrator is responsible for entering valid information. However, errors can be corrected, as

shown in section 3.4.4.

Dutput Sinks | Qutput Sources | Command Sinks
Reqgistered Subscrbers

T0067.189, 12345, TCP, Indium

Newly Added
Subscriber

ormmand Sources

Configuration £

Add
Edit

Remove

Glider Qut

Figure 3-10: Packet Reflector Ul Showing Added Output Sink
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3.4.4 Edit Subscribers

To edit the existing Subscriber’s data, click on the selected subscriber in the “Registered Subscribers”

box. This will activate both the Edit and the Remove buttons, as shown in Figure 3-11.

Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration Si

Reqizterad Subzcriberz

localhost, 10015, TCP, Sernial

1010.167.189, 12345 TCP, Server

Add

Edit

Remove

el

Glider Quty

Figure 3-11: Subscriber Data Selected

Click on the Edit button.

The “Subscriber” dialog box will pop up showing the data, as shown in Figure 3-12.

Subscriber

B=lE

Address |1EI.1 0.167.183

Pot 12345 |
Protocol |TEF' v|
Channel |Iridium v|

[ ak ] [ Cancel

Figure 3-12: Edit Subscriber Dialog

Make the desired change, such as changing the channel or port. Then, click the OK button. The

changed Subscriber information should then appear in the “Registered Subscriber” box.

3.4.5 Removing Subscribers

Click on the appropriate subscriber in the “Registered Subscribers” box. Click the Remove button. The
selected Subscriber data will be immediately deleted from the list.
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3.5 Packet Reflector Use Cases

Example cases for packet reflector configuration are described below.

3.5.1 Configuring for “Self-Hosted Shared WGMS”

The Packet Reflector for the “Self-Hosted Shared WGMS” is configured to communicate with the
Iridium Server and the WGMS Kernel. For the example shown, the Packet Reflector:

e Qutput Sink: WGMS at localhost:10015
e Output Source: Iridium SBD Server at directip.sbd.iridium.com:10010
e Command Sink: Iridium SBD Server at directip.sbd.iridium.com:10800

e Command Source: WGMS at localhost:10020

Your
R I A I I A A AR . network and
directip.sbd.iridium.com:10010 : hardware
: localhost: 10015
Iricliurm Server : Telemairy . ""i'Usar‘. s
: ACKINAK Web i ppplication )
directip.sbd.iridium.com:{ 0800 Fayload elees i fivat 0}
. 55 L Sanvices)
: WGMS : ey
p— Kernel s e
p ~, |TCFIFP processes .
LY -
{ \ .
| | . Commands HTTE/
\ j-" N Payload HTTRS ™| Browser Ul
\
, / M .
— : localhost: 10020
Ca&c T
(Iridium & ¥Bee) J ™,
. 4 \
B |
T i A
: \ /,"
et g

Figure 3-13: Example Self-Hosted WGMS Packet Reflector Configuration

As shown in the figure above, the Packet Reflector port number for a WGMS Output Sink must be
10015. The port number for a WGMS Command Source must be 10020.
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For the “Self-Hosted Shared WGMS” configuration example described above, the subscriber data
selection windows would be set as follows:

Subscriber Output Sinks | Qutput Sources | Command Sinks | Command Sources | Configuration €
Address | localhost Reqistered Subscribers
localhost, 10015, TCP, Packet Reflector/COM Server Add
Part 10015
Edit
Protocol | TCP v :
Channel |Packet Reflector/ + Hemove

Subscriber

Subscriber

_DutputSinks Output Sources | Command Sinks | Command Sources | Configuration £

Reqistered Subscribers

Address  directip.sbd.iridium.com
directip.sbd.iridium.com, 10010, TCP, Iridiurm Add
Port 10010
Edit
Protocol | TCP w
Chanrel | Iridium [ Remaove

| Output Sinks | Output Sources | Cormmand Sinks || Command Sources | Configuration £

Reqgiztered Subscribers

Address 'directip.sbd.iridium.com : :

; directip.sbd.iridium.com, 10800, TCP Iridium Add
Part |10800

T 1 Edit
Fratacal |TCP ¥
Channel :Iridium v: Remave

Subscriber | Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration £
Addiess | localhost Registered Subscribers
: localhost, 10020, TCP, Packet Reflector/COM Server Add
Pot (10020
[ | Edit
Pratocal | TCP v
Channel |Packet Reflector! v | Remove

Figure 3-14: Example “Self-Hosted, Shared WGMS” Subscriber Screens
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Configuring for “Mobile-to-Mobile”
The Packet Reflector configuration for the “Mobile-to-Mobile” is designed to communicate with the

Alternate Iridium Relay and the WGMS Kernel. For the example shown, the Packet Reflector:

3.5.2

Output Sink: WGMS at localhost:10015
Output Sources: IridiumAlt at 10.10.167.183:8005 and XBee at 10.10.127.172:6051

Command Sinks: IridiumAlt at 10.10.167.183:8005 and XBee at 10.10.127.172:6051

Command Source: WGMS at localhost:10020

localhost: 10015
Telemetry “'.'u o ,
ACKINAK Web £ app,-sf;tbn kY

awmas—p-;. WVt 1

Payload

------

10.10.127.172:6051

TCPAP

Commands

localhost: 10020

H.ll.-rprfé—p Browser U

10.10.167.183:8005

Iridium & XBee
{Iridium | PP

Realay

Figure 3-15: Mobile-to-Mobile Packet Reflector Configuration

Note that the Packet Reflector port number for a WGMS Output Sink must be 10015, and the port
number for a WGMS Command Source must be 10020.

For the “Mobile-to-Mobile” configuration example described above, the subscriber data selection

windows would be set as follows:

B8l Subscriber Output Sinks | Output Sources | Command Sinks | Command Sources | Configuration &

Addiess | localhost Registered Subscrbers
localhost, 10015, TCP, Packet ReflectorfCOM Server Add
Part 10015
Edit
Frotocol | TCP -
Channel |Packet Reflector/ Remove
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Subscriber Output Sinks | Dutput Sowrces | Command Sinks | Command Sources Configuration £
Addiess |10.10.167.183 Registered Subscribers
10.10.167.183, 8005, TCP, IridiumAlt Add
Pot 8005
Edit
Channel | IridiumaAlt v Remove
Subscriber Dutput Sinks | Jutput Sources | Command Sinks | Command Sources | Configuration S
Addiess | 10.10.127 172 Regiztered Subscribers
Pot  |B051 10.10.167.183, 8005, TCP, IridiumAlt Add
'” 10.10.127.172, 6051, TCP, XBee -
(Bl Subscriber Output Sinks | Output Sources _ Command Sinks || Command Sources | Configuration €
Address |‘|U.10.15?.183 Regiztered Subscribers
10.10.167.183, B0OO5, TCP, IridiumAlt Add
Pat | BOOS
Edit
Protocal | TCP v
Channel | IridiumAlt v Remove
(# Subscriber Output Sinks | Qutput Sources | Command Sinks | Command Sources | Configuration €
Address |1D.1D.12T.1T2 Registered Subscribers
10.10.167.183, BOOS, TCP, IridiumAlt Add
Pat  |6051 10.10,127.172, 6051, TCP, XBee -
it
Pratocal | TCP w
Channel | XBes v Remave
[ Subscriber Output Sinks | Qutput Sources | Command Sinks | Command Sources | Configuration €
Address |Iocalhost Fegistered Subscribers
localhost, 10020, TCP, Packet Reflector/COM Server Add
Pot 10020
Edit
Protocol | TCP w
R
Channel | Packet Reflector/ » FE
Figure 3-16: Example “Mobile-to-Mobile” Subscriber Screens
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3.5.3 Configuring for “Payload Development and Bench Test”

The Packet Reflector configuration for the “Payload Development and Bench Test” is designed to
communicate with the XBee and the WGMS Kernel. For the example shown, the Packet Reflector:

e OQutput Sink: WGMS at localhost:10015

e Qutput Source: XBee at localhost:10012

e Command Sink: XBee at localhost:10012

e Command Source: WGMS at localhost:10020

localhost: 10015

et ST
g Telemetry S,
ACKINAK Web o eation

Payload oL (Wab
localhost: 10012 WEMS .‘f&ﬂﬂc&si‘
Kermed H 00 =T
processes
Commands HTTES
Payload H'ITPS_"' Browser Ul

localhost: 10020

C&C
(Iricium & XBesa)

Figure 3-17: Payload Development and Bench Test Configuration

Note that the Packet Reflector port number for a WGMS Output Sink must be 10015, and the port
number for a WGMS Command Source must be 10020.
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For the “Payload Development and Bench Test” configuration example described above, the subscriber
data selection windows would be set as follows:

Subscriber Output Sinks | Dutput Sowrces | Command Sinks | Command Sources | Configuration £
Address [localhost Reqistered Subscribers
localhost, 10015, TCP, Packet Reflector/COM Server Add
Port 10015
Edit
Protocol |TCP w !
Channel |Packet Reflector/ Remove
Subscriber | Output Sinks Dutput Sources | Cammand Sinks | Command Sources | Configuration £
Addiess | localhost Reqistered Subszcribers
localhost, 10012, TCP, XBee Add
Port 10012
Edit
Frotocol |TCP w :
Channel | XBee w Remaove
Subscriber | Output Sinks | Dutput Sources Command Sinks | Command Sources | Configuration £
address | localnost Registered Subscribers
: localhast, 10012, TCP, XBe: Add
Pat  [10012 ¢
; ) Edit
Pratocol | TCP w
Channel | XBee | Remove
Subscriber | Output Sinks | Output Sources | Command Sinks Command Sources | Configuration &

Addiess [ localhast _Heglstered Subscribers

: localhost, 10020, TCP, Packet Reflector/COM Server- Add
Port | 10020
; : Edit
Pratocal | TCP w
Remowve

Channel | Packet Reflector! v |

Figure 3-18: Example “Payload Development and Bench Test” Subscriber Screens
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3.6 Starting/Stopping the Service

Click the Start Service button in the lower-right corner of the dialog box to start the Packet Reflector

using the new configuration.

As shown in Figure 3-19, on start all buttons and check boxes will “Gray Out” and the Start Service button

will change to Stop Service.

® Packet Reflector

File  Edit Tools  Help

Reqiztered Subscribers
localhost, 10015, TCP, Hyperion Add

Edit

Femove

Started output sink reflectar for localhogt, 10005, TCP, Hpperion
Started output source listener for 10.10.1.35, 10016, TCP, Hyperion
Started command gource liztener for localhogt, 10020, TCP, Heperion
Started command zink reflector

Started configuration zink, reflector

Started the zervice with current zetup.

Facket Reflector Service Starting.

Stopped output sink reflectar for lacalhost, 10015, TCP, Hyperion
Output Reflector Fatal Error; Thread waz being aborted.

Stopped output source listener for 10.10.1.35, 10016, TCP, Hyperion
Output Ligtener Fatal Error; Thread wasz being aborted.

Output Listener Eror: Packet Receive Thiead was being aborted.
Output Ligtener Ermor. Packet Receive A blocking operation was interupted

Stop Service

Dutput Sinks | Output Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources

Glider Output Hyperion Systems

Log Events Filker Sy b Source [tems to dizplay | BO0

Figure 3-19: Packet Reflector Ul During Example Operation

Note in the Event Log of the above Figure 3-19 example that the Packet Reflector failed to make the

required Subscriber connections and thus failed.

Refer to section 8.10 " Interpreting Packet Reflector Log Records" for an explanation of how to interpret a

log record like that shown above.

3.7 Debug Run Button

The Debug Run button is used for diagnostic purposes. Usage is outside the scope of this document.
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4.

4.1

Configuring an XBee Relay

XBee Overview

The XBee radio link is an alternative method of issuing commands to and retrieving data from Wave
Gliders. A single XBee Relay can manage multiple active Wave Gliders and masks the details of the XBee
communications protocol from the WGMS Packet Reflector. The full set of commands available from
WGMS can be used with the XBee interface, with the exception of a few Iridium-specific commands.
Similarly, telemetry and other data that are visible in the WGMS Ul for Iridium-based communications are
also displayed for XBee communications.

Note that the XBee connection is between the Wave Glider and WGMS, not between a particular user and
the Wave Glider.

The XBee relay must be installed on the computer to which the XBee transceiver is connected. The Relay
communicates with the WGMS Packet Reflector via TCP/IP, which means that the Packet Reflector may
run on the same computer or a different computer. A common configuration is to run the XBee Relay on a
computer physically near the Wave Glider, with the packets delivered to a shared instance of WGMS via
the Internet. The primary configuration task is to set up the connections between the XBee Relay and the
Packet Relay.

4.1.1 XBee Operation
The XBee system performs the following operations within the WGMS.
1) Interfaces the Digi XBee-PRO modem (USB or serial version) and acts like an XBee Coordinator
for the purpose of communicating with Wave Gliders.
2) Automatically recruits Wave Gliders with the same PAN ID to the Coordinator’s channel.
3) Implements an LRI level 3 protocol that can carry WGMS messages in place of the Iridium
network.
4) Implements the LRI WGMS Communication Channel specification, which enables it to
communicate with a Packet Reflector and offer an alternative route for messages between
WGMS and the set of Wave Gliders that are detected by the XBee Coordinator.
5) Implements communication console messages through the LRI Level 3 protocol and offers the
ability to open a console window for each Wave Glider in range.
6) Decodes Level 2 messages received from WGMS or from the Wave Glider and displays them in a
chat window.
7) The configuration of the relay is stored in the Windows registry; editors for the configuration are
available though the relay’s GUI.
4.1.2 XBee Range
The XBee radio aboard the Vehicle is low power and short-range. The range of XBee is dependent upon
weather and terrain, but generally is not dependable at distances greater than 100 meters. It is best
suited for launch-ship communications, payload development and land-based testing.
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4.2 XBee Hardware and Software

4.2.1 XBee Hardware

To communicate with the Wave Glider XBee system, you will need to attach a transceiver to the
computer that hosts the XBee Relay. The recommended hardware, shown below, is:

Digi XBee-PRO 802.15.4 USB Adapter, internal wire antenna
Model # XA-A14-CE1P

Figure 4-1: XBee USB Adapter

This is available from Digi at their website, www.digi.com. It is also available from some electronics
distributors. Mobile to Mobile systems supplied by LRI include an XBee Adapter.

Plug the transceiver into a USB port in your computer. Plugging in should power it up, indicated by a
blinking green light on the end.

4.2.2 Hardware and Software Requirements

The configuration specified below has been tested with the XBee equipment described above in
section 4.2.1. Other configurations may work, but have not been tested.

e PC running Windows XP

e Microsoft .NET 3.5

e 100 MB of free disk space

e 2 GB of RAM

e XBee modem (Digi XBee USB Adapter S1 Pro)
e WGMS XBee Relay setup package

e Privileges to install software on the PC

e An Internet connection may be required
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4.2.3 Installing the Device Driver

The device driver software is available for download on the Digi website.

1) On the website, click: Support = Drivers
2) Go down in the list to select: XBee / XBee Pro 802.15.4 Adapters,

3) Click Submit.
This should bring you to a page with download links for different operating systems.

Note that the link for Windows 7 and Vista is at the bottom of the page.

4) Download the the ZIP file to your computer. A special directory for the files
(e.g., “Digi Driver”) is recommended.

5) Extract All from the ZIP file to the directory.

6) Open the README.TXT file and follow the instructions for installing the software on your
computer.

The key configuration parameters are:

Baud Rate: 115,200 bps
Data Bits: 8

Stop Bits: 1 (or 2)
Parity: None

Note: If necessary, use the Digi diagnostics software X-CTU to detect and configure the modem.

4.2.4 Firmware Updates
If there are problems establishing communications, it may be necessary to update the firmware on the
XBee modem. The key parameters for updating are:

Modem Type: XBP24
Function Set: XBee PRO 802.15.4

4.2.5 Establishing Communications

Communications is established by first turning on the Digi transceiver and starting up the XBee Relay.
Then turn on the Wave Glider XBee power. A key point to remember is:

Power up the Digi transceiver before starting up XBee on the Wave Glider

The Wave Glider XBee transceiver starts up when the Vehicle is powered up. So the typical procedure
would be to connect the Digi, then power up the Wave Glider.

However, the Iridium link can also be used to switch the XBee On or Off. Thus, if the Digi transceiver
was turned on after the Wave Glider, use the Dashboard control to first turn Off the XBee, then turn it
back On.

You can also cycle power on the Wave Glider Off, then back On. Note that when doing this, wait about
10 seconds after turning Off before turning the Vehicle On again.
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4.3 XBee Installation

4.3.1 |Installation Instructions

The XBee installation files are on the LRI-supplied DVD. The procedure is as follows:

1) Copy the installation files into an accessible directory. The installation files consist of:

SETUP.EXE
XBeeRelayAppSetup.msi

To verify the software revision number, right click XBeeRelayAppSetup.msi Properties ?IX

on the XBeeRelayAppSetup.msi name and select
Properties from the popup menu, then examine the

General | Custom | Summary

output on the Summary tab. @he: Selup WGMS XBee Relay rev 1.06 )
The revision number should be indicated in the aubject:
“Title” box. Author: LiguidRobotics

Check the “Comments” box for any notes that may
.. Category:
be relevant to your revision.

keywords:

Click OK to exit.

Comments: | Setup Liguid Robotics WGMS XBee Relay
application (rev 1.06}

[ [s]4 ][ Cancel ” Apply ]

Figure 4-2: XBeeRelayAppSetup.msi Properties

2) Run SETUP.EXE from the directory where the file was placed®.

! If another version of the software is already installed, you will be prompted to remove it using the
Control Panel = Add or Remove Programs.
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Running SETUP.EXE should bring up the “Welcome” dialog shown in Figure 4-3.

i& WGMS XBee Relay

Welcome to the WGMS XBee Relay Setup Wizard

The installer will quide you through the steps required to instal \WGMS XBes Relay on your
compter.

WARMING: This computer program iz protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civi
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

Cancel

Figure 4-3: XBee Installation Welcome Dialog

3) Click Next on the Welcome screen. This should bring up the Installation Folder dialog:

i WGMS XBee Relay

Select Installation Folder

The installer will instal ‘\WGEMS *Bee Relay ta the following folder.

To installin this folder, click "Mext". Toinstall to a different folder, enter it below or click "Browse".

Folder:

C:\Program Filez'\LiquidRobotics\WEMS %Eee Relay Browse. ..

Install ‘\WiEMS XEBee Relay for yourzell, or for anyone who uzes this computer:

() Everyone
®) Just me

[ Cancel ] [ < Back ]( | Mext >

)

Figure 4-4: XBee Installation Folder Selection

4) Check the installation location and make any changes if necessary. Check the radio button at the
bottom. In most cases, leave the “Just me” selected. Then click the Next button.
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5) You should get an installation confirmation dialog. Confirm that you want to install by clicking
the Next button.

{5 WGMS XBee Relay

Confirm Installation

The installer iz ready to instal WEMS Bee Relay on your computer.

Click "Mext" ta start the installation.

> )
/ ;_?’f’_..ﬁ "

[ Cancel ] ’ < Back ]

g

While the program is installing, you will see a progress indicator.

Figure 4-5: XBee Installation Confirmation Dialog

{5 WGMS XBee Relay

Installing WGMS XBee Relay

WiEMS ¥Bee Relay iz being inztalled.

Please wait...

Cancel

Figure 4-6: XBee Installation Progress Indicator

Note: During installation, you may be prompted to install the Microsoft .NET 3.5 Framework.
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6) When installation has completed, you should see the following dialog. Click the Close button to
dismiss the box.

{5 WGMS XBee Relay

Installation Complete

'ﬁ":.: -_.IQ =]
T
WiEMS ¥Bee Relay has been successfully installed.

Click "Close" to exit.

Fleaze uze Windows Update to check for any critical updates to the MET Framewark.

Figure 4-7: XBee Installation Complete Dialog

Once installation is completed, start the XBee Relay by clicking on the XBee Relay icon on the screen:

WiGMS XBee
Relay

o

Figure 4-8: XBee Relay Start Icon

If there is no icon on the screen, you can start by by clicking the Start button, then using Programs 2>
WGMS XBee Relay > WGMS XBee Relay, as shown in Figure 4-9.

ﬁ (e

WiaMS xBee Relay

Ii=l=_’| Software Release Moke for WiGMS xBee Relay

Figure 4-9: XBee Relay Configuration Start

It is a good idea to review the “Software Release Note” prior to configuring the XBee software.
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4.4 XBee Software Configuration

441 XBee Start-Up Screen

1) After clicking on the WGMS XBee Relay icon or selection, the startup screen shown annotated in
Figure 4-10 below should come up:

Tabbed dialog selects
various configuration
values, which are stored
in the Registry

£B WGMS XBee Relay

When this button is enabled,
T Pat | Protocol | Relay || XBee ) click it to open a debug console
- - - - - window for the selected device

0 Connected Devices:
% Media Not Connected

The properties for the selected
device are shown here

f Property Value

Enter the maximum
number of lines to retain
in the log window here

yd

During operation, the
WGMS vehicle ID for
each connected Wave \
Glider is shown here

Filter Console Messages to Display/

Items to displ | 50
ﬂ:z7:oz. 507 [I] Application started
L _ S
This area displays / —
informational and error l Clear View l [ cﬁ,’;ﬁ’;,?d ]L Start Felay )
messages from the d
operation of the relay -

Click this button to
Start the relay

Figure 4-10: XBee Relay Annotated Start-Up Screen

2) Ensure that the XBee modem (the Digi XBee USB Adapter) has been connected, and note which
serial port is used.

Note: If necessary, use the Digi diagnostics software X-CTU to detect and configure the modem.
(This is available from Digi at http://www.digi.com)
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4.4.2 Setting Port and Network Configurations
Configure the Relay and XBee network settings before starting the relay:
1) Click the Port tab and verify that the correct Serial Port is selected (i.e. the one provided by the

Digi modem). Only the detected serial ports are listed in the drop-down menu. Click the Apply
button to save any changes made.

Note: The Revert button causes the settings to go back to the values they had when you
clicked to select the Port tab; it does not reset them to the default installation values.

Owerview | Port Frotocol | Relay | *Bes
Serial Port -
Baud Rate 115200 w

Diata Bitz g w

Stop Bits 2 R
Parity Hone w Farity Replace
Handshake | None w Enable RTS Enable DTR

Bead Buffer  [4096
Wwiite Buffer  [4096

Figure 4-11: XBee Port Selection Tab

2) Click the XBee tab (as shown in Figure 4-12) and verify that the PAN ID is correct.

Note: For hexadecimal numbers, be sure to add the “Ox” at the beginning of the number.
As an example, use 0x5000 to indicate hexadecimal 5000 (20480 decimal).

By default, the modem scans for the clearest channel and uses that. If desired, a specific
communication channel can be forced by un-checking the Scan for Clear Channel checkbox.
Then specify one of the available channels in the Fixed Channel box.

Overview | Port

Scan for Clear Channel
Fixed Chantel

FaM 1D [0=5000
Modem Prompt Timeout 00;00:02.000
Modem Rezponze Timeout | 00:00:03.000

Scan Timeaout (00: 0 :00.000
Coordinator Restart Timeout | 00:00:05.000
Configuration Timeout 00:00:07.000

Figure 4-12: XBee Parameter Selection Tab

3) Click the Apply button to save any changes made.

4) Click the Relay tab to enter the address and port values for the Packet Reflector and the Relay.
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e For the Relay Address, click Suggest Relay IP to show the first IP Address available on the
Relay computer.

e For the Packet Reflector Address, use the IP Address and IP Port provided separately by

Liquid Robotics or by your IT staff. Note that if the IP Port numbers are the same, the IP
Addresses must be different.

Overview | Port Protocol | Felay | xBee
Packet Reflector Address Relay Address
IP Address IP Address 10101172
IP Port 0 IP Part 5000
Pratacal TCP » Fratacal TCP »
Suggest Relay IP
Ihput Quele Size 1000 [1 Show Port Communications
DOutput Queus Size 1000 Set Loopback
Addreszes
Output Fetry Buffer Size | 1000

Figure 4-13: Packet Reflector and Relay Address Selection

5) Click the Apply button to save any changes made.

4.4.3 Starting the Relay

Once the port and network configurations have been set, you can start the Relay.

1) Click the Start Relay button on the lower right.

Some configuration values are grayed out during execution. The log display (Figure 4-14) shows
events as they occur, along with a time stamp.

e
ﬁ?zv:az,sav [I] Application started Y
\ y,

This area displays / —

informational and error l Clear View l Cirboard ‘L Start Relay )

messages from the — P

operation of the relay

Click this button to
Start the relay

Figure 4-14: Start Relay Button and Log Display
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When communication has been established with the modem, the bold indicator field changes to
Media Connected and the log shows “XBee modem communication established” as shown in
Figure 4-15 below.

WGMS XBee Relay

Eile  Edit

Tools

Oweryview | Part

Help

Protocol | Relay | ®Bee |

0 Connected Devices:
Media Connected

Property W alue

Filter Corzole Messages to Dizplay

Items to display

.08z
.08z
.08z
. 3LT

[T]
[I]
[I]
[T

Command Listener starting
Command Reflector starting
Output Beflector starting
¥Eee modem communication established

‘ Clear Wigw ||

Copy to
Clipboard

Stop Relay

Figure 4-15: XBee Relay Media Connected
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Any Vehicles with active XBee modems and that are in range connect automatically. Details of

the selected device are shown in the adjacent control box (ref. Figure 4-16).

AEE

WGMS XBee Relay
Help

Eile  Edit

Owerview | Port | Protocol | Relay | %Bee

Media Connected

Launch Debug Conzole
for Vehicle

Property Walue

Signal Strength | -73 dB

Subscriber TCP:10.10.1.138: 6000
Yehicle 1D 00000040
#Bee D 001342004032F450

Filter Corzole Messages to Dizplay

Items to display 50

64:29:32.082 [I]
14:29:32.082 [I]
14:29:32.082 [I]
14:25:33.317 [I]
14:259:34_ 582 [I]
14:29:34.582 [I)
14:29:34. 582 [I]

10.10.1.138:6000

\_

Command Listener starting

Command Reflector starting

Outcput Reflector starting

¥Eee modem communication established

Vehicle 00000040 on ¥Bee ID 0013AZ00403ZF450 CONMECTED
Send (Queus 00000040 - SendThread started

Output PReflector: Sent TCP:10.10.1.35:6000 ¥bee "Xbes" 0x00000040 |
TypeID=0x70 (RelayStatus) TransactionID=0x00000000 Z2ize=10 Chamnellctive=True
MessageNotSent=False CommErrorilarm=False TimeStawp=201001122FZ2334000 } from

S

J

: Copy to
‘ CloatVicw || Clipboard

Stop Relay

Figure 4-16: XBee Connection Established

The “Output Reflector: Sent ...” line in the log display indicates successful transmission to the Packet

Reflector.

If the notification reads “Added” instead of “Sent”, then the relay was not able to send to the Packet

Reflector.

Note: Telemetry is not sent via XBee by default. However, you can issue a WGMS command to set
XBee as the default communications channel.
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2) To communicate with the Wave Glider’s command line console, select a connected device in the
device list and press the Launch Debug Console for Vehicle button. This will bring up the small
window:

Console for Vehicle 00000040 =3

Error transmitting MO packet Clear

Iridium session failure
*++x+ plarp Set ==+ OO000400 **++*
FEEEE Alarm Set === 00000100 **++*
Error transmitting MO packet
Iridium session failure

Figure 4-17: Debug Console Window

Right clicking on the window gives access to several useful functions:

15:0z2:04_180 [I] Command Listener starting
15:0z2:04.195 [I] Command Reflector st Clear
15:0z2:04_19E [T] Output Reflector stal
15:02:05.414 [I] xBee modem communics Copy
lE:0z:06.220 [I] Wehicle QOQOO0O040 oxn F420 Ci
15:02:06.836 [I] Output Reflector: Se opy Al 0 Xbe:
TypeID=0x70 (RelayStatus) Transaction Select all Chamnr
MeszagelNotSent=False CommErrorilarm=F| - Pl4F30:
10.10.1. 1386000 Background
Faont
wword Wrap

T

Figure 4-18: Display Window Function Select

Note also that the application window can be resized to take best advantage of the user’s screen size:

F Hyperion Xber Relay
Be B e

Ovoren [Fue | Prokoca | Fsey | e

! Corvecisd Devicet
Heia Comeeind

Lch Db Lok |
[

[ P Carecta Masanges 1 Diplay

s dlny £l

=
e ][, ] (o]

Figure 4-19: Re-Sized Relay Application Form
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4.4.4 Saved Events

The events are saved in the system event log under XBeeRelayLog, and can be viewed using the
Windows Event Viewer applet, which can be accessed from the Administrative Tools folder in the

Control Panel:

B Fvent Viewer

Liquid Robotics, Inc.

File  Action Wiew Help
4 | B 2
Event Viewer {Local)
application Event Properties
Security Type Date Time o]
System (DInformation  12/14/2008  302:06PM  Beed] | Event | B
Dataclientlog @Informatinn 12/14/2002 302:06 PM  XBeeH Bl c RV
Internet Explorer Dlnformation  12/14/2009  H0205PM  RBee] | 2 SOHICE: il 1
Micrasaft OFfice Diagnostics @Information  12/14/2009  H0ZI04PM XBeed T'me'_ 302 06 Calagm: Hore N
Microsoft Office Sessions @Information  12/14/2009  H02:04PM  xgesd | | YPE Infomation - EventiD: 0 J
windaws PowerShel Information  12/14/2009  HOZ:O4PM  xgeed | Jser N
BeeReflactorLog Information  12{14/2009  H01:58PM  ¥Bee | Computer LA-PAMIKE
fif] xBeerelsyLog @Information  12/14/2009  Z01SEPM  XBeeh .
@Informatinn 12f14/200% 301:55PM  XBecH Qesc.:nptlon.
@Information 12{14/2008 3015EPM  XoeeH “ehicle 00000040 on =Bee (D 001 34.2004032F 430 COMMECTED
@Informatinn 12142009 HOLSZPM KEee For more information, see Help and Suppart Center at
D Information  12/14/2009  F01:52PM xBee |  |hlto//go miciosofl comdfilink/events. asp.
QErrnr 12/14j2009 Z:55:59PM  xBeeH
Errar 12{14/2002 2:58:59PM  XBeeH
QError 12f14/200% 2:58:55 PM  XBecH
@Informatinn 12{14/2002 25732 PM XBeeH
@Infurmatiun 12/14)z009 Z5730PM xEBeeH
@Informatlon 12/14/2009 25730 PM XBee Bytes ('Wards
Information  12f14/2009 2:57:30PM  XBeed
@Informatinn 12{14/2009 2:56:26 PM ¥BeeH
@Informatinn 12f14/200% 2:56:15PM  XBecH
@Informatinn 12{14/2002 2:56:05PM  XBecH
@Infurmatiun 12{14/2002 2:55:52 PM  XGeeH
@Informatmn 12{14/2009  12:11:32PM  ¥BeeH Epply "
Figure 4-20: Viewing Saved System Events
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4.5 Using XBee with Hosted WGMS

This procedure describes how to allow communication between XBee and hosted WGMS via a VPN
connection.
45.1 Required Materials

e OpenVPN2.1.4
(Available at http://swupdate.openvpn.net/community/releases/openvpn-2.1.4-install.exe)

e Xbee Relay software installed and talking to a vehicle

e Zip file containing your assigned VPN Certificate and config file (from Liquid Robotics)
e VPN account information (from Liquid Robotics)

e |P and port assignments for the Xbee Relay (from Liquid Robotics)

e Liquid Robotics Wave Glider System Administration Manual (from Liquid Robotics)

4.5.2 Configuring OpenVPN
1) Download and install OpenVPN.

2) Extract the zip file containing the appropriate certificates and config file to the OpenVPN
directory. If you used the default directory, it will be in one of two places.

e 64-bit Windows — C:\Program Files (x86)\OpenVPN\, or
e 32-bit Windows — C:\Program Files\OpenVPN\

3) Open up the Network Connections control panel screen to rename the installed network adapter
to TAP-Bridge.

e Windows XP: Start->Control Panel->Network Connections

e Windows 7: Start->Control Panel->Network & Sharing Center->Click on “Change Adapter
Settings” in the left column

4) Locate the connection with the device name “TAP-Win32 Adapter V9.” (If you cannot find this
device name or the device name is different, make sure that you have installed the correct
version of OpenVPN.)

5) Right click on that connection, select Rename, and rename it to TAP-Bridge (case-sensitive).
NOTE: If this adapter has the wrong name, the connection will fail.
(If OpenVPN is being run in Windows Vista or Windows 7, it needs to be run as Administrator in
order to update the routing tables when it connects.)

6) Go to Start->Programs->OpenVPN->0penVPN GUI.

7) Right click on OpenVPN GUI and select Properties.

8) Click on the Compatibility tab in the Properties dialog.
9) Check the “Run this program as an Administrator” box.

10)Press OK to accept the changes.

45.3 Configuring the XBee Relay
1. Open the Xbee Relay and go to the Relay tab.
2. Enter the Packet Reflector Address provided by LRI:
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e o |P Address: 10.20.1.41
e ¢ |P Port: <provided>
3. Enter the Relay Address provided by LRI:
e ¢ |P Address: <IP of the VPN connection, provided>

e ¢ |P Port: <provided>

45.4 Operation & Verification of IP Address
1. Launch OpenVPN GUI (Start->Programs->OpenVPN->OpenVPN GUI).

2. When OpenVPN GUI is running there is an icon in your notification area/systray that looks like
two red computer screens. Right click the icon and select Connect.

3. When prompted, enter the username and password provided to you for the Relay VPN.

4. Once connected, the interface will disappear and a notification bubble will pop up and let you
know what your IP Address is.

5) Verify that this IP address is the same as the one provided to you by Liquid Robotics. If the VPN
address is not the same, contact Liquid Robotics customer support for assistance.
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5. Configuring an Alternate Iridium Relay

5.1 Alternate Iridium Relay Overview

The Alternate Iridium Relay is primarily intended for Mobile to Mobile (M2M) applications, where WGMS
Internet access is inconvenient or expensive. Liquid Robotics offers a pre-configured Mobile to Mobile
product that includes all software and hardware required to operate in the Mobile to Mobile mode. That
product includes a Panasonic ToughBook laptop, an LRI M2M electronics module and packaging
appropriate to a marine environment. It is delivered with the software and Iridium modems pre-
configured and tested for operation with a paired Wave Glider. If you purchased that product, no
additional configuration of the Alternate Iridium Relay is required.

It is possible to assemble your own M2M system by installing and configuring WGMS and the Alternate
Iridium Relay. In the M2M configuration, the standard Iridium service LRI uses for messaging, DirectIP is
replaced with one that is not dependent on Internet connectivity. In the M2M use case, LRI uses ISU-ISU
messages. In both use cases, the data is sent via Iridium Short Burst Data packets. ISU-ISU relies on the
two ends being indirectly connected via modems that are paired in the Iridium Communications
provisioning database. Refer to Figure 5-1 below.

ETC Subsystem Tesltz{:;ny
ECS ASLN

=

1)
Iridium Gateway SPP™

SBD
Subsystem

Figure 5-1: Mobile-to-mobile Communications

In the LRI M2M configuration, one Iridium modem is installed in the LRI Wave Glider Command and
Control electronics module and the other is installed in a separate Mobile to Mobile electronics module
that includes an Iridium modem, a GPS antenna, an XBee transceiver, a Panasonic ToughBook and
appropriate cabling and power options. The modem in the M2M electronics module communicates with
the ToughBook via a serial connection. The ToughBook is configured with its own copy of WGMS to serve
as the M2M Host, including the Alternate Iridium Relay. The LRI M2M electronics package will come pre-
configured for communications between the paired Iridium modems.
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Creating your own Mobile to Mobile system requires that you provision the modems and install and
configure WGMS and the Alternate Iridium Relay. This chapter provides guidance on how to configure
and troubleshoot the Alternate Iridium Relay.

It is technically possible to use the Alternate Iridium Relay with a hosted version of WGMS. Please contact
LRI technical support if you feel you have an application where this might be useful.

5.2 Installing Iridium Relay Software

5.2.1 Tested Hardware and Software

The configuration specified below has been tested and works on the equipment supplied by LRI. Other
configurations may work, but have not been tested.

e PCrunning Windows XP
e Microsoft .NET 3.5
e 100 MB of free disk space
e 2 GBof RAM
e 1 free serial port
e WGMS Iridium Relay setup package
e Privileges to install software on the PC
e An internet connection may be required
e Modem hardware including:
> Iridium 9522B modem provisioned to communicate with the 9601 modem installed on a
Wave Glider (ideally, the 9522B’s ring indicator has been enabled.)

> Power supply and cables as suggested in the 9522B documentation.

> Communication cable to serial port.

Note: All modems need to be provisioned to allow for Iridium coordinates in the Header.
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5.2.2 Installation Instructions

The Iridium Relay installation files are on the
LRI-supplied DVD.

The installation procedure is as follows: I8 il [ayAppSetun,mai Propesiies ?IX

1) Copy the installation files into an accessible GeneralliCustom] Summary
directory. The installation files consist of: ( )
Title: WGMS Iridium Relay rev 1.05
SETUP.EXE
o e . Subject:
IridiumRelayAppSetup.msi
Author: LiquidRobotics
To verify the software revision number, right click Catogory:
on the IridiumRelayAppSetup.msi name and select
Keywords:

Properties from the popup menu, then examine

the output on the Summary tab. Comments: | Setup Liguid Robotics WGMS Iridium Relay
application (rev 1.05)

The revision number should be indicated in the
“Title” box.

Check the “Comments” box for any notes that may __Adyanced >>
be relevant to your revision.

Click OK to exit.

’ (04 H Cancel ]

Figure 5-2: Iridium RelayAppSetup.msi Properties

2) Run SETUP.EXE from the directory where the file was placed”. This should bring up the
“Welcome” dialog shown in Figure 5-3.

2 If another version of the software is already installed, you will be prompted to remove it using the
Control Panel = Add or Remove Programs.
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{5 WGMS Iridium Relay

Welcome to the WGMS Iridium Relay Setup
Wizard

The installer will quide you through the steps required to install \WGEMS Iridium Relay on your
compter.

WARMING: This computer program iz protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civi
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

Cancel

Figure 5-3: Iridium Relay Installation Welcome Dialog

3) Review the standard installation location and make any changes necessary; then press Next:

{5 WGMS Iridium Relay

Select Installation Folder

The installer will ingtal WGEMS Iridium Relay ta the following falder.

To install in this folder, click "MNest". Toinstall to a different folder, enter it below or click "Browse"

Fuolder:

C:\Program Filez\LiguidR obotics\WwWGMS Iridiumn R elayh Browse...
Dizk Cost...

Instal WGEMS Indium Relay for yourself, or for anyone who uses this computer:

() Everyane
® Just me

[ Cancel ] ’ < Back

Figure 5-4: Iridium Relay Installation Folder Selection

4) Check the installation location and make any changes if necessary. Select the radio button at the
bottom. In most cases, leave the “Just me” selected. Then click the Next button.

Copyright ©2011 Page 89 of 167 Version 1.4
Liquid Robotics, Inc. 14 March 2011



Wave Glider™ WGMS™

System Administration

5) You will get an installation confirmation dialog. Confirm that you want to install by clicking the
Next button.

{5 WGMS Iridium Relay

Confirm Installation

The installer iz ready to install WEMS Indium Relay on your computer,

Click "Mext" ta start the installation.

[ Cancel ] ’ < Back

L MNest » J |

While the program is installing, you will see a progress indicator.

Figure 5-5: Iridium Relay Installation Confirmation Dialog

& WGMS Iridium Relay

Installing WGMS Iridium Relay

WEMS Indiun Relay iz being installed.

Fleaze wai...

Cancel

Figure 5-6: Iridium Relay Installation Progress Indicator

Note: During installation, you may be prompted to install the Microsoft .NET 3.5 Framework.
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6) When installation has completed, you should get the following dialog. Click the Close button to
dismiss the dialog.

i WGMS Iridium Relay

Installation Complete

WIEMS Iridiur Relay has been successfully installad,

Click "Cloze" ta exit.

Pleaze uze Windows Update to check for any critical updates to the MET Framewark.

Figure 5-7: Iridium Relay Installation Completion Dialog

If installation completed successfully, the program selection should be on the Start menu under
Programs = WGMS Iridium Relay » WGMS Iridium Relay.

B WaEMS Iridiom Relay Eﬁ Software Release Maote For WiaM3 Iridiom Relay

S Iridium Relay
Figure 5-8: Iridium Relay on Start Menu

LRI recommends that you review the “Software Release Note” before configuring the Iridium Relay.

Copyright ©2011 Page 91 of 167 Version 1.4
Liquid Robotics, Inc. 14 March 2011



Wave Glider™ WGMS™ System Administration

5.3 Iridium Relay Software Configuration

5.3.1 Iridium Relay Start-Up Screen

1) Click on the WGMS Iridium Relay shortcut shown in Figure 5-8 to start the relay. The startup
screen, shown annotated in Figure 5-9 below, should come up:

Tabbed dialog selects
various configuration
values, which are stored
in the Registry

This control indicates the
satellite signal strength and
Iridium service availability as
reported by the modem

% WGMS Iridium Relay

The properties for the selected
device are shown here

Modem | Port | Relay |

0 Connected Devices:
(‘ *\, Media Not Connected Relay Signal Stiength \

0 100

No Service Available

Y Property Walue J

yd

During operation, the
WGMS vehicle ID for
each connected Wave
Glider is shown here

Items to displayt 50 ’\ =

6: 33:49.240 [I] Applicacion starced \ Enter the maximum
number of lines to retain
in the log window here

\. _ J

This area displays /
informational and error [ BN [ Gt ]( StartFelay J
messages from the e
operation of the relay L

Click this button to
Start the relay

Figure 5-9: Iridium Relay Annotated Start-Up Screen

2) Ensure that the Iridium modem has been connected to the WGMS computer, and note which
serial port is used.
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5.3.2 Setting Iridium Port and

Network Configuration

Before starting the Iridium relay, the correct port and network configurations must be set.

1) Click on the Port tab and verify that the correct Serial Port is selected (i.e., the port to which the
Iridium modem is connected). Only the detected serial ports are listed in the drop-down menu.

Note: The Revert button returns the settings to the values they had when you clicked to
select the Port tab; it does not reset them to “default” values.

Owerview | Modem| Fort
Sedisl Poit | COM4
Baud Rste (|[EEDT
Dt Bits B w
Stop Bilz 2 w
Bty Hone »
Hendshake | Mone
Fead Bulfer | 40896
‘wiiibe Bulfer | 4036

F

Iridium does not recommend
using a baud rate over 19200
FAelay for the 95228 madem

A

Party Replace
w | [] EnsbleRTS [¥] Enabla DIR

igure 5-10: Iridium Port Selection Tab

2) Click the Apply button to save any changes made.

3) Click the Modem tab to configure various timeout values.

Dwerview Part

Binary Reply Timeot
Establish Comm Interval
Inter-byte Recerve Timeout
Mailbox Check Interval
Modem Ping Interval
Reply Timeout
Seszion Beply Timeout
Session Retry Interval

Wehicle Comm Timeout

The mailbox check interval
can be set to 0 if relying on

ielay the ring indicator
00:01:08.000
00:00:10.000

“Block send” is a debugging

feature that stops

00:01:00.000 transmissions to the Wave
00:00:05.000 Glider; it should not be
00:01:08.000 checked in normal operation
00:00:10.000
00:10:00.000

‘ehicle ID Polling Timeout | 07:00:00.000 [] Block send

Figure 5-11: Iridium Modem Selection Tab

Copyright ©2011
Liquid Robotics, Inc.

Page 93 of 167

Version 1.4
14 March 2011



Wave Glider™ WGMS™ System Administration

Most of the Modem selection values should be left at default values, except for the following:

e “Mailbox Check Interval” specifies how often the program should check for messages from
the Wave Glider. If you have provisioned the modem connected to the relay computer with
the “ring indicator” option, you can set this value to 0 (zero) to disable mailbox checking. If
the ring indicator is not used, a 2-minute interval is typical for mailbox checking.?

e “Block send” is used to hold the transmit queue to the Wave Glider (prevent transmission)
for diagnostics. It should not be checked in normal operation.

4) Click the Apply button to save any changes made in the Modem tab.
5) Click the Relay tab to enter the address and port values for the Packet Reflector and the Relay.

e For the Relay Address, click Suggest Relay IP to show the first IP Address available on the
Relay computer.

e For the Packet Reflector Address, use the IP Address and IP Port provided separately by
Liquid Robotics or by your IT staff.

Note: IP Ports with the same number should not have the same IP Address. The Packet
Reflector must be configured to accept connections from your computer, and a unique
port number should be used for each computer connection and type. Configuration of
the Packet Reflector is discussed in chapter 3.

Overview | Modem | Fort Relay
Packet Reflector Address Relay Address
P &ddress 127.0.0.1 P Address 10101172 -
-Hegert
IP Port 0 IP Part 000
Pratocal TCP % Protocal TCP |+
Suggest Relay IP
Input Queue Size 1000 Show Part Communications
Output Queue Size 1000 Set Loopback
Addresses
Output Retry Buffer Size | 1000

Figure 5-12: Iridium Modem Relay Address Selection

6) Click the Apply button to save any changes made.

? Mailbox checks may have an associated fee: please consult Iridium or your service provider to verify
the fee structure. Your service provider or Iridium must configure your modem for Ring Indicator.
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5.3.3 Starting the Relay
Once the Port, Modem and Relay configurations have been set, you can start the relay.

1) Click the Start Relay button on the lower right.
Some configuration values are grayed out during execution. The log display shows events as they
occur, along with a time stamp.
i, '8 7
6:33:19‘210 [I] Applicacion started -\ E
r
il
\ J
This area displays / ) apy to
informational and error l Lle=ewt l Ciapoand l( SladHolay )
messages from the Z
operation of the relay L
Click this button to
Start the relay
Figure 5-13: Start Relay Button
Upon starting, the Relay first establishes connection with the Iridium modem connected to the
Relay computer using the parameters from the previous configuration step. It then identifies the
Wave Glider on the other side of the connection. Alternate Iridium modems use the Iridium ISU-
ISU protocol which requires that the modems be paired by a provisioning service such as Iridium
Communications. Since re-provisioning is rare, the Alternate Iridium Relay caches data from
previous sessions and only requires you to confirm that you are working with the same Wave
Glider as before.
WGMS Iridium Relay X
\:%/I Ilse existing vehicle ID 000000407
[ yes | [ Mo
Figure 5-14: Vehicle ID Request
2) Click Yes if you want to use the same Vehicle ID.
If this is the first use of the relay, you will not get the above message. Instead, the relay will
query the Wave Glider for its vehicle ID. Note that it may take several minutes to get a response
back from the Wave Glider depending on its communications configuration parameters.
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When communication is established with the modem and connection has been made to the
Iridium service, the bold indicator field changes to Media Connected and the log shows “Iridium
modem communication established”.

The modem's reported signal

strength is shown in the bar
The WGMS vehicle ID is graph here
shown here

WGMS Iridium Rely

This Grid view contains
modem properties read at
startup

Overview | Mogém | Port | Relay

Media Connected Relay Signal Strength
0 100
|IIIIIIIIIIIIIIIIIIII

Service Available

Value s
[LEEEREE L 300025010101560

Call Processor Version: ST0S005
DSP Version: 0x002b
Modem Detalls | ASIC Version: 32.1
NVM Version: S2_0003
BOOT Version: BOOTObbB/HW14(S

Modem Factory ID | lridium e
| a3 s V¥

Items to display 50|

13:47:22.912 [E] Iridium modem communication LOST

13:47:22.512 [I) Command Listener starting

13:47:22.912 [I] Command Reflector starting

13:47:22.912 [I] Output Reflector starting

13:47:25.950 [I] Iridium modem communication established

13:47:30.037 [I] Send Queue 00000040 - SendThread scarced

13:47:30.115 [I] Output Reflector: Sent TCP:10.10.1.35:6010 IridumAlt “"Irid® Ox00000040 {
Typell=0x70 (RelayStatus) TransactionID=0x00000000 Size=l0 ChannelActive=True
HMessageNotSent=False CommErrorAlarmsFalse TimeScamp=Z0Ll00112Z14730000 )} from
10.10.1.138:6010

LN S

~
e [ [

Communication events and
status are shown here

Figure 5-15: Iridium Relay Connected

Note the following in Figure 5-15:

e When the WGMS Vehicle ID is known, it is shown in the “Connected Devices” list.

e The “Output Reflector: Sent” notification indicates transmission to the Packet Reflector. If the
notification is “Added” instead of “Sent”, then the relay was not able to successfully send to the
Packet Reflector.

e The Wave Glider communicates via Iridium by default, so telemetry packets will be forwarded
automatically. Messages can be defaulted to the Alternate Iridium Relay by selecting “Alt Iridium
Relay” in the WGMS UL.
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5.3.4 User Interface Notes

Right clicking on the window gives access to several useful functions:

3.746 [E] Iridium modem communication LOST

3.746 [I] Command Listener starting

3.746 [I] Command Beflector starting

2.74¢6 [I] Output Reflector starting

A.293 [I] Iridium modem communication Clear

A.292 [I] Send Queus 00000040 - SendTh) Copy

A.292 [I] Output Reflector: Sent TCP:l - Al

1x70 (RelayStatus) TransactionID=0x000 Copy Al Actid

JotBent=False CommErrordlarm=False Tim| ooo

.138:6010 Sttt

3.83%9 [I] Output Beflector: Sent TCP:1 pAlt
) _ Background

Ixz06 (Telemetrys) TransactionID=0x0000 0_1cC

Font i
Word Wrap

] LClear View r

Figure 5-16: Selecting Function in Log Window

The application window can be resized to take advantage of the user’s screen size:

Liquid Robotics, Inc.

2 WGHS Iridium Relay A=
He [l el
Overview | Modem | Port | Relay
P
Media Connected Flelay Signal Stiength
] 100
Service Available
Sl 0025010101580
Call Procassor Version: STOS00S
5P 002
oo 6] i L
s ;
o
Do View | e, H gmpﬂda;i
Figure 5-17: Re-Sized Relay Application Form
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Alternate Iridium events are saved in the system event log under IridiumRelayLog. This log can be
viewed using the Event Viewer applet, which can be accessed in Control Panel > Administrative

Tools.
0 - [B[x)
File  Action Yiew Help
= A [ >
& B 2 Event Properties E]E]
Event \u'lewe.r {Local) Event
4| Application T Dat T N
4| Security vRe ate L . "
| 2ystem @Information 1/11/2010 71 Date: Source:  IridiumB elay +
m Datacliertlog @Information 1112010 2.1 Time: ?:21:54.F‘M Category: None 7
1| Internet Explorer @Information 1f11f2010 7q| Tvre Information  EventID: 0 4
E TridiumRelayLog @Information 1f11f2010 7iq | User L)
!_i Microsoft Office Diagnostics @Information if11fz010 7.4 Computer: LR-PA-MIKE
4| Microsoft Office Sessions @Information 1f11{2010 k] X
| i N Drescription:
!_i pondons Ponershel @Infurmatlun Ljzot0 7 Output Reflector: Sent TCP:10.10.1.35:6010 Iridurmdt “rid" 0200000040
4| ¥BeeReflectorLog i . utput Reflector: 5enl : " nidumalt *rid" O
T “ecRdlariog %i”:”fmagm i;ii;zgig P11 [{79meID=010 (T lemety) TrensastorlD~0:00002000 Sze=55 o
= nrormation : 10.10.1.138:6010
@iformation 1f11f2010 7 ; i T .
; . or more information, see Help and Support Center at
@in:nrma?nn i;ii;zgig : httpe/ 'go.microzoft. comfwlink/events asp
nFormation :
@ information  1/11/2010 7
Error 1f11f2010 7
(@ Information  1/11/2010 7
Qerrar 1j11jz010 7
@ Information  1/11/2010 7
@ information  1/11/2010 7
@information  1/11/2010 7
@ information  1/11/2010 7
(I¥rrfarmatinn 101109010 7 v
¢

Figure 5-18: Iridium Relay Log Example

Performance counters can be monitored and logged using the Performance applet, which can be

accessed from the Administrative Tools folder in Control Panel. The counters are shown in the table

below. A counter is provided for each serial port on which an Iridium relay is operating:

Performance object

Counter name

Meaning

A “delta” counter that shows the number of

IridiumRelay Bytes Received bytes received via Short Burst Data packet
during a sample period.
A “delta” counter that shows the number of
IridiumRelay Bytes Sent bytes sent via Short Burst Data packet
during a sample period.
IridiumRelay Iridium Queue Length The number of messages queued and
waiting to be read from the Iridium service.
- . The number of Short Burst Data messages
IridiumRelay Messages Received . ' -
received during the sample period.
IridiumRelay Messages Sent The number of Short Burst Data messages

sent during the sample period.

IridiumRelaySession

Avg. Session Time

The average session time taken to
exchange Short Burst Data packets during
the sample period (shown in Performance
Monitor as seconds, reported in ticks.)

IridiumRelaySignalStrength

Service Available

Average sense of whether the Iridium
service is available during the sample
period. If the service is available, reported
as 1; otherwise, reported as 0.

IridiumRelaySignalStrength

Signal Strength

Average signal strength over the sample
period, ranging from 0% to 100%
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Below is an example graph of logged performance counters showing an Iridium service outage and
recovery, followed by reading several messages from the Iridium queue when service was restored.

| p

60
Bytes Rx

——Bytes Tx
——Session Time
= SvcAv

40 u ~—— Signal Str

20 2

0 T ik T T
Figure 5-19: Example Iridium Performance Graph
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6. Administrative Tasks

This chapter describes tasks that are only accessible to System Administrators. Chapter 7 describes tasks that
System Administrators may perform, but which also can be performed by certain other users.

6.1 Organizations, Users and Roles

6.1.1 Organizations

An Organization is a copy of WGMS reserved for a specific group of users and Wave Gliders. It provides
a mechanism whereby multiple such groups can share a single physical copy of WGMS, but control
access to data and Wave Gliders as if they had their own copy.

1) In the LRI-hosted system, LRI uses a single physical copy of WGMS to support multiple
Organizations. The Organization serves as a privacy barrier between the groups. Each
Organization has a private copy of its data, a private set of authorized users, separate user
authentication controls and its own set of Wave Gliders to manage. However, users may be
aware of the existence of other Organizations by virtue of login options offered on the LRI-
hosted system.

2) In a self-hosted environment, including Mobile-to-Mobile, there will be a single Organization per
WGMS installation. If a company or agency must support more than one Organization, it will
need to have more than one WGMS installation.

An Organization has an alphanumeric “Name”, and that name can be changed. However, there is an
LRI-assigned “Org Internal Name” for the Organization that is visible to System Administrators, but
should not be changed (ref. 6.3.5).

6.1.2 Users

Users are members of an Organization. They have an email address which serves as their user ID and
authentication credentials, such as a password.

Users are created and removed by a System Administrator, who also can reset passwords.

6.1.3 Roles

Users of the WGMS are assigned "Roles", depending upon who they are and what they need to do.
The defined Roles are

Guest User: A Guest User can view the status of only those Vehicles that have been marked for
display to guests.

Data Analyst: A Data Analyst looks at existing Vehicle and WGMS data and can download
database data.

Master: A Master manages Vehicle provisioning, mission planning or operations, as well as
payload and web services development.

Admin: A System Administrator has all the permissions required to go through the day-to-day
administration of the WGMS, add users, manage customizations, and deal with data.

Root: A Root user has full access to all aspects of the Vehicle and WGMS. This user will be either
an LRI developer or a customer under close direction from LRI.
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Each Role has differing “Permissions” that restrict what actions a user can take and what commands
they can use. The types of Permissions are:

Create Read Update Delete

For example, a Data Analyst can only read Mission data. A Master has permission to create, read or
update a mission, but cannot delete it. An Admin can create, read, update and delete mission data.

It is possible for a user to be assigned more than one Role. However, this is rarely necessary.

Refer to 6.5.2 for a more detailed explanation of Roles and Permissions. Appendix A shows a complete
table of Roles and their Permissions.

Note: Admin users can assign themselves a Root Role. However, this should not be done unless the
Admin is in close contact with an LRI advisor. Incorrect use of Root permissions can result in
corruption of the WGMS, loss of data, and failure of Vehicle communication.

6.2 The Settings Menu

6.2.1 Show System Menus
As described in the Wave Glider User Manual, clicking the Show System Menus link on the Home page
at the upper-left brings up a display of an extended set of site navigation options at the lower left of
the Dashboard.
For a System Administrator, the following buttons are shown.
. Home The Home Page Dashboard
~_ Vehicles Pages for data on all Vehicles
& system Pages for system-wide settings of all Vehicles
& Settings Pages for System Administrator tasks
If you do not see the Settings button, you have not been assigned an Admin Role and thus cannot
perform most system administration tasks.
6.2.2 Settings Privileges
The Settings pages and dialogs accessible are typically used to manage User information. They may be
used occasionally for other tasks such as modifying Organization contact information.
Other functions available through Settings have very specialized uses related to customizations and
should not be used unless guided by LRI support personnel.
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6.2.3 Other Privileges

Some System Administrator tasks require use of the Vehicles and System pages, which also are
accessible to users with other Roles.

6.2.4 Menu and Tool Bar

When the System Menu buttons are visible, the Menu and Tool Bar is displayed near the top of the
Dashboard window.

Menu Bar

- - - - - .
#: File Tools ﬂelp‘
L T .

[ ) T
= MNP L] ) | Default Dashboard
Al S Options o
— o
Print lcon User Options

Ilcon

Figure 6-1: Menu and Tool Bar Components

The primary components of the Menu and Tool Bar are:
Menu Bar: The three options in the Menu Bar are:

File —Can be used to exit the window.
Tools — Can be used to call the User Options dialog.
Help - Provides contact information.

Print Icon: Extracts the current window for printing.

User Options: Clicking here brings up the User Options dialog to modify your personal profile.

6.3 Initial Set-Up

6.3.1 Overview

As with the previously-described tasks, the initial set-up will be defined by how the WGMS is hosted:

1) For LRI-hosted Organizations, set-up is provided as part of the LRI service.

2) For self-hosted WGMS installations, you will need to obtain both Iridium service and a Google
Maps API key. The Google Maps key can be for an internally hosted copy of Google Maps, such
as those operated by the US Government.

3) For Mobile-to-Mobile, the two Iridium modems must be paired prior to first use.

6.3.2 Obtaining Iridium Service

Wave Glider Vehicles are shipped with either an Iridium 9601 modem or an Iridium 9522B modem
installed. The IMEI number for a particular Wave Glider should be listed on the Packing Slip
accompanying the Vehicle, or else indicated on the top of the C&C drybox. If not, please contact LRI.

For the LRI Mobile-to-Mobile version, LRI will provide a ruggedized laptop with an Iridium modem. The
IMEI of the portable modem will be listed on the outside and the modems will have previously been
paired in manufacturing.
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6.3.3

Note that you cannot set up an Iridium account directly with Iridium Communications Inc.; you must
set up the account indirectly through a Value-Added Reseller (VAR).

For commercial customers, the first step is to contact a VAR that handles Iridium accounts. A list of
VARs is available on the Iridium website.

For a self-hosted shore-based WGMS, the VAR will need to know the following:

e The IMEI of the modem in the Vehicle.
e The IP address of your WGMS.
e The port being used on your WGMS server’s Packet Reflector.

For setting up a Mobile-to-Mobile application, the VAR will need to know:

e The IMEI of the Vehicle modem.
e The IMEI of the laptop modem.

The VAR will then set up your Iridium account.

Note: All modems need to be provisioned to allow for Iridium coordinates in the Header. Be sure to
notify your VAR about this.

US Government customers should contact the relevant USG agency, as those modems include
firmware that is not included in the commercial product. Note that it may be necessary to open the
Command and Control Dry Box to adapt the modems for use in EMSS mode.

Obtaining the Google Maps API Key

The Google Maps API Key is required in order to allow access to Google Maps. Only one API Key is
required per Organization. Use of Google Maps is not required, but disabling it will reduce the utility of
the WGMS UL. Liquid Robotics will provision the Google Maps APl Key on your behalf as part of the
setup of your organization in the LRI-hosted version.

It is assumed that Mobile-to-Mobile usage precludes real-time access to the Internet. Since use of
Google Maps requires Internet access, the LRI Mobile-to-Mobile version allows you to export the
WGMS telemetry as NMEA strings for use in another mapping Ul and to disable the Google interface.

Since the map Ul is a key part of the WGMS dashboard, self-hosted instances of WGMS should obtain a
Google Maps API key. This key may be for the commercial Google service or for a private copy of
Google Maps, such as US Government hosted copies of Google Maps. If you are a government
customer, contact your IT organization for further assistance, as the details vary by organization.

For a commercial self-hosted instance of WGMS, go to the website:

http://www.google.com/intl/en/apis/maps/signup.html

and click on the Sign up for a Google Maps API key link.
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That should bring up the page with the terms and conditions and the dialog:

Google Maps API Terms of Use ke
Thank you for using the Google Maps API! By using the Google Maps API
(the "Service"), you ("You") accept and agree to be bound by the
Terms of Service for Google Maps as well as these additional terms
and conditions (the "Terms of Use™).
1. Service.

1.1 Description of Service. The API consists of Javascript that
allows You to display Google map images on your website, subject to
the limitations and conditions described below. The API is limited to
allowing You to display map images only, and does not provide You

with the ability to access the underlying map data, any services
provided by Google in connection with its maps service (such as local «

[0 | have read and agree with the terms and conditions (printable version)

My web site URL: http://

Generate AP| Key

Figure 6-2: Google Maps API Key Request

Read the Terms and Conditions. In the box at the bottom enter the URL for your company or agency.

Note: It is recommended that you enter the main domain name for your company or agency. This
way, any sub-domain will also have access.

When you click the “Generate API Key” button, the key will be created. A URL will be returned. Record
this URL, as it will be needed for setting up the Organization configuration (ref. 6.3.5).

6.3.4 Accessing the Organization Info

Clicking on the Settings button will bring up a list of organizations configured for your instance of
WGMS:

l u.a EE”e Tools Help Gliders: Jenke Finran (Zign Ouot)
lQruthi:g i J} New 7% = Igl e Options ) | &l Subsidiary orgs v | g

¥ Organization e & Name Storefront Name Organization Id Metadata Version =
J:* Organizations » f,a Gliders liquidr 3.7.1

¥ Customizations
{# Record Customi...

& Payload Farmatt, ..
* Site Navigation

& Sits Map Editor

. Home

~. Vehicles

ﬁ Bustam Page 1

Figure 6-3: New Organization Selection List

Note that there is only one Organization listed, and the Organization name in the “Name” column is a
placeholder name that you will change. Double-click on the name, or single-click on the icon to the left
of the name. This should bring up the dialog box shown in Figure 6-4.
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6.3.5 Setting up the Basic Configuration

This dialog is used to set the basic Organization and GUI configuration data.

(= Gliders: Edit - Windows Internet Explorer . E
I-La liquidr.com =
* File Help
llq%!'g : Save = | "1 | Organization Form b E
i
Ck Record Info
€ Users Organization Information
2:_ Fillzs Name Gliders Parent Organization EI

£ Permissions

Language Direction Left To Right | Language en-Us
G catalog Images
Company Web Site http://www.liguidr.com Caolor THeme Blue Theme
¥ svstemn Alarms
. Internal Name liquidr NMEA Convert r
ﬁ Lists
Metadata Version 3.7.1 Compiled Views 2
S5L Enabled v

Company Logo (recommended 64x64)

Map Options
Google Map Enabled 3 Google Map API URL
Disable External Map... [ Add Map Headers r

Map Headers

Cone @ Inkernet Gy o HA00% -

Figure 6-4: Organization Description Dialog

The possible dialog entries are as follows:

Name: The Organization Name used within GUI. This comes initially set with a placeholder name.
Enter the name you want to use.

Parent Organization: Leave this blank.

Language Direction: Specifies the placement of the GUI components, including the test positions.
Does not change the text itself. The options are:

Left to Right: The default setting.

Right-to-Left: Placement positions are reversed.

Language: Specifies the language used. The options are:

en-US: English, United States. (Default)
en-GB: English, Great Britain

Company Web Site: Optional URL for the Organization’s parent company or agency.

Color Theme: Specifies the color scheme for the GUI. Options are:

Gray Theme
Green Theme
Blue Theme
Maroon Theme

Internal Name: A name used only by the WGMS. Do not change this if you are LRI-Hosted.
If you are running a Self-Hosted WGMS, contact LRI if you are considering changing this name.
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Google Map API URL: Returned URL value from Google (ref. 6.3.3).

Google Map Enabled: Box checked = Use the Google mapping on the Dashboard. If this option is
checked, make sure that the “NMEA Convert” box is not checked.

NMEA Convert: Box checked = Convert incoming AIS data to NMEA format and store in the
database. The NMEA data will also be immediately output on a previously-designated serial port.
This option is typically used when there is no Internet connection to the WGMS.

Metadata Version: Software version number. For reference use when contacting LRI customer
support.

Compiled Views: A check in this box indicates to cache the compiled views. This speeds up the
response of the GUI. It is recommended that the box always be checked.

SSL Enabled: A check indicates that the Secure Sockets Layer is enabled. It is recommended that
the box be checked if an SSL Certificate has been installed.
Note that the logo used in the GUI can be changed to denote your company/agency.

Metadata Version Compiled Views [

Company Logo (recommended 64x64)

@ Internet

Figure 6-5: Changing Logo

Clicking on the logo image will bring up the dialog:

e | Image Library -- Webpage Dialog

(£lUpload or remove related product or service images.
Thumbnails for these images will be automatically generated by
the system. Image size should not exceed 20KE and image
size should not exceed 300x300 pixels.

e

logo.png Remove

Figure 6-6: Company Logo Specification

Note the restrictions indicated at the top of the box. Enter the name of the file containing the logo
image. If you do not want a logo, click “Remove”. Then click the “OK” button.
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6.3.6  Setting up the Contact Info

Click on the “Contact Info” tab near the top of the dialog box. This should bring up a dialog for entering
the Organization contact information.

ﬂ‘- Gliders: Edit - Windows Internet Explorer

i File Help

lqunbm.l.:s =] Save EH S _,J |Organizatiun Form v| E
| i

]
‘} Record Info

€ users Organization Contact Info
B Roles Pr—

Address 1 1329 Moffett Park Dr. State
& Permissions

Address 2 Zip 94089
B Catalog Images

City Sunnyvale Country United States L
¥ Systern Alarms
ﬂ Liste Company phone |650 493 6300 Company Fax 550 493 6308

Timezone | (GMT-10:00) Hawaii v|

Related Information

Owner #] ©Organization Id Q Gliders 7

Created On 1/20/3 [T [7:35d (% Updated On 42074 [T [12:98] G

Created By g System Admin 4] Updated By ﬂ System Admin &
Done &) mnternst Gy v mmwm -

Figure 6-7: Organization Contact Information

The only required field is the “Timezone”. Click the right down-arrow to select the time zone value that
will be used for all time-stamped data that is displayed or stored. All other data fields should be
entered, but are optional. They can be updated later if necessary.

6.3.7 Setting up the Formatting Rules

Clicking on the “Formatting Rules” tab near the top of the dialog box brings up the following:

ﬂ; Gliders: Edit - Windows Internet Explorer |:”§|E|

* File Help

IIQM nSave EH =& —,_1 |Organ\zat|nn Farm v| E
| 0|

& Record Info —

€ users Currency and Number Formats
8; Roles
£ Permissions

Currency Sympbol |§ Currency Format | s&.2 vl

. Currency Precision | 0 v| Number Format | ##££.00 v|
&} Catalog Images
Negative Number ... | -EE v| Currency Code | uso v|
¥ systern Alarms
& Lists Date Formats
Date Separator |f V| Date Format | M/ d vy vl
weel Start Day | Sunday v|

Time Number Formats

Time Format | himm tt v| Week Mumber Rule | First Day w
AM Designator am PM Designator pm
Cone & Internet da v Hoow -

Figure 6-8: Formatting Rules Dialog
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Typically, the default values should suffice. However if your company or agency uses different formats
for currency, date or time, select the preferred values from the pull-down menus.

6.3.8 Entering a Description
Clicking on the “Description” tab brings up the following:

(= Gliders: Edit - Windows Internet Explorer |:“§|E|

i File Help

l‘q!;lb'u.ﬁ[:! uSave B a2 |Organ\zation Forrmn v| B

Q Record Info

€ users Description
B Roles |

&

& Permissions
EF Catalog Images
¥ systemn Alarms

ﬁ Lists

Done € Internet v v Hoow v

Figure 6-9: Formatting Rules Dialog

You may optionally enter a text description of your company or agency, or any other information you
think relevant to the Organization. The text will be saved but otherwise is not used.

6.4 Standard Administrative Tasks

6.4.1 Adding New Users
Clicking on the Settings button will bring up the Organizations list:

* File Toals Help Gliders: lenke Finran (Sign Out)
llqumranNEE = He Options 0 |AH subsidiary Orgs V| psl B
| o
w Organization ar a Name Storefront Name Organization Id Metadata Version 2
Q Organizations » Q Gliders liquidr 3.7.1
TIRS e Gliders 3.7.1
w Customizations 4 Q Erner a I =
o » i sa_TGTs satgt i Gliders 3.7.1
g Record Customi... .
3 Q SOPSC sopsc l} Gliders 3.7.1
[ Payload Formatt... P 4 Sunset sunset2 &) Gliders 3.7.1
w Site Navigation
é{,'; Site Map Editor
__;‘_. Home
~L Vehicles
ﬁ System 4 Page1 P
=
_& Settings
Done IFi} & & Internet G v moow <
Figure 6-10: Organizations Selection List
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Double-click on the name, or single-click on the icon to the left of the name. This should bring up a
dialog box similar to Figure 6-11.

{2 Gliders: Edit - Windows Internet Explorer |;||§|F>:<|
n liquidr.cam, =
i File Help

l‘qfnbol!zs H Save H =] _fJ |Organization Farm v| B
| 15
B

Q Record Info

€ users Organization Information
b Raoles A

8’ Name Gliders Parent Organization .,I
& Permissions X X -

Language Direction | Left To Right * | Language | en-Us vl
&F Catalog Images

Company Web Site http://www.liguidr.com Color THeme | Blue Theme v|
¥ Systern Alarms
ﬁ Lists Internal Name liquidr NMEA Convert r

Metadata Version 3.7.1 Compiled Views v

S5L Enabled it

Company Logo (recommended 64x64)

Map Options

Google Map Enabled v Google Map API URL

Figure 6-11: Organization Description Dialog

Click on the “Users” tab in the left-side bar. This should bring up a Users List similar to that shown in
Figure 6-12, below.

ﬂ: Gliders: Edit - Windows Internet Explorer

ll 3 File Help
qfnbohcg i 8 MNew ?< =] & Options p B
€
= : — -
Q Pessnd i ® [~ | 4 First Name Last Name E-mail (=
IE 3 8 Secot Willson scot.willson@example.com
sers
2 rol » ﬂ Sompy Sayong sompy.sayong@example.com
b Roles
- » & System Admin jt_finran@example.com
Permissions
& 3 8 Tam Thomason tthomason@example.com
I"T"‘L Caillog Imazss 3 ﬂ Tanh Dang tanh.dang@example.com
£ system Alarms » & Tim Danson tim.danson@example.com
ﬁ Lists » 8 Thanh Ongs thanh.ongs@example.com
3 ﬂ Tom Richards tom.richards@example.com
» ﬂ Wilson Anders wil.anders@example.com
4 Page 3 |3
Daone €D mternet G v moamow v

Figure 6-12: Example List of Users

Click on the “New” text (or the icon to the left) to bring up the dialog to enter a new User into the
system.

Note in the header of Figure 6-13, the form name is “User Admin Form”. This format is only shown to
System Administrators. Other Users can only see the “User Form”, which is similar, but does not show
the “Password Expired” and “Account Locked” options.
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{= User: News - Windows Internet Explorer

E File Help
‘llq%g : Zave & =4 7 |user Admin Form “ E
&
9) Record Info
& User Information
E-mail | Password Change
First Name Last Name
Telephone Excel Records D... |65535
Pager Alt Email
Time Zone Code (GMT-08:00) Pacific Time (US & Canada); Tijuana L
Password Expired [ Account Locked |—

Related Information

Owner =] Parent Org l} Gliders 7|

Created Date -_,lr 5 Updated On __'If N

Created By g _| Updated By 9; T
Done @ Internet Fgov o mrn v

Figure 6-13: New User Dialog

E-mail: The primary email address of the User. This will be used as the user’s login ID and for email
to the User.

Password: The initial password for the User. All Roles except “Guest User” have the permission to
change their own password.

First/Last Name: The User’s name.

Telephone: The User’s 9-digit telephone number, starting with the Area Code. The number can
contain blanks or dashes.

Excel Records Download: The number of Excel records that the User can download at one time
from various lists. Typically, the number should be less than the default 65535. The recommended
value is 2000 or less.

Pager: This field is not a telephone number. It is an email address link to the User’s pager. Alarms
are emailed to the pager via this address.

Alt Email: A secondary email address for the User, if available.

Time Zone Code: The preferred time zone of the User. Time stamps will be displayed in this time
zone. Pull down to select.

Password Expired: A password can be manually expired using this checkbox. The common use is
to create the User data with an administrator-selected password and to check this box. The first
time the new User logs in, he will be prompted for the administrator-selected password and then
must immediately change the password. If you leave the box unchecked, he can use whatever
password you selected for as long as he likes.

Account Locked: For new Users, leave this box unchecked. A check in the box indicates that the
User no longer has access to their account.
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As an example, a completed User account dialog might look like:

ﬁ‘- User: New - Windows Internet Explorer

3 File Help
llqm T Hee @ B & 7 [ user admin Farm v| a
| £
g Record Info
& User Information
E-mail jt_finran@calobal.net Password Change
First Name Jenke Last Name Finran
Telephone 555.610.3400 Excel Records D... |120
Pager Alt Email jt_finran@yahoo.org
Time Zone Code |(GMT-E|8:UU] Pacific Time (US & Canada) w
Password Expired [ Account Locked r
Related Information
Owner EI Parent Org ]} Gliders L =
Created Date \:h:( :‘:'/ Updated On @ :‘:'/
Created By s 4| Updated By g L |
Done & Internet v v Himw -

Figure 6-14: Completed User Account Dialog

Note that the “Roles” tab on the left margin is now active.

6.4.2 Assigning User Roles

Click on the “Roles” tab on the left. This will bring up the dialog:

ﬂ; adminzliquidr.com: Edit - Windows Internet Explorer

ll 3 File Help
qfnbch:s i QB Mew = & Options p a
8 Record Info e Role 1d 2
B Rales P& & Admin
Nl Page 1 |3
Add User Roles /\ Remove User Roles \/
2 | . Name Description 2
4 8}‘ Data Analyst Analyses data from vehicles and evaluated performance of...
» 9’,‘ Developer Allowed to issue a reboot command to gliders
4 9‘,‘ Guest User Guest can only view specific vehicle dashboards without ab...
4 8}‘ Master This is a general user role. It encompasses actions of miss...
» 9’,‘ Root Root-level permissions to change the functionality and par...
il Page 1 3
Done [@ @ rnternet G v Woow -

Figure 6-15: Role Assignment Dialog
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The lower box contains all of the possible Roles. The upper box contains the Roles that you wish to
assign to the User. Though it is possible to assign more than one Role to a user, it is rarely necessary.

To move a Role from the lower box to the upper, click to select a Role in the lower box. Then click the

“Add User Roles” button to move the Role to the upper box.

6.4.3 Deleting a User

To delete a user, call up the list of Users by clicking on the Users tab on the Organization form. Then
select the name you want to delete by clicking on it. Figure 6-16 below shows the name “Tim Danson”

selected.

ﬂ'_' Gliders: Edit - Windows Internet Explorer

ll 3 File Help
qrnbolicg g’ New 4% @ & Options p E
] e al
r)k Bz i %[ | . First Name Last Name E-mail (=
g u 3 Q Scot Willsen scot.willson@example.com
sers
2 rol » Q. Sompy Sayong sompy.sayong@example.com
% Roles
- » Q. System Admin jt_finran@example.com
& Permissions
3 Q, Tam Thomason tthomason@example.com
1)) Emtilla lomag=s » Q. Tanh Cang tanh.dang@example.com
&F system Alarms » Q. Tim Danson tim.danscn@example.com
ﬁ Lists » Q, Thanh Ongs thanh.cngs@example.com
3 Q. Tom Richards tom.richards@example.com
» Q, Wilson Anders wil.anders@example.com
4 Page 3 3
Cone € mternet v maonw <

Figure 6-16: Name Selected for Deletion

Click the “X” [Delete User] Icon:

: File Help

i QNewiﬁ @ E.'ﬁOptions }_J E

2 | . First Name Last Mame E-mail

[ = J=— Will e crnt willean@lianide cnm

Figure 6-17: Delete User Icon

You will get the confirmation request:

Message from webpage

\:.:j Are wou sure you want ko delete the 1 item(s) selected

[ ok |’ Cancel ]

Figure 6-18: User Deletion Confirmation

Clicking OK will permanently delete this user profile from the system.
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6.5 Specialized Administrative Tasks

The Ul allows a System Administrator to change fundamental features of the system. It is strongly
recommended that you contact LRI before doing so, as some changes may have serious side effects.
The dialogs are described below for completeness

6.5.1 Accessing the Organization
Clicking on the Settings button will bring up the Organizations list:

ll ° File Tools Help Gliders: Jenke Finran ({Sign Out)
u.a E Q 3 ; 0 ;
anbolicg = ™ options |+ | All subsidiary Orgs M| |+~ E
¥ Organization er & Name Storefront Name Organization Id Metadata Version 2
{L Organizations » {,L Gliders liquidr 3.7.1
- b I Tms terjusr B Gliders 3.7.1
¥ Customizations X
C || » & sa_ters satgt £ Gliders 3.7.1
?‘é Record Customi.., .
» ik soesc sopsc I Gliders 3.7.1

-
F] Pepilna Femmi P 4k Sunset sunset2 &) Gliders 3.7.1

¥ Site Navigation
&5 site Map Editor
;| Home
»_. Vehicles
@ System 4 Page1 P
;;; Settings

Done il & & Internet v mo0w <

Figure 6-19: Organizations Selection List

6.5.2 Viewing Roles

Double-click on the name, or single-click on the icon to the left of the name. Then click on “Roles” on
the left-side bar. This should bring up the dialog in Figure 6-20.

ﬂ; Gliders: Edit - Windows Internet Explorer

ll ° File Help
ula '. @ O 3
qrnboti:g =] @ & Options | ¢ E
EL
Al P Al
J} Fecord Info & . Name Description 7
¢ Admi
g, Users » El mn
9 | 3 El Data Analyst Analyses data from vehicles and evaluated performance of system resources.
~ Roles
F,' » 2 Developer Allowed to issue a reboot command to gliders
Permissions . . . .
w7 3 El Guest User Guest can only view specific vehicle dashboards without ability to modify syst...
Bl Catalog Images 3 El Master This i= a general user role. It encompasses actions of mission planning, day-t...
£ system Alarms » El Root Roaot-level permissions to change the functionality and parameters under whic...
ﬁ Lists
K Page 1 13
Done & nternet Yo H00% -

Figure 6-20: Organization Roles Description

This list shows the Role names and their descriptions.

For more information, double-click on a Role name (or single click on the icon to its left). For example,
selecting “Master” will bring up the dialogs shown in Figure 6-21 and Figure 6-22.
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f.'; Master: Edit - Windows Internet Explorer

i File Help

llanbmu:s s @ & D [Role Farm v| B

8.
£ Record Info —

& Permissions Role Information
Name Master Role Type |Advanced vl
Related Information
Owner _,| Parent Org ‘} Gliders =
Created On a/19/201 [T [8:12 pm| (5 Updated On 3/4/2010 [Tinp [9:15 am| (e
Crested By 8 System Admin 2] Updated By 8 Systemn Admin i)
Done € Internet Fg v E00% -

Figure 6-21: Master Role Information

(= Master: Edit - Windows Internet Explorern

l i File Help
BB o, @ g 5 [roerom N |
| 8
9‘; Record Info —
& Permissions Site Map Information
This is @ general user role. It encompasses actions of mission planning, day-to-
day operation, provisioning, and development.
Description
Dane & Internet 3 - Buon -

Figure 6-22: Master Role Description

6.5.3 Viewing Permissions

It may be useful to view the Permissions granted for each Role. Clicking on the Permissions tab on the
left side of the dialog shown in Figure 6-21 will bring up the dialog that allows changing the
Permissions granted to a Master (note the “Master: Edit” in the dialog’s banner).

(= Master: Edit - Windows Internet Explorer;

3 File Help

l‘q% ?( =] E &Ontmns p
\

a.
& Record Info
£ Permissions Area Permissions

Home Pages III Records III Dashboard Pages lIl
System Alarms lIl Lists m List Items m

Reports m Report Server Pages I:l

Site Map Permissions

Site Areas l:l Site Groups l:l Site Items I:l

Dane

& € Internat iy v R0 -

Figure 6-23: Master Role Permissions

Figure 6-24 below shows an annotated section of the above figure:
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System Alarms Lists

No Create No Delste Create Delete
Read Update

Figure 6-24: Permission Icon Descriptions

As shown, the colored boxes indicate the permissions as follows:

Gray: Does not have permission
Blue: Create permission

Light Green: Read permission
Dark Green: Update permission
Red: Delete permission

Figure 6-25 shows some of the “Vehicles” Permissions for a Master.

{= Master: Edit - Windows Internet Explorer __' FS__(
m liquidr .com &
ll i File Help
anbm!cg K G @ & Options P2l !
21\
& Record Info
4 ) o =
£ Permissions Vehicle Permissions =
wehicles m Parts m Errors lII
Commands EI Configurations ml Raw Cutputs lII
Telemetry Vehide Parsed Waypoints
. [T yeticle parse WA waye (I 1]
Statuses EI Courses m CourseWaypoints m
Event Definitions m Part Identifications lII Power Ctl Statuses lII
RudderControls lIl Missions ml Mission Wehicles El
Parameters EI Operation Polygons m Operation Coordinates m
EE;T;I:ication l:l File Notifcations l:l v
Done [ € mtermet G maoow v

Figure 6-25: Master Vehicles Permissions

Similar dialogs can be displayed for the “Customizations” and “Payload Data” tabs. The “Added
Records” tab is not used.

6.5.4 Changing Permissions

Changing the Permissions for a Role requires a Root Role and is strongly discouraged. Keep in mind
that changing a Permission for a Role affects all Users that have been assigned that Role.
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6.5.5 Changing Catalog Images

Custom images (such as your company/agency logo) must be stored in the WGMS database for use in
the GUL. The currently stored images can be viewed by clicking on the left-side “Catalog Images” tab.
This brings up a dialog box similar to:

(= Gliders: Edit - Windows Internet Explorer

ll ‘ File Help
qrnboi!:g [ Blyew X I @ ™ Options P B
2
r)k Record Info 27 | . File Name Content Type Thumbnail ~ Record Id 2
U b . — B
g’ == » Q‘_ logo.png image/x-png ulu & Crganization
& Roles tokellza
& Permissions B 2
@ Catalog Tmages b & logodark.png image/x-png
¥ Svystern Alarms
@ Lists
4 Page1 P
Done 9 Inkernet 3 - H100% -

Figure 6-26: Catalog Images Dialog

A new image can be added by clicking on the “New” (New Catalog Image) in the toolbar. This will bring
up the dialog:

a Image Library -- Webpage Dialog,

(£1Upload or remove related product or service images.
Thumbnails for these images will be automatically generated by
the system. Image size should not exceed 20KEB and image
zize should not exceed 300x300 pixels.

Upload ...

QK

Figure 6-27: Image Upload Dialog

Click the “Browse” button to select the image, then click the “Upload” button. A thumbnail of the
uploaded image will show in the box. If you want to keep the image, click the “OK” button.
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To remove an image from the catalog, double-click on the name, or single click on the logo to the left
of the name. This will bring up a similar dialog box, except it will show the image, and a “Remove”

button.

& Image Library -- Webpage Dialog

(ElUpload or remove related product or service images.
Thumbnails for these images will be automatically generated by
the system. Image size should not exceed 20KE and image
size should not exceed 300x300 pixels.

s

logo.png Remove

Figure 6-28: Image Removal Dialog

If you want to continue with the deletion, click the “Delete” button and then “OK”.

6.5.6 Advanced Organization Options

The Permissions, System Alarms and Lists tabs on the Organizations dialog panel control basic aspects
of the Ul and the WGMS database and require a Root Role to change. These options should not be
modified without the direct involvement of LRI Customer Support.

= Gliders: Edit - Windows Internet Explorer,

ANLLREY

& Record Info

€ Users

B roles

& Permissions
B} catalog Images
¥ system Alarms

@ Lists

* File Help

H @ New &% D Copy To ... =] @ Z:ﬂ Options ;')

e

4 Page 1 3

Done

@ Internet

H100% <

Figure 6-29: Advanced Organization Options

6.5.7 Advanced Settings Options

The Settings pages include links for Record Customization, Payload Formatters and Site Map Editor.
These support very specialized use cases and should not be modified without the direct involvement of
LRI Customer Support. Incorrectly applied changes can cause very serious damage to your database.
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7. Shared Administrative Tasks

This chapter outlines tasks that can be performed by users without Admin Role Permissions, but which may
occasionally need to be accessed or used by System Administrators.

7.1 Vehicles Data

Data about specific Vehicles is usually accessed by users assigned a Master Role. A brief outline of the
Vehicles data is given below. Refer to the Wave Glider User Manual for more detailed information.

7.1.1

Selecting a Vehicle

Clicking the Vehicles button brings up a list of the Vehicles:

* File Toals Help Gliders: Jenke Finran ({Zign ©ut)
llq!::lb&.(:! Daluew X S E | S Gptions T | All vehicles v | P ;ﬁ
w Vehicles e a Wehicle Name Icon Send Alarm o)
2L vehicles P ~L Seabiscuit 9 r
ﬁf Raw Cuputs » 2l  Secreteriat , r
EF Missions P ~L silver Flash , r~
w Payload Data 4 ‘_ SWSC_S_ ? =
M payload Packets P ool sww_mike ? r
% Payload Status Pl Test2 ? I~
.’!'.‘, Weather Stations Pl Tes3 Q r
S| Weather Records » - Testd ? r
=L AIZyG Records » 2+ Vehicle 3 , r
B a15yG statuses b oL vehicle 4 9 r
P -l White Floater Example ? r
w Collision " .
oL willy Nilly r
E‘Obstacles b ool vellow g =
. Home
~_ Wehicles
@ System 4 pPages b
j Settings
Done & & Internet ¢a - | ®100% -
Figure 7-1: Vehicles Listing
The selection tabs on the left show lists for the following:
Vehicles: Names of all Vehicles and their map display icon.
Raw Outputs: Raw data packets recently received from all Vehicles.
Missions: Currently active Missions.
Payload Packets: Recently-received payload packets.
Payload Status: Recently-received payload status data, if any.
Weather Stations: Weather stations for which data is available.
Weather Records: Data received from weather stations.
AISyG Records: AIS data records.
AISyG Statuses: Status of AlIS system.
Obstacles: Specified Obstacles.
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Each option is selected by clicking on the name.

Double-clicking on a Vehicle name, or single-clicking on the icon next to the name, will bring up a
dialog about the Vehicle. For example, selecting “White Floater Example” will bring up the following:

{= White Floater Example: Edit - Windows Internet Explorer E][E|g|
ll i File Help
um = | 3 i . i
ql—nbmics Save =] } | Yehicle Form Y| 2= Move ehicle B
-
=L Record Info
=¥ Waypoints Vehicle Info
+¥%8 Operation Polyg...
SR e Vehicle Name White Floater Example
R rap
Icon WhiteDiamond | Icon Size Small -
£\ Event Definitions
C Send Alarm I Multiple Wehicle Display v
a Errors
. v \ r
-;_DTelemetry Display For Guests Towing
;§ Commands Default Comm Channel 5_, Iridium Communication Chan... [ =] AIS Forward Email
BEl AIS Forward Email Duration "ﬁ
=
= Part Info
;l Statuses
& Courses = oL White Floater Example
;i' Part Identifications - Float
H Power Ctl Statuses = d8 cac Drybox
;_i RudderControls J-Tj Iridium Modem
ﬁ Lists E 59 Shoreside Software
;f Raw Outputs Firmware Level
Wehicle Unigue Id
= Motes q
_'] Attachments
% Audit Records
Done & & Internst fa ~| ®ioow -

Figure 7-2: Vehicle Main Selection

The tabs in the left-side bar reference the following:

Record Info: Basic info on the Vehicle, and the parts definition tree. (Changeable)
Waypoints: Lists all the Waypoints assigned to the Vehicle. (Changeable)

Operation Polygons: Lists all the Operation Polygons assigned to the Vehicle. (Changeable)

Map: Displays a Position Map of the Vehicle location. Identical to the Dashboard map.

Event Definitions: Definitions of Alarm types and parameters. (Changeable)

Errors: Latest error messages received from the Vehicle.

Telemetry: Latest telemetry data received from the Vehicle.
Commands: Latest commands sent to the Vehicle.
Configurations: Legacy option, pre-Model 08 Wave Gliders.

Vehicle Parsed Configurations: Legacy option, pre-Model 08 Wave Gliders.

Statuses: Latest Status data received from the Vehicle.

Courses: Lists Courses assigned to Vehicle. (Changeable)

Part Identifications: Lists Hardware/Software version numbers.

Power Ctl Statuses: Latest Power Control Status data received from the Vehicle.

Rudder Controls: Latest rudder-control commands sent to the Vehicle.

Lists: Alarm Escalation and User Group lists. (Changeable)

Raw Outputs: Latest raw data packets received from the Vehicle.
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Notes: User-entered text notes for the Vehicle. (Changeable)
Attachments: User-entered links to files associated with the Vehicle. (Changeable)

Audit Records: Changes or updates made to the Vehicle and/or its parts.

7.1.2 Updating a Wave Glider’s Configuration Information

A Wave Glider’s configuration information is initially entered by someone with a Master Role.
However, there may be situations where a System Administrator needs to update this information.

The configuration data is accessed through the “Part Info” box in the main Vehicles page. Figure 7-3

below shows an example of an expanded Part Info box.

52 Waypoints

;_i‘: Operation Polyg...

2 msp

Vehicle Info

Wehicle Name White Floater Example

Icon WhiteDiamond ¥ | Icon Size Small v
£\ Event Definitions
. sSend Alarm v Multiple vehicle ... M
== Errors
S Display For Gue... v Towing r
== Telemetry
>
2= Commands Part Info
b -
PE| & -l White Floater Example
22 Statuses & J"‘_’j Float
& courses B @ C and C Dry Box
;i Part Identifications '"_J Iridium Modem
o = o] Sensor Board Hardware
H Power Ctl Statuses :
Sensor Board Firmware
2= Ruddercantrals i )
@ = J:J Untwist Control Hardware
Lists H )
3 @2 Untwist Contral Firmware
a2 Raw Cutputs & & cand C PCB
~J Motes Lok 'n‘_ﬂ C and C Firmware
_,J Attachrments & Radome
% Audit Records Antenna PCB
Light PCB
Radome Firmware
E| ver Management PCB
Power Management Firmware
v
& mmternet 00w v

Figure 7-3: Example Expanded Part Info Tree

Data on any of the items in the list can be brought up by single-clicking on the item in the list.
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For example, clicking on “Float” will bring up data about the Float, as shown in Figure 7-4 below

2 Related Record -- Webpage Dialog E]

Elselect a related record.

:i |Par‘t Form v|
Part Info
Part Name
Parent Part &l C and C Dry Box D Revision
Build Date 2/22/2010 12:00 pm & Expected Life Time 0 minutes @p
Part Number Remaining Life Time 0 minutes &
Serial Number 300034112197720 - LR Serial Number 3896
Type Iridium Modem V| Vehicle =L White Floater Example | _|
Related Information
Owner D Organization r,k Gliders | _|
Created On -iqf :‘, Updated On -iT,Ir \‘:‘/
Created By g System Admin [ —l Updated By ﬁ, System Admin | _l

Save

Cancel

Figure 7-4: Example Iridium Modem Dialog

The data in this dialog can now be changed. Click the Save button to exit with the changes saved. Note
that the update date/time will be recorded in the “Related Information” at the lower part of the

dialog.

In a similar manner, data for the remaining parts can be changed if necessary. When making such
changes, it is recommended that the Provisioner for the Vehicle be notified.

7.1.3 Adding/Changing Alarm Thresholds

Alarm thresholds are accessed through the Event Definitions tab on the left side of the main Vehicles
Page. Clicking the tab should bring up a page showing the Alarm Types, similar to:

ﬂ: White Floater Example: Edit - Windows Internet Explorer

ll * File Help
QFnbohcg Ll ew X G Copy To .. =] @ Eh Options p B
Al -
¢-L R acord Info & [ | . Alarm Type Alarm Threshold Alarm Count K
- eyt P A SubTo Float 1 0
) b 4 Sub Reboot 1 0
ﬁ:c Cperation Palyg... L
P A GPS Not Functioning 15 0
Ma
b aliily b 4 RFAlarm 5 0
Ly Event Definitions » A Out Of Bounds 3 0
1
2= Errors P 4 Communication Timeout 15 5
;—P Telemetry P L Empty Packet 5 i}
g Carmmands P 4 StuckGes 5 o
=
Done & mnternet G v moow v

Figure 7-5: Event Definition Alarm Types
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There is a minimum set of nine Alarm Types that must be specified for each Vehicle. These types and
their nominal Alarm Threshold values are:

1) Sub To Float [1]

2) Sub Reboot [1]

3) GPS Not Functioning [15]

4) RF Alarm [5]

5) Out of Bounds [3]

6) Communication Timeout [15]
7) Empty Packet [5]

8) Stuck GPS [5]

9) File Read Timeout [25]

Note that the “File Read Timeout” is not in the list of Figure 7-5, and therefore must be added.

To add a new Alarm Type, click on the New [New Event Definition] icon at the upper left. This will bring

up a dialog box:

{= Event Definition: New - Windows Internet Explorer

Ay Record Infa

Dione

ll 3 File Help

q!:—_,!,!ﬁ[:! g Save B s 2 ‘Alarm Counts Form v‘ ﬁ
Alarm Counts Info
Vehicle 2L White Floater Example ] Alarm Type “
Alarm Threshold 0 Alarm Count 0
Self Corrected ¥ Always Fired r
Alarm Description
Related Information
Owner 2| Organization &k Gliders |
Created On -—‘Ir e d Updated On —Tlf B 4
Created By g Systemn Admin -] Updated By g System Admin |

& Internet Sy v W00 -

Figure 7-6: New Event Definition Dialog

Modify the data as follows:

1) In the “Alarm Type” box, pull down to select File Read Timeout.

2) In the “Alarm Threshold” box, enter the number (nominally 25)
3) Verify that the “Self Corrected” box is checked
4) Add a check in the “Always Fired” box.
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When complete, the upper part of the dialog should look similar to:

| o

Ly Record Info

Alarm Counts Info

Vehicle ,_.__I_ White Floater Example I T| Alarm Type |Fi|e Read Timeout L

Alarm Threshold 25 Alarm Count 0

Self Corrected v Always Fired v

Alarm Description

Related Information

owner E‘ Organization &k Gliders [ = |

_ = - N =

Figure 7-7: New Event Entered

Click the [Save and close Event Definition] icon to exit the dialog (ref. Figure 7-8).

= Event Definition: New - Windows Internet Explorer,

: Eile Help

llq% F = B < | 7 |alarm Counts Farm

[Save and close Event DeFinitioni

| Ay Record Info

Figure 7-8: Save and Close Event Definition Icon

The Event Definitions page should now show the added “File Read Timeout” entry.

{= White Flpater Example: Edit - Windows Internet Explorer

ll * File Help
anbon:g Ll ew X D Copy To .. =] & Options p E
4]
.1 Record Info e & Alarm Type Alarm Threshold Alarm Count 2
i . Sub To Float 1 0
4_?, Waypoints b A subToFlos
+F Opsration Pol P A SubReboot 1 0
peration Folyg... o
* b £ GPS Not Functioning 15 0
fa
? P A RFAlam 5 0
A, Event Definitions } A Out Of Bounds 3 0
1
= B b 4 Communication Timeout 15 s
S Telemetry P 4 Empty Packet 5 0
ﬁ Carmmands P 4O StuckGes 5 o
!;_! b 4 File Read Timeout 25 o
£
Done e Internet - 100% -

Figure 7-9: Updated Event Definitions

Event Definitions can be changed by double-clicking on the Alarm Type name, or by single-clicking on
the icon next to the name. That will bring up an “Event Definition: Edit” dialog, similar to the dialog
shown in Figure 7-7. Update the data value(s) as necessary, then exit.
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7.2 System Data

7.2.1 Main System Page

Clicking on the System button will bring up the main system page:

 File Tools Help Gliders: Jenke Finran { Sign Cut)
llq&,‘b!ﬁ(cg e X S X & Gptions S | Al Alarms v | P E
&
w System er Name + Created On Severity Status Source 2
£ alarms [ 9 Red Flash: Float Reboot 1/20/2010 4:08 pm Error Acknowledged wehicle A3
@ Lists b ¥ SwWsC-4: Self Corrected Vehicle Repo ... 1/20/2010 4:08 pm Warning Escalated Wehicle
» ﬂ Cosmic £2: File Read Timeout for file:... 1/20/2010 4:02 pm Error Escalated wehicle
¥ Reporis b ¥ Sea Monkey: File Read Timeout for file... 1/20/2010 4:02 pm Error Escalated Wehicle
.._.-] EHEIEm (AERERE b ¥ Cosmic £1: File Read Timeout for file:... 1/20/2010 4:02 pm Error Eszcalated Wehicle
E| Report Server 3 ﬂ SWSC-4: File Read Timeout for file: { ... 1/20/2010 4:02 pm Error Escalated wehicle
} ¥ Red Flash: File Read Timeout for file: ... 1/20/2010 4:02 pm Error Escalated Wehicle
3 ﬂ Cosmic £2: Vehicle Report Timeout Er... 1/20/2010 3:10 pm Error Acknowledged \ehicle
» 9 Sea Monkey: Vehicle Report Timeout ... 1/20/2010 3:10 pm Error Acknowledged wehicle
b ¥ Cosmic £1: Vehicle Repart Timeout Er... 1/20/2010 3:00 pm Error Acknowledged Wehicle
3 ﬂ Sea Monkey: Self Corrected Vehicle R... 1/20/2010 6:56 am Warning Escalated \ehicle
» 9 Cosmic £2: Self Corrected Vehicle Re... 1/20/2010 6:56 am Warning Escalated wehicle
b ¥ Cosmic £2: Vehicle Repart Timeout Er... 1/20/2010 1:45 am Error Ezcalated Wehicle
;' Home » ﬂ Sea Monkey: Vehicle Report Timeout ... 1/20/2010 1:45 am Error Escalated wehicle
» 9 Cosmic #1: Vehicle Report Timeout Er... 1/20/2010 1:35 am Error Escalated Wehicle
-e‘J- Vehicles b ¥ Sea Monkey: Waypoint Readback Mis... 1/18/2010 10:39 pm Error Acknowledged Wehicle 3
@ System 4 Pagea b
j Settings
Cone 72 @ e Inkernet fg v Hi100% -

Figure 7-10: Main System Page

The tabs in the left-side bar reference the following:
Alarms: Chronological list of Alarms from all Vehicles.
Lists: Shows and allows changing the Escalation Lists for different Vehicles.
Custom Reports: Used to create, view and archive information related to Vehicle operations.
Report Server: This option is only available to Root users. Contact LRI for more information.

The primary administrative uses for the System Page are updating lists and generating reports. These
are described in 7.2.2 and 7.2.3 below.
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7.2.2

Updating Lists

Escalation Lists for Alarm notification are the primary type of list that System Administrators may need
to modify. Clicking on the “Lists” tab on the left bar of the System Page will show a Lists page, similar

to:

: File Tools Help

Gliders: Jenke Finran

(Sign ©ut)

l‘q&&g ﬂNew > g S Optians 3 |AII Lists "‘ pel !
8
¥ System 2 | . List Name List Type Record Id =
£ alarms » a Gold Flash Escalation List Escalation List T, Vehicle e
ﬁ Lists » ﬁ Green Flash Escalation List Escalation List : vehicle
¥ Reports » a Green Flash Escalation List Escalation List @ Vehicle
@ Customn Reports » ﬁ Green Flash Escalation List Escalation List T‘ vehicle
S » a K1 Escalation List Escalation List T8 vehicle
5] Report Server » a K2 Escalation list Escalation List T‘ Vehicle
» a K3 Escalation List Escalation List T‘ wehicle
» a LRI Escalation List Escalation List @ Vehicle
» & oOrg Escalation List Escalation List @ Organization
» a Red Flash Escalation List Escalation List Tg Vehicle
» a Seabiscuit Escalation List Escalation List : vehicle
» a Secreteriat Escalation List Escalation List @ Vehicle
» ﬁ Silver Flash Escalation List Escalation List T‘ vehicle
» a SSC-5 Escalation List Escalation List T8 vehicle
:l Home » a White Floater Escalation List Escalation List T‘ Vehicle
. » & vellow Escalation List Escalation List T vehicle
_,_.L Vehicles -
ﬁ System 4 Page1l b
:_; Settings
Done {Fi| & € Internet da - 0 v

Figure 7-11:

Example System-Lists Page

Note that all the List Types are Escalation Lists. To update a list, double-click on the List Name (or
single-click on the icon its left). For example, selecting “White Floater Escalation List” would bring up

the dialog:

(= White Floater Escalation List: Edit - Windows Internet Explorer

nguid

robotics

3 File Help

= save @ S 1) |List Form

ﬁ Record Info

Vehicle List Info

List Name White Floater Escalation List List Type
Parent Table Cg@ vehicle | =] Parent L White Floater Example || |
List Item Info

[ Brew X Boopyo., S & optians | £ 9 g

21 | o Item Name List Item Type =
3 ﬁ Chuck Pager User Pager A
» g Bob Pager User Pager
P B chuck User Email
3 s Kertt User Email ||
) 5 Tom Pager User Pager
P B Tom User Email 3
4 Page1 P -
Done € Internet 0% v

Figure 7-12:

Example Escalation List
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Typically, you will only be adding or deleting a name from the list, as described below.

To add a name, click on the “New” [New List Item] icon above the list:

List Ttem Info

X GCUDYTD‘.. =] @ &Optiuns p !

z I |New List Ttem ime List [tem Type
» ﬁ Chuck Pager Uszer Pager
» ,g Bob Pager User Pager

Figure 7-13: New List Item Icon

This will bring up the dialog:

f.-; List [tem: New - Windows Internet Explorer

ll 3 File Help
q&!‘g e W B &2 A [ List 1tem Form v|| @ B
ﬁ Record Info
List Item Info
Item MName Parent List @ White Floater Escalation L |
List Item Type | User Email vl Severity Filter
Related Entity Type 8 _l Related Entity
Joone & internet #100% -

Figure 7-14: New List Item Dialog

Enter the “Item Name” that will appear in the list (e.g., John Email). Also select the “List ltem Type”.

Next, click on the icon to the right of the “Related Entry” box. This will bring up a list of names to select
from, as shown in Figure 7-15. The name and other information should have already been entered as
described in section 6.4.1.

& Related Record - Webpage Dialog E]

Ulselect a relsted record. :_1‘ User Lookup vlp

a First Name Last Name )
» ﬁ Brent Canda ]
» 8 Chris Costas
» ﬁ Chuck Shaker
» 8 David Green
» 8 Derek Silver
b € Erica Walker
» 8 Jenke Finran
b € Graham Thomas LJ
» 8 Guest LiquidRobatics ¥
< Page1 P

New QK Cancel

Figure 7-15: Contact List Records

Click on the name to select it, then click the New button.
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For example, selecting “Chuck Shaker” and clicking New would add the name as a “Related Entity” in
the New List Item dialog box:

fj List [tem: New - Windows Internet Explorer

ll i File Help
q!nlbgig g Save = 3 -+ ‘LiSt Ttern Form v| 9 E
S Record Info
List Ttem Info
Item Name Chuck Pager Parent List & White Floater Escalation |
List Item Type | User Pager v| Severity Filter
Related Entity Type g | Related Entity Q Chuck 7
Dane 73] & Internet H100% -

Figure 7-16: Example New List Item

Click the [Save and close List Item] icon to exit back into the Escalation List.
To delete a name from the list, click to select it:

List Item Info

g Mew ?< Q Copy To ... =] @ Qﬂ Options JO L2)] g

21 . Item Name List Item Type a
3 ﬁ Chuck FPager User Pager L~
» ﬁ Bob Pager User Pager

» ﬁ Chuck User Email

y & wert User Email B
} ﬁ Tom Pager User Pager

» ﬁ Tom User Email s
4 Page1 [ N

Figure 7-17: Selection in List

Then, click the “Delete” [Delete List Item] icon above the list:

List Item Info

P B ew D‘ Copy Ta ... [ ™ Options pe !
o & IteDelete List Item List Item Type

» ﬁ Chuclk Pager User Fager

b @& pohDanar llear Banar

Figure 7-18: Delete List Item Icon
You will be asked to confirm the deletion:

Message from webpage

“:) Are you sure you want ta delete the 1 item(s) selected

A

Figure 7-19: List Deletion Confirmation

Note that this will only delete the name from the list; the user’s data will still be in the database.
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7.2.3 Generating Reports

Use Custom Reports page to create, view and archive information related to Vehicle operations. There
are two types of Reports: Custom and Server. The “Report Server” is only available to Root users.

7.2.3.1 Custom Reports

Custom Reports are pre-defined output types used for graphing or otherwise documenting data
trends. Click on the “Custom Reports” tab on the left side.

w System
¥ Alarms
@B Lists
¥ Reports
@3 Custom Reports

Figure 7-20: Custom Reports Tab

This will bring up the blank form with Telemetry data at the bottom.

(=)
Kicguyaal as
robotics

Red Flash v §

Gliders:

Jenke Finran (Sian Out)

Duration: (v 5

Prior To: e g N

Report: | HoldStationAtWaypoi

Waypoint: D

Show Menus |Create Report

Na Data
Full Size
2l

ar i Last Target Desired Sub Path Float Battery
= v Local Time Speedikt) WP Heading{®) ' Heading(®) Heading(®) = Temp(°C) ' Total Power
3 ;—I’ 4/26/2010 11:20 am 10.542 91 271 26 91 19 550.62

’ :—D 4/26/2010 11:15 am 10.037 e1 271 37 90 19 550.32

» =B as28/2010 11:10 am 7.976 91 273 a5 81 19 545.88

> 5—D 4/26/2010 11:05 am 2.708 91 302 23 112 19 549.63

3 52 4/26/2010 11:00 am 0.559 91 320 38 132 19 549.11

» ;E 4/26/2010 10:50 am 0.518 91 a1 202 253 19 547.79
4 Page1 b

< ¥

Done IFl & & Internet Jy - Rioo% -

Figure 7-21: Custom Report Initial Page

To allow maximum screen space for displaying reports, the left-hand navigation bar is
automatically hidden. To restore the navigation buttons, click on the Show Menus link.

Clicking on the Full Size link will open a separate window for just the chart. This window can be
expanded (pulling on the lower-right) to maximize screen use.
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There are currently two “Report” options that can be selected:

Hold Station at Waypoint - Indicates the position, over time, of the Vehicle relative to a specific

Waypoint.

Pressure Over Temperature - Indicates the Pressure divided by the Temperature, over time.

Additional Report options may be added in the future, but the general procedure should be similar
to that used for the above reports.

Note that to generate a report, you must fill in the necessary data boxes:

Duration: The length of time over which the data is to be plotted. Click on the stopwatch icon to
the right of the box to pull down a list (in 1-hour increments).

Prior To: The date and time of the last data point to be plotted. Click on the calendar icon to
select the date, then click on the clock icon to select the time.

Report: Use the pull-down arrow to select the report type.

Waypoint: Required only for the “Hold Station at Waypoint”. The Waypoint from which the
distance is to be calculated. The value is ignored for the “Pressure Over Temperature” report.
Click on the icon to select from a list of Vehicle Waypoints.

Once the data has been entered, click the Create Report button. If the data entered above is in the

Vehicles Telemetry database, the report will be generated. An example “Hold Station at Waypoint”
report is shown in Figure 7-22.

o
robotics

Red Flash s ’

Gliders:
Jenke Finran (Sign Out)

Duration: |1 hour

Report: | HoldStationAtWwaypoint

waypoint: |22 91 0

Show Menus |Create Report

First Distance(m): |25
Secend Distance(m): |50
Third Distance(m):

Max Distance(m): 231.892m

2
e
Prior To: 4/26/2[3 11:00 g |

ma2.8 g9
m57.1

100 | m71.4

250

E)
|:£ Waypoint Distance
= Telemetry |

&
L

£
A 4
&

Full Size

22

w

v vy Vvywvywywy 9
RS RS RS P2 NS

« Local Time
4/26/2010 10:50 am
4/26/2010 10:45 am
4/26/2010 10:40 am
4/26/2010 10:35 am
4/26/2010 10:30 am
4/26/2010 10:25 am
d Page1 P
<

Dane

Last
Speed(kt)

0.117
0.114
0.135
0.458
0.478
0.534

Target

WP
91
91
91
a1
91
91

Desired
Heading(®)

91
298

Sub

Heading(®)

202
309
94
345
27
ag

&

Path
Heading(®)

253
3
335
42
62
77

& internet

Temp(°C)

15

Float Battery

547.79
546.93
545.99
544.97
543.91
542.71

v H100%

Total Power

¥

Figure 7-22: Custom Report - Hold Station at Waypoint
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An example “Pressure Over Temperature” report is shown in Figure 7-23.

rabatics

Pressure-Temperature
Red Flash v ’ et

g [IlTa\amsuy
Gliders:
Jenke Finran (Sign Out)

8
&

pror To: 72872 [rz00] @ 7
Report: PressureOverTemperat © 5

Waypoint: &=

show Menus [Create Repor]

0

-

First Distance(m): m 0.00
Second Distance(m): m 0.00
Third Distance(m): m 0.00
Max Distance(m):  0.000m 1

w

&

o

§

£ )
& & 5SS S
A M - I

Full Size

g'— « Local Time Last Target Desired _Sub Path Float Battery
Speed(kt) WP Heading(®) ' Heading(®) ' Heading(®) ' Temp(°C) Total Power
» i—P 4/26/2010 10:50 am 0.518 91 91 202 253 19 547.79
» JJ-’B 4/26/2010 10:45 am 0.518 91 298 309 3 13 546.93
P 5% 4/26/2010 10:40 am 0.479 91 23 94 335 18 545.99
P 2E 4/26/2010 10:35 am 0.473 91 348 345 42 18 544.97
p =¥ 4/26/2010 10:30 am 0.512 91 24 27 62 18 543.91
» J_J-,E 4/26/2010 10:25 am 0.557 91 40 49 77 i3 542.71
Pagel P
] il | >
Done )73 & & Internet 43~ ®Hiow -

Figure 7-23: Custom Report - Pressure Over Temperature

To save the report image, place the cursor over the image and right-click. Select the option
“Save Picture As ...”. Then select the name and the location where it is to be stored.

Note that if all the values selected for the report are not in the database, no report will be
generated and the Communications list at the bottom will be blank. Correct the values as
necessary and click on the Create Report button again.

7.2.3.2 Show/Hide Menus

To recover back to the Reports initial page (Figure 7-21), do the following:
1) Click on the Show Menus link to show the left-side bar.
2) Click on the “Custom Reports” tab.

When the left-side tabs and buttons are shown, the link changes to Hide Menus. Clicking this link
will remove the left bar to allow more space for the reports display.
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7.3 Copying Data to Excel
Several types of data records can be downloaded to an Excel file for analysis using the Excel features.
7.3.1 The Excel Icon and Records

Those lists that can be exported to Excel will have the Green Excel icon [Export Telemetry to Excel] in
the menu bar above the list header.

Excel Download Icon

* File Help
‘lq%lb!'g : =¥ New = @ <% Options

~ - =
| 4] Record Info %[ « Local Time Last Sp... Targ... Desired

S P cresrmnsn mviae o A scenoc 1no Daa

Figure 7-24: Excel Download Icon

Before downloading, verify or set the number of records that you want to save to Excel. The value is

set in the User Information Dialog, which can be accessed using the "Options" button to the right of
the Excel icon.

K¢ l. 10 - Eile Help 7 Options
saSeticalll = ow - Selection
I e o et ®T + Local Time Last Sp...  Targ... Desired

~ ¥ crieammnen 2.4 amn A 1ccnoc 1no 244

Figure 7-25: Options Selection Icon

Clicking Options will call up the User Options dialog box:

= vansats@cglobal.net: Edit - Windows Internet Explorer

* File Help Secure Page|
g & || D [vserrorm 591
g
g Record Info

& User Information

E-mail jt_finran@cglobal.net Password Change

First Name Jenke Last Name Finran

Telephone 555.610.3400 (Excel Records Download [120 )

Pager Alt Email jt_finran@yahoo.org

Time Zone Code {GMT-08:00) Pacific Time (US & Canada); Tijuana

password Expired [

Account Locked r

Figure 7-26: Excel Records Download Specification

The "Excel Records Download" box specifies the number of records that will be downloaded into the

Excel file (120 in the example). Change the value as desired. Click the "Save" [Save and close User] icon
to exit the dialog and save the Excel Records Download value.
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To download the records, click on the Green Excel icon [Export Telemetry to Excel].

+ Help
New = @ <% Options

Figure 7-27: Excel Download Icon

You should get a confirmation dialog popup:

File Download

Do you want to open or save this file?

Fram: gliders.liquidr.com

@ ] Marne: lisk,xls
il Type: Microsoft Excel Worksheet, 33.1KB

X]

[ geen |

Save

] [ Cancel

Figure 7-28: Excel File Download Confirmation

Before clicking in this box, check the size of the file indicated (33.1 KB in the example). If this value is
large (hundreds of KB), it can take considerable time to download. In such cases, it may be prudent to

reduce the number of records to be downloaded.

If you are satisfied with the file size, you can:

e Click "Open" to view the file directly.

e Click "Save" to get the standard request for the name and location to save the

The Excel file will have a format similar to:

B3 Microsoft Excel

i Ble Edt Wew I[nsert Fomat Jools Data  Window Help  AdobePDF

RN RERSTIE NN d- N NN R

8, F - 4] &L e -

.@!E g!i,nna\

XLS file.

Type & question for help |+

=Aa-Bich

B21 - Ao 9/24/2009 12:15:00 PM

Sl Floater Telemetry Data.xls

K

L

EEX
5 =

972472009 1253 1.080645
9/24/2009 1251 1.059037
972472009 12249 112742
9/24/2009 1247 1.020273
972472009 12:45  1.059823
9/24/200912:43  1.086367
9/24/2009 1241 1.059496
972472009 1239 1232628
9/24/2009 12:37  1.018155
972472009 1235 1.076087
9/24/200912:33  1.087806
9/24/2009 1231 1.036071
972472009 1229 1.049422
92420091227 1015
972472009 12226 1.010885
9/242009 1223 1.04371
9/24/2009 1221 1.032076
972452009 1219 1.062231
20 9/24/2009 1217 1.007525
W4 b Milistl [/

Ready

121
1
121
12
121
121
1
121
12
121
121
12
121
1
121
121
12
121

268
268
265
268
265
268
268
265
268
265
268
268
265
268
265
268
268
268

264
265
264
263
263
264
264
263
263
263
262
263
263
262
263
263
263
263

260
267
264
262
264
265
268
261
269
266
266
264
260
263
283
261
266
263

28
29
28
28
28
28
28
27
7
27
26
26
26
25
25
25
24
24

Local Time Last Speed Target WP Desired Heading Sub Heading Path Heading Float Termp 1S3 User Name

& Systern Admin
3 Systern Admin
5 Systern Admin
5 Systern Admin
0 Systern Admin
0 Systern Admin
5 Systern Admin
5 Systern Admin
0 Systern Admin
3 Systern Admin
0 Systern Admin
0 Systern Admin
3 Systern Admin
3 Systern Admin
0 Systern Admin
0 Systern Admin
4 Systern Admin
3 Systern Admin
3 Systern Admin

Lat
40.80781
40.80785
40.80785
40.807898
40.807903
40.807871
40.807838
40.807808
40.807905
40.807898
40.807871
40.807836
40.807816
40.807841
40.807831
40,5078
40.807851
40.8078
40.807603

Laong
-124.163108
124163135
-124163178
-124.1631
-124.163096
-124.163033
-124.163061
-124.163043
-124.163156
-124.163146
-124.163103
-124.163058
-124.163056
-124.163041
-124.163041
-124.163043
-124 163071
-124.16308
-124.163061

Distance
14.978511
13 64457
17 866039
11.25143
13.693095
14,1272
13.672867
14.360882
11120773
14697131
15.426733
12.226767
13.050988
11111175
10.671996
12.698334
11.980147
13.841739
10.464523

|

Figure 7-29: Excel File Example Output

With this .XLS file, you can convert the format as desired, then do searching, sorting and plotting of the

data using Excel features.
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8. Troubleshooting a WGMS Installation

This chapter describes various problem scenarios and suggested responses. There are also sections on
interpreting the Packet Reflector and Com Server log error messages.

8.1 | don’t see any Vehicles when | start WGMS

The Vehicles page is empty

Possible Causes

Actions

If not LRI-Hosted, when WGMS is initially
installed, there are no Vehicles.

Enter the Vehicles and data.

If LRI-Hosted, someone inadvertently deleted all
the Vehicles in the list.

Re-enter the Vehicle data.

8.2 There is no response from the Vehicle

On start-up, there is no response from the Vehicle

Possible Causes

Actions

There is no Internet connection.

Verify the Internet connection.

Vehicle is not powered On.

On shore: Check Vehicle Power.
Off shore: Attempt to contact using XBee.

Relay not configured correctly.

Check connections to Relay hardware.

The Iridium modem was deleted from the parts
table.

Check that the Iridium modem is listed in the
Parts List.

The wrong IMEI was entered for the Vehicle.

Check the IMEI nhumber in the Parts List
against the Vehicle delivery documents.

The Packet Reflector/COM Server is not running

Check Packet Reflector and Com Server
Dialog windows.

The Address and/or Port values are incorrect.

Check the Address and Port values.

Check Com Server for log for error messages.

The WGMS Unique ID number is not the same
as the predefined Vehicle Unique ID number.

Check the Unique IDs as follows:
1) Open a debug window on the Relay
2) Get the WGMS Unique ID
3) Open the WGMS Vehicle form
4) Click on “Unique ID Part” to get the ID
5) If the IDs do not match, follow the
procedure described in section Error!
Reference source not found.
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8.3 Commands are not being ACKed/NAKed

Receiving Telemetry, but no response to Commands

Possible Causes

Actions

Vehicle is powered off.

Verify that power is on.

Relay is not configured correctly.

Check connections to Relay hardware.

There is no Internet connection.

Verify the Internet connection.

The Iridium modem was deleted from the parts
table.

Check that the Iridium modem is listed in the
Parts List.

The wrong IMEI was entered for the Vehicle.

Check the IMEI humber in the Parts List
against the Vehicle delivery documents.

The Packet Reflector or COM Server is not
running.

Check the buttons and click if necessary.

The Address and/or Port values are incorrect.

Check the Address and Port values.

Command Timer Box not checked.

Check “Enable Command Timer” box.

8.4 A Vehicle no longer responds to WGMS commands

Vehicle was operating correctly, then stopped responding to commands

Possible Causes

Actions

Lost Internet connection.

Verify the Internet connection.

Temporary Iridium communications loss.

Wait 10 to 15 minutes to confirm that Iridium
loss is not temporary.

Batteries fully discharged.

Check the last telemetry battery level.
Check for any previous System alarms.

Vehicle electronics malfunction.

If close to the Vehicle, try communicating via
XBee.

Check for any previous System alarms.

If still receiving telemetry, Vehicle mechanical
failure.

If close to the Vehicle, try communicating via
XBee.

Notify Mission Operator to prepare for
recovery.

Com Server Fatal Error.

Check Com Server Log for error messages.
Restart Com Server.
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Vehicle was operating correctly, then

stopped responding to commands

Possible Causes

Actions

Packet Reflector Fatal Error.

Check Packet Reflector Log for errors.
Restart Packet Reflector.

8.5 Map is not being displayed in the WGMS Dashboard

The Google map is not being displayed on the Dashboard page

Possible Causes

Actions

No Internet connection — Error Message.

Verify the Internet connection

API Key not specified.

Enter the API key

Wrong API key — Error Message.

Check/update the API key. A pop-up message
should advise you on what to do.

No check in the “Display Google Maps”
checkbox.

Check the maps checkbox

8.6 XBee doesn’t seem to be working

Cannot communicate via the XBee connection

Possible Causes

Actions

XBee startup can take up to 1 minute.

Wait at least 1 minute after startup before
sending commands.

XBee reception is turned off on Vehicle.

Turn on XBee via Iridium.

Vehicle is too far away.

Move within 100 meters of Vehicle.

Wrong XBee IP address on the Packet Reflector

Check Packet Reflector IP address

Wrong IP address for your computer.

Check computer IP address

Wrong PAN ID number.

Check XBee PAN ID

Multiple XBee connections with same PAN ID.

Go through one Relay to avoid problem
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8.7 I’'m not getting Iridium messages

Communications with XBee works, but not through Iridium

Possible Causes Actions

Lost Internet connection. Check Internet connection.

Temporary Iridium communications loss. Wait 10 minutes to verify.

Re-check IP address and port number.

If “correct” values are set, contact your VAR to
verify the IP address and/or port number.

Packet Reflector configuration set to wrong IP
address or port number.

Packet Reflector/COM server not running. Check the buttons and click if necessary.

Confirm that the Wave Glider modem is

System was configured for Mobile-to-Mobile configured for DirectIP.

8.8 Mobile-to-Mobile is not working

Cannot establish Iridium Mobile-to-Mobile communications

Possible Causes

Actions

Iridium signal is blocked.

If indoors, move outdoors with a clear view of
the sky.

Temporary Iridium communications loss.

Wait 10 minutes to verify.

System was not configured for Mobile-to-Mobile.

Confirm that the Wave Glider modem is
configured for ISU-to-ISU.

Incorrect Packet Reflector configuration.

Check the Packet Reflector IP addresses and
port numbers.

Incorrect Alternate Iridium Relay configuration.

Check the Alternate Iridium Relay address and
port values.

8.9 I changed and then lost the Administrator’s password

Cannot remember or find the Administrator’s password

Host

Actions
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Cannot remember or find the Administrator’s password

Host Actions
Hosted by LRI, If hosted by LRI: Contact LRI to reset the
password.
Get another SA to reset your password.
Self-Hosted. i )
Otherwise, re-install WGMS.
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8.10 Interpreting Packet Reflector Log Records
This section only applies if your WGMS is Self-Hosted, or you are using Mobile-to-Mobile.

8.10.1 Packet Reflector Dialog

When a Packet Reflector is running, it logs all of the communications that it handles. These are
displayed in the log window of the Packet Reflector dialog, as shown below in Figure 8-1.

To access the Packet Reflector dialog, click on the icon (ref. 3.2).

® Packet Reflector
Eile  Edit Tools Help

Dutput Sinks | Qutput Sources | Command Sinks | Command Sources | Configuration Sinks | Configuration Sources

Registered Subscribers

lecalhost, 12345, TCP, Packet Reflectar/COM Server Add
Edit
Remaove
Packet Reflector
Glider Output Log ermns
Log Events Filter Sync to Source Aws to display | 500
Started output sink reflector for localhost, 10015, TCP, Hyperion -~

Started output source listener for 10.10.1.35, 10016, TCP, Hyperion
Started command source listener for localhost, 10020, TCP, Hyperion
Started command zink reflectar

Started configuration sink, reflector

Started the service with current setup.

Packet Reflector Service Starting,

Stopped output zink reflectar for localkaost, 10015, TCP, Hyperion
Qutput Reflector Fatal Error; Thread was being aborted,

Stopped output source listerer for 10.10.1.35, 10016, TCP, Hyperion
Qutput Listener Fatal Error; Thread was being aborted,

Output Listener Eror. Packet Receive Thread was being aborted.
Qutput Listener Error; Packet Receive A blocking operation waz intermupted s

Stop Service

Figure 8-1: Packet Reflector Ul During Example Operation

Many of the log records are self-explanatory and indicate normal operation. Certain messages indicate
problems. The error messages, their meanings and possible responses are described below.
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8.10.2 Packet Reflector Error Messages

Packet Reflector errors can be caused by a failure to specify a valid Command/Output Source/Sink, by

corrupted data, by time-outs, or by a device being off-line.

Note that there are two levels of error messages: “Error” and “Fatal Error”

Error: A problem occurred that was handled. If a certain type of error occurs occasionally, it is
usually not a problem. If the same error occurs repeatedly, then some action should be taken to fix

the problem.

Fatal Error: The problem was so serious that either the Packet Reflector or the Com Server stops.

This requires a re-start of the Packet Reflector.

Note: To re-start, click the “Stop Service” button, then click “Start Service”.

The table below shows the messages in alphabetic order. Each message is described in more detail in

the referenced sections.

Error Message Format Ref.
"Command Listener [source] Fatal Error: [message] " 8.10.3
"Command Listener [source] Packet Receive Error: [message] " 8.10.4
"Command Reflector: [subscriber], packet echo data mismatch [message] " 8.10.5
"Command Reflector: [subscriber], packet echo length mismatch [message]" | 8.10.6
"Command Reflector: [subscriber], Send [message] " 8.10.7
"QOutput Listener Error: [subscriber], Packet Receive [message] " 8.10.8
"Output Listener Fatal Error: [subscriber], [message] " 8.10.9
"Output Reflector Fatal Error: [subscriber] " 8.10.10
"Output Reflector Error [subscriber], Send: [message] " 8.10.11

8.10.3 "Command Listener [source] Fatal Error: [message] "

Originator: Packet Reflector Command Source

Fields:

[source] — The name of the Source from which the Packet Reflector is receiving the command.

This will always be a Com Server.
[message] — A Windows error message indicating the cause of the error.

Explanation:

An unrecoverable error occurred during receipt of a Command from the [source].

The problem is caused by a communications problem between the Packet Reflector and the

referenced Com Server.
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Responses:
1) Re-start the Packet Reflector.
If the problem keeps occurring:

2) If the Packet Reflector and the Com server are both running on the same computer, look for a
problem with the hardware electronics.

3) If the Packet Reflector is not running in the same computer as the referenced Com Server, check
for a connection problem between the two computers (e.g., a bad cable).

8.10.4 "Command Listener [source] Packet Receive Error: [message] "

Originator: Packet Reflector Command Source
Fields:

[source] — The name of the Source from which the Packet Reflector is receiving the command.
This will always be a Com Server.

[message] — A Windows error message indicating the cause of the error.

Explanation:

An error occurred during receipt of a Command packet from the source.

The error can be caused by:

a) A problem with the structure of the packet.

b) Communication overloading of the Packet Server.

c) A communications problem between the Packet Reflector and the referenced Com Server.
Responses:

If the error occurs continuously:

1) If the Packet Reflector and the Com server are both running on the same computer, look for a
problem with the electronics in the computer.

2) If the Packet Reflector is not running in the same computer as the referenced Com Server, check
for a connection problem between the two computers (e.g., a bad cable).

8.10.5 "Command Reflector: [subscriber], packet echo data mismatch [message] "

Originator: Packet Reflector Command Sink
Fields:

[subscriber] =The name of the subscriber to whom the command is being sent.
This can be any connection other than the local WGMS.

[message] — A Windows error message indicating the type of error.
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8.10.6

8.10.7

Explanation:

When a subscriber receives a command packet, it echoes it back to the Packet Reflector. The
Packet Reflector then checks to verify that the data in echoed packet matches the sent packet. If
they do not, the error message is sent.

The problem is usually caused by a bad network connection.
Responses:

1) Re-check the network connection between the Packet Reflector computer and the hardware
where the subscriber resides.

2) If the problem persists, contact LRI.

"Command Reflector: [subscriber], packet echo length mismatch [message] "

Originator: Packet Reflector Command Sink
Fields:

[subscriber] —The name of the subscriber to whom the command is being sent.
This can be any connection other than the local WGMS.

[message] — A Windows error message indicating the type of error.
Explanation:

When a subscriber receives a command packet, it echoes it back to the Packet Reflector. The
Packet Reflector checks that the lengths of the two packets match. If they do not, the error
message is sent.

The problem is usually caused by a bad network connection.
Responses:

1) Re-start the Packet Reflector.
2) If the problem persists, contact LRI.

"Command Reflector: [subscriber], Send [message] "

Originator: Packet Reflector Command Sink
Fields:

[subscriber] =The name of the subscriber to whom the command is being sent.
This can be any connection other than the local WGMS.

[message] — A Windows error message indicating the type of error.

Explanation:
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The Packet Reflector cannot send a command to the stated subscriber. This can be caused by:

a) The subscriber hardware is turned off
b) The subscriber hardware is disconnected from the Packet Reflector hardware.
c) One or more of the subscriber values (IP Address, Port, Protocol or Channel) is incorrect.

Responses:

1) Check that the correct address values have been set.

2) Check the connection between the Packet Reflector hardware and the subscriber hardware.

8.10.8 "Output Listener Error: [subscriber], Packet Receive [message] "

Originator: Packet Reflector Output Source
Fields:

[subscriber] —The name of the subscriber from whom an output was received.
This will typically be Iridium, Alternate Iridium or XBee.

[message] — A Windows error message indicating the type of error.
Explanation:

An output packet was received by the Packet Reflector, but there is a problem with the packet
format. This can be caused by:

a) The packet type is in a format that the Packet Reflector is not configured to recognize.
b) The data in the packet was corrupted.
c) The time allotted to read the packet exceeded the time-out limit.

In general, there was likely an error in the setup of the communications infrastructure, such as a
Relay or the Iridium.

Responses:

1) If the problem occurs only on a single subscriber, check the connection and configuration of that
subscriber.

2) If this error seems to be occurring on multiple subscribers, check the Packet Reflector
configuration.

8.10.9 "Output Listener Fatal Error: [subscriber], [message] "

Originator: Packet Reflector Output Source
Fields:

[subscriber] =The name of the subscriber from whom an output was received.
This will typically be Iridium, Alternate Iridium or XBee.

[message] — A Windows error message indicating the type of error.
Explanation:

This error message indicates that there has been a serious failure of the Packet Server hardware.
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Responses:

1) Verify that the Packet Reflector Hardware is operating.
1) Re-start the Packet Reflector.
2) If the problem persists, contact LRI.

8.10.10 "Output Reflector Fatal Error: [subscriber]"

Originator: Packet Reflector Output Sink
Fields:

[subscriber] — The name of the subscriber to whom an output was being sent.
This will usually be a Com Server, another WGMS or another Packet Reflector.

Explanation:
The Packet Reflector could not send an output message to the subscriber.
Responses:

1) Re-start the Packet Reflector.
2) If the problem persists, contact LRI.

8.10.11 "Output Reflector Error: [subscriber], Send: [message]"

Originator: Packet Reflector Output Sink
Fields:

[subscriber] — The name of the subscriber to whom an output was being sent.
This will usually be a Com Server, another WGMS or another Packet Reflector.

[message] — A Windows error message indicating the type of error.
Explanation:
The Packet Reflector cannot send an output to the stated subscriber. This can be caused by:

a) The subscriber hardware is turned off
b) The subscriber hardware is disconnected from the Packet Reflector hardware.
c) One or more of the subscriber values (IP Address, Port, Protocol or Channel) is incorrect.

Responses:

1) Check that the correct address values have been set.

2) Check the connection between the Packet Reflector hardware and the subscriber hardware.
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8.11 Interpreting Com Server Log Records
This section only applies if your WGMS is Self-Hosted, or you are using Mobile-to-Mobile.

8.11.1 Packet Reflector Dialog

When the Com Server is running, it logs all of the communications that it handles. These are displayed
in the log window of the Com Server Ul, as shown below.

To access the Com Server log, double-click on the “Com Server” icon on the Windows desktop. If there
is no icon, click Start > All Programs - Com Server.

” Communication Server !E ﬂ

M anagement Account | COM Settings |
— Management Account -

Server URL Ihttps:a’a’test.liquidr. comdwebservices/Entity& Pl asmx ¥ Listen to Glider Dutput ¥ Enable Command Timer

Email [sysadmin@example.com [V Listen to Commands ¥ Enable Configuration Timer

= S - 5
Srveovnd] I"""“ IV Listen to Configurations ¥ Enable Com Timeout Com Server
e [¥ Enable NMEA Seial Timer [ Enable Alam Escallal Log
Organizati |
rganization | iquidr . IW o /
Vd

Output 'whiter - Completed Create''ehicleDutput 3/16/2010 11:27:05 A 3
Output Listener - Received Incomming 3/16/2010 11:27:04 Ak [ME| - 300034012257800

Output ‘whiter - Completed CreateVehicleDutput 3/16/2010 11:26:56 Abd

Output Listener - Received Incomming 3/16/2010 11:26:55 AM IME| - 300034012138730
NMEA Sernial Port send: 0 Strings

Output 'whiter - Completed Create''ehicleDutput 3/16/2010 11:26:51 Ak

Cutput Listener - Received Incomming 3/16/2010 11: 26:50 AM [ME| - 20003401 2095650
Output 'whiter - Completed Create'ehicleDutput 3/16/2010 11:26: 26 Abd

Output Listener - Received Incomming 3/16/2010 11:26: 26 AM IME| - 300034012257800
Output ‘whiter - Completed Create'ehicleDutput 3/16/2010 11:26:18 Abd

Output Listener - Received Incomming 3/16/2010 11:26:17 Ak IME| - 300034012257800
MNMEA Sernial Port send: 0 Strings

Alarm escallation - some or Al email sends failed

Cutput 'writer - Completed CreateVehicleOutput 2/16/2010 11:25:40 Ak

Output Listener - Received Incomming 3/16/2010 11:25:33 AM IMEI - 300034013409770
Output ‘wiiter - Completed CreateVehicleOutput 3/16/2010 11:25:39 A

Output Listener - Received Incomming 3/16/2010 11:25:38 AM IMEI - 300034012191720
Output ‘witer - Completed Create’ehicleOutput 3/16/2010 11:25: 710 46

Output Listener - Received Incomming 3/16/2070 11:25:03 AM IMEI - 300034012257800

Output \wiiter - Completed Createlehicle0utput 3/16/2010 11:25:08 A
Mutrnat | isterer - Bereieed lncamminn 3AEA200 1712507 AW IMFL - 3000340 2195710 _'ﬂ
4 L3

Listen Stop

V' LogEvents Items to displap |5lJDD

Figure 8-2: Com Server Ul During Example Operation

Many of the log records are self-explanatory and indicate normal operation. Certain messages indicate
problems. The error messages, their meanings and possible responses are described below.

An important factor in Com Server operation is the Security Certificate. If there is a certificate problem,
this can be diagnosed as follows:

1) Stop the Com Server operation.

2) Copy the URL in the “Reflector” window.

3) Paste the URL into the address field of a browser and go to that address.

4a) If the window comes up with an “Entity API” header, the certificate is OK.

4b) If a “Security Alert” dialog comes up, follow the instructions given.
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8.11.2 Com Server Error Messages

Com Server errors are typically caused when the system receives data that the system is not prepared
to receive.

Note that there are two levels of error messages: “Error” and “Fatal Error”
Error: A problem occurred that was handled.

Fatal Error: The problem was so serious that either the Com Server stops. This requires a re-start
of the Com Server.

Note: To re-start, click the “Stop Service” button, then click “Start Service”).

The table below shows the messages in alphabetic order. Each message is described in more detail in
the referenced sections.

Error Message Format Ref.
"Command Listener — ERROR CreateVehicleCommand [date/time] [message] " 8.11.3
"Command Listener — ERROR: [message] " 8.11.4
"Command Listener - FATAL ERROR: [message] " 8.115
"Command Queue Failed to set Command Status to Sent: [message] " 8.11.6
"Command Queue Packet Error"” 8.11.7
"Command Queue Read Failed" 8.11.8
"Output Listener — ERROR: [message] " 8.11.9
"Output Listener — FATAL ERROR: [message] " 8.11.10
"Output Writer — ERROR CreateVehicleOutput: [date/time], buffer= [hex_buffer], [message] " | 8.11.11
"Output Writer - ERROR: [message] " 8.11.12
"Output Writer — FATAL ERROR: [message] " 8.11.13

8.11.3 "Command Listener — ERROR CreateVehicleCommand [date/time] [message] "

Originator: COM Server Command Listener
Fields:
[date/time] — Date and time error was detected.
[message] — A Windows error message indicating the type of error.
Explanation:
The Com Server is trying to write to WGMS, but is not able to. This can be caused by:

a) The WGMS hardware is disconnected or not operating
b) The WGMS software is not running
c) There is a bad security certificate

Responses:
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1) Check that WGMS hardware is connected and running
2) Check that WGMS is operating.
3) Check the Security certificate

8.11.4 "Command Listener — ERROR: [message] "

Originator: COM Server Command Listener
Fields:

[message] — A Windows error message indicating the type of error.
Explanation:

A time-out occurred while reading a message from the WGMS. This is most likely due to a
connectivity problem between the Com Server and WGMS.

Responses:

Verify connectivity between Com Server and WGMS.

8.11.5 "Command Listener — FATAL ERROR: [message] "

Originator: COM Server Command Listener
Fields:

[message] — A Windows error message indicating the type of error.
Explanation:

There is a major problem with the operation of the Com Server.
Responses:

1) Re-start the Com Server.

2) If the problem persists, contact LRI.

8.11.6 "Command Queue Failed to set Command Status to Sent: [message] "

Originator: COM Server Command Queue
Fields:

[message] — A Windows error message indicating the type of error.
Explanation:

Incorrect credentials on Com Server or WGMS are bad. Usually, this is the result of the Com Server
or WGMS being set-up by someone without System Admin privileges.

Responses:
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1) In the “Management Account” boxes of the Com Server window, change the email address (and
password) to that of a System Administrator.

8.11.7 "Command Queue Packet Error”
Originator: COM Server Command Queue

Explanation:

Com Server couldn’t make contact with the Packet Reflector, in order to send a command. This is
usually caused by an Incorrect Packet Reflector address. Or, the Packet Reflector hardware may
not be operating.

Responses:
If the problem is persistent:

1) Check that the Packet Reflector hardware is operating.
2) Check that the Packet Reflector address is correct.

8.11.8 "Command Queue Read Failed"
Originator: COM Server Command Queue

Explanation:
The Com server couldn’t read commands coming from the WGMS. This can be caused by:

a) The WGMS hardware is disconnected or not operating
b) The WGMS software is not running
c) There is a bad security certificate

Responses:

1) Check that WGMS hardware is connected and running
2) Check that WGMS is operating.
3) Check the Security certificate

8.11.9 "Output Listener — ERROR: [message] "

Originator: COM Server Output Listener
Fields:

[message] — A Windows error message indicating the type of error.
Explanation:

A time-out occurred while reading a message from the Packet Reflector. This is most likely due to a
connectivity error between the Com Server and the Packet Reflector.

Responses:

Verify connectivity between Com Server and the Packet Reflector.
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8.11.10 "Output Listener — FATAL ERROR: [message] "

Originator: COM Server Output Listener
Fields:

[message] — A Windows error message indicating the type of error.
Explanation:

There is a major problem with the operation of the Com Server. Most likely, there was a hardware
crash

Responses:

1) Check operation of the Packet Reflector Hardware.
2) Re-start the Com Server.

3) If the problem persists, contact LRI.

8.11.11 "Output Writer — ERROR CreateVehicleOutput: [date/time], buffer=[hex_buffer], [message] "

Originator: COM Server Output Writer
Fields:

[date/time] — Date and Time of error.

[hex_buffer] — The message sent to WGMS

[message] — A Windows error message indicating the type of error.
Explanation:

The Com Server sent a message to WGMS. WGMS responded, but does not recognize the
originator of the packet and cannot process it.

This is most likely caused by a packet being sent from a Vehicle that is not in the database of the
WGMS.

Responses:

1) Check that the Vehicle is in the database.

2) If running multiple WGMS systems, check the Packet Reflector routing.
Note:

This error will cause an email to be automatically generated and sent to the registered System
Admin.

8.11.12 "Output Writer —- ERROR: [message] "

Originator: COM Server Output Writer
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Fields:
[message] — A Windows error message indicating the type of error.
Explanation:

This is a general error indicating a problem between the Com Server and WGMS. This is usually
caused by:

a) The WGMS hardware is not running or is disconnected.
b) The address of the WGMS has been incorrectly set.
c) There is a Certificate Error

Responses:

1) Check the WGMS hardware connectivity.
2) Verify that WGMS is running
3) Check the address set in WGMS

8.11.13 "Output Writer —- FATAL ERROR: [message] "

Originator: COM Server Output Writer
Fields:

[message] — A Windows error message indicating the type of error.
Explanation:

An unrecoverable error occurred when the Com Server was attempting to communicate with the
WGMS

Responses:
1) Check operation of the WGMS Hardware.
2) Re-start the Com Server.

3) If the problem persists, contact LRI.
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9. Contacting Liquid Robotics Inc.

If you cannot determine or correct the cause of a problem, contact LRI.
To expedite resolving the problem, make a brief list beforehand with the following information.
1) Wave Glider Model Number.
2) Any special or added payloads on the Vehicle.
3) Time/date when problem occurred.
4) Location of Vehicle when problem occurred.
5) Initial indication of problem.
6) Any other indications or unusual readings.

7) Attempts at corrective actions and their results.

For time-critical problems, call LRI at:
1 (650) 493-6300
or (888) 574-4574

and select the option for Customer Service.

For non-critical problems, send the above information via email to:

support@liquidr.com
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Appendix A: Roles and Permissions

System Administrators are assigned the “Admin” Role.

Permissions are denoted as follows:

C - Create

R - Read

U = Update

D - Delete

Permission Guest Data

Type User Analyst | Master [ Admin Root Description

Area Permissions

Home Pages R R R R CRUD G_rlds and top levels of the main
window.

System Alarms R R RU RU CRUD | Information for alarm escalation
Top level metadata records. (outputs,

Records R RU CRUD vehicles, permissions)

Lists R CRUD CRUD CR UD | Escalation lists, user groups (future)

Dashboard Pages R R R R CR UD | Allows user to edit dashboard pages.

List ltems R CRUD CRUD CRUD | Itemsinalist

Report CRUD CRUD CRUD CRUD Data reports

Users, Roles Permissions

Users RU RU CRUD CRUD | Userdata

Organizations R R RU CRUD | Organization parameters
Any entity can have a note attached

Notes CRUD CRUD CRUD CRUD | (user, vehicle)
(html or text)

Accounts CRUD | (Forfuture use)

Catalog Images R CRUD CRUD CRUD | Logos, images, photographs

Roles R U CRUD Editing the roles available in the
system

User Roles CRUD CRUD | Mapping between users and roles

. Entity change history
R R R RUD X
Audit Records CRU (parts, vehicle changes)
Vendors CRUD | For future use
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Permission Guest Data
Type User Analyst | Master [ Admin Root Description
Attachments R CRUD CRUD CRUD | Files attached to an entity
Permissions R CRUD What permissions are allowed in the
system
Role Permissions R CRUD Mapp_lng between roles and
permissions
Workflow Events CRUD | For future use
Inventory Items CRUD | For future use
Record Customization
Metadata for each entity field (user
Fields R R RU CRUD | name)
(change the name of a column)
Metadata defining how entities are
Data Views R CRUD CRUD | displayed (column grids)
(change column in a grid)
Structure that tells how entities are
Relationships R R CRUD | related.
(inverse of foreign keys)
Criterias R CRUD C R UD | Additional conditions on grids (filters)
Selects RU CRUD C R UD | Values for fields with multiple values
Criteria Groups R CRUD CRUD | Grouping class for criteria
Payload CR UD | Edit Payload display structures
Vehicle Permissions
Access to records on vehicles in
. database
R RUD RUD RUD .
Vehicles CRU CRU CRU (Guests can see vehicles marked
"visible for guest")
Commands R CRU CRU CR UD | Entities representing commands
Telemetry R R R R CRUD | Data coming back from vehicles
Statuses R CRU CRU CRUD Stat_uses coming and going from
vehicle
Event Definitions R CRUD CRUD CRUD | Alarm definitions
Rudder Controls R R CR CRUD :Z%r;meters for rudder module control
Parameters R CRU CRU CR UD | Data user can send to vehicle
Communication .
Channels RU CR UD | Automatically created by relays
Parts R R CRUD CRUD CRUD Manufacturing track listing of what's

on vehicle
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Permission Guest Data

Type User Analyst | Master [ Admin Root Description

Courses R CRUD CRUD CRUD | Vehicle routes

Part Identifications R R R CR UD | Vehicle-generated list of parts

w- - | erue | crup | crup | [medeinenence s
Sg@rgaotirg)sn R CRUD CRUD CRUD Srzc;g;acr;hical area for vehicle

File Notifications CRUD | Entities used during file transfers
Errors R RU RU CRUD | Vehicle Events

Raw Outputs R R R R CRUD | Telemetry received from the vehicle
Waypoints R R CRUD CRUD CRUD vweﬁ)i/ggi-nt data associated with a
Course Waypoints R CRUD | crRUD | crRuUD \';'Vg;"pﬁiﬁ?urse is mapped to a
Power Ctl Statuses R R R CRUD | Telemetry

Mission Vehicles R CRU CRU CRUD Dﬂea;ﬁcp:)li(;]sg between missions and
825:3::%’:% R CRUD CRUD CRUD | Coordinates of an operational polygon
Payload Data Permissions

Payload Packets R R R R CRUD | Generic data from the payloads
Payload Statuses R R R R CR UD | Parsed payload packets

AISyG Locations R R R R CRUD | AIS updates

Weather Stations R R R R CR UD | Weather station telemetry

AISyG Statuses R R R R CRUD | AIS updates

Weather Reports R R R R CR UD | Weather station telemetry

AISyG Records R R R R CRUD | AIS vehicles seen

Site Permissions

Site Areas CRUD | Gritire (homo, vehicles.) "
Site Groups CRUD g)’gﬁi’élseg ilgir)rlllzad data)

Site ltems CR UD | Items that appear within a group
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Permission Guest Data

Type User Analyst | Master [ Admin Root Description

Custom Entity

Added Records CRUD Ablllty‘tO add new entities without
changing the database

Added Fields CRUD

Added Mappings CRUD Relatlo_ns_hlps bgt_ween added records
and existing entities

Collision Avoidance Permissions

Obstacles CR UD | Obstacle in the glider's path

Obstacle Locations CR UD | Obstacle telemetry

Vehicle Obstacles CRUD Mapping between obstacles and

vehicles
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Appendix B: Checklists

Provisioning Checklist

1)

2)

Enter a Vehicle into the Database
a) Determine Vehicle name and icon
b) Add name to Vehicles List

Initialize the Part Info Tree
a) Add basic Float info
b) Add Shoreside Software info

3) Add Event Definitions

a) Add 9 Basic Alarm Types

4) Add Operation Polygons

5)

6)

7)

8)

9)

a) Establish Operational Area
a) Operation Inclusion
b) Operation Exclusion

Add Waypoints
a) Cross-check with other Vehicles

Add/Update Escalation List

Complete the Part Info Tree
a) Power-Up Vehicle
b) Get/Verify Part Data

Enter Part Serial Numbers

Completion
a) Generate Provisioning report
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Mission Planning Checklist

1) Plan the Course
a) Operational area
b) Weather conditions
c) Navigation mode

2) Waypoints
a) Add or change
b) Check/change the Arrival Distance

3) Operation Polygons
a) Add or modify

4) Specify the Course
a) Using Waypoints
b) Non-Waypoint
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Mission Operation Checklist

1)

2)

3)

4)

Pre-Launch Check
a) Telemetry

Start Mission

a) Enter start-Mission data

b) Coordinate with launch crew
b) Monitor initial Telemetry data

Running a Mission
a) Monitor Telemetry data
b) Check Alarms

Completing a Mission
a) Coordinate with recovery crew
b) Enter end-Mission comment
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Appendix C: Glossary

ACK — Abbreviation for “Acknowledged” during data transmission. This is response to indicate to the
sender that a sent message was received correctly.

Acknowledged (Alarm) — The alarm was reset by a User.
Active (Alarm) — The alarm was issued, but no other action has been taken.
Acoustic Wave and Current Profiler (AWAC) — A sensor that characterizes and records wave motion.

Admin (Role) — A User who has all the permissions required to go through the day-to-day administration
of the WGMS, add users, manage customizations, and deal with data.

Alarm - A message either from the Vehicle C&C or from the Shore-based software indicating that a
problem has occurred.

Alternate Iridium Relay — A connection to the Iridium system that bypasses the standard Iridium Server.

Arrival Distance — Distance from a Waypoint at which the C&C computer assumes that the Vehicle has
“arrived” at the Waypoint.

Audit Records — Record of changes or updates made to a Vehicle and/or its parts.

Automatic Identification System (AIS) — A VHF radio system that automatically broadcasts the type and
location of a seaborne vessel.

Broadband Global Area Network (BGAN) — A global satellite Internet network with telephony using
portable terminals.

Channel (Packet Reflector) — The type of Subscriber to a Packet Reflector. Types are Command Source,
Command Sink, Output Source and Output Sink.

Checkbox — A yes/no selection box in a Dialog Box. Checking one box does not preclude checking
another. (ref. Radio Button)

Coastal Explorer — A mapping service that provides a DVD with nautical maps. Used as an alternative to
Google Maps.

Command and Control Drybox — The center-mounted Drybox in the Wave Glider Float. Contains the
main control computer and communications equipment.

Command Packets — Data packets containing Commands sent to the Vehicle.

Command Sinks (Packet Reflector) — Commands to a Packet Reflector from the WGMS and/or another
Packet Reflector.

Command Sources (Packet Reflector) — Commands from a Packet Reflector to the Vehicle.
Commands — Messages sent to the Vehicle for control or to request status.

Commercial, Off-The-Shelf (COTS) — Standard (as opposed to custom-made) components.
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Compiled Views — Option to compile different views to speed up the response of the GUI.
Configurations — Legacy Packet Reflector option for pre-Model 08 Wave Gliders.

Course — The path a Vehicle is attempting to follow. (ref. Track)

Create (Permission) — A Role permission that allows creation of a Vehicle-related system parameter.

Custom Relay — Software that provides special communications services between a Vehicle and a Packet
Reflector.

Dashboard — The Home Page of the User Interface to the Wave Glider Management System.

Data Analyst (Role) — A User who looks at existing Vehicle and WGMS data and can download database
data.

Database (WGMS) — The part of the WGMS that stores configuration and communications data for one
or more Vehicles.

Delete (Permission) — A Role permission that allows deletion of a Vehicle-related system parameter.
Dialog Box — An on-screen box that typically requests data to be entered.

Direct IP — An individual computer that is allowed directly communicate to the Internet. Typically used
for single-user machines

Drybox — A sealed watertight container on either the Glider or the Float. Typically used for housing
electronics.

Errors — Messages sent by the Vehicle or the Shore-based software indicating a problem.
Escalation List — A prioritized list of people to contact in case of an error.

Events — Types of Alarms.

Float — The part of the Wave Glider Vehicle that rides on the surface of the water.

Glider — The submarine portion of the Vehicle, connected by the Umbilical to the Float.

Global Positioning System (GPS) — A satellite-based broadcasting system that allows determination of
geographical coordinates.

Global System for Mobile Communications (GSM) — A worldwide standard for mobile telephone
communication systems.

Google API Key — A (Google private) registration number that allows access to Google Maps.
Google Maps — A mapping service provided by Google.

Guest User (Role) — Someone who can view the status of Vehicles that have been specifically marked for
display to guests.

Home Page — The initial page that comes up on the browser after logging onto the WGMS system.
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Hyperion — An alternate name for the WGMS Kernel
Icon — A small pictogram on a GUI. Typically, clicking on the Icon will start some other action.
Internal Name — An alternate reference to the “Org Internal Name”.

International Mobile Equipment Identity (IMEI) — A 15-digit number used by the Iridium system to
identify handsets and modems that can connect with the Iridium system.

Iridium — A constellation of satellites that provides world-wide voice and data transmission. Wave Glider
Vehicles use the SBD form of transmission.

Iridium Relay — Software/hardware that provides direct communications to the Iridium system,
bypassing an Iridium Server.

Iridium Network Server — A server maintained by the Iridium Corporation that provides access to the
Iridium system via the Internet.

Iridium Subscriber Unit (ISU) — Describes a stand-alone piece of hardware (phone or modem) that can
communicate directly with the Iridium system.

IP Address — Equivalent to IP Number.

IP Number - Internet Protocol Number. A combination of numbers that defines the destination of
TCP or UDP data. Of the form xxx.xxx.xxx.xxx, where “xxx” represents a number from 1 to 255
(e.g., 10.10.5.145).

Kernel (WGMS) — That part of the WGMS software that does the primary communications control and
database management.

LRI-Hosted WGMS — A deployment option where an Organization uses LRI’s servers and WGMS software
to operate their Vehicle.

Master (Role) — A User who manages Vehicle provisioning, mission planning and operations, as well as
payload and Web services development.

Menu - Allows selection of one or more items from a list.

Metadata Version — Software version number. For reference use when contacting LRI about a software
problem.

Mission — A set of Vehicle operational actions, either by itself, or in cooperation with other Vehicles.

Mobile-to-Mobile — A deployment option where a single computer with its own copy of WGMS
communicates directly with a Vehicle, using either XBee or an Alternate Iridium Relay.

NAK — Abbreviation for “Not Acknowledged” for a data transmission. This is response to indicate to the
sender that a sent message was received, but cannot be processed.

National Marine Electronics Association (NMEA) — An industry association that creates standards for,
and certifies electronics used in marine applications.
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NMEA Convert — Option to use the NMEA mapping available from Coastal Explorer. Typically used when
there is no Internet connection to the WGMS.

Operation Polygon — A user-defined closed region in the water that defines limits on where a Vehicle
should go.

Org — Abbreviation for Organization.

Org Internal Name — The name of the Organization used within the WGMS database. This is not
necessarily the same as the “Organization Name” used on the Dashboard Ul.

Organization — An entity that operates one or more Wave Glider Vehicles. Each Organization has its own
data, and that data cannot be accessed by any other Organization.

Organization Name — The “public” name used on the Dashboard to identify the Organization. This name
may be different than the “Org Internal Name”.

Output Packets — Packets sent from the Vehicle. These include telemetry, ACK/NAK responses and
(optional) payload-created data.

Output Sinks — Data from the Vehicle to a Packet Reflector.
Output Sources — Data from a Packet Reflector to the WGMS and/or another Packet Reflector.

Packet Reflector — Software that is used to route Commands and Outputs between the Vehicle and the
WGMS.

Page — A browser window that displays data, and typically has links to other pages and data.
Parent Organization — A “virtual” Organization definition that includes other Organizations.
Part Identifications — Lists of hardware and software version numbers.

Payload Drybox — A Drybox that is optionally installed on/in a Vehicle. The Float has provision for two
internal dryboxes. Payload Dryboxes may also be mounted externally on the Glider.

Permissions — For each Role, the specifications of what system parameters are allowed to be Created,
Read, Updated and/or Deleted.

Port (Packet Reflector) — The port number of a Subscriber to a Packet Reflector. A decimal number
greater than 5000.

Privileges — Refers to the combined set of Permissions for someone who has been granted multiple
Roles.

Protocol (Internet) — Method by which data is sent from one computer to another on the Internet.

Radio Button — One of a set round-icon selection options. Only one option can be selected.
(ref. Checkbox).

Raw Outputs — Data packets received from the Vehicle as-is, with no processing.

Read (Permission) — A Role permission that allows read-only viewing of WGMS system parameters.
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Roles — A set of Permissions granted to a person that allows them specific types of access to WGMS
system parameters. A person can be granted multiple Roles.

Root (Role) — A super-user who has full access to all aspects of the Vehicle and WGMS. This user will be
either an LRI developer or a customer under close direction from LRI.

Secure Iridium - A special DoD-only gateway to the Iridium system. (ref. EMSS)
Secure Sockets Layer (SSL) — A protocol for transmitting private documents over the Internet.
Self-Corrected (Alarm) — An Alarm situation corrected itself.

Self-Hosted WGMS - A deployment option where an Organization uses their own independent copy of
WGMS to operate their Vehicle(s).

Shore-Side (Software) — Refers to any software that does not reside on the Vehicle. WGMS software in a
laptop on a boat is still considered “Shore-Side”.

Short Burst Data (SBD) — An Iridium data communications method that utilizes small data packets.
Sinks (Packet Reflector) — Data (Command or Output) going into a Packet Reflector.

Status Data — Information sent via Telemetry indicating the operational status (position and system
health) of the Vehicle.

Storefront Name — Legacy term for “Org Internal Name”.
Sources (Packet Reflector) — Data (Command or Qutput) sent out by a Packet Reflector.

Structured Query Language (SQL): A language used for retrieval and management of database
information. (Pronounced “Sequel”).

Sub — An alternate (and discouraged) term used to refer to the sub-marine Glider part of the Vehicle.
Subscriber (Packet Reflector) — A Source or Sink that communicates with a Packet Reflector.

System Administrator — Someone who handles the day-to-day management of the WGMS and its users.
System Page — An alternate page used to display all System information for an Organization’s Vehicle(s).

Tab - A label in the WGMS GUI. Tabs may be placed near the top of a window, or on the left side.
Clicking on a tab selects different data on a Page.

Telemetry — Data sent from the Vehicle on a periodic basis. Typically sent every two minutes.
Tether — An alternate (and incorrect) term for the Umbilical.

Tool Bar — A bar, typically along the top of a window, that contains data entry boxes and icons.
Track — The path a Vehicle actually traverses in the water when it is trying to stay on a Course.

Transmission Control Protocol (TCP) — The standard protocol for transmitting data packets over the
Internet (ref. User Datagram Protocol).
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User Datagram Protocol (UDP) — An Internet data transfer method that provides higher transmission
speed than TCP, but does no handshaking or error checking.

Umbilical — The flexible connecting cord between the Float and the Glider. Contains power and signal
conductors, as well as strengthening elements.

Uniform Resource Locator (URL) — A string of names separated by a forward slash. Specifies an address
on the Internet (e.g., http://www.nmea.org). A URL maps to an IP address.

Update (Permission) — A Role permission that allows updating of a Vehicle-related system parameter.

Value-Added Reseller (VAR) — A company that provides packaged hardware/software products. Can also
be used to obtain Iridium services.

Vehicle — An alternate term used to describe the Wave Glider Float + Umbilical + Glider system.
Vehicles Page — An alternate page used to display all Vehicle information for an Organization.

Wave Glider Management System (WGMS) — The combined software package that is used to manage
communications to and from a Vehicle.

Waypoint — A geographical point defined by Lat/Long coordinates. Used to define a Vehicle’s Course or
holding position.

Web Services — Automated information services that are conducted over the Internet, using
standardized formats and protocols.

WiFi — A short-range high-bandwidth wireless communications method.

XBee — A short-range low-to-medium bandwidth radio communications method.
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Appendix D: Acronyms

ACK.....Acknowledged

AIS.......Automatic Identification System
AISyG..Automatic Identification System Gateway
API...... Application Programming Interface
AWAC..Acoustic Wave and Current Profiler
BGAN...Broadband Global Area Network
COTS....Commercial, Off-The-Shelf
CRUD....Create-Read-Update-Delete
EMSS.....Enhanced Mobile Satellite Service
GPS....... Global Positioning System
GSM......Groupe Spécial Mobile (Global System for Mobile Communications)
GULI....... Graphical User Interface
IMEL......International Mobile Equipment Identity
IP........... Internet Protocol

ISU........ Iridium Subscriber Unit

LRI......... Liquid Robotics, Inc.
M2M.....Mobile-to-Mobile

MTBF.....Mean Time Between Failures

NAK..... Not Acknowledged

NMEA....National Marine Electronics Association
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