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Google Groups

Issuing commands from a shore­side application to a vehicle

me <mike.cookson@liquidr.com>
Posted in group: Technical Q&A

I'd like to issue commands to a vehicle from a shore­side application and get responses back: how can this be done?

Answer
WGMS provides a web services interface that allows commands to be created and results to be obtained, given a few pieces of information as well as a valid user e­mail and password.  The information required is:

vehicle ID
internal name of the org
communications channel to be used

The vehicle ID and the org ID can be obtained by looking at the URL of the vehicle form.

Click the icon next to the WGMS vehicle selection drop­down to bring up vehicle form.

In the example, the org ID is 1 and the vehicle ID (id) is 1064.

The internal name of the org can be found by clicking the "Show system menus" link, then selecting the Settings tab and inspecting the value in the Internal Name column of the Organizations data.
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In this case, the internal name is "liquidr"

The communications channel should be one of the following:

1 for Iridium
2 for XBee (SV2 only)
33 for Virtual Relay Cellular modems

The script "wcs" script (attached) was written for Linux, but can serve as an example of how to issue a command and look for responses. The script uses parameter values in "settings.txt"; for example:

EMAIL="road.runner@acme.com"
PASSWORD="b1rD533d"
ORGID=1
ORGNAME=lriops
VEHICLEID=1064
COMMCHANNEL=33

The script is invoked with the command to execute as a parameter (I'm assuming it's going to board address 0; that can be specified by tweaking the script.)  Here's an example run:

$ wcs "runshell date"

*** Reading variables from settings.txt

Credentials are missing

*** Logging in

*** Starting runshell date command for vehicle ID 1064 on comm channel 33

Un­encoded XML entity fields:

<CommandName>Automated script</CommandName><Payload_String>Write Console Script</Payload_String><CommandType>37120</CommandType><VehicleId>1064</VehicleId><CommunicationChannelSelect>33</CommunicationChannelSelect><CommandStatus>0</CommandStatus><ScriptBuffer>runshell date</ScriptBuffer><GliderBoardAddress>0</GliderBoardAddress><OperationType>0</OperationType>

SOAP message:

<?xml version="1.0" encoding="utf­8"?><soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema­instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:soap="
<entityFieldXml>%3Centity%3E%3CCommandName%3EAutomated%20script%3C%2FCommandName%3E%3CPayload_String%3EWrite%20Console%20Script%3C%2FPayload_String%3E%3CCommandType%3E37120%3C%2FCommandType%3E%3CVehicleId%3E1064%3C%2FVehicleId%3E%3CCommunicationChannelSelect%3E33%3C%2FCommunicationChannelSelect%3E%3CCommandStatus%3E0%3C%2FCommandStatus%3E%3CScriptBuffer%3Erunshell%20date%3C%2FScriptBuffer%3E%3CGliderBoardAddress%3E0%3C%2FGliderBoardAddress%3E%3COperationType%3E0%3C%2FOperationType%3E%3C%2Fentity%3E</entityFieldXml>
</CreateEntity></soap:Body></soap:Envelope>

Output:

<?xml version="1.0" encoding="utf­8"?><soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema­instance

Entity: 1998731

*** Reading status of entity 1998731 (timesleft=59)
Command Status: 1

*** Reading status of entity 1998731 (timesleft=58)
Command Status: 2

*** Reading status of entity 1998731 (timesleft=57)
Command Status: 2

*** Reading status of entity 1998731 (timesleft=56)
Command Status: 3
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*** Getting related entities to 1998731

column XML:

<column type='id'>VehicleRawOutputId</column><column type='bound'>IMEI</column><column type='bound'>StructureType</column><column type='bound'>ParsedFlag</column><column type='bound'>CreatedOn</column><column type='bound'>TimeStamp</column><column type='bound'>Payload</column>

SOAP Message:

<?xml version="1.0" encoding="utf­8"?><soap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema­instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:soap="
<columnXml>%3Ccolumns%3E%3Ccolumn%20type%3D%27id%27%3EVehicleRawOutputId%3C%2Fcolumn%3E%3Ccolumn%20type%3D%27bound%27%3EIMEI%3C%2Fcolumn%3E%3Ccolumn%20type%3D%27bound%27%3EStructureType%3C%2Fcolumn%3E%3Ccolumn%20type%3D%27bound%27%3EParsedFlag%3C%2Fcolumn%3E%3Ccolumn%20type%3D%27bound%27%3ECreatedOn%3C%2Fcolumn%3E%3Ccolumn%20type%3D%27bound%27%3ETimeStamp%3C%2Fcolumn%3E%3Ccolumn%20type%3D%27bound%27%3EPayload%3C%2Fcolumn%3E%3C%2Fcolumns%3E</columnXml><pageNumber>1</pageNumber>
<pageSize>100</pageSize><sortColumn>CreatedOn</sortColumn><sortDirection>ASC</sortDirection><dataFilter></dataFilter></GetRelatedEntitySet></soap:Body></soap:Envelope>

Response #1:21005A0000005652434C4B1B86FE000000009ABCDEF02000000000CF00005421F86D00000000000000000000000000000000003D8B7F1E00210000031D00547565205365702032332032323A34373A30392055544320323031340A3CB2
ACK=61
Format=0
Disposition=3
Number of bytes=29
Data=Tue Sep 23 22:47:09 UTC 2014 

Note that the script relies on a few utilities that are available with apt­get under Linux:

curl: this is used to perform the HTTP operations
lua: Lua script language, I used this to extract the response data from acks
urlencode: URL encoding
xpath: very handy for extracting information from a specified hierarchical position in an XML tree
xmlstarlet: XML escaping and unescaping

The procedure in more detail is as follows (see the SV2 or SV3 ICD for message formats for Write Console Script and its Ack response):

1. Log in

The input data (email, password and org internal name) are embedded in an XML fragment.  The data must be XML escaped :

<?xml version=\"1.0\" encoding=\"utf-8\"?><soap:Envelope xmlns:xsi=\"http://www.w3.org/2001/XMLSchema-instance\" xmlns:xsd=\"http://www.w3.org/2001/XMLSchema\

This is passed to the server with a curl command as $logininfo:

curl -s -k -H 'Content-Type:text/xml;charset=utf-8' --dump-header credentials -H 'SOAPAction:' -d "$logininfo" -X POST "https://gliders.wgms.com/webservices/entityapi.asmx

The headers include the returned cookie, which is stored in the credentials file.  The script checks the modify time of the file and logs in again if the file is over an hour old.

2. Create the command entity

The command entity contains entity XML and SOAP wrapper.  The combination of the these data sets include all of the Write Console Script parameters.  The inner XML is formatted as follows (parameters must be XML escaped):

<entity><CommandName>escaped command name</CommandName><Payload_String>Write Console Script</Payload_String><CommandType>37120</CommandType><VehicleId>

Note that the "command name" contains the comment to be noted in WGMS, and "Payload String" is shown in the Command column.

The string above (with escaped sections) is then included in the SOAP envelope as follows, but is URL encoded:

<?xml version=\"1.0\" encoding=\"utf-8\"?><soap:Envelope xmlns:xsi=\"http://www.w3.org/2001/XMLSchema-instance\" xmlns:xsd=\"http://www.w3.org/2001/XMLSchema\"

The resulting SOAP packet can be passed to WGMS as follows, referencing the credentials file:

curl -s -X POST -L -b credentials -d "SOAP envelope" "https://gliders.wgms.com/webservices/entityapi.asmx" --header "Content-Type:text/xml"

The output of this command returns the entity ID, which must be retained so that the status can be polled and the result can be obtained.  If the entity ID is ­1, the command failed.

<?xml version="1.0" encoding="utf-8"?><soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance

3. Poll for status

Commands go through various states, including Queued (not sent yet), Sent, Acked and Nacked.  If the command state reaches Acked (3), it's time to look for the results; if the state reached Nacked (2) then it's time to give up.  Note that a command can stay in Sent state indefinitely in some cases, so the over­all waiting time should be limited.

Note also that Write Console Script is a little bit different from most commands in that it can receive multiple Ack messages, the data for which should be concatenated.

To read the status, compose the following SOAP envelope, XML escaping the fields:

<?xml version=\"1.0\" encoding=\"utf-8\"?><soap:Envelope xmlns:xsi=\"http://www.w3.org/2001/XMLSchema-instance\" xmlns:xsd=\"http://www.w3.org/2001/XMLSchema\"

The SOAP envelope is sent to the server as follows:

curl -s -X POST -L -b credentials -d "SOAP envelope" "https://gliders.wgms.com/webservices/entityapi.asmx" --header "Content-Type:text/xml"

The output from this command is formatted like this:

<?xml version="1.0" encoding="utf-8"?><soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

Unwrapped, the result XML is formatted like this:

<?xml version="1.0" encoding="utf-16"?>
<DataSet>
  <xs:schema id="NewDataSet" xmlns="" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"
  ... excess removed ...
  </xs:schema>
  <diffgr:diffgram xmlns:msdata="urn:schemas-microsoft-com:xml-msdata" xmlns:diffgr="urn:schemas-microsoft-com:xml-diffgram-v1">
    <NewDataSet>
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      <Table1 diffgr:id="Table11" msdata:rowOrder="0" diffgr:hasChanges="inserted">
        <VehicleCommandId>1998845</VehicleCommandId>
        <CommandName>Automated script</CommandName>
        ... excess removed ...
        <CommandType>37120</CommandType>
        <CommandStatus>status ID</CommandStatus>
        <TargetWaypointId />
        <FromWaypointId />
        ... excess removed ...
      </Table1>
    </NewDataSet>
  </diffgr:diffgram>
</DataSet>

Continue polling until status ID >= 3 or until the amount of time you want to wait has expired, delaying at least 10 seconds between polls.  In the end, if you time out of the result is not 3 (acked), then exit.

4. Get the results

Like the CreateEntity command that was used to create the command entity, GetRelatedEntitySet uses XML to describe which fields are interesting and a SOAP envelope to complete the request.  The script requests fields as follows:

<columns><column type='id'>VehicleRawOutputId</column><column type='bound'>IMEI</column><column type='bound'>StructureType</column><column

The SOAP envelope is completed as follows, URL escaping the column XML:

<?xml version=\"1.0\" encoding=\"utf-8\"?><soap:Envelope xmlns:xsi=\"http://www.w3.org/2001/XMLSchema-instance\" xmlns:xsd=\"http://www.w3.org/2001/XMLSchema\"
...


