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I. ABSTRACT

The words “failure” and “success” are simple binary terms
used to describe the outcomes of maritime autonomous
behavior, yet how to draw the line separating the two stark
realities demonstrates the subtle nature of this problem. If
how to judge success or failure is improperly performed,
users of systems that rely upon autonomous behavior may
quickly find their initial trust misplaced and in some cases,
the trust may never be recovered. A loss of trust or an
unwillingness to trust newer technologies can greatly hinder
the transition and use of such technologies. Acceptance of
current and future maritime autonomy so that its use is more
ubiquitous and commonplace requires the establishment of
rigorous techniques for which clearly defined verification of
autonomy can be performed. Therefore, it is critical that
verification of maritime autonomous systems be tenably and
consistently implemented. For our work, we identify some
of the difficulties with verification efforts with respect to
general autonomy and not only maritime autonomy. In an
attempt to address the difficulties, we present the potential
use of techniques found within other fields to assist with
some of these difficulties.

II. INTRODUCTION

As humans more and more cede dangerous, dull, and dirty
chores to the realm of robotics, it is increasingly important
that the community seek assurances that the performance of
these systems is effective, reliable, and safe. While the need
for performance assurance is important for maritime systems,
it is certainly important for general autonomy verification
as well. Such assurances are given by verification, which is
the process of obtaining proof that a system performs as ex-
pected by meeting its performance requirements. Verification
provides essential feedback to system developers to direct
their improvement efforts, helps consumers of autonomy to
compare solutions, and provides information to users to build
their trust in the system.

Despite the importance of the verification task, there is cur-
rently no widely accepted process for verifying autonomous
systems due to the difficulty of the challenge. While there
have been a variety of attempts, all so far have fallen short
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of providing a general approach that can be applied across
the field. In this paper, we attempt to chart a path forward
to address this need based on work already done not only in
the field of autonomous robotics, but also in other relevant
fields that have addressed similar challenges.

Before directly addressing the verification task, it is es-
sential first that we define the bounds of what we seek to
verify. For the purposes of our work, we define autonomy as
a system that makes a decision based on information where
its interaction with the world is intractably complex. Further,
we define a system as an immobot, robot, group of im-
mobots or group of robots, centralized or decentralized with
hardware, software perception, actuation, communications,
and decision-making that are abstracted as a unit and act
in the world as a whole. These definitions were developed
through participation in the Naval Research Labs Verification
of Autonomous Systems Working Group.

Our approach to address this need first requires that
we outline the challenges particular to the verification of
autonomous systems that make current verification meth-
ods for other types of technology inadequate, which we
do in Section III. In Section IV, we provide the lessons
learned from a literature review of attempts already made
to verify autonomous systems and in Section V, we give
useful analogies from other fields. Finally, in Section VI, we
recommend a path forward for developing a general method
for verification of autonomous systems.

III. SOFTWARE VERIFICATION AND CHALLENGES TO
THE VERIFICATION OF AUTONOMOUS SYSTEMS

As a key component of autonomy is software, it is
reasonable to investigate standard verification techniques
established in the field of software engineering. These tech-
niques can be classified as either dynamic or static dynamic
methods. Dynamic methods are concerned primarily with the
development and use of tests to discover issues with respect
to verification [1]. The test cases are developed with respect
to the software requirements and can be used during the
modular, integration, or system test phases of the overall
verification phase of development. Typically, the test cases
can be traced back to requirements contained in an official
requirements document. On the other hand, static methods
are those methods that tend to be more analytical in nature.
Examples of static methods include anti-pattern detection,
software metrics, and formal methods. Over several years,
established design patterns with respect to algorithm devel-
opment have emerged and are implemented to avoid costly
programming errors. Anti-pattern methods seek to find and
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correct violations of accepted design patterns [2]. Typical
software metrics try to quantify code accuracy and can
be measured as number of bugs per line of code or code
coverage. While the listed metrics are useful, they are by no
means sufficient for measuring software accuracy. Formal
methods attempt to logically prove that software satisfies a
formal specification [3], typically by using a deterministic
model of the system in question to show that the system
has some properties for all possible inputs. While outside of
the scope of software verification, an analogous application
of formal methods has been to produce computer generated
proofs of famous mathematics problems such as the four
color theorem [4]. Unfortunately, the existing verification
techniques cannot be used directly to the verification of au-
tonomy without further augmentation. The dynamic methods
rely heavily upon test case generation, which is problematic
for autonomy verification. The very nature of autonomous
systems requires algorithms and behaviors that respond to the
environment. The stochastic properties of the environment
introduces temporal and spatial complexities that give rise
to the problem of intractable complexity, which makes test
case development very difficult. As for the static methods,
the anti-pattern methods and various code metrics can be
useful in the identification of some initial problems, but
of course, they do not always necessarily provide complete
coverage with respect to verification. This of course leaves
the formal methods, which attempt to address the gap with
respect to rigor. As formal methods require determinism and
well-characterized systems, the stochastic influences of the
environment make formal methods difficult to employ. Many
of the most innovative methods applied to autonomous sys-
tems are non-deterministic, and because autonomous systems
are intended to handle unexpected inputs, by definition all
inputs cannot be enumerated. With respect to formal theorem
provers, generated proofs also have to be verified as well,
which simply transfers the problem to another level.

The problems identified are relevant to the verification of
autonomy and any field in which intractable complexity is
an issue. Since we are interested in autonomy verification, it
is natural to inquire as to the state of the art with respect to
autonomy verification, which is discussed in the next section.

IV. VERIFICATION EFFORTS IN AUTONOMOUS SYSTEMS

In order to understand what attempts have already been
made in the field of autonomous robots to assess func-
tionality, reliability, and safety, we gathered information
from a wide variety of sources. The resulting literature
review includes sources from research labs testing individual
robot behaviors, formal efforts to define general autonomy
frameworks, and reports on methodologies used by specific
organizations. Each was analyzed for the specific method that
they took to describe or evaluate autonomy, and the results
were aggregated to identify trends. The literature review
reached saturation; that is, there came a point during the
review when additional works added no new information.
While significant weaknesses exist that make any of the
existing attempts insufficient for the general case of auton-

omy verification, these attempts contribute valuable insights
into how the community of stakeholders conceptualize both
autonomy and verification. By collecting the strengths and
weaknesses of past efforts, our intent is to craft a way
forward that effectively addresses the verification need by
taking advantage of those lessons already learned. In our
analysis of existing work, we divided contributions into
frameworks that describe autonomy, essential attributes that
describe autonomy performance, and methods for assessing
those attributes.

A. Frameworks

It appears to be well understood that, in order to evaluate
a system, both the system itself and the method of evaluation
must be formally defined and clearly understood. Therefore,
it comes as no surprise that the most general work found
has been done in the area of defining frameworks to describe
autonomous systems and scales for assessment.

1) Levels of Autonomy: Many different groups have pro-
posed conceptual models to describe autonomy in levels,
assigning a numerical scale to describe the capabilities of
a given robot. These frameworks include the Autonomy
Levels for Unmanned Systems (ALFUS) [5]–[7] advanced
by National Institute of Standards and Technology (NIST),
the Mobility, Acquisition, Protection (MAP) framework from
Los Alamos National Lab [8], the 3D Intelligence Space
from Draper Labs [9], the US Army Mission Performance
Potential (MPP) framework [10], and Air Force Research
Labs Autonomous Control Levels (ACL) [11], [12]. While
each framework varies in its emphasis depending on the
context in which it was developed, each takes essentially
the same approach to assign a level of autonomy to a
given system: some number of aspects of the system are
considered, and some number of levels are given to describe
each aspect of the system from least mature to most mature.
Furthermore, some subjective guidance is given to aid human
evaluators in assigning each aspect of the system to a level.
Essentially, levels of autonomy nearly invariably attempt to
solve the problem of subjective evaluation of autonomous
systems being insufficient by breaking it down into multiple
subjective evaluations. Perhaps this is one of the factors that
led the Defense Science Board in 2012 to label attempts
to define levels of autonomy as not useful [13], favoring
instead the definition of system models and frameworks
to better describe autonomy without developing a single,
concise definition. Although the levels of autonomy appear
formally abandoned, they still provide valuable insight into
what aspects of systems were deemed critical to the overall
notion of its autonomy.

2) System Models: As the field of autonomous systems
has expanded, various developers have created useful models
for conceptually describing the functionality of their system.
Highly general descriptions such as the classic observe, ori-
ent, decide, act (OODA) loop [14] or the Cynekin framework
[15] can help to organize systems or components under broad
headings, but lack the specificity to meaningfully describe
the capabilities of most autonomous systems. One attempt to



add specificity to the OODA loop is the System Capabilities
Technical Reference Model (SC-TRM) [16], which uses five
steps to describe the cognitive process and significantly adds
components for learning and memory. However, no uses of
this framework outside its original application have been
found, perhaps due to a lack of guidance in how to apply it
to other projects. By contrast, NIST maintains the 4D/RCS
reference model architecture [17] based on the general real-
time control system (RCS) architecture, which outlines a
more thoroughly defined hierarchy of control based on the
scope of action at each level. While this solution has more
guidance, few implementations of it have been found, likely
due to its relative complexity. In a 2012 report on autonomy,
the Defense Science Board recommended a Framework for
the Design and Evaluation of Autonomous Systems [13]
consisting of Cooperative Echelon, Mission Dynamics, and
Complex System Trades Space views of systems. In our
research, we were unable to find any application of this
framework to an actual system, likely because it operates
at the level of broad concepts and is therefore difficult to
apply to specific technical implementations.

3) Human Survey Scales: Because autonomy has thus far
depended on the subjective evaluations of human experts,
a number of scales have been developed to help articulate
these reviews in a way that is quantitative and somewhat
standardized. A number of these tools were presented in [18]
along with the metrics to which they have been applied, and
are presented here to illustrate what guidance does exist. The
most general tool is the Likert scale, a simple linear scale
of incremental values or levels of agreement on which the
evaluator is asked to indicate their response to a prompting
question. This framework is very familiar to most individu-
als, but requires good design of the prompting questions to be
effective. One example in which these questions have been
standardized is the Lee & Moray Trust Scale, which presents
the evaluator with a defined battery of questions related to
their trust of a system answered on a 1-10 Likert scale. More
sophisticated frameworks have been developed to evaluate
specific system attributes, such as the Cooper-Harper Scale
and NASA Task Load Index, which measures burden on a
human operator, as well as SART, SAGAT, and SALIANT,
all of which measure an operators situational awareness.
It is important to note that all of these humans scales are
fundamentally subjective, and also that they require careful
definition of a taxonomy for evaluation.

B. Attributes

As already discussed, one of the principal challenges
of evaluating autonomy is the relative complexity of au-
tonomous systems, making it difficult to determine which
attributes of a system are critical to the overall assessment
of its independence from a human operator. By considering
a large body of work, we have been able to collect many
of the attributes that have been deemed important by other
efforts, and have divided them into attributes that describe
the robot’s internal characteristics, the robot’s relationship to
its human operator, the robot’s relationship to its mission,

and the robot’s relationship to the world.
1) The Robot and Itself: A variety of attributes of the

system design independent of any outside interactions have
been proposed as influencing the autonomy of the system.
Most of the proposed attributes in this category address the
complexity of the system, arguing that greater complexity
makes the system more difficult to control. Specifically,
as a part of its ALFUS framework, NIST includes system
dependence as influencing the autonomy of a system [5]
and NASA’s Jet Propulsion Laboratory includes simplicity
among its most important system attributes[19], arguing that
simplicity of instantiation results in software that is “main-
tainable, testable, reusable, and supports interoperability.”
Other work more broadly defines a criteria of “self-control,
characterized by the quantity and complexity of memory
addresses and states in the system and also highlights evo-
lution capability, measured by the extent and frequency of
variable updates [20]. While these aspects of the system are
measurable, their direct link to the autonomy of the system
has yet to be demonstrated. However, the larger problem
is that to measure any attributes of the system design, the
evaluator must have access to the system at a level that is
generally not available to anyone but its developers. This
limits the usefulness of these attributes to third-party black-
box testers.

2) The Robot and Its Operator: Many efforts have at-
tempted to measure autonomy according to the amount of
interaction required by the human operator, often measuring
the ratio of commands to operational time or events [18],
[20], [21]. Other efforts have measured the degree of human
intervention specifically with regard to unplanned events,
considering the time or level of effort required by a human
operator to handle a replan or adapt the system’s behavior to
complete a task [5], [18]. More generally, other efforts have
looked at the operators situational awareness as provided
by the autonomous system [18], [22], reasoning that the
more the operator understands about the vehicles situation
and environment, the more effectively and efficiently he
can monitor and control that system. Attributes that relate
autonomy of the system back to the operator acknowledge
that no system is fully autonomous, a misconception dealt
with by several recent reports [13], [23].

3) The Robot and Its Mission: Although there have been
efforts to evaluate autonomy independently of any specific
mission context [10], the majority of work in the field to
date acknowledges either explicitly or implicitly that the
ability of a robot to successfully operate independently of
a human operator will depend on its capabilities specific to
the task at hand. However, a number of efforts have identified
common attributes that cross most if not all mission domains,
and hold some promise for a generalized evaluation. The
most abstract of these attempts is a general definition of
mission success and system errors [18], [19]. While this
method requires criteria such as the percentage of correct
decisions or a false alarm rate to be defined for each mission,
having consistent criteria notionally offers some level of
standardization between robots and mission sets. Other work



suggests using concepts of precision, recall, and accuracy
[24], measures of the robots ability to detect and process
events [25], or the efficiency with which it uses resources
like time or energy [25] as factors in evaluating mission
autonomy. All of these are important factors in the successful
completion of a mission, and useful points of comparison,
but so far no widely accepted framework has emerged to
unify these individual characteristics into a cohesive system
evaluation. Perhaps the most ambitious and comprehensive
effort to date in this area has been the effort to define
Mission Complexity, one of the three axes used in the AL-
FUS framework [5]. While the resulting guidance is useful
in its consideration of task structure, coordination among
components, world modeling, and general performance, it
requires specification of both the robot and the mission with
excruciating detail such that the benefit of a generalized
framework for evaluation is essentially lost.

4) The Robot and the World: The definition of autonomy
selected by the Verification of Autonomous Systems Work-
ing Group makes the intractable complexity of the robots
operating environment one of the key defining characteristics
of an autonomous system. Therefore, that autonomy will
be heavily enabled or constrained by the systems ability to
operate in, understand, and react to its surroundings. One
approach characterizes the environments that the robot can
operate in, developing a variety of ways to assess its size,
complexity, and dynamics [5], [25]. A few efforts have fac-
tored in the robustness of the platform itself [25], considering
the ability of the system to survive in a given environment
to be dependent to a large extent on its physical design and
construction. This is an important consideration, and should
not be neglected, but the majority of efforts have focused
less on survivability and more on characterizing the vehicles
understanding of its environment through sensing, percep-
tion, and reasoning about geospatial knowledge. This is most
often approached through a notion of situational awareness
[14], [22] analogous to human awareness of their operational
environment and taking advantage of work already done in
its assessment. Because the notion of autonomy is essentially
to mimic human performance with software, this human
analogy appears to work well, and suggests its utility in other
areas as well, an opportunity explored in Section V.

C. Methods

Once a framework is chosen to define the structure of
the evaluation and the critical attributes are selected, what
remains is how to measure those attributes in the context
of the framework. Many different methods of measurement
have been proposed depending on what is being measured,
and we have categorized our findings into four major cat-
egories: ratings based on human evaluation, application of
existing formal methods, development of a specific heuristic,
and testing structures and procedures.

1) Human-Based Ratings: Due to the lack of an accepted
evaluation framework and quantitative metrics for describing
autonomous systems, assessment efforts for autonomy to
date have largely relied on subjective human evaluation,

as demonstrated in a variety of examples [7], [10], [12],
[18], [19], [22]. Depending on the purpose and priorities
of the effort, the human evaluators may be experts in
the development of autonomous system, expert operators,
or other stakeholders in the creation, acquisition, and use
of autonomy. However, even with guidance based on the
frameworks already described, expert opinion varies and the
performance of a given system changes with context, leading
to inconsistencies in ratings even between evaluators of the
same profession [7], [10], [13], [19], [21]. What is needed
is a means of evaluating autonomous systems whose results
are not dependent on the subjective opinions and preferences
of a few individuals, but on the objective performance and
characteristics of the system.

2) Formal Methods: Existing tools for proving software
typically involve the creation of a system model for which all
possible states can be enumerated and the system verified as
stable. However, due to the problem of intractable complexity
already outlined, this approach is difficult to apply to au-
tonomous systems. Variations applied to autonomy generally
involve testing a subset of possible situations in one way or
another.

Modelling the system and simulating a subset of scenarios
is a popular solution for planetary rovers, where the intended
mission is well-defined and evaluators have access to the
system design and implementation [19], [26], [27]. The
well-defined nature of the systems and missions have also
allowed for automation of testing and assessment based on
human-provided scenarios [28], [29]. While this process has
proven effective at debugging and hardening robust vehicle
controllers for safely navigating alien terrain, its application
to other systems is limited when considering more complex
mission areas with greater chances for unknown inputs.

Another technique suggests the use of formal methods
applied to a subset of the system in time. Just-in-time assur-
ance considers possible states for the robot reachable within
some reasonable time horizon, and verifies only that subset
of the entire state space [30], [31]. This seems to be generally
proposed for safety contexts, in which failure criteria can be
easily defined (e.g. robot collides with human), due to the
need for automated on-line verification.

Some researchers focus on applying formal methods to a
subset of the robot capabilities, for instance, navigation using
cost-to-go maps [32], [33]. Because the resulting metrics
can be well-defined according to the specific function, they
can be rigorously quantitative and objective. However, this
approach is limited in its broader applicability, since not all
autonomy capabilities are so well-defined as navigation, and
this fails to account for interactions between components of
a system.

While formal methods are useful in specific, well-defined
subsets of the autonomy evaluation problem, they fall short
of offering a complete solution for overall evaluation be-
cause they rely on limiting system inputs and outputs and
having access to the complete definition of the system.
By contrast, objective evaluation of autonomous systems
typically is performed through black-box testing with no



or limited knowledge of system implementation, and based
on the definition of autonomy selected for this effort, the
interactions of the system with its environment are required
to be intractably complex.

3) Heuristic Models: As the name implies, heuristics
tend to forgo the optimal solutions in place of suboptimal
approaches to solutions due to the complexity of what is
being modeled. With respect to autonomy verification, we
have identified four distinctive approaches and they are
dynamical systems based approaches, error growth factors,
multi-criteria evaluation methods, and on board autonomy
verification.

One method to obtain metrics for verification involves
measuring some quality of the underlying dynamical system.
In [34], the author uses a dynamical system to model the
agent-environment interaction. The author shows how to esti-
mate the attractor dimensionality by using correlation dimen-
sionality. With estimates of the dimension of the attractor,
different agent-environment systems can be compared more
quantitatively. Of course, if a dynamical system does not
effectively model the agent-environment interaction, which
may be possible in some cases, then this and any of the
dynamical systems heurisitics is of limited use.

Another dynamical systems related approach involves the
use of error growth factors (EGF). The EGFs measure
how sensitive a robots trajectory is with respect to initial
conditions [35]. The EGF is approximated as the first Lya-
punov exponent of a 1-d dynamical system. In particular,
the author compared a simulation model to an actual robot
through the use of EGF. The positive aspect of the dynamical
systems heuristics is that these approaches try to measure the
properties that are inherently associated with the complexity
of the underlying system, which may provide a crucial first
step to dealing with intractable complexity.

In [36], a set-theoretic framework is proposed and used
for the task of plan generation, validation, execution, and
monitoring. The authors call the implementation of their
framework the Autonomous Reasoning Engine (ARE) and
it can be used to provide on-board autonomy using model-
based reasoning. This type of approach tries to use inferences
during runtime about the model and newly available data to
create a more accurate representation of the interactions of
the autonomy and its environment.

The final heuristic we considered is known as multicriteria
evaluation [26]. Typically, objective functions are 1-d and are
used to provide solutions in a wide range of areas such as
scheduling or sensor placement. Rather than optimize over
scalar values, multicriteria evaluation seeks to optimize over
a set of vectors, which allows for the relationships between
parameters to be represented during the optimization process.

4) Testing Structures: As already discussed, the most
common method of verification is scenario testing [25]–[27],
[33], though its application is rarely formally discussed [15],
[37]. The key challenge of scenario testing is that it cannot
be exhaustive as the intractable complexity prevents this.
Thus far, no efforts have defined a clear way to select a
meaningful and generalizable set of scenarios a priori that

will sufficiently represent the overall operation of the system.
As a result, proposed solutions focus either on maximizing
the number of scenarios performed and assessed or on
producing some technique to intelligently generate relevant
test cases on-line. NASA JPL has found success in the
automated generation and evaluation of test cases for well-
defined missions [29] based on manually defined criteria.
While this automation allows many more tests to be run
than would otherwise be possible, it is clearly limited by the
ability of the criteria to represent relevant scenarios a priori
and the quality of the design of those criteria. Alternatively,
some groups have found success in identifying challenging
areas for scenario testing by using extensive logging and
randomization of scenarios. In [21], logs were reviewed a
posteriori based on qualitative identification of challenges
to the autonomous system in order to find and further test
quantitative explanations for those challenges. The most
robust proposal along those lines proposes the creation of an
intelligent testing agent that can autonomously identify and
generate system stressors to find the operational boundaries
of the system within an intractably complex state space [16].
While an autonomous verification agent would itself require
verification, the concept is that the one verification effort
would then ease or solve every future verification. Currently,
this idea is completely theoretical, but offers a promising
answer to the complexity problem.

In summary, current efforts to evaluate autonomous sys-
tems were found to be reliant primarily on ad-hoc sce-
nario tests and subjective human evaluation. While some
approaches varied, the overwhelming majority depended at
some level on one or both of these elements. The first
indicates that the system being tested was put in some limited
scenario that was relevant to the aspect of the system being
tested. Generally, this scenario was intuitively difficult with
regard to what was being tested, but simplified with regard
to other aspects of the system or environment. However, in
no case was any attempt made to generalize the results of the
specific scenario or family of scenarios to the broader perfor-
mance of the robot in other scenarios. With few exceptions,
the final evaluation of the performance of an autonomous
system was described by a subjective evaluation given by
an autonomy expert or system user. While in many cases
a framework was given to guide that evaluation, multiple
papers still demonstrate variance among multiple experts,
suggesting a lack of reliability in such methods.

V. ANALOGOUS TOPICS

An idea that garnered a significant amount of attention at
the first meeting of the Verification of Autonomous Systems
Working Group was that researchers look for analogies
in other fields to aid in evaluation. The argument is that
many other fields already address the problem of evaluating
and assessing complex systems; therefore, there should be
some lessons learned that can be applied from these past
experiences. With that objective, we expanded our literature
survey to include a variety of other disciplines to find useful



analogies to robotic autonomous systems, which include the
fields of philosophy, psychology, and mathematics.

A. Approach

An initial survey was done to explore possible fields
for further research based on recommendations from the
working group and use of general search terms, which
helped to identify the most promising fields. Evaluation of
service animals and animal behavior was expected to be
a particularly fruitful area for exploration, but our initial
analysis indicated similar problems to those in autonomous
system evaluation analysis by highly subjective criteria and
simple, non-standard questionnaires that assume expertise on
the part of the evaluators [38]–[40].

Based on this broad search for opportunities, potential
analogies for evaluation of autonomy were identified in the
fields of philosophy, psychology, music, business, statistics,
mathematics, and actuarial science. We decided to seek
direction for further research from professionals in the field
to either confirm perceived commonalities and guide further
work or to cut short any investigations likely not to be
fruitful.

B. Initial Exploration

These professional opinions were found by contacting
professors at Florida State University in Tallahassee, Florida.
Over the course of two days, researchers interviewed ten
professors in these fields to determine what commonalities
existed to autonomous systems that might be useful to the
development of assessment and evaluation. While the area
of music offered some interesting methods to handle the
problems of subjective evaluation [41]–[43], it was deter-
mined that the techniques require an ontology, or a common
understanding of meaning and taxonomy that does not yet
exist for autonomy. Therefore, these techniques have been
tabled for later reference while earlier work is done. Based on
these discussions, it was decided to further pursue the areas
of philosophy, psychology, and the several mathematical
disciplines.

C. Philosophy

According to philosopher Isaiah Berlin, “The task of
philosophy. . . is to extricate and bring to light the hidden
categories and models in terms of which human beings
think;” [44] or more colloquially, to define the fundamental
nature of things. To the engineer or technologist, focused
on the practical and implementable solution, to address
such fundamental principles can seem an esoteric waste
of time better spent developing and testing new systems.
Perhaps this is why, consistently throughout the literature
review of work provided above, the challenge arises of a
lack of consistent definitions and frameworks to understand
autonomous systems. Berlin charts through history a trend in
which formal and empirical sciences developed by first being
philosophical, without formal axioms or rules of observation
by which to answer questions, and then divorcing themselves
from philosophy once those frameworks were developed.

Perhaps this is what is needed in this arena to first address
autonomous systems as new entities needing clear definitions
and frameworks of understanding before techniques can be
developed for their assessment.

The challenge of defining the conditions for symbolic
interaction within a culture is traditionally the realm of
hermeneutics [45], a branch of philosophy focused on the
understanding and interpretation of language. Even a brief
foray into the field quickly shows how much work has
been put in over centuries into the definition of language
and communication through hermeneutics; philosophy can
clearly contribute to the challenge of defining autonomy
across the discipline of robotics. In fact, philosophy already
offers its own notion of autonomy, and though it traditionally
considers it in terms of human autonomy, its use of shared
terms like “autonomous agents” and “determinism” suggest
some shared space of understanding. Alfred Mele, in a
general book on the topic, defines autonomy roughly as self-
rule or self-government [46]. It seems that greater specificity
is controversial within philosophy as well, but Mele argues in
his book that self-control alone is insufficient for autonomy,
and argues for an entire chain of conditions that must be
met before an agent can be said to act autonomously. Others,
perhaps more usefully to this purpose, define autonomy as
a set of competences - capacities to choose rationally and
objectively [47]. The analogy to robotics breaks down at the
points that philosophy assumes the presence of a will or
emotional desire, for a robot has neither of these; therefore,
the work to be done in applying the centuries of philosophical
exploration to robotics is in translating the ideas already
developed into a new context with a different type of agent.

Whereas autonomy as self-control considers autonomy as
a property of the agent itself, there is also a notion in
philosophy of autonomy with respect to the surrounding
conditions. The general idea is that humans are only truly
autonomous if they both have the internal capacity to act
and are free from outside strictures that prevent or constrain
their action. These issues are often discussed in the context
of moral and political autonomy, which require freedom from
manipulation that are counter to “one’s values, character, and
commitments,” whether by other individuals, by society, or
by some authority [48]. However, an important concept that
philosophy also brings to the table is that autonomy and
free will are generally considered by philosophers as the
requirements for moral responsibility [49], [50]. If this is true
not merely as an academic theory but as a human common
knowledge expectation, it imposes important expectations
on autonomous systems for not only reliable or predictable
action, but for moral action as well.

D. Psychology

The American Psychological Association defines cognitive
psychology as the study of “how people acquire, perceive,
process and store information” [51]. Because autonomous
systems at some level attempt to replicate human perfor-
mance, the utility of understanding human cognitive systems
to the design of an artificial cognitive system is clear. While



there are many ways in which psychology can improve our
description and verification of autonomous systems, three
major areas with particular promise are in the area of goal-
setting, expert evaluation, and trust.

How humans set, manage, and achieve goals has been
a topic of study for many decades, with the intention of
improving human performance. The fundamental work in
the mechanics of goal setting is useful because it provides a
model with defined inputs and outputs based on observations
of a complex system (humans) as a black box [52]–[54].
Therefore, it provides both a notional goal-setting framework
and a process of evaluation from which robotics may borrow.
The challenge in applying the more practical work in the
field is that much of it implicitly assumes exclusively human
psychology [55], or is focused on how to set goals in a
way that improves specifically human performance [56].
One specific contribution that this body of work offers is
a number of definitions for goals themselves and the factors
that moderate them. Notions of the distinction between
reactive and proactive goals [57], task difficulty and goal
difficulty, and goal complexity and goal levels [56] are useful
in ultimately defining a framework for evaluation of higher-
level tasking. One consistent underlying need among all
this work, however, is a common understanding of goals,
requiring the definition of a taxonomy of specific goals and
sub-goals with relationships between them [57], [58].

Another useful analogy for the evaluation of autonomous
systems is the evaluation of expertise in humans; autonomous
systems are designed to mimic expert performance by hu-
mans, so why should they not be assessed in the same way?
Human models of general intelligence that were originally
anticipated to hold great promise for analogous assessment,
turned out to be based on a human-specific taxonomy of fun-
damental capabilities [59]–[61], and therefore of limited ap-
plicability. It also appears that no consensus has been reached
on how to measure or represent human intelligence[62], [63],
and researchers were seeking more solid models on which
to develop tools. More important, however, is the question
of whether a general model of evaluation is possible or if
each measure of performance must be developed specifically
for the system and its intended application. Some work
suggests separate evaluation efforts for domain-dependent
and domain-independent characteristics [64], while others
argue that expert evaluation is only meaningful when applied
specifically to the capability under consideration [65], [66].
While both views provide valuable contributions to the
notion of assessing autonomous systems, both agree that the
majority of the evaluation must be specific to the capability
being defined, and that this requires the establishment of a
common taxonomy for common evaluation.

The problem of trust is not an analogy for evaluation,
but rather one of the few generally agreed-upon character-
istics required of an effective autonomous system. The field
of psychology has considered both the establishment and
maintenance of trust in general and trust between users and
robots specifically, and has identified a number of important
factors. Several frameworks describing the key attributes of

trust both between humans and between human and robot
have been proposed [67], [68], and these factors should be
a key focus of verification efforts. Other existing work has
attempted to measure operator trust in an autonomous system
in a collaborative environment, either using a metric based
on the fraction of mission time the operator spends directly
controlling the system [69] or directly reported based on a
questionnaire [70]. The latter case used self-reported trust to
track the impact of different types of error on user trust,
and showed that the initial impression of performance is
persistent, that the degree to which trust is lost correlates
with the severity of the error introduced, and that there is
an inertial component to trust - a transient error in a proven
system will only briefly affect trust, while a persistent error
causes trust to decrease to some minimum before gradually
recovering. These sorts of dynamics are important to take
into account when designing verification methods, since the
process is intended to instill trust in a systems operation.

E. Mathematics

Mathematics provides tools to describe and analyze sys-
tems under consideration, and as such, this allows us to
formally make and justify claims about these particular
systems. Once a claim has been proven, the resulting theorem
can be used to prove other theorems, or it may be used in
an application to assist with the reduction of computational
complexity. With respect to intractable complexity, various
techniques within mathematics may be used to help reduce
the number of test cases in very rigorous and justifiable ways,
which are now discussed.

As intractable complexity implies, the number of test
cases that one would have to consider in a brute-force
manner is uncountably infinite. In mathematics, the notion of
equivalence relations can be useful for drastically reducing
the number of cases to consider. Essentially, the set that
contains all of the possible inputs required by the autonomy
is partitioned into subsets that represent inputs which are
similar with respect to the equivalence relation. Based upon
the equivalence relation, the inputs which are similar can be
grouped together into subsets known as equivalence classes,
from which only a few elements need only be selected to
represent the entire equivalence class. For verification, this
means a significant reduction in test cases as only a few
elements from each equivalence class need to be selected for
testing. The key to this method is defining the equivalence
relation, which will determine how the set of inputs will be
grouped. This technique has in fact been applied as software
verification technique [71]. This technique was applied and
found to be better than branch testing and code reading
techniques. However, the technique was not found to be as
effective as Boundary Value Analaysis [72]. In the boundary
value analysis, the boundary is formed using the equivalence
relation, suggesting that another important problem becomes
edge case identification,which we now discuss.

Another way in which the lessons of mathematics can
assist with the intractable complexity problem is to try to
identify edge cases. As discussed in [72], the edge cases



with respect to the inputs need to be considered. Certain
inputs can produce catastrophic effects, and some of these
are mere perturbations of perfectly valid inputs that produce
stable behavior with respect to autonomy. Catastrophe theory,
a subfield of bifurcation theory, is concerned with studying
those events in which discrete jumps in behavior occur
from small continuous changes in the inputs [73]. This
characteristic, known as sensitivity to initial conditions, is
one of defining components of a dynamical systems [74].
In particular perturbations of equilibria can produce com-
pletely different solutions when compared to the equilibrium
solutions, especially if those solutions are unstable. Applica-
tion of this analogy to autonomy verification then suggests
that if some inputs are close to those inputs that produce
equilibria solutions for some underlying dynamical system
describing the agent-environment interaction, and if those
inputs produce drastically different results in autonomy, then
these so-called edge cases should be considered when testing.
However, more work needs to be performed to show that the
dynamical systems assumption is correct. Furthermore, the
precise nature of the dynamical system describing the agent-
environment interaction needs to be determined as well.

F. Statistics

The field of statistics is concerned with data and how it can
be analyzed with respect to scientific processes. In particular,
statistical analysis can try to detect which data components
are dependent and independent. Once the dependent variables
of an experiment or process have been identified, we can
restrict our samples to consider only those independent
variables, and thus reduce the complexity of our samples.
One such technique well known in the field of statistics is
known as principal component analysis (PCA). Essentially,
PCA identifies which of the possible correlated variables into
a set of linearly uncorrelated variables, which are known
as principle components. In [75], the authors discuss PCA
with an application to chemistry. While their application is
specific, the authors give details describing the method, as
well as a historical description of the method and which
fields use the technique.

With respect to autonomy verification, we may use PCA
to help identify which variables of the test cases should
be considered. Of course this is only useful when data
is available, and when the interactions between the state
variables are so complex so as to merit the use of this
technique to identify those independent variables that cannot
be easily identified otherwise. While this does not necessarily
attack the computational complexity directly, the reduction of
the redundant or statistically unnecessary variables can help
winnow down the unnecessary variables to produce smaller
test cases for consideration.

VI. FUTURE WORK

By means of an extensive literature review, we have ex-
plored the field of autonomy verification, identifying the key
needs several opportunities both within the field of robotics
and through analogies to other areas of study. Taking all of

this into account, we close by charting a path forward, laying
out the work that needs to be done to build a meaningful and
broadly applicable verification framework for autonomous
systems.

A. Understand Stakeholders

Although the technical challenges of autonomy verifica-
tion are interesting, it is essential to never forget that the
end of verification is not the creation of some metric or
number, but to communicate information to stakeholders in
such a way that it instills trust in the correct operation of
the system. As demonstrated in the psychology research,
some of the broad ideas of trust are already understood, but
specifics exist according to application. We have identified
three groups of stakeholders who use the results of veri-
fication in different ways: developers, who use it to guide
development; customers, who use it to compare options
and inform purchasing decisions; and users, who rely on
it to determine how much trust to invest in the system
during operation. In order to meet the needs of these various
stakeholders with any proposed solutions, we intend first to
interview representatives from each group and identify their
particular needs in the verification process.

B. Define Taxonomy

Much of the literature reviewed in this effort point to
the necessity of a common language and organization of
ideas to this end, we suggest that the first step of an effort
to create a method for verification of autonomous systems
be to define a taxonomy of goals, tasks, and capabilities
for a current set of common missions, as well as define
a framework for managing and adding to that taxonomy.
Such an effort must be accomplished in collaboration with
other stakeholders in order to avoid the frequent problem of
stovepipe solutions that was so frequent in the definition of
levels of autonomy. As members of the Verification of Au-
tonomous System Working Group hosted by Naval Research
Lab (NRL) and NATO SCI-288 Research Task Group (RTG),
we have ongoing and collaborative relationships with other
stakeholders in autonomous systems around the world that
will provide both feedback as this taxonomy is developed
and aid in its adoption once complete.

C. Build Framework

As a taxonomy provides a common language and organi-
zation of concepts, evaluation of autonomous systems will
require some logical organization of capabilities according
to their different functions. We propose that, by developing
well-defined categories for specific capabilities defined in
the taxonomy, components which are similar can use the
same tools for evaluation, decreasing the effort needed for
verification. Because there have been numerous frameworks
proposed for the technical design of autonomous systems, we
are careful to specify that this conceptual framework will be
designed to represent the capabilities of the system and guide
evaluation rather than represent the technical implementation
and guide system design.



D. Apply Metrics
Using the taxonomy and framework, we plan to identify

meaningful cases and apply any derived or developed metrics
to those cases. In most cases, we will consider metrics from
our analogies work, and apply them to a few cases under
consideration. The use of the framework may prove to be
very critical for this stage. The framework will allow us
to identify those well-defined categories based upon catego-
rization defined by the taxonomy and potentially consider
individual metrics for each category, which can then be
aggregated into some other metric representing total system
performance. This step should allow us to exercise and verify
the metrics, as well as our approach to autonomy verification
that relies heavily upon the taxonomy and framework.

VII. CONCLUSION

As the problem of autonomy verification is a difficult
problem, we have presented findings from literature reviews
of the field of verification, as well as other analogous fields
with the goal of developing a way forward with respect to
autonomy verification. As intractable complexity makes tra-
ditional methods for autonomy verification difficult, we have
sought examples and analogies from the fields of philosophy,
psychology, and mathematics. These fields have provided
useful guidance that we intend to employ by developing
a taxonomy of concepts related to verification, as well as
a conceptual framework. Further investigation of existing
metrics and new metrics will allow us to test and verify
our approach to autonomy verification and is the subject of
future work.
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