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Foreword

The International Workshop on Principles of Diagnosis is an annual event that started in 1989, rooted in
the Artificial Intelligence community. Its focus is on theories, principles and computational techniques for
diagnosis, monitoring, testing, reconfiguration and repair of complex systems, and applications of these
techniques to real world problems. DX-07 particularly encourages the interaction and the exchange
amongst researchers and practitioners from different backgrounds with interests that center around
diagnosis and prognosis.

This year we have made significant effort to have a good mix of traditional and non traditional DX
researchers and practitioners in the workshop program committee. We have introduced a panel discussion
where practitioners will discuss the challenges they face in deploying health management and diagnosis
systems in industry today. We changed the format for the reviewing process so the reviewers and the
authors would have more opportunities to discuss the content of the papers and the reviews before final
decisions were made on the papers. We hope that this produced a more transparent review process, and
will lead to more interesting discussions at the Workshop. We really appreciate the additional work that
the reviewers and the authors had to put into the extended review process. The result is that we have an
excellent set of papers that will be presented at the Workshop: 26 oral presentations and 26 poster
presentations.

Many people and organisations have contributed to this workshop.

We would first like to thank all of the authors that have provided the primary material, a set of high
quality papers for the workshop. We also thank the Program Committee members for the time and effort
they devoted to review the papers and the help they provided in selecting the oral presentation and poster
contributions. Thanks also to all of the additional reviewers who helped with the reviewing process.
Special thanks to the invited speakers, George Vachtsevanos from Georgia Tech. and Kirby Keller from
Boeing Phantom Works, for rounding off an excellent technical program.

This workshop would not have been possible without the support of the National Science Foundation,
NASA Ames Research Center, and the Toyota Technical Center. The Embedded & Hybrid Systems
program (Helen Gill, Program Director, CISE/CNS) from NSF has provided funding for our invited
speakers and student participants from the USA. NASA Ames (Serdar Uckun, Technical Area Lead in
Intelligent Systems) and the Toyota Technical Center (Liu Qiao, GM and Chief Technologist) have
provided support for various miscellaneous expenses.

Many thanks to the local organisation team at the Institute for Software Integrated Systems (ISIS) at
Vanderbilt University for their excellent administrative support in organizing the Workshop: Kristy
Fisher, Kyl Boggs, and Michele Codd. Special thanks to Matthew Daigle and Indranil Roychoudhury for
their excellent work in managing the DX-07 web page, the online submission system, and for being in the
frontline for handling all of your questions during the submission and reviewing processes.

We do hope that all of you will find DX-07 interesting with stimulating presentations and discussions as
well as enjoyable social events. In addition, please do not forget to enjoy the best that Music City has to
offer.

Gautam Biswas, Xenofon Koutsoukos, and Sherif Abdelwahed
ISIS, Vanderbilt University

Nashville, TN 37235, USA

May 2007
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Health Management Technology Integration

Kirby Keller

Boeing Phantom Works

Abstract

Academia, industry and government research laboratories have made great strides in developing and maturing
software and hardware technology to monitor and even predict the health of machines. The output of health
monitoring (i.e., diagnosis, prognosis, usage) are further processed and integrated with machine controls,
operations, maintenance and logistics to produce a health management capability with the end goal of enabling
business to better utilize their assets. This presentation examines some of the challenges or hurdles to the
integration of health monitoring/management technology into aircraft fleet operations. Key focus areas or
points of integration include creating the business case, consideration of health management in the design
process, integrating health monitoring hardware and software into the aircraft, leveraging the resulting output
into the operations and support decision loop, handling the additional data, addressing regulatory concerns, and
the allocation of the responsibilities and roles of the parties involved in the development, use and maturation of
a health management system. Boeing Phantom Works Support and Services thrust is tasked with facilitating the
maturing health management technology for integration into Boeing products. The presentation also describes
some of the efforts by the Phantom Works to address the health management integration challenges above
including the creation of a Health Management Engineering Environment. This environment consists of three
laboratories: Program Analysis and Modeling to establish the business case, Development Laboratory to
provide the tools and processes, and the Operations Laboratory to perform integrated demonstrations in realistic
environments.

Biography

Dr. Kirby Keller is a Technical Fellow for the Boeing Company. He has 33 years experience in the
development of mission and vehicle health management systems to air, ground and space vehicles. His current
duties include Technical Lead for the Integrated Vehicle Health Management programs within the Support and
Services Thrust of Boeing Phantom Works. In this position, he is the principal investigator and system designer
for several internal research and development projects that are focused on developing a Boeing wide common
architecture and best practices for IVHM. He is program manager for the USAF sponsored Dual Use Science
and Technology (DUST) Aircraft Electrical Power System Prognostics and Health Management (AEPHM)
program. He was the technical lead for the Navy Open System Architecture for Condition Based Monitoring
research program and for the USAF/Boeing Unmanned Combat Air Vehicle (UCAV) System prognostics and
health management risk reduction demonstrations. Other, past programs activity includes the On-line Flight
Control Diagnostic System sponsored by the Navy and U. S. Army Rotorcraft Pilot's Associate program. He
holds a PhD in Mathematics from Iowa State University and is the author of over 40 technical papers,
conference presentations, and technical reports.
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An Integrated Architecture for Fault Diagnosis and Failure
Prognosis with an Application to Aircraft Systems

George Vachtsevanos

Georgia Institute of Technology

Abstract

This presentation is introducing an integrated fault diagnosis and failure prognosis methodology as applied on-
line to flight critical aircraft systems. Enabling technologies include vibration and flight regime data pre-
processing, de-noising algorithms to improve signal to noise ratio, feature or condition indicator selection and
extraction routines, and model-based fault diagnosis and failure prognosis algorithms for accurate detection and
robust prediction of the remaining useful life of failing components. We elaborate on the design of degradation
or fatigue models using finite element analysis and nonlinear dynamic models in the frequency domain in order
to gain a better understanding of the physics of failure mechanisms, to extract an optimum feature vector and to
establish a basis for incipient failure detection and prediction. The modeling framework is coupled with
Bayesian estimation techniques, specifically particle filtering, for accurate diagnosis and prognosis. Seeded
fault data from a testcell and fleet aircraft data are used to train and validate the algorithms. A Graphical User
Interface and computer code for all processing algorithms are implemented on conventional health monitoring
apparatus available on several military aircraft. Results from "blind" testing demonstrate the efficacy of the
architecture.

Biography

Professor Vachtsevanos was born in Kozani, Greece. He attended the City College of New York and received
his B.E.E. degree in 1962. He received an M.E.E. degree from New York University and his Ph.D. degree in
Electrical Engineering from the City University of New York in 1970. His research focused on adaptive control
systems. After graduate school, he taught within the City University System of New York from 1970 through
1975; from 1975 through 1977 he served as an Associate Professor of Electrical Engineering at Manhattan
College. In 1977 he was elected to a chair professorship in Electrical Engineering at the Democritus University
of Thrace, Greece, where he served as the Pro-Rector during the 1978-79 academic year. He joined the Georgia
Institute of Technology as a Visiting Professor in 1982-1983 and as a Professor in 1984. He is also serving as
an adjunct faculty member in the School of Textile and Fiber Engineering. He was the 3M McKnight
Distinguished Visiting Professor at the University of Minnesota, Duluth during the 1994 Spring Semester.
Since joining the faculty at Georgia Tech, Dr. Vachtsevanos has been teaching courses and conducting research
on intelligent systems, robotics and automation of industrial processes and diagnostics/prognostics of large-
scale complex systems.
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Primary challenges in deploying health monitoring and fault
diagnosis systems in industry today:

How do we bridge technology gaps and impediments to successful deployment?

Panelists: Christophe Dousson, Stan Ofsthun, Liu Qiao, and Serdar Uckun

May 29-31, 2007

Moderator: Johan de Kleer

Description

This panel aims at bringing together leading researchers and developers from some of the industries where fault
diagnosis, health monitoring, and fault-tolerance are critical for successful deployment and safety of systems.
The panelists will debate the following issues:

Real challenges and problems in health monitoring and fault diagnosis that their industries face today.
Promising technologies and gaps in the current state of the art that prevent successful applications.
Business and economic obstacles.

Suggestions on how these obstacles can be overcome. What realistic contributions can the research
community make? How can the academic research community work with industrial practitioners to
develop useful and successful solutions?

Idea Takeaway

Each panelist will describe one or two compelling challenge problems in health monitoring and fault diagnosis
that their industry faces. The audience will learn what technical and business obstacles stand in the way of
addressing these problems, and what the real gaps in technology are. The ensuing discussion will look for
realistic and specific ways in which some of the hard problems can be jointly addressed, and whether a good
collaborative model can be established, which respects the intellectual property issues that face industry as

well as academia’s need to develop publish research results.
Statements and Biographical Information of Panelists
Christophe Dousson - France Telecom

Diagnostic Challenges

In the last decades, the fields of a telecom operator like France Telecom have changed: the main objective is
not only to deploy and maintain a telecom network but to propose and to guarantee more and more
innovative telecom services. The "Diagnosis" team mainly contributes to satisfy end-customers in two areas:
the service supervision and the customer hotline. (1) Services supervision: the objective is to collect and
synthesize a huge amount of information coming from telecoms equipment (routers, probes...) in order to
make them manageable by human operators. Purposes of this supervision could be QoS reporting, intrusion
detection, fault detection...The main difficulties raise from the high number of sensors and the inherent
distributed architecture but also from the knowledge acquisition since the system evolves continuously. Our
approach based on chronicle recognition will also be evoked. (2) Customer hotline: the objective is to give a
diagnosis tool which can be used by customer and/or by technical support in order to satisfy as soon as
possible the customer. One hard point is to give an "intuitive" modeling in order to be able to update the
system with new services and/or problems but it is also required to explain the diagnosis in order to convince
the end user. As this challenge is more recent for us, just some clues on what could be done to achieve that
will be given to start panel discussion.

Biography

After preparing his PhD at LAAS/CNRS (Toulouse) and graduated of the Ecole Polytechnique, Dr.
Christophe Dousson joined France Telecom R&D in 1994 on a research position in Artificial Intelligence
applied to Diagnosis. He was firstly involved in the field of fault management of telecommunications
networks. Nowadays, the applicative fields are more related to virus and intrusion detection but the main
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topic of his work remains temporal reasoning for supervision and situations recognition. He also addressed
the problem of automatic or assisted chronicle discovering based on log analysis and also based on a
behavioral model of the system. Since 2004, he is also the head of the "Diagnosis" research team.

Stan Ofsthun - Boeing Phantom Works

Diagnostic Challenges

In Boeing's product lines span commercial and military acrospace vehicles, weapon systems, and systems of
systems that are used around the world, by many diverse organizations, in a variety of harsh environments.
Each of these Boeing products requires an optimized combination of autonomous embedded diagnostic
capabilities to support real time operational decisions and near real time off board diagnostic capabilities for
effectively driving maintenance decisions. The specific technical diagnostic problems that are encountered on
individual programs are too numerous to discuss in this panel format. Rather, Boeing will describe the
systemic process oriented diagnostic problems that are common across many platforms, and that can
potentially be addressed by technologies developed in industry and academia. Representative problem areas
include inefficient and inconsistent analytical processes, gaps between these analytical processes and the
diagnostic design processes, and the lack of an effective process for maturing the diagnostic implementation
over the product life cycle.

Biography

Stan Ofsthun is a Technical Fellow in the Boeing Phantom Works organization. His career has primarily
focused on the practical application of Testability, Built In Test, Integrated Diagnostics, and Integrated
Vehicle Health Management (IVHM) technologies, processes, and tools to a variety of Boeing platforms,
including F-15, F/A-18, X-45C and various space/weapons programs. He has also developed methodologies
to integrate these efforts with reliability and safety disciplines, and is currently serving as the St Louis site
technical representative on Boeing’s Reliability, Maintainability, and Systems Health (RM&SH) steering
team. His educational background includes a B.S. in Electrical Engineering (Rensselaer Polytechnic
Institute), a M.S. in Electrical Engineering (Washington University), and graduate certificates in Artificial
Intelligence and Web Content Design (Washington University).

Liu Qiao - Toyota Technical Center

Diagnostic Challenges

Automotive electronics and software represent a continuously increasing share in the added value of
automotive products. Up to 90% of all automotive innovations are related to electronics systems. Increasing
demands in vehicle safety, driver assistance, and comfort drives this trend. In addition legal requirements or
environmental needs can only be fulfilled by using electronic hard- and software extensively. All vehicle
domains are affected. As a consequence, the complexity of automotive electronics/system diagnosis is
growing exponentially. The challenges also come from shortened development cycles, market competition
and increasing customer expectation. We may have to reconsider the way of diagnosis.

Biography

Dr. Liu Qiao is General Manager and Chief Technologist of Technical Research Dept. He is responsible for
electrical, electronics and vehicle control related research at Toyota Technical Center, Toyota Motor
Engineering and Manufacturing North America. Switching from a university faculty position, Dr. Qiao
started his automotive career as an advanced automotive control system expert, advanced technology
manager, eBusiness manager and research manager. Dr. Qiao successfully led Toyota's Canadian hybrid
vehicle project and its market introduction. Dr. Qiao received Electrical Engineering Ph.D. from Tohoku
University in Japan. He is an active member/supporter of many academic associations.

Serdar Uckun - NASA Ames Research Center

Diagnostic Challenges

NASA designs, develops, and operates unique, highly customized spacecraft in uncharted territories. These
spacecraft often experience failures due to operations outside design margins, extended exposure to extreme
environments, and unforeseen interactions between the spacecraft and the external environment. Space
operations provide a rich application domain for diagnostic technologies. However, there are several
challenges that limit the applicability of cutting-edge diagnostic tools to space operations. These include: 1)
verification and validation hurdles; 2) mismatch between computational requirements of advanced diagnostic
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algorithms versus the capabilities of space-qualified computing platforms; 3) lack of autonomous operations
concepts for optimal decision making under uncertainty; and 4) requirements for extremely low false-
positive and false-negative detection rates (especially in human space flight applications).

Biography

Dr. Serdar Uckun is the Technical Area Lead for Discovery and Systems Health in the Intelligent Systems
Division at NASA Ames Research Center. The technical area consists of approximately 70 researchers and
engineers and focuses on engineering and scientific data understanding problems pertinent to NASA,
including Integrated Systems Health management (ISHM). The technical area has the single largest ISHM
R&D and systems engineering team at NASA, with over 50 people involved in ISHM-related tasks funded
by NASA’s Exploration Systems, Aeronautics, and Space Operations Mission Directorates. In addition to his
line management role, Dr. Uckun has been serving as the Project Manager for the ISHM project under
NASA'’s Exploration Technology Development Program. He participates in various NASA planning and
strategy activities as a subject matter expert on health management. He has an M.D. from Ege University in
Izmir, Turkey, M.S. in Biomedical Engineering from Bogazici University in Istanbul, Turkey, and a Ph.D. in
Biomedical Engineering from Vanderbilt University in Nashville, TN. His technical interests include
monitoring, diagnosis, prognostics, and scheduling. He has over thirty publications in peer-reviewed journals
and conferences.

Johan de Kleer — Palo Alto Research Center

Biography

Johan de Kleer is a Principal Scientist in the Embedded Reasoning Area in PARC's Intelligent Systems
Laboratory. His core interest is building a system which can reason about the physical world as well as he
can. Until recently, he was Laboratory Manager of PARC's Systems and Practices Laboratory of Xerox's
Palo Alto Research Center. This interdisciplinary laboratory conducted research ranging from social science
to robotics. Two foci of the laboratory were: (1) Smart Matter - which exploits trends in miniaturization and
integration to create a new generation of products and processes that benefit from the coupling of
computational and physical worlds, and (2) Knowledge - knowledge management, which includes social
science research on organizations, knowledge representation and understanding images and video streams.
Johan received his Ph.D. from M.LT. in 1979 in Artificial Intelligence. He has published widely on
Qualitative Physics, Model-Based Reasoning, Truth Maintenance Systems, and Knowledge Representation.
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Abstract

In this paper we develop an efficient recursive algorithm to
calculate the probability that an observed, possibly corrupted
sequence was produced by either a fault-free or a faulty can-
didate finite state model. Our ultimate goal is to evaluate
how well a given model matches the observations, keeping
in mind that the observations themselves may be corrupted
due to sensor malfunctions or other unreliabilities. By per-
forming a recursion in the number of observation steps, the
optimal solution is reached in a memory and computation-
ally efficient fashion. The recursive algorithm can be used
for online monitoring and provides, at each observation step,
the posterior probability of a model given the possibly cor-
rupted observations (obtained by the unreliable sensors). The
proposed methodology is illustrated via an application to the
problem of failure diagnosis for a communication protocol.

Index terms: Finite state machines, discrete event sys-
tems, hidden Markov models, sensor failures, failure diag-
nosis, maximum posterior probability, model classification.

Introduction

Failure diagnosis is an important aspect of modern sys-
tems and networks, particularly in applications that are life-
critical and require high reliability. In this work we focus
on diagnosis based on discrete event system (DES) formula-
tions, i.e., we consider failure diagnosis in systems whose
state space is discrete and their evolution is event-driven.
Any large-scale dynamic system, such as a computer sys-
tem, a manufacturing system or a chemical process can be
modeled as a DES at some level of abstraction. Much work
has been done in failure diagnosis of discrete event sys-
tems (DESs) including deterministic diagnosis (Lin 1994),
(Sampath et al. 1995), (Zad, Kwong, & Wonham 2003),
(Wu & Hadjicostis 2005), probabilistic diagnosis (Hadji-
costis 2005), (Athanasopoulou, Li, & Hadjicostis 2006), and
diagnosis in stochastic finite automata (Blanke ef al. 2003),
(Thorsley & Teneketzis 2005).

In this paper, we consider a formulation similar to the one
introduced in our previous work on probabilistic failure di-
agnosis under unreliable observations (Athanasopoulou, Li,
& Hadjicostis 2006). More specifically, we are given two
known deterministic finite state machine (FSM) models (one
corresponding to the fault-free version of the underlying sys-
tem and the other corresponding to a given faulty version of
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the system), and we aim to determine which of the two com-
peting models has more likely produced a given observed
sequence. We assume that the input sequence that drives
each model is unknown but the prior input probability dis-
tribution is known. Sensors are used to observe the system
under diagnosis via its outputs, which are associated with
transitions in the FSM model. However, the information that
the sensors provide may be corrupted due to various rea-
sons, such as inaccurate measurements, limited resolution,
degraded sensor performance due to aging, or hardware fail-
ures. As a result, the observed sequence may not resemble
the actual output sequence. We consider unreliable sensors
that may cause outputs to be deleted, inserted, substituted or
transposed with certain known probabilities.

In order to choose among a set of competing models the
one that best matches the observations, we need to evaluate
how well each model matches the observed sequence. Given
amodel and an observed sequence, the (standard) evaluation
problem consists of computing the probability that the ob-
served sequence was produced by the model. If the observed
sequence was not corrupted, its probability given a particu-
lar model could be calculated as the sum of the probabilities
of all possible state sequences that are consistent with the
observations. This can be done online by taking advantage
of the graphical structure of the model (Jordan 2004) to use
a recursive algorithm similar to the forward algorithm (Ra-
biner 1989), which solves the evaluation problem in hidden
Markov models (HMMs) (e.g., in (Rabiner 1989), (Poritz
1988), (Ephraim & Merhav 2002)) and is used in various
pattern recognition applications (Vidal et al. 2005).

Under unreliable sensors, several output sequences may
correspond to the observed sequence; in fact, we need to
identify all possible output sequences and then compute the
probability with which the output sequences agree with both
the underlying FSM model and the observations (also allow-
ing, of course, for sensor unreliabilities). For example, if the
observed sequence is corrupted with output deletions, the
standard forward algorithm is insufficient because there are
potentially infinite output sequences that agree with the ob-
served sequence. In this paper, we develop an algorithm that
computes the probability of the possibly corrupted observed
sequence given the system model in a recursive, computa-
tionally efficient manner. The proposed algorithm relates
to (and generalizes) recursive algorithms for the evaluation
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problem in HMMs and the parsing problem in probabilistic
automata.

A first attempt to address the inability of the standard for-
ward algorithm to handle sensor failures (that lead to verti-
cal loops in the associated trellis diagram) appeared in our
earlier paper (Athanasopoulou, Li, & Hadjicostis 2006). In
that earlier work we first constructed an observation FSM
(that captures all possible output sequences) and then op-
erated on a composition of the observation FSM with each
candidate model. However, that algorithm has high compu-
tational complexity and cannot be used in online monitoring
schemes. In this paper, we propose a recursive algorithm
that allows us to efficiently compute the probability that a
certain FSM matches the observed sequence online: each
time a new observation is obtained, the algorithm simply up-
dates the information it keeps track of in order to calculate
the probability that a given model has produced the (possibly
corrupted) sequence that has been observed so far.

Preliminaries
FSM and Markov Chain Notation

A deterministic FSM model S can be described by a six-
tuple S = (Q,X,Y,0,2,q0), where Q is the finite set of states
(without loss of generality we will also denote each state
by its index, i.e., O = {1,2,...,|Q|}, where |Q| denotes the
size of 0); X is the finite set of inputs; Y is the finite set
of outputs; & is the state transition function; A is the output
function; and g is the initial state (Cassandras & Lafortune
1999). The state g[m + 1] of the FSM at time epoch m + 1
is specified by its state g[m] at time epoch m and its input
x[m+ 1] via the state transition function & as g[m+ 1] =
6(g[m],x[m+ 1]). The output of the FSM is associated with
the FSM transition and is specified via the output function
A as yim+ 1] = A(q[m],x[m+ 1]). The FSMs we consider
here are event-driven and we use m to denote the time epoch
between the occurrence of the m" and (m + 1)™ input.

For simplicity, we assume that the inputs applied to a
given FSM are statistically independent from one time step
to another and that their probability distribution is fixed so
that, at any given time step m, from a given state each input
takes place with fixed probability (other types of input dis-
tributions can be handled in a similar fashion by enlarging
the state space). Since the FSM makes a transition to the
next state depending on the value of the present state and
input, it behaves as a homogeneous Markov chain (Kemeny,
Snell, & Knapp 1976); the corresponding Markov chain can
be obtained from the FSM by assigning to each transition
a probability that depends on the probabilities of the inputs
that cause it. Since we have no access to the inputs that drive
the FSM but we only observe the outputs it produces, the
FSM state sequence is not completely known and the result-
ing system is a hidden Markov model (HMM). An HMM is
described as a five-tuple (Q,Y,A, A, 7[0]), where Q is the set
of states, Y is the set of outputs, A captures the state transi-
tion probabilities, A captures the output probabilities associ-
ated with transitions, and 7[0] is the initial state probability
distribution vector.

Example: The FSM S with state transition diagram as
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Figure 1: State transition diagram of FSM S in our example
(left) and its corresponding HMM (right).

shown on the left of Figure 1 will be used as a running exam-
ple throughout the paper. S has four states O = {1,2,3,4},
three inputs X = {x,x3,x3 }, and three outputs ¥ = {a, b,c}.
Each transition is labeled as x; | o, where x; € X denotes the
input that drives the FSM and ¢ € Y denotes the associated
output produced by the FSM. If we assign equal prior prob-
abilities to the inputs, i.e., if each input has probability 1/3
of occurring, the resulting HMM is shown on the right of
Figure 1. Each transition in the HMM is labeled as p | o,
where p denotes the probability of the transition and 6 € ¥
denotes the output produced. m]

Posterior Probability Calculation with
Uncorrupted Observations (Reliable Sensors)

As mentioned in the introduction, our objective is to com-
pare the probability that the FSM under consideration is
fault-free against the probability that the FSM is faulty,
given the observed sequence and assuming known input
probability distributions and initial state probability distri-
bution. In this section, we examine the simplest case where
no sensor failures are present. It will become apparent later
that this case does not involve any complications such as
loops in the trellis diagram and the calculations can be eas-
ily performed recursively by a forward-like algorithm.

To minimize the probability of incorrect diagnosis, we
use the maximum a posteriori probability (MAP) rule, i.e.,
we compare P(S1 | z4) 2 P(S> | z}), where Sy represents
the fault-free FSM, S, represents the faulty FSM, and zlf
represents the observed sequence < z[1],z[2],...,z[L] >. In

this case of reliable sensors, the observed sequence z7 is

equal to the actual output sequence y%, ie., z& =yt =<

y[1],¥2],....y[L] >. Clearly, if the probability of the fault-
free machine given the observed sequence is larger than
the probability of the faulty machine given the observed se-
quence we should declare that the machine is fault-free, oth-
erwise we should declare that the machine is faulty.
Assuming known prior probabilities for the fault-free and
faulty FSMs given by Py and P, respectively (with P + P, =
1), the above comparison can be reduced to P(z% | S) -
Py Z P(z} | S,)-P>. To calculate the probability P(z% | S) of
the observed sequence given a particular model S (where S
could be either S (fault-free) or S, (faulty)), first we capture
the evolution of S as a function of time for a given observed
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Figure 2: Trellis diagram corresponding to FSM S in our ex-
ample (transition probabilities are not included for clarity).

sequence by constructing the trellis diagram of FSM S. The
state sequences that agree with the observed sequence (con-
sistent sequences) are those that start from any valid initial
state and end to any final state while ensuring that the out-
put at each step m matches the observed output y[m]. Due
to the Markovian property, the probability of a specific con-
sistent state sequence can be easily calculated as the product
of the initial state probability and the state transition proba-
bilities at each time step. Thus, to calculate the probability
P(zk | S) we need to first identify all consistent sequences
and their probabilities and then sum up the total probability.
The computation of P(z} | S) is not recursive on the num-
ber of observation steps, hence it is not amenable for online
monitoring.

In order to make the computation recursive we can use
a forward-like algorithm. More specifically, let <75 be a
|0| x |Q| matrix whose (j,k") entry captures the transi-
tion probability from state k to state j that produces output
o €Y. Let the initial probability distribution be known and
denoted by p[0], i.e., a |Q|-dimensional vector, whose ;"
entry denotes the probability that S is initially in state f), the
joint probability of the state at time step m and the observed
sequence yY' is captured by the vector p[m]| where the entry
p[m](j) denotes the probability that the machine is in state
Jj at step m and y[1],...,y[m] have been observed. When
y[m+ 1] becomes available at step m + 1, we can update the
joint probability of the state of the HMM and the observed

sequence ! as

plm+1] Z,ny[m+1]p[m], m=0,1,....L—1.

If the state probabilities at the last observation step L are cap-
tured by p[L], the probability that the observations were pro-
duced by FSM S is equal to the sum of the elements of p[L],
ie,P(zk|S)= Z.‘J‘Q=|l PIL](j). Using this recursive algorithm
we only need to store |Q| values at each step, namely the
probabilities of the current state being j € {1,2,...,|0Q|} for
the particular sequence we have observed up to that step.

Example (continued): Suppose that we monitor the FSM
under diagnosis for L = 4 steps and we observe the se-
quence z‘l‘ =< abch >. The trellis diagram for FSM S of
Figure 1 is shown in Figure 2 (transition probabilities are
not shown for clarity of presentation and pairs of states that
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are not connected are associated with zero transition proba-
bilities). Each state of the trellis diagram is identified by a
pair (m,j), where m = 0,1,2,...,L denotes the observation
step and j € {1,2,...,|0|} denotes the state of S. For exam-
ple, the probability of a transition from state (0,1) to state
(1,4) producing output a is 1/3. Assuming uniform initial
distribution, the probability that the observations were pro-
duced by S can be calculated recursively and is given by
P(z} | S) = 0.0062. Note that this probability is expected
to go down as the number of observations increases; there
are various ways to renormalize the values but we will not
discuss them in this paper. a

Posterior Probability Calculation with
Corrupted Observations (Unreliable Sensors)

Now we consider the more interesting scenario where sen-
sor failures may convert the output sequence to a corrupted
observed sequence.

Sensor Failure Model

The output sequence y? =<y[1],»2],...,¥[Ly] > produced
by the system under diagnosis may become corrupted due
to sensor unreliabilities; this implies that the length of the
observed sequence zf will generally be different from the
length of the output sequence (i.e., L # L,). We consider
sensor failures that are transient and occur independently at
each observation step with certain (known) probabilities that
could depend on the observation step, e.g., the probability of
some transient errors could vary as a function of time. We
also make the reasonable assumption that, conditioned on
the observed sequence, sensor failures are independent of
the inputs that drive the system under diagnosis.

The sensor failures we consider may result in the deletion,
insertion, substitution or transposition of adjacent outputs.
If an output o € Y is deleted by the sensor, then we do not
observe an output, i.e., the deletion causes ¢ — €, where
€ denotes the empty label. Similarly, if an output o € Y is
inserted by the sensor, then we observe ¢ instead of ¢, i.c.,
the insertion causes € — o. Also, if an output o; € Y is
substituted by o, € Y, then we observe oy, i.c., the substi-
tution causes 0; — Oy. Finally, the corruption of sequence
< 00} > to < 030, > is referred to as a transposition error.

To perform the posterior probability calculation, we con-
struct the trellis diagram of FSM S as before but modify it
to capture the sensor failures. From now on, we call each
column of the trellis diagram a szage to reflect the notion of
an observation step. Deletions appear in the trellis diagram
as vertical transitions within the same stage and insertions
appear as one-step forward transitions. A substitution ap-
pearing at a particular observation step results in a change
of the transition functionality of the FSM for that step. The
transposition of two adjacent outputs appears in the trellis
diagram as an erroneous transition that spans two columns.

Given the sensor failure model, we can assign probabili-
ties to all types of errors on the observed sequence. Since
the probabilities of sensor failures and inputs are known
and are (conditionally) independent, we can easily deter-
mine the probabilities associated with transitions in the trel-
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Figure 3: Trellis diagram corresponding to FSM § in our
example with deletions (transition probabilities are not in-
cluded for clarity).

lis diagram. Due to space limitations, we focus on dele-
tions which is the most challenging case of sensor failures
because they may produce vertical cycles in the trellis di-
agram. We assume that a deletion d of output ¢’ occurs
with known probability py , [m+ 1] at observation step m+ 1
when S is in a state from which a transition that outputs ¢’
is possible. Let D = {ds, ,do,, ...,dG‘D‘ | 61,02,...,0p| €Y}
be the set of deletions and define a function out to allow
us to recover the corresponding output in the set ¥ given a
deletion, i.e., out(ds) = ¢’. When constructing the trel-
lis diagram, we assign probabilities to the transitions as
follows: (i) each forward (normal) transition from state
(m,j) to state (m—+ 1,k) associated with output o is as-

signed probability (1— )’ Pd,, [m])- sk, j), where
Vdc/ €Ds. t.
3(j.out(d )40
(- > Pd,,[m]) is the probability that no deletion
Vdo_/ eDs. t.
8(j.out(d )0

(possible from state j) occurs and where @75 (k,j) is the
probability of going from state j to state & while produc-
ing output o, (ii) each vertical transition (corresponding to
deletions) from state (m, j) to state (m,k) is assigned prob-
ability Y ( Pd [m| - s (k, j)). Note that other ways
vd o €Ds. t.
5(j.om‘(do_/)):k
of obtaining these probabilities are possible, e.g., under dif-
ferent models of sensor failures. What is important (and a
challenge) here are not the values of probabilities but the
structure of the trellis diagram (in particular the loops that
are present).

Example (continued): In FSM S of our example suppose
that deletion of » may occur and that the observed se-

quence is z‘l‘ =< abch >. The output sequence y?’ could
be of any length; examples of possible output sequences are
< abbbch >, < babch >, and < babbcbbb >. The result-
ing trellis diagram is shown in Figure 3, where dashed arcs
represent erroneous transitions. In this example, we assume
that the deletion probability p, is fixed for all observation
steps. The probabilities of transitions are not shown in the
figure for clarity, but they can be computed as explained be-
fore the example. For example, the (normal) transition from
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state (0,1) to state (1,4) has probability «7,(4,1), which is
equal to the probability that S took a transition from state
1 to state 4 and produced output a. Similarly, the (erro-
neous) transition from state (0,2) to state (0,3) has proba-
bility py, - 27,(3,2), which is the probability that 5 was pro-
duced by S and then it was deleted by the sensors. a

Posterior Probability Calculation

The recursive algorithm described in the preliminaries can-
not be applied in the case of sensor unreliabilities (see Fig-
ure 3). The challenge here is the existence of arcs that are
vertical within a stage, possibly forming loops (as in our ex-
ample) which may be traversed any number of times (more
loop traversals occur, of course, with lower probability).
Next, we establish some notation which will help us perform
the recursive calculation.

We can view the trellis diagram for a given observed se-
quence z£ as a probabilistic FSM H with |Qy| = (L+1)-|Q|
states and probabilities on transitions determined by the trel-
lis diagram. The transition probabilities do not generally
satisfy the Markovian property and the matrix <7y that de-
scribes the transition probabilities of FSM H is not stochas-
tic. We can easily build H’ by modifying H, so that the as-
signed transition probabilities produce a Markov chain and,
in particular, an absorbing Markov chain. More specifically,
we append |Q| + 1 states following two steps:

1. We add an extra stage at the end of the trellis diagram, i.e.,
we add |Q| states of the form (L + 1, ;) so that from each
state of the form (L, ;) there exists a transition with prob-
ability one to state (L+1,), j € {1,2,...,|0|}; we also
add a self-loop with probability one at each state of the
form (L + 1, /). We call each state of the form (L+1,/) a
consistent state because H’ being in that state implies that
S is consistent with the observed sequence zf.

2. We add state g;, to represent the inconsistent state, i.e., H
is in state ¢;, when the observed sequence is not consistent
with S. To achieve this, we add transitions from each state
of FSM H to the inconsistent state g;, with probability
such that the sum of the transition probabilities leaving
each state is equal to one; we also add a self-loop at state
¢in With probability one.

The resulting Markov chain A’ has |Qy/| = (L +2)-|0| +
1 states. The only self-loops in H' with probability one are
those in the consistent states (of the form (L + 1,;)) and
in the inconsistent state (g;,). In fact, due to the particular
structure of H' (and given that there is a nonzero probability
to leave the vertical loop at each stage), the consistent and
inconsistent states are the only absorbing states, while the
rest of the states are transient. Therefore, when H' reaches
its stationary distribution, only the absorbing states will have
nonzero probabilities (summing up to one). We are inter-
ested in the stationary distribution of H’ so that we can ac-

count for output sequences y? of any length that correspond

to the observed sequence zf, ie, for L, =L,L+1,... 0.
(Recall that without sensor failures we have L, = L.)
More formally, we arrange the states of H’ in the or-

der (0’ 1)7 (072)7""(07 ‘Q|)7(17 1)’(]"2)""(]‘7 ‘Q|)7""(L+



DX-07, Nashville, TN, USA

1L,1),(L+1,2),...(L+1,|0|),qin- Let my[0] be a vector
with |Qyr| entries, each of which represents the initial prob-
ability of each state of H’. We are interested in the stationary
probability distribution of H’ denoted by

my = lim 7y [n] = lim @7} - w0 (0],
n—00 n—oo

where the state transition matrix @7y of H' is in its canonical
form given by
0
=] % 0]

Here o7y captures the behavior of the transient states of H’,
the (|Q|+ 1) x |Qp| matrix R captures the transitions from
the transient states to the absorbing states, 0 is a matrix of ap-
propriate dimensions with all zero entries, and I is the iden-
tity matrix of appropriate dimensions. Note that since H' is
an absorbing Markov chain, the limit lim,,_,c. %H”/ exists and
it is given by

(1

0 0

lim .o}, = T— ) 'R 1

o (
where (I — .7;)~! is called the fundamental matrix (Ke-
meny, Snell, & Knapp 1976).

The only nonzero entries of 7y are those that correspond
to the consistent and inconsistent states. In fact, the prob-
ability that A’ ends up in a consistent state is equal to the
complement of the probability that H’ ends up in the incon-
sistent state and it is equal to the probability of the observed
sequence zll‘ given the FSM model S, i.e.,

|On|—1

>

J=L|0|

Note that the above result for the posterior probability
calculation is consistent with the one obtained in (Athana-
sopoulou, Li, & Hadjicostis 2006) using the notion of the
observation FSM and its composition with S.

2

P(zf | S) = J)=1=m(|Qn|).

Recursive Posterior Probability Calculation

In this section we exploit the structure of matrix .o/ which
captures the transition probabilities of H' to perform the pos-
terior probability calculations in an efficient manner. We
first define the following submatrices which will be used to
express .

e Matrices By, 41, m = 0,1,...,L, capture the transitions
from any state of H’ at stage m to any state of H’ at stage
m+ 1. They can be obtained from .27y as By, 41 (k Jj)=
Sy (m+1)-|0]+k,m-|0| + ), where k, j = 1,2,...,[0).

e Matrices B,,, m = 0,1,...,L, capture the vertical transi-
tions and account for deletions. They can be obtained
from <7y as By (k, j) = g (m-|Q| +k,m-|Q| + j), where
k,j=1,2,...,]Q]. (Note that if deletions occur at each
observation step with the same probability, then B, =
B, m=0,1,...,L.)

e CT is a row vector with entries C7(j) = 1 —
Z‘QH‘ (k. j), for j =1,2,...,|0nl, i.e., CT ensures that
the sum of each column of .7}y is equal to 1.
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We should note here that an alternate way to compute the
block matrices B,y ,,+1 and B, dlrectly, without the help of
the modified trellis diagram, is by using the following equa-
tions:

Bu(k,j)= Y, (paylm] e (k,))),
Vdo_/eD s. t.
8(jout(d )=k
Bm,erl(kaj) = (1_ Z Pd, [m])%[m+l](ka])v
VdG/ED s. t.
8(j.out(d1))#0
where k,j = 1,2,...,|0| and py_, [m], o5 were defined ear-
lier.

Using the above notation, we can decompose the matrix
@y in blocks and express it as

B, 0 0 .. 0 0 [0 0
Boy B 0 .. 0 0 |0 0
0 Bia By .. 0 0 |0 o
iy O 0 0 .. B, 0 |oo
0 0 0 BLi, B |0 0
0 0 0 . 0 T1-B,T 0
i cr 0 1 |

Recall that the matrix o7y is in its canonical form (see
Equation 1), where the submatrices .27y and R are given by

"B 0O O .. 0 0 ]
Boyx Bi 0 .. 0 0
0 31’2 By, .. 0 0
gy = ) . . s
0 0 0 B, 0
| 0 0 0 B Bi
0 .. 0 I-B
R = T ‘

In the initial probability distribution vector 7 [0] the
only nonzero entries are its first |Q| entries, i.e., Ty[0] =
(p[0]0 ... 0)7, where p[0] denotes the initial probablhty dis-
ribution of S (i.e., it is a |Q|-dimensional vector, whose

J™ entry denotes the probability that S is initially in state
j) Recall that 7, denotes the stationary probability dis-
tribution vector of H' and has nonzero entries only in the
absorbing states, i.e., its last |Q] + 1 states. Hence, given
the observed sequence zy, we can express Ty as Ty =
(0 ... 0 p[L+1] pin[L +1])T, where p[L + 1] captures the
probabilities of the consistent states and p;,[L + 1] denotes
the probability of the inconsistent state. The following equa-
tions hold:

Ty = lim %}l}/ 97 [0}
(0. 0p[L+1] pilL+1])T = lim - (p [0]...0)7
plL+1] = JEQOMH,(L—%Z 1)-p[o].

Therefore, in order to calculate the probability of the consis-
tent states we only need the initial distribution of S and the
(L+2,1)" element of the matrix limy, ... <.
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Next, we argue that we can compute the lim,, . <7/}j(L +
2,1) with much less complexity than the standard compu-
tation in Equation 2. For simplicity, we focus on the case
where the observed sequence is of length 2, i.e., L = 2. The
state transition matrix .27 is given by

By 0 0 0 0

Boy B 0 0 0

Ay =1 0 Biy B 0 0
0 0 I-B,|I 0

cr 0 1

We can compute by induction the matrix o7y raised to the
power 7 and consequently find the limit of <7/}, (4,1) as n
tends to infinity as follows.

lim @7/7(4,1) =

n—o0

Jim 3
Jitjiatj3tja=n=3

(I+By+B3+..)Bio(1+B +B3+..)

Bo1(I+Bo+B3+..)=

(£) = 5o () -

(I—B3) 'Bia(I—B1) !By (I-By) !

V4 1 BJBy 2B} By B} =

(The detailed proof is omitted due to space limitations.)

As explained earlier, we are interested in the state prob-
abilities of the conmsistent states, which will be given by the
entries of the vector p[3] = 2211 of}1(4,1) p[0]. From the

above equation, we get

p[3] = ((1—B2)"'Bi2(1—B1)"'Bo, (1~ Bo)"")p[0].

To simplify notation let us define Bm i1 = (I —
Bui1) 'Bumi1, m = 0,1,2. Hence, p[3] = B’lsz{)’l(I—
Bo)~'pl0]-

Generalizing the above result for any number of obser-
vations L, the vector that describes the probabilities of the
consistent states given the observed sequence zf satisfies

-1
= <H B:n,m+l> (1—=Bo)"" p[o]. ©)
i=0

where By, . = (1 —Bpi1) 'Bumi1,m=0,1,....L.
By inspection of Equation 3 we notice that the computa-
tion of p[L + 1] can be performed recursively as follows:

plm+1]=8,, . plml,m=12,..L,

where p[m+ 1] represents the probability of consistent states
given the observed sequence z/". The probability that the ob-
served sequence zf was produced by the particular FSM S is
equal to the sum of the elements of the state probability dis-
tribution vector p[L + 1], i.e., P(zL | §) = Z‘/Qz‘l pIL+1]()).
The above algorithm is described in pseudocode as fol-
lows.
Algorithm Input: Matrices {Bn}, {Bmm+1}, Where m =
0,1,...,L; an observed (possibly corrupted) output sequence
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= {z[m]} where m =1, ...
distribution p[0].
1. Initialization. Let m = 0, z[m)]

,L, and the initial probability

compute By, 01= ( )_13071,
compute p[1] = Bj (1 Bo)~" p[0].
2. Letm=1.
3. Consider the output z[m], do
compute B), 1 = (1= Bui1) ' Bymi1,
CompUtep[m+1] mm+lp[ ]
4. m=m+1.
5.If m=L+ 1, Goto 6; else Goto 3.
19|
6. Compute P(z% | §) = ZpL—l— O

To gain some mtultlon regarding the recursion, let us
consider for now the case of reliable sensors. This case
corresponds to matrices B, in <y being equal to zero,
which means that there are no vertical transitions (transi-
tions within the same stage) in the trellis diagram. The recur-
sion (Equation 4) becomes p[m + 1] = B, py1 - plm], m=
0,1,...,L. The latter equation is the same as the recursive
equation that appeared in the preliminaries for the case of
reliable sensors (where we denoted By +1 by &) 1)). In-
tuitively, every time we get a new observation we update the
current probability vector by multiplying it with the state
transition matrix of .S that corresponds to the new observa-
tion. With the above intuition at hand, we now return to
the case of sensor failures. Here, we also need to take into
consideration the fact that any number of vertical transitions
may occur. Therefore, every time we get a new observation

z[m+ 1], we multiply the current probability vector with the

state transition matrix of S that corresponds to the new obser-

vation (as before) and also with (I—B,,,1)~! = =3 OBm "
thereby taking into account the vertical transmons at stage
m+1.

The matrices By, ,+1 have dimension |Q] x |Q]|, while
the matrix 7y has dimension |Qg| X |Qn|, where |Qn| =
(L+2)-|0Q|. If we calculate 7y without taking advantage of
the structure of o7y, the computational complexity is propor-
tional to O(((L+2)-10])*) = O(L* - |Q?). If we use the re-
cursive approach instead, the computational complexity re-
duces significantly to O((L+2)- (|02 +|0]*)) = O(L-|0]?)
(each stage requires the inversion of a new |Q| X |Q| matrix
which has complexity O(|Q|*) and dominates the computa-
tional complexity associated with that particular stage). If
sensor failure probabilities remain invariant at each stage,
then matrix B,, at stage m only needs to be inverted once
and the complexity of the recursive approach is O((L+2) -
|01 +10P°) = O(L- |0 +|0)?). In addition to complex-
ity gains, the recursive nature of the calculations allows us
to monitor the system under diagnosis online and calculate
the probability of the observed sequence at each observation
step by first updating the state probability vector and then
summing up its entries.

A Failure Diagnosis Example

As an application of our techniques, we consider the logical
link control sublayer in the IEEE/Std 802.2 local area net-
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Table 1: State transition functionality of FSM shown in Figure 4. (Each entry in the table shows the inputs that take the FSM
from the current state (corresponding to the entry’s row) to the next state (corresponding to the entry’s column).)

Next State ADM RESET ERROR D_CONN SETUP | NORMAL
Current State
ADM Con_Req R_Sabm
RESET R_Disc_Cmd R_Sabm R_Ua_Rsp
ERROR R_Dm_Rsp, | TExp>N2 TExp, R_Frmr R_Sabm
R_Disc_Cmd R_Ua_Rsp
D_CONN R_Dm_Rsp, R_Disc_Cmd
R_Sabm,
R_Ua_Rsp,
TExp>N2
SETUP TExp>N2 R_Sabm, | R_Ua_Rsp
TExp
NORMAL R_Ua_Rsp, | R_Frmr_Rsp, R_Sabm
R_Invi_-Cmd | R_Disc_Req

ERROR

NORMA

Figure 4: FSM model for part of 802.2 protocol responsi-
ble for data link establishment, disconnection, and resetting
states.

work protocol (Std 1985), which is a peer protocol for use in
a multi-station multi-access environment. More specifically,
we consider the part of the protocol which is responsible
for data link establishment, disconnection, and link reset-
ting, and which is modeled as the six-state FSM shown in
Figure 4 with state transition functionality as defined in Ta-
ble 1.

The system to be diagnosed in our example is a system
that supposedly complies to the 802.2 standard. The model
of the protocol and a model of a faulty (bogus) implementa-
tion of the protocol are known a priori. In order to formulate
our probabilistic framework we assume that the probability
distribution of the inputs is known (e.g., these probabilities
have been obtained from empirical measurements). In or-
der to keep the example here simple (and without any loss
in generality), we associate three outputs to the inputs, i.e.,
the output set is ¥ = {a,b,c} so that the resulting FSM de-
noted by S has six states and three outputs as shown in Fig-
ure 5. We assume that input x| appears with probability %
and the remaining four inputs (namely x;,x3,x4,Xs5) appear
with probability % each.
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The particular fault we are interested in is a faulty transi-

tion from state “NORMAL” to state “ERROR” instead of
state “D_CONN” under the transition with output a; this
could be, for example, the result of a hardware fault or a
design error or a software bug. This, together with the nom-
inal (fault-free) model description in Figure 4, fully describe
the faulty model denoted by S,. Our goal is to determine
whether the underlying FSM is executing S| or S; when the
observed sequence is z‘l1 =< bacd >. The additional chal-
lenge is that the output sequence can be corrupted due to
sensor failures. For this example, we consider that output a
may be deleted with probability p;, = 0.15.
We follow the recursive approach to compute the probability
that the given observed sequence is produced by S| and the
probability that it is produced by S3, as shown in the follow-
ing tables.

| m | pT[m] | 2?:11)1[’”}(/) |
0 [ [1/6 1/6 1/6 1/6 1/6 1/6] I
1 | [0.08610.0278 0 0.0015 0.0086 0.0278] | 0.1518
2 [10.0227000.0108 0.0596 0 ] 0.0931
3 | [0.0015 00 0.0004 0.0200 0.0076] 0.0295
4 170.0001 0 0.0025 0.0001 0 O] 0.0027
[m | pIm] | 251 palml()) |
0 [[1/6 1/6 1/6 1/6 1/6 1/6] I
1 ]]0.2323000.1502 0.1343 0 0.5168
2 110.0794000.0812 0.1628 0 0.3234
3 | ]0.0860000.0439 0.0615 0 0.1914
4 | ]0.0353000.0237 0.0609 0 0.1199
_ As Jong as the prior probabilities for the two models sat-
isfy F; < oo = 44.4074, the MAP rule implies that, to

minimize the probability of error, we will decide that the
underlying implementation of the protocol is a faulty one.

Summary and Discussion

In this paper we proposed a recursive methodology to cal-
culate the probability of an observed, possibly erroneous se-
quence given two finite state models (one of which can be
thought of as fault-free and the other one as faulty). Our
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Figure 5: State transition diagram of FSM S.

goal is to determine which model has more likely produced
the observed sequence. We considered sensor failures which
can corrupt the observed sequence and we assumed that
these errors are (conditionally) independent from the inputs.
By constructing the trellis diagram which includes all pos-
sible sequences consistent with both the observations and
the given FSMs, we developed a recursive algorithm that
efficiently computes the total probability with which each
FSM model, together with a combination of sensor fail-
ures, can generate the observed sequence. Our algorithm can
deal with vertical loops in the trellis diagrams which can be
caused by output deletions.

In this work, we considered the fault-free operation of
the system and one mode of a faulty operation (given in-
formation from unreliable sensors). Multiple faulty opera-
tion modes can be handled in a straightforward manner by
our proposed algorithm (by evaluating how well the obser-
vations match each possible model so that we can eventu-
ally choose the best match). However, following our current
approach, we would need to invoke the algorithm as many
times as the number of operation modes of the system. We
plan to extend our current approach to situations where we
can take advantage of the system structure to evaluate the
likelihood of multiple faulty models more efficiently. One
possible extension is to introduce more structured fault-free
model as well as more structured faulty models. For ex-
ample, we could consider systems that consist of some in-
dependent or loosely coupled components. Another direc-
tion would be to use factorial hidden Markov models by im-
posing constraints on the state transition functionality of the
system so that each state variable evolves independently of
the remaining variables and it is a priori decoupled from the
others. Our results can be easily extended to classification
of several hidden Markov models with applications in vari-
ous fields such as document or image classification, pattern
recognition, and bioinformatics.
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Abstract

Filtering consists in estimating the value of system state vari-
ables based on available noisy measurements. In Artificial
Intelligence (Al), reasoning from first principles uses logic
to trace back influences among variables and finds minimal
sets that can be held responsible for a given measurement.
Both theories rely on a model of the system, but while filter-
ing implements an error feedback mechanism that closes on
the measurements, reasoning from first principles provides
the ability to localise the causes from the effects. In certain
cases, when a system misbehaves, e.g. the motor in a robotic
arm joint starts failing, the filter is able to detect the drift, but
unable to locate the problem with precision in the state-space.
The ability to break up the filter’s feedback loop in such cases
is exactly the purpose of our approach. We aim at coupling
the localization ability of the theory of diagnosis from first
principles with the state estimation achievement of Kalman
filtering. The targeted result is a novel filter which localizes
the subpart of the system that is misbehaving, isolates its ef-
fects, and keeps tracking a partial state.

Introduction

There exist numerous strategies for tracking the state of a
possibly faulty system, using noisy measurements. The im-
plied stochasticity of the system dynamics together with the
number of faulty situations to account for makes it neces-
sary to track a high number of behavioral hypotheses si-
multaneously. This is typically done by running either a
bank of filters or a cloud of particles (Doucet et al. 2000).
In most cases, the number of trajectories is untractable, or
it is simply counter-productive to track them since many
states are in fact never reached. For this reason, research
has concentrated on ways to drive the filter’s focus on the
subset of relevant hypotheses (Hofbaur & Williams 2002a;
Narasimhan, Dearden, & Bénazéra 2004) and to mitigate
the blowup in tracked states (Hutter & Dearden 2003;
Bénazéra & Travé-Massuyes 2003).

While these strategies are effective in practice, not all hy-
potheses can be modeled, of course, and more so in the case
of fault hypotheses, whose number is potentially infinite.
An alternative is to design a filter that tracks the potentially
unmodeled behaviors. This can be done by fitting parame-
ters to a skeleton model, e.g. using Generalized Likelihood
Ratio or Expectation Maximization (Basseville & Nikiforov
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1992). The problem is then to anticipate appropriate skele-
ton models.

In this paper, we adopt a different point of view on the
problem of tracking the state of a system. Our approach is
based on a reference behavior model (e.g. that of nominal
behavior) but instead of closing on all the measurements, we
propose to scale the filter so that it only closes on the part of
the system that can be trusted to correspond to the reference
model. It is necessary that such a filter correctly identifies
the variables that fit the model, leaving the others in open
loop. The filter naturally leaves the uncertainty to grow on
these latter variables. The rational behind it is that the sys-
tem upper controlling layers act locally on the estimated un-
certainty, or level of unknowingness, instead of aiming at
identifying a fully fitted model. Building the filtering loop
to this end is challenging.

First, the subpart of the system and corresponding sub-
set of variables whose behavior does not fit the reference
model have to be identified. Although the numerical feed-
back loop that is natural to most filters makes it difficult to
isolate these variables, we argue that they can actually be de-
termined through causal analysis by logically tracing causes
from their effects in the causal structure of the model. In
Al a logical theory of diagnosis does exist that can just do
that. Diagnosis from first principles (DX) logically infers
the minimal sets of elementary components that can be held
responsible for a discrepancy in the system (Hamscher, Con-
sole, & J. de Kleer 1992). We use the power of this infer-
ence to break up the filter feedback loop after projecting the
component sets on the corresponding sets of untrusted vari-
ables. Untrusted variables are hence decoupled from the fil-
ter loop. Second, the estimation step needs to be revised so
that effects of untrusted variables are prevented from affect-
ing themselves and sane variables, while discrepant mea-
surements must not be used for updating the filter’s innova-
tion.

The aim of this paper is to bring a reasoning layer as well
as a partial covariance minimization scheme into existing
filters, starting with the Unscented Kalman filter that applies
to nonlinear systems. The contribution stands on the idea
of coupling a filtering technique well-known in the Control
diagnosis community (FDI) with logical diagnosis inference
from the Al diagnosis community (DX). It hence fits into the
BRIDGE framework aiming at creating synergies between
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T2
(a) Support to the dynamic (b) Causal System Descrip-

model. tion (CSD) for the robotic
arm.

Figure 1: Two-link planar arm representation.

the FDI and DX communities (Gautam et al. 2004).

The paper is organised as follows. The next section
presents our case study, which is a planar arm with two
joints. The succeeding section overviews the principles of
model based diagnosis and presents how causal models can
be used. This is then interpreted in matricial form, bringing
it back to the same framework as filtering methods, and the
computation methods for deriving conflicts and diagnoses in
this framework are presented. Following is the presentation
of the Unscented Kalman Filter and how it can be modifed
for partial state hypothesis filtering. Finally our semi-closed
loop filter SCL-UKEF that accounts for logical diagnosis in-
ference is provided. Early results of the application of SCL-
UKF to the planar arm are given and discussed. The paper
ends with a section discussing related and future works.

Case study
A two-link arm example

Our case study is a two-link planar arm with two joints, at
the shoulder and at the elbow. The state of the system is
represented by a vector x = (0, 6, 6, 6, ) Where 61,05 are
the angular positions of the shoulder and elbow joints, re-
spectively. The angular positions ¢, and 05 are measured.
m1, mo are the respective masses of each link. Figure 1(a)
pictures a schematic support to the arm dynamic model of
figure 2. Our model of the arm includes a PD controller,
which allows for the two angular position inputs to be trans-
lated into the input torques 7 and 7. While the model is
simple enough, the number of possible faults is staggering.
Component-wise, both joints can fail, the mass of the second
limb can vary when used to pick up objects. Sensors and the
controller may also fail. State-wise, this corresponds to 4
single discrepancies of angular positions and speeds, which
yield 24 multiple faults, 2° with sensor faults, and 2'° with
controller faults. Thus for such a small system, an exhaus-
tive multi-hypothesis filter would require 2'° hypotheses to
be modelled. In the following, we show how to build a sin-
gle filter that does reconfigure itself instead of relying on
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hypotheses to be modelled.

Diagnosis from First Principles
Diagnosis oriented causal modelling

Reasoning about non-linear systems can be supported by a
causal representation of influences among variables. Influ-
ences are a conceptualisation of the links established by the
components between variables in a system. In fact, causal
models have been proposed and shown to be suitable for di-
agnosis in several pieces of work (Biswas & Manders 2006;
Travé-Massuyes et al. 2001; Travé-Massuyes & Calderon-
Espinoza 2007). The model causal structure then acts as
a substitute of dependency recording mechanisms. Causal
models are generally supported by an oriented graph, also
called Causal Graph, in which nodes represent variables and
edges represent influences from variable to variable. An ori-
ented edge from variable v; to variable v; exists if v; has an
influence on v;, i.e. if a perturbation on variable v; affects
the value of variable v;. v; and v; are called the cause and
the effect variable of the influence, respectively. Three types
of variables exist to model a system:

e [nput variables are exogenous to the system. Their values
are controlled by the system’s environment and assumed
to be known. n,, is the number of input variables.

o Measured or output variables are known, as provided by a
sensoring device. n is the number of measured variables.

e State variables are internal to the model and their values
are not known. n,, is the number of internal variables.

Definition 1 (Causal System Description (CSD)). Let
CSD = {V,Z} be the causal system description where V
is the set of variables that define the system, and T the set of
oriented influences that model dependencies.

Conflicts and Diagnoses

Let’s assume that a fault detection mechanism is available
and that it activates an alarm when the measured value (also
called observation) of an output variable is not consistent
with the expected value. Such a discrepancy for a measured
variable z eventually indicates a misbehavior.

Definition 2 (Discrepant output vector). Let Z be the vector
of output variables. The discrepant observation vector Z7 is
¥ {1 if z; is discrepant

a vector of size n, such that z; = 0 oth .
otherwise.

When one or several output variables misbehave, we can
derive all sets of faulty influences that may explain the ob-
servations. The influences that may be at the origin of the
misbehavior of a variable z; are those related to the edges
belonging to the paths going from the measured nodes to the
node representing z;, also called ascending influences. The
set of such influences is a conflict set in the sense of (Reiter
1987). Conflict sets are sets of influences that cannot behave
normally altogether according to the observations. A min-
imal conflict is a conflict that does not strictly include (in
the sense of set inclusion) any conflict. (Reiter 1987) proved
that minimal diagnoses can be computed from minimal con-
flicts.
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Figure 2: Two-link planar arm dynamic model.

Proposition 1 (Minimal Diagnosis (Reiter 1987)). Given a
discrepant observation vector Zf, A C T is a (minimal)
diagnosis for (CSD, Z1) iff A is a (minimal) hitting set for
the collection of (minimal) influence conflict sets.

A hitting set of a collection of sets is a set intersecting
every set of this collection.

Determining Candidate Diagnoses

In this section, we first interpret influence conflicts and di-
agnoses in a matricial form, suitable for coupling with the
filtering framework. The computational methods for build-
ing conflict and diagnosis matrices are then presented.

Conflicts and diagnoses in a matrix framework

The causal graph associated to CSD can be equivalently rep-
resented by an incidence matrix Z, of size (n.,n.) with
Ne = Ng + Mg, + Nyt

A B 0 . |
= (@ L, @) ,with Z;; = {1 if z; lnﬂuences x;
H 0 L, 0 otherwise

where A is of size (ny,n,), B of size (ng,n,), and H of
size (n.,n). These are incidence matrices that represent
influences among state, input, and output variables, respec-
tively. Z reflects the natural hierarchy of influences: inputs
on state, state on measures. [, and I, are identity matrices
and account for effects due to external causes onto inputs
(e.g. controller) and outputs (e.g. sensors).

Example. Figure 1(b) shows the CSD={V,Z} for our case
study, with V. = (01 05 61 65 71 T2 21 22 ) We have: A =

oo oo, OO
O O= Ok O OO
O OO OO
===l el el las)

[ e e | R N
— OO Ol ==
O OO OR ===
O OO O ===

For a given discrepant output vector Z/, influence conflict
sets may as well be represented in matrix form, as indicated
by the following definition.

Definition 3 (Influence Conflict Matrix). Given a discrepant
output vector Z I an influence conflict matrix T is an inci-
dence matrix of size n. X n. whose entries correspond to
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ascending influences of the discrepant output variables of
!

In the above matrix, all conflicts are represented but it is
difficult to identify each of them and relate them to their
corresponding discrepant output variable. Now, conflicting
influences naturally map onto variables and conversely. In-
deed, influence conflict sets correspond to paths in the causal
graph and a path may as well be represented by the edges
(influences) or by the nodes (variables). This leads to the
following definition.

Definition 4 (Variable Conflict Matrix). Given a discrepant
output vector Z¥, a variable conflict matrix A is a boolean

Zin,j>Ol-fZif:1

matrix of size n, X n. such that
f z © {A7 = 0, otherwise.

Considering a single row A; of A we know that all state,
input and output variables indicated by a non zero entry in
A; influence the discrepant output zf . This implies that at
least one of these variables has to suffer a faulty influence
to cause the discrepancy on zlf . Hence this set of variables
can equivalently represent the influence conflict. By suffer a

Jfaulty influence we mean that in the physical system, there

must exist at least one influence on this variable whose ef-
fect on the discrepant output is incorrectly captured by the
reference model. This set of variables is called a variable
conflict set.A minimal variable conflict matrix is a matrix
whose variable sets indicated by 1-valued entries on each
row do not strictly include (in the sense of set inclusion) any
variable conflict. Therefore a minimal conflict matrix indi-
cates minimal variable conflicts only. Finally, we define the
diagnosis matrix as follows.

Definition 5 (Diagnosis matrix). Given a discrepant mea-
surement vector Z¥, a diagnosis matrix A is an influence
incidence matrix of size n. X n. in which at least one faulty
influence represented by a 1-value entry accounts for each
discrepant measure of Z7 .

Example. Consider the arm’s shoulder joint mea-

sure is discrepant, so Zy = (1 0). A =
11111110
00000 OO0 O0)
11 1 10 00 O
11 1 10 00 O
11 1 111 00 O
|1 111 1o o
{0 0 0 0]1 00 O
0 0 0 00 1j0 O
1 0 0 00 01 O
0 1 0 00 00 O
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are the conflict matrices of variables and influences, respec-
tively. A with all entries equal to 0 but Ay 1 = 1 is a possi-
ble diagnosis matrix.

Computing Conflict Matrices

The discrepant output vector leads to the identification of the
matrix of conflicting influences. This section is concerned
with the computational methods for building the conflict and
diagnosis matrices defined above.

We suppose a discrepant output vector Z/. H7 (of size
n, X ng) is obtained by selecting the rows of H that corre-
spond to positive values of Zf and zeroing the others. H7
tells which state variables directly affect the discrepant out-
puts. Effects of state variables on other state variables are
taken into account by the matrix A. Thus we dub X/-1 =
HY A the discrepant state influence matrix. In other words,
variable x; influences output z; iff Xjf ’2-1 # 0. However,

X 11 expresses direct influences of the state on the outputs.
Upstream influences can be captured iterating on A, i.e. by
X72 = XF1A. And so on for k steps, X/# = Hf A* un-

til (A)k+1 = (A)*. State variable conflicts are made of all
influences from state variables onto outputs, thus
k
X' =HI+Y HI(A)Y (1)
i=1

Here k is such that (A)*+1 = (A)*. We define the input in-
fluence matrix B/ = X/ B where Bj{ ; 7 0 implies that in-
put u; influences output z;. Finally the matrix f (obtained
from the identity matrix of size n, by keeping the ones cor-
responding to Z) is used to account for sensor failures.
Example. As before, consider Z7 = (1 0). Therefore
HS = (3899) A% = L, and XJ = (§443), BY =
(656)- 1" =(56)-

Now, we can build the variable conflict matrix A as
the concatenation of matrices (X, By, I¢). Following the
consistency-based theory presented above, A is the conflict
matrix because each of its rows indicates an influence con-
flict.

Example. Following up on our example:
A— 11111110
~\0 0000 O0O0OTOUO

Algorithm 1 sums up the steps of the automated genera-
tion of A.

Build H from the discrepant lines of H.
Compute powers of A.

Compute X 7.

Compute B,

Build A « (X7, B/, I7).

AR

Algorithm 1: Conflict generation.

Proposition 2 (Minimal Conflict matrix). Given a dis-
crepant output vector Z1, A is the minimal conflict matrix
wrt. Z1.
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Proof. The conflict matrix of variables A contains all vari-
ables that can held responsible for a discrepant variable. In
a graph theoretic framework, the matrix of conflicting influ-
ences ' contains all edges that belong to paths from input,
state and output vertices to the discrepant vertices. Paths of
increasing lengths correspond to the powers 1 to k of the in-
cidence matrix A. Considering a path p; in this graph, and
assuming that one influence I, is removed, leads to a sub-
path sp;. Then sp; is no conflict since if 1. is faulty, all the
influences in sp; can be normal, the discrepancy being hence
explained by I, only. The same applies to any subpath of p;,
meaning that p; corresponds to a minimal conflict. [

Computing diagnosis matrices

Hitting sets based computation From the previous sec-
tion it comes that the logical theory of diagnosis allows for
the generation of the diagnosis candidates through the com-
putation of the hitting sets.

Computing the diagnoses comes back to computing the
hitting sets of the subset of variables indicated by each row
of A. This computation returns the set of diagnosis matri-
ces. An incremental algorithm to generate all the minimal
hitting sets based on a set of conflicts was originally pro-
posed by (Reiter 1987), then corrected by (Greiner, Smith, &
Wilkerson 1989). This algorithm gives a means to compute
diagnoses incrementally, under the permanent fault assump-
tion. It builds a Hitting-Set tree (HS-tree) in which leaves
contain the minimal diagnose. Like in (Travé-Massuyes &
Calderén-Espinoza 2007), we refer to the algorithm version
by (Levy 1991) which is more efficient than the original one
because it uses less comparisons at each step. We imple-
ment a version of the algorithm where diagnoses are given
by matrices, and where edges need not to be labelled.

Algorithm 2 begins with a tree H.S consisting of a sim-
ple root, with an attached empty diagnosis matrix. Each tree
node n supports a diagnosis matrix that records entries that
solve the conflicts from the root node to n. The algorithm
takes conflicts (vector rows of A) in an arbitrary order. For
every conflict A; and every element A; . of the conflict, the
algorithm builds two lists, newleaves/c] and oldleaves[c]
(step 3). New leaves to a leaf [ are created whenever A; is not
already into A;. Intersection test is a matrix operation that
maps influences diagnose onto conflicting variables (step 7).
The conversion from state conflicts to influence conflicts is
done at step 8. Step 10 creates the local diagnosis matrices,
one per influence to a local conflict variable. A new leaf [
is pruned if it already contains some conflicts that appear in
some old leaf. At the end of the diagnosis procedure (step
19), the minimal hitting sets, and hence the minimal diag-
noses that explain the system’s misbehaviors, are given by
the set of diagnosis matrices attached to the leaves. Note
that a trivial diagnosis is one that accounts for simultaneous
sensor failures.

The problem of exoneration Generating diagnoses as
presented above is rather conservative since there are influ-
ences in the diagnoses that are not manifesting themselves
thoroughly at the level of discrepant outputs. This occurs
whenever an influence belongs to the path to several outputs
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1: for Each conflict A; in A (i.e. row) do
2: for Each element A; . do

3: Initialize the lists new-leaves[c]={} and old-
leaves[c]={}.
4:  forleafl of HS do
5: A! — diagnosis matrix in leaf /.
6: /* creating new leaves (intersection test). */
7: if AL.A; = null vector then
8: Build I'; from A;.
9: for Each positive A; . do
10: for Each positive I ; do
11: create A « Al A, ;=T ;.
12: add new node (n,A) to I, and A to new-
leaves[c].
13: /* creating old leaves (intersection is singleton). */
14: if A;.A; has a single positive value then
15: add A, to old-leaves[c].
16: /* closing leaves (inclusion test). */
17: for Each positive element c in I'; do
18: for Each matrix A,, in new-leave[c] do
19: if A, contains some A, in o/d-leaves[c] then
20: close the branch of the node with A,,.

Algorithm 2: Minimal Hitting sets with diagnosis matrices.

and that not all of them are discrepant.

Example. Given Zf = (1 0 ) consider the reduced state

0000

diagnosis matrix A® = (8 59 8). A3 , corresponds to the

0000
influence of 0 on itself. It can be held responsible for the

first joint discrepancy, if a component in the second joint has
failed. However, the second joint’s measure is not discrepant
so this makes this diagnosis unlikely.

The elimination of such cases can be dealt with by adopt-
ing the exoneration assumption in contrast to the no exoner-
ation assumption (Cordier et al. 2004) :

e no exoneration assumption: the influences that lie on the
path to a discrepant output are potentially identified as
faulty, i.e. they belong to a conflict;

e cxoneration assumption: the influences that lie on the path
to a non discrepant output are assumed to be normal.

1: Given Z7, compute conflicts A (Alg. 1).
2: Exoneration:
e ascending variable matrix A°* on non-discrepant
measures (Alg. 1).
o A€To — A@A‘)k.
3: Compute Minimal Hitting sets on A°*°. (Alg. 2).

Algorithm 3: Computation of diagnosis matrices on exon-
erated conflicts

Note that the adoption of the exoneration assumption re-
quires a thorough analysis of how the faults may manifest
in a system. For instance, it may not be applicable to con-
trolled systems in which the controller compensates for the
faults or to highly non linear systems in which non linearities
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may hide the effect of the faults. The exoneration procedure
can be efficiently implemented by removing from the con-
flicts the variables that affect non-discrepant outputs. This is
done by generating ascending variables that influence non-
discrepant outputs, i.e. gathering the variables that cannot
suffer faulty influences for the outputs not to be discrepant.
These variables are called sane variables.

Definition 6 (Matrix of sane variables). Given a dis-
crepant output vector Z!, a matrix of sane variables
A°% is a boolean matrix of size n, X n. such that

{zj A% > 0ifz] =

AS% =0, otherwise.

The algorithm for determining A°* is obviously the same
as the conflict generation algorithm 1. The exoneration
comes back to removing from the variable conflict matrix
A all the entries that are 1 in A%, i.e. eliminating all the
sane variables from the variable conflicts. This results in the
exonerated variable conflict matrix A®®® = A © A°*. From
there, the hitting set algorithm then performs normally on
the exonerated set of conflicts. Algorithm 3 computes the
diagnosis matrices on exonerated conflicts.

Partial State Hypothesis Filtering

In this section, we rely on the principles of the Uncented
Kalman Filter (UKF) to build a filter that uses diagnoses to
close only on those variables that can be considered unaf-
fected by broken influences. It leaves the set of affected vari-
ables in open loop and lets the uncertainty naturally grow
on these variables. This uncertainty is predicted from the
model, and as such is theoretically sound. We hence derive
a semi-closed loop UKF (SCL-UKF). This filter accurately
combines the mininal state-space isolation of the previous
section in open loop with a scaled a posteriori error mini-
mization in closed loop.

Unscented Kalman filtering

Consider a discrete-time controlled process that is governed
by a nonlinear stochastic difference equation (2) and a mea-
surement equation (3).

x(t;) fa(tio1),u(ti), w(t:)) ()
z(t:) = hx(t:),v(t:)) 3)

x(t;), u(t;), and z(¢;) have dimensions ny, n,, and n,
respectively, and w(t;), v(t;) represent the process and
measurement noise and are assumed to be independent,
white and Gaussian with probability distributions (0, Q),
N(0, R) respectively. The Unscented Kalman filter (Julier
& Uhlmann 1997) uses the Unscented Transform (UT) and
fully captures the mean and covariance of the state vector
with a minimal set of carefully choosen points, referred to
as sigma points. The filter computes an unbiased estimate
Z of the state based on the optimal solution of the least-
squares method (Kalman 1960). The state is a concatena-
tion of the original state and noise variables % = [z, w, v]
of dimension n,. The selection of a cloud of sigma points
applies to the extended state to calculate the sigma matrix
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X = [X, X", X"]. Briefly, the state and error covariance
are projected forward through the following equations:

()"

P(ti—1) 0 0
P(ti—1) = ( 0 P }g)
X(ti-1) = [2%(ti—1)2 (ti=1) + /(na + A)P2(ti-1)]
X(t7) = F(X(ti1), u(ts), X*(t:))
i(t;) = WX ()
P(t;) =t WX () — a5(0)]1X5(6) —
Z(t;) = h(X(ti1), X" (t:))
2(t7) =YW Z(t))
where t; indicates a priori values, and W™ and W€ are

the mean and covariance sigma point weight vectors respec-
tively. An adaptive gain factor K minimizes (in the least-
square sense) the error covariance. Noisy measurements are
introduced to compute the a posteriori state and covariance
estimates. These steps summarize as:

P(ti) =X WilZi(7) = 50)Z5(6) — 20"
Poa(ty) =X WeIX(t) — a5(0)11Z,(t) — 2(60)]7
K =P, P!
(t:) =a(t;) + K(2(t:) — 2(t;))
P(t:) =P(t;) - KP(t; )K"

Partial variance minimization

For a given diagnosis, we produce a partial estimate that is

not subjected to the effects of faulty influences. This im-

plies:

e not using discrepant observations and therefore cancelling
the measurement noise they introduce;

e cancelling the effects of faulty influences on sane vari-
ables, i.e. not influenced by a faulty influence;

e cancelling the effects of faulty influences on the untrusted
variables, i.e. influenced by a faulty influence.

The first point is achieved by reducing the output matrix
to non-discrepant observable dimensions only. Second and
third points lead to the cancelling in the gain computation
of the error introduced by the untrusted variables. However,
effects of sane variables on the untrusted variables are pre-
served. In the following we denote by Z, I:’, K ,-- - the ele-
ments (state, covariance matrix, gain, ...) of the partial filter.
So we have

B(ts) = 2(t7) + K () (2(6) — H(@2(67)))
where Z are the non-discrepant outputs, H is the reduction
of H to non-discrepant dimensions, K the gain that does
not account for the error on the set of untrusted variables. It
follows that the a posteriori partially estimated error é(¢;) is
given by

e(ti) =

“4)
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where ef(t;) is an n, dimensional vector such that

ejf(t;) = e;(t; ) if z; is affected by an influence of A, 0
otherwise. From there, the partially updated covariance is
given by!

2nq

= Z WX (t) — 25 (t) — (X (6) — & (1))

with

Xi(t) = X))+ K(z(t:) — Z;(17))

gi(ti) = a(t) + K(2(t) - 2(t))

XI(t;) = ]< D)+ K (2(6) = Z] (1)

&5 (t:) & () + K (2(t:) — 2 (7))
with (2(t;) — Z1 (7)) = (2(t;) — £ (t;)) = 0 since un-
trusted variables are predicted, and

XI(t7) = aff()%( tii1) Zwmxf

where the X Jf are sigma points for the affected variables.?
This leads to

P(t:) = P(t;) + P1(t;7) = T/ (t;) — (T (¢, )"
+KP.(t7) KT — KPL(t7) + KPL(t7)

— P (t7) KT + PL(ET)KET (6)

where PI(t7) = EBlef(t7)(e/(t7))T], T/(t7) =

E[&(t7)(ef (t7))T] and P,., PJ, are the cross-covariances.
Minimizing the partial a poster10r1 error matrix leads to

K(t:) = (Pee(ty) = PL(#)) P! ™
The a posteriori update is written
P(ti) = P(t;) = KP.(t7)K™ ®)

Hypothesis Testing

The minimal candidate diagnoses generation procedure pro-
duces many hypotheses. Different hypotheses carry differ-
ent levels of uncertainty. Observing that relation 6 rewrites

P(ti) = P(t;) + PI(t7) = T'(t7) = (T)T(t;)
+(PL— P)TKT(9)
and the error introduced by the untrusted state block is
given by

P(t;) = P(t;) = T'(t7) + (T)" (t7) = P/ (t])
In general, we expect the correct diagnosis to best miti-
gate the growth of uncertainty on the system state. When-
ever this is not the case, we expect a wrong diagnosis to
lead to recurrent detection of the same error. Here we pose

_ PE)=P(t)
b= P(t:)
minimum trace tr (D).

and hence look for the hypothesis with

IThis is for the UKF, the derivation of the partial minimization
linear Kalman gain is given in (Bénazéra & Travé-Massuyes 2007).

2The partial filter requires the state projection’s partial deriva-
tives, that do not appear in the derivation of the original filter.
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1: initialization: CSD = {z, I}.

2: (¥(t;), P(t;)) « Filter(CSD).

3: Compute 6(i(t;), P(t;)) and Z/.

4: if there is at least one discrepant observation then

5:  Compute A, I" and diagnoses (Algorithm 3).

6:  Select diagnosis matrix A* = mina (D(A)).

7. If A* == 0 Then Filter — UKF.

8:  Else Filter «— UKF with partial minimization using
A*,

Algorithm 4: Semi-closed loop filter (SCL-UKF).

Fault Detector

We define a simple fault detector based on a Mahalonobis
distance which is the statistical distance of a point from a ref-
erence mean point. We characterize as discrepant the points
that have 99% chances to lie outside P(¢; ).

Semi-closed loop filter

Our filter closes a loop on sane variables but runs a pre-
dictive open loop on unstrusted fragments of the system
state. Growing, the uncertainty eventually re-captures the
discrepant measures. When this occurs, it is possible to use
the additional information to mitigate the growth of the a
posteriori error. By scaling the observation space to the re-
captured signals, diagnosing, and adapting optimal gains ac-
cordingly, we build the SCL-UKF (algorithm 4). This fil-
ter uses a mininal state-space isolation in open loop with a
scaled a posteriori error minimization in closed loop.

Results

Our case study is the two-link planar robotic arm presented
at the beginning of this paper. We used a numerical simula-
tor of the arm movements.

Single fault and hypothesis

First, we study the SCL-UKF on a single fault and hypoth-
esis. Figure 3 pictures its reaction to an incipient change
in the second link mass mo at step 40 that leads to a dis-
crepant measure of f. The Hitting-Set algorithm produces
21 non-exonerated diagnose. The filter on figure 3 runs on a
rejection of the measure of 65. Consequently, the filter trusts
and closes on the first joint’s angular position 81 (3(c)). This
proves the newly derived gain is able to well decouple the
uncertainty since state variables are otherwise tightly cou-
pled. To estimate 65, 62, the SCL-UKF switches between
the UKF and the UKF with partial gain (3(a), 3(b)). On the
same scenario, a UKF with standard gain closes on the faulty
signals with no bulge in the error covariance.

Hypothesis testing

Second, we study the hypothesis testing. Of the 21 diagnose
(hypotheses), most correspond to broken influences on the
four state variables. Figure 3(d) pictures ¢r(D) for these four
hypotheses and the 35 calls to the UKF with partial gain.

Discrimination between 6, and 65 is easy: 6, introduces less

27

May 29-31, 2007

uncertainty to the estimate. Hypothesis of a second arm joint
positioning failure (#2) is eliminated.

Looking at the SCL-UKF as an hypothesis driven
self-reconfigurable filter, it wears similarities with Rao-
Blackwellized particle filters (RBPF) (Doucet et al. 2000) as
it selects behavioral hypotheses. However, the RBPF sam-
ples hypotheses whereas the SCL-UKEF logically draws them
from the discrepancies. Also, the RBPF would need around
219 hypotheses and a transition model to capture the arm
multiple fault combinations. The SCL-UKF requires partial
derivatives for all hypotheses®, but remains more compact.

Future and related works

We have coupled diagnosis reasoning from first principles
with Kalman filtering techniques for nonlinear systems. The
result is a novel filter that opens and closes to estimation
fragments of its state according to logical selection of diag-
nosis hypotheses.

Related works

In (Hofbaur & Williams 2002b) a partial filter is presented
that uses a decoupling based on causal and structural anal-
ysis of components. However, this scheme only produces
independent filters on different subpart of the whole state,
as it relies on a bidirectional decoupling of trusted/untrusted
state and measured variables. (Mcllraith ez al. 2000) pro-
poses a backward analysis of a causal-graph for producing
diagnose and model fitting to adapt to discrepancies. Like-
wise, adaptive filtering enhances the filter to close on the
observations. In that sense, they do not reveal the true un-
certainty on the state. We believe that maintaining true un-
certainty is key to the efficient control of stochastic systems
since it permits for the exploration of a larger but accu-
rately bounded space. While there are no works that we
know of about intelligent semi-closed loop Kalman filter-
ing, semi-closed loops have been studied in filtering with
numerically bounded uncertainty in (Armengol et al. 2000;
Benazera, Travé-Massuyes, & Dague 2002). Also, the self-
reconfiguration through reasoning from first principles re-
lates to logical filtering (Amir & Russel 2003) as the filtering
distributes over disjunctions of the belief state (hypotheses).

Future work and possible extensions

We see at least two extensions to our coupling of diagnosis
reasoning and filtering techniques. First, improvements of
the RBPF have concentrated on the continuous space and a
better use of observations (Hutter & Dearden 2003). How-
ever, the RBPF remains limited in the number of modes it
can track. We believe that the subset of modes of interest can
be reduced by using reasoning and decoupling techniques
such as ours, and maintaining a hitting set tree of particle hy-
potheses for example. Second, we look forward embedding
our partial filtering technique into the reinforcement learning
framework, for decision and control, and building on exist-
ing work (Szita & Lorincz 2004);

31t is not too difficult to symbolically or numerically compute
the derivatives online.
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Figure 3: Case study: robotic arm effector mass changes at step 40 while moving its shoulder joint to a reference angle 7.
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Abstract

In this paper, robust fault detection using a passive ro-
bust approach based on generating an adaptive thresh-
old considering that the system to be monitored can be
described by an interval linear parameter varying
(LPV) models with variable transport delay is pro-
posed. This approach allows to consider parameters
and associated uncertainty intervals dependence on the
operating point. Additionally, a parameter estimation
algorithm for interval LPV models with variable trans-
port delay is presented. Finally, a single reach open
flow canal, that presents variable transport delay de-
pending on the operating point, has been used to assess
the validity of the proposed approach.

Introduction

Distributed parameter systems, considered as systems
with a very large number of states, and nonlinear systems
could be approximated around a given operating point
with low order linear time-invariant (LTI) models in order
to use classical fault detection tools (Gertler 1998) (Patton
et al. 2000), as usual in control engineering practice.
However, simplified LTI parameter models do not pre-
serve any information about the spatial structure and/or
non-linearity of the original system and cannot account
for it although they can be satisfactory from an input-
output point of view (Belforte et al. 2002). Then, some
simplified model structures that preserve some informa-
tion about the non-linearity, the influence of the operating
point and the spatial structure of system are needed. Such
structure can be provided by linear parameter varying
(LPV) models consisting of a linear lumped parameter
model in which the parameters and transport delay are not
constant but a function of external parameters. In the case
system varying-parameters are function of system states
and/or operating conditions the model is denoted as a
quasi-LPV model or pseudo-LPV model (Rugh and
Shamma 2000).

Fault detection methods based on the mathematical model
of the plant use the difference between the predicted value
from the model and the real value measured by the sen-
sors to detect faults. If this difference is bigger than the
threshold, there is a fault in the plant. Otherwise, it is con-
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sidered that the plant is working properly. However, even
in the case of using an LPV model for detecting faults in a
canal, there is some modelling error that should be con-
sidered in the fault detection procedure. In this paper, the
uncertainty will be located in the parameters of the LPV
model bounding their values in intervals. Such a model it
will called in the following an interval LPV model. The
fault detection task will consist as in the case of interval
LTI models in checking if the measurement is inside the
interval of possible behaviours produced by the interval
LPV model (Fagarasan et al. 2004)(Puig et al.
2002)(Sainz et al. 2002).

The paper is organized as follows. In Section “Interval
LPV Model Fault Detection”, a method for using interval
LPV models in fault detection is introduced. Section “In-
terval LPV Model Identification” presents a method for
the identification of interval LPV models. In Section “Ap-
plication to a Test Bench Canal”, modelling, identifica-
tion and fault detection based on the interval LPV models
methodologies to an open canal are presented to show its
effectiveness. Finally, in Section “Conclusions” the main
conclusions are presented.

Interval LPV Model Fault Detection

Interval LPV Model

Let us consider that the process to be monitored can be
represented as a linear parameter varying system in dis-
crete-time by the following input-output relationship
without considering faults, disturbances and noise:

B(q,0
(k)= M(qﬂ(l?k))”(k):A;j[],H—%u(k)

u(k) is the input, y(k) is the output,

M

where:
M(q,0(p;)) is the transfer function with numerator

B(q,&(pk )) and denominator A(q,H(pk )) in terms of
the classical g-operator. Since an LPV model is essen-
tially a parameterized family of LTI models, the parame-
ters 6( p, ) vary according to the process operating point

described by such measurable process variable p, follow-
ing some known function:
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O(p)=f(p) 2)

Then, the numerator and denominator polynomials of (1)
can be written as a function of p; as

B(g,p4) =by(p) +bi(p)g ™ +..4b, (p)g ™"
Aq, p) =1+a(p)g " +..ta, (p)g™™ )

However, uncertainties in the parameters are always pre-
sent in the model of the actual system. Taking parametric
uncertainties into account, the healthy system model

should include a wvector of wuncertain parame-
ters O( p; ) €[0( p; )], where [6( p; )] is a bounded set of
box (interval) type such that each component

O(p, )€ [Q(pk )l.,é(pk )iJiZI,..np, being #, the number

of uncertain parameters. This set contains all possible
values of 8( p, ) when the system operates normally. The

resulting model is known as an interval model.

Interval LPV Fault Detection

The principle of model-based fault detection is to test
whether the measured input and output from the system
lie within the behaviour described by a model of the fault-
less system. If the measurements are inconsistent with the
model of the faultless system, the existence of a fault is
proved. The residual usually describes the consistency
check between the predicted, (k) , and the real behaviour,

y(k), as:

r(k) = y(k) = y(k) @)

According to (Gertler 1998), given a system described by
Eq. (1), a general form of the predicted behaviour is

(k) =G, (q,0(p u(k) + G\ (q,6(p; ) y(k) ®)

that includes as special cases:

- simulation (i.e. no correction of the modelled
behaviour with sensor measurements is intro-
duced):

G.(9.0(p))=M(q.0(p, ). G\(q.0(p; ) =0

- prediction (i.e. complete correction of the mod-
elled behaviour with sensor measurements):

G,(q9.0(p))=B(4.0(p ) s
G,(q.0(py)=1-A4(q.6(p;))

- or observation (i.c., partial correction of the
modelled behaviour with sensor measurements

through the observer gain K(q™' )= kqg™")
i1
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B(q,0(p;))
1-A(q.0(p, )+K(q.0(p))

B K(q.0(p;))
G,(q.0(p )= 1-A(q,60(p, )+K(q,0(p, )

Gu (q’ e(pk )) =

When using such general formulation for predicted behav-
ior, the residual generation structure for Eq. (4) can be
graphically represented as in Fig. 1.

u(k)

Process

Residual Generation

Fig. 1. General residual generation structure.

Ideally, residuals should only be affected by the faults.
However, the presence of disturbances, noise and model-
ling errors causes residuals to become nonzero and thus
interferes with the detection of faults. Therefore, the fault
detection procedure must be robust against these unde-
sired effects (Chen and Patton 1999). In case of modelling
a dynamic system using an interval model, the predicted
output behaviour is described by a set that can be bounded
at any iteration by an interval [p(k)]. whose bounds

y(k), j/(k)} are computed by solving the two optimiza-
tion problems:

5 (k)= s (Gu(@.0)u(k)+G,(q.0)y(k))
(k)

e (Gu(q.0)u(k)+G,(q.0)y(k))

©)

|

Then, fault detection test is based on propagating the pa-
rameter uncertainty to the residual and checking if:

Oe[r(k)]=y(k)=[3(k)] ory(k)e[3k)] @

holds or not. In case it does not hold a fault can be indi-
cated.

Interval LPV Prediction

In this paper, only the prediction case is considered. Using
Eq. (5) and (3), predicted output p(k) can be calculated
by

W3 7y

D bipuk =)= a;(p) vk~ j)
i=0 j=1

y(k)= ®

in function of the LPV parameters (2), input data u(k-i) for
i=0,..., n, and output measures y(k-j), j=1,....n,.
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The interval for the predicted output (6) can be evaluated
using (8) by considering parametric uncertainty

_ nb na
P(k) :ma{Zb,-(pk)u(k—i)—Za,- (pk)y(k—ﬂj
i=0 j=1

nb na
() = min[z b (p k=)= a, (p (k- ,-)J ©
i=0 J=1
where b,(p;) €[b;(p)] and a;(py) €la;(py)]

In order to solve optimisation problems in (9), predicted
output (8) can alternatively be written in regressor form as

(k) =g Apy)] (10)

where

A =[Ak=1),....— ke —ra),u(k),....ulk—nb)]

[O(p)]= [[al ()]s 5[ (P00 (P55 [y (P4 )]]T
with:

b, (PO =[6,(Pe) b (p)] with  i=0,...m,

Let us consider that uncertain parameters can be paramet-
rised considering nominal parameters plus associated un-
certainty as follows:

[a,(p)=[a)(p) = 2,0} (P)+4;]s j=Li

5, (PN =18 (D) = A, 155 (D) + Fyp
where Vj A; e R* and Vi A, ,; € R

i+n,+

or, in vector/matrix form as

[0(p)]=06°(p)+TIV] an

where 0°(p,) e R" with n, =n, +n, +1 is defined as

in (5), T'is defined as a n, x n,, diagonal matrix

A 0 .0
0 2 :

B BT =
0 - 0 2,

and [v]isa n %1 interval vector

V1= (1), D'
where Vke{l,..,n,} [v,]1=[-11].

13)

Then, using the results of interval arithmetic (Mo and
Norton 1988 Neumanier 1990) allows to evaluate (9) as
follows

I(k) = p(k)6° (p) +|p(RIT,

I(k) = g()0° (i) =l ()T (14)
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Uncertainty Transport Delay in Fault Detection

Introducing now pure transport delay in model (8), the
output prediction for a given delay 7(p,) can be expressed
as

| 750 ) =Y B poute—i-| 2(p) )~ a, (p)ytk - )
i=0 =l

(15)
and alternative in vector/matrix form (10)

k) =gk 7(p) DlOpL)]

where L J denotes the nearest integer towards minus in-

(16)

finity.
Considering uncertainty in delay:

(pr) €[t (Pr) 2> To () + 1]
where 7(py)> 2. and 1y(py) A, € R*

then, the interval for the predicted output given by (15)
can be expressed

3R = 506 7p) =) Do 3K 7P )+2.) D)
30 =min( k] 7(p) =) Do S| 2P +2.)]) (1)

Remark: notice that in the previous optimization prob-
lems p(k,7(p;))and p(k,z(p;))have to be evaluated as

in equation (9) using (15) forn_ possible delays, where

.= wp)+ro) |- w(p) -2 ) ]

Interval LPV Model Identification
LPV Model Identification

One of the key points in model based fault detection is
how models are built and its uncertainty is estimated.
Since the LPV model is essentially a parameterized family
of LTI models, a possible identification scheme is to fix
each operating point, and collect enough data to identify
the LTI model at that point. The identified LTI coeffi-
cients can then be used as interpolation points to find the
coefficients as polynomial functions of the parameter py.
Alternatively, using LPV identification methods as those
proposed by Bamieh (Bamieh and Giarré 2002), this proc-
ess can be carried out in ‘one shot’. This first method
would produce a similar model that the second but it
would require at least #n-LTI models at distinct set points.
For this reason in order to estimate the parameters of
model (1), the second method is used. Such a method
allows estimating discrete-time LPV model parameterized
as follows (Puig et al. 2005): n, =n, +n, +1 is the num-
ber of parametric functions (2) to be identified that are
considered to be polynomials in p, of order N-1, i.e.,
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0.0 0 N-I
a;(py)=a; +apy +..+apypy

bi(pi) = by + by P+t by ()
The parameter estimation problem can be easily formu-
lated in linear regression form. According to Bamieh
(Bamieh and Giarré 2002), least squares algorithm can be
applied to this problem by introducing an extended re-
gressor i/, defined by

[ —y(k=1) ]
_ _ -y(k-n,) N-1
¥y =y = u(k) [1 Pi Pk J
| u(k—mny) |
(19)
then,
y(k)=(0.%) (20)

where: <A,B> ~=trace(A’B) is the inner product of the

matrices 4 and B of equal dimensions, A" is the complex
conjugate transpose of the matrix 4 and the matrix @ con-
tains all the coefficients to be identified

[0 0

ap aN
0 0

ay o My

0 0

0:=|a,, a, N (21)

0 0

by -+ boy

0 0

_bnhl bnhN_

Algorithm for Interval LPV Model Identification

Let us consider M measurements of y(k) and ¢(k) from a

scenario free of faults and rich enough from the identifi-
ability point of view. The aim is to estimate interval for
uncertain LPV parameters of model described by a vector

[6(p))] parametrised as in (11), such that

kel M}y e 30, 5()]

where (k) and ;(k) are computed using (14).

(22)

LPV interval model estimation is a two-phase process.
First nominal LPV parameters 8°(p,) are estimated us-

ing previous parameter estimation algorithm. Second, the
width of the interval around this nominal parameters
given by
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Aoy O 0
0 A :
T=\ .?2 0o |= AT, (23)
0 0 oy

where Ao, Aqp,.0 Ay, are constants determined with
nominal parameters of LPV model and adjusted using an
optimization process as proposed by Ploix in the case of
LTI interval models (Ploix et al. 1999). The problem of
computing intervals for uncertain parameters can be re-
duced to calculate A .

Using (23) in (14) allows to rewrite Eq. (22) alternatively
as

“A¢(0T||, < () - g6 (py) < Ap(RITy |, 24)

Vk e{l,..., M}, what allows to derive

25 max| 2O =00 (p) ¢ (p)=y) |
lecor|, o),

In order to select a particular value of A, an optimisation
criteria that measure how fit the interval model cover the
data is proposed. Since at each time instant &, the width of

interval prediction given by Eq. (14) is 2||¢(k)T (/1)"1 , A
will be selected such that the following criteria:
(26)

M
J =23 6T (A,
k=1

is minimised. This leads to take

x| 20— 000" (py) ¢(k>e°<pk>—y(k)]
ol ooz,
@7

allowing to obtain the intervals for uncertain LPV pa-
rameters.

Interval Transport Delay in Model Identification

Nominal 7y(p,) delay and its uncertainty A, can be calcu-
lated by interpolation time delays estimated at different
operation points by the correlation method that is based in
the impulse response by statistical method. Considering
that the input process signal is a white noise and carrying
out the study of the independence between the input and
output process signals using confidence intervals (usually,
99% or 95%) an interval for delay is estimated (Isermann
and Bauer 1974)(S6derstrom and Stoica 1989).

Then extended regressor ¥/, (19) used to calculate nomi-
nal LPV model with nominal delay z,(p,) results
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-y(k-1)
_ B -y(k=n,) Nl
G gy | ]
Lu(k—n, —75( Py )|
(28)

And the optimisation problem utilized to calculate uncer-
tainty 4 of parameters a,(p,) and b,(p;)

y(k) = (k.| W(p) — 1) DO (o)
Jok «(po) =2 DT

y(l) = (k.| W(p) +1 ) DO°(py)
ok« +2) DT

ok, | () —h ) PO°(py) — y(k)
Jotk | «p) -2 DT, T

ok,| W)+ ) DO°(py) — y(k)
ok, w(po)+2 ) D73,

inf

sup | max

ke[l M]

inf

(29)

Remark: Like interval prediction considering uncertain
time delay, algorithm (29) has to evaluate the n_ different

models with possible delays and choose the best model at
every time k.

Application to a Test Bench Canal
Motivation

Water is a precious resource that should be managed effi-
ciently. Irrigation is the main water consuming activity
around the world, as it represents about 80% of the avail-
able fresh water consumption. It is widely accepted that
automation could lead to a better efficiency of water man-
agement in many irrigation systems with open canals,
which are subject to large losses. However, open canal
systems are not easy to control, as they are large distrib-
uted systems with complex dynamics. Besides they in-
volve mass energy transport phenomena which behave as
intrinsically distributed parameter systems. Their com-
plete dynamics is represented by non-linear partial differ-
ential hyperbolic equations (PDE) that are function of
time as well as of spatial coordinates: Saint-Venant’s
equations. This equation system has no known analytical
solution in real geometry and it has to be solved numeri-
cally (characteristic method, Preissmann implicit scheme,
etc.) (Cunge et al. 1980). The resulting simulation models
are therefore suitable for scientific and time-consuming
simulations but are too complex for on-line fault-
detection. Alternatively, a simplified model for fault de-
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tection relates the upstream and downstream level will be
proposed in next section.

Canal Description

A single pool equipped with an upstream sluice gate and a
downstream spillway composes the test canal used in this
study. An electromotor is driving gate position and two
sensors located upstream and downstream of the gate are
measuring the flows. Upstream of this gate there is a dam-
ming of constant level H=3.5m. The total length of the
pool is L=2km, with an initial flow Qo=1m3/s, a gate dis-
charge coefficient Cy= 0.6, a Manning roughness coeffi-
cient #=0.014, gate width and canal width B=2.5m, a
downstream spillway of height y, = 0.7m, a spillway coef-
ficient Cy= 2.66, and a bottom slope /= 5.10™,

Yans=downstream level
Qqps=upstream flow
u=gate opening

(a) (b)
Fig.2. Canal scheme.(a) Longitudinal and (b) cross section.

According to Bolea (Bolea et al. 2004), an LPV model
with a first order differential equation with time delay is
able to describe canal dynamics at different operating
points depending on gate position

dy dns (t )
dt

Yans () + T () =K@u(t—z@))  (30)

where y,,; and v are the downstream level and the posi-
tion of the upstream gate. The LPV parameters of the
physical LPV model (which it is represented by a FOPDT
model) are: the theoretical estimated steady-state gain
K(u), the estimated time constant 7(u), and the estimated
delay z(u).

The results presented in this paper are based on a simula-
tor developed by the group of “Modelling and Control of
Hydraulic Systems” at the UPC (Bolea and Blesa, 2000)
that solves numerically Saint-Venant’s equations which
describe the water dynamics accurately.

LPV Canal Model

Discretising the model given by (30) using the ZOH trans-
form method, the following discrete LPV model G, pi(z) is
obtained (Astrom and Wittenmark 1989 )

bo(u)z _
Grpy(z)= Loz ()
z-a;(u)
using the sample time 7, we have

(ED)
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T,

a(u) = eT(’j) ,b(u) = K (u)(1-a(u)), 7y (u) = {% J =n (32)

N

The discrete-time model (31) can be expressed in time
prediction form

y(k)=a(k=1)y(k=1)+by(k=1u(k—7y(k—1))
aj(k)=ay+a;p; +912P15
by(k)="byy+by;p +b02P/f

ro(k)=r0+rlpk+r2p,f (33)

where the variation of the two model parameters a;, by
and the transport delay 7, with the operating point p; have
been approximated by a second order polynomial. Here
the operating point is considered to be characterized by
the input (gate opening), i.e., py=u(k). In next section,
parameters of polynomials in Eq. (33) will be estimated
using input/data registered from the canal.

Model Identification

The input signal applied to the canal used to estimate and
validate the LPV model (33) is a set of steps that sweeps
all the operating points (gate opening from 0.1 to 0.9 me-
ters) (Fig. 3).

Identification experiment

1.8 \ \ \ \ \ \ \ \
T | | | | | | | | |
16— - L SN R/ uSSNY H wou VER U Y B
3 | | | | | | |
= | | | | | | | | |
(%1.4———+—— i e e e e b T
g | | | | | | | | |
2 | | | | | | | | |
L i e e At i Mty Bt i i
8 | | | | | | | | |

1 1 1 1 1 1 1 1 1 1

0 200 400 600 800 1000 1200 1400 1600 1800 2000

Position gate[m]

I
1000 1200 1400 1600 1800 2000
t[min]

Fig. 3. Input and output signal for identification

The nominal delay of the system t and its associated un-
certainty is obtained at each operating point by the method
described in Section “Interval Transport Delay in Model
Identification”. The variation of the transport delay with
the operating can be approximated by a second order
polynomial (coefficients t; ) (Table 1 and Fig. 4) . The
uncertainty of the time delay obtained is A,=0.71 s.
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Estimated delay[min]

5

-- Uncerainty delay q
Round bounded delay

Aproximated delay

01

02 03

0.4 0.5
Gate opening[m]

06

o7 0.8 09

Fig. 4. Approximated delay between interval delay estimated by correla-

tion and round bounded delay.

Applying the LPV least squares method, described in Sec-
tion “LPV Model Identification”, to the input and output
data and using the estimated LPV time delay, coefficients
a; and by can be determined (Table 1).

1 p(k) p* (k)
a? -0.991 0.341 -0.197
5 0.397 0.081 -0.206
7 11.3 -13.6 8.2

Table 1. Coefficients of the estimated LPV model.

In order to validate the LPV model, data registered from
the canals and estimated output are compared. As it can be
seen in Fig. 5 the accuracy of LPV model is very good as
in prediction as in simulation.

— Real data

---- prediction ||
— - Simulation

Downetream level[m]

1000 1200 1400 1600 1800 2000
t[min]

1] 200 400 600 800

Fig. 5. Real data, prediction and simulation (LPV model).

Using the nominal LPV (33) with parameters Table 1, and
the set of input/output data, intervals bounding uncertain
parameters can be calculated applying the method pre-
sented in Section “Algorithm for Interval LPV Model
Identification”.
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In order to justify the use and benefits of using an LPV
model for fault detection in this case, instead of an LTI
model, estimated intervals for the LPV model are com-
pared with those of an LTI model obtained in the mean
operating point applying method presented in Section
“Algorithm for Interval LPV Model Identification™ (Table
2). Uncertainty of LPV parameters is smaller than those of
LTI parameters. This is due to LPV model represents bet-
ter the canal (non-linear system) than LTI model, as dis-
cussed before.

AM(ay) A, (b)) AL
LTI model | 0.0798 0.0295 -
LPV model | 0.0096 0.0034 0.71

May 29-31, 2007

diction corresponding to LPV model fits better measured
output. This will allow the LPV model to detect faults
than LTI model would not be able.

22 T T T T
— Measured Dutput
I —l -- Interval Prediction LPY
2 - —| — Interval Prediction LTI 4

Downstreamn level[m]

Table 2. Confidence for parameters LTI and LPV intervalar models.

In Fig. 6 and 7 parameters a and b and its associated un-
certainty are presented in case of LPV and LTI models.

08—

]

]

L
200

L
400

L
600

L L L I L I
800 1000 1200 1400 1600 1800 2000

t[rmin]

Fig. 8. Measured output and interval predictions (LPV and LTI) in a
‘Fault Free’ scenario.

In order to compare the behaviour of the two models in
fault detection, two kinds of faults has been simulated:

075
08F |[— Parameteral LPV b
—  Uncerainty LP%
_ ---- Paramster al LTI
= — - Uncetainty LTI e
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&
@
2
=
&
=
£
W
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-1 : L : ‘

. L L
01 nz 0.3 0.4 ns 0& 07 08 ng
Gate opening [m]

Fig. 6. LPV and LTI parameter a, with its intervals.
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Fig. 7. LPV and LTI parameter b, with the intervals of uncertainty

LPV Fault Detection

Once LPV interval models have been found, interval pre-
diction can be computed as it was described in Section
“Uncertainty Transport Delay in Fault Fetection” and ap-
plied to fault detection.

Fig 8 shows interval prediction for an LPV interval model
and for an LTI model in a fault free scenario. Interval pre-

offset (additive) faults in input and output sensors.

25 T T T
=2 Real Output
=3 — Measured Output
B 2 -~ Interval Prediction LPY B
£ — Interval Prediction LTI —_—
@
@
T 15F
=
Z
g
=1
1 . I L L . . I L L
400 4200 440 460 480 500 520 540 60 580 GO0
t[min]
z] T T T
Real Fault
2 4 MoFault
LRy Fault
1 ’l ’I‘—NuFault
Lm Fault
0 MoFault

400

Fig. 9. Measured output, real output, interval prediction and fault indica-
tion (LPV and LTI) in an offset output sensor fault scenario at t=540min.
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LPY fl Fault
1 Mo Fault
LTI Fault
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s00

! L L ! I L I I L
920 940 960 90 1000 1020 1040 1060 1080 1100
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Fig. 10.Measured output, real output, interval prediction and fault indica-
tion (LPV and LTI) in an offset output sensor fault scenario at
t=1000min.

Fig 9 and Fig 10 show the behaviour of the two models in
an offset output sensor fault scenario. In Fig 9, an offset
fault of 8 cm in sensor y occurs at time 540 min. In Fig
10, an offset fault of 5 cm in sensor y occurs at time 1000
min. In the two cases, using the LPV model faults are
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detected while using LTI model are not. It should be no-
ticed that the persistency of fault is only one step. This is
due to both models works using one step-ahead predic-
tion.

Measured Output
-- Interval Prediction LPY 4

— Interval Prediction LTI

1400 1420 1440 1480 1480 1500 1520 1540 1560 1580 1600
t[min]

Fault
_| Mo Fault

Real
/

Fault
Mo Fault

9 ¥ 4
Fault

i] Mo Faul

L I L I I L L L I
1400 1420 1440 1460 1480 1500 1520 1540 1560 1580 1600
t[min]

Fig. 11. Measured output, interval prediction and fault indication (LPV
and LTI) in an offset input sensor fault scenario at t=1500min.

Fig 11 shows the behaviour of the two models (LTI and
LPV) in an offset input sensor fault scenario. A fault of 15
cm in sensor # occurs at time 1500. LPV model is able to
detect the fault while the LTI is not.

In Table 3, the behaviour of the two models in fault detec-
tion is summarized.

LTI model LPV model
Offset Fault y >15cm >2cm
Offset Fault u >25¢cm >5cm

Table 3. Fault Detection behavior of LTI and LPV models

Conclusions

In this paper, the identification and fault detection using
linear parameter varying (LPV) interval models has been
presented and applied to an open-flow canal. The use of
such models has been motivated because the canal pa-
rameters and transport delay depend on the operating
point. The fault detection is based on a passive robust
approach based on interval methods. Finally, the proposed
interval LPV identification and fault detection algorithms
have been applied to a test-bench canal obtaining better
results than using an LTT interval model.
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Abstract

The formalism of chronicles has been proposed a few years
ago to monitor and diagnose dynamic physical systems. A
chronicle, expressed by a set of time-constrained events, de-
scribes the situations to monitor. Efficient algorithms have
been proposed to analyze a flow of observed events and rec-
ognize the corresponding chronicles on line.

It is now well known that, due to the important size of a
global model, distributed approaches are better suited to mon-
itor actual systems. In this article, we show how to adapt the
chronicle-based approach to a distributed context. We pro-
pose a decentralized architecture and describe a high-level
algorithm which is in charge of synchronizing the local di-
agnoses, computed by chronicle-based local diagnosers, and
merging them into a global diagnosis. We illustrate this arti-
cle with a simple example.

This work is motivated by an application that aims at monitor-
ing the behavior of software components, especially web ser-
vices. In this context, a request is sent to a web service which
collaborates with other services to provide the adequate re-
ply. Faults may propagate from one service to another and
diagnosing them is a crucial issue, in order to react properly.
This work takes place within the context of the WS-Diamond
European project.

1 Introduction

Monitoring and diagnosing dynamic systems have become
a very active topic in research and development for a
few years. Applications we are aiming at, usually deal
with monitoring industrial systems (Cordier et al. 1998;
Pencolé et al. 2002; Aguilar et al. 1994), or doing med-
ical monitoring (Quiniou ef al. 2001; Dojat et al. 1998).
Contrary to expert approaches that rely on the knowledge ac-
quired by a diagnosis practitioner, model-based approaches
rely on a behavior model of the monitored system. The main
formalisms used to describe dynamic systems are continu-
ous models based on differential equations, essentially used
in control theory, and discrete event systems based on fi-
nite state machines (automata, Petri nets, ...). A formal-
ism commonly used for on-line monitoring, in particular
by people from the artificial intelligence community, is the
one of chronicles. This formalism, proposed by Dousson
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(Dousson et al. 1993) has been, since it was created, widely
used and extended (Cordier et al. 1998; Dojat et al. 1998;
Cordier & Dousson 2000). A chronicle describes a situa-
tion that is worth identifying within the diagnosis context.
It is made up a set of events and temporal constraints be-
tween those events. As a consequence, this formalism fits
particularly well problems that consider a temporal dimen-
sion. The set of interesting chronicles constitutes the base
of chronicles. Then, monitoring the system consists of an-
alyzing flows of events, and recognizing on fly patterns de-
scribed by the base of chronicles.

One of the key issues of model-based approaches is that
the model is generally too complex to be globally described.
Distributed or decentralized approaches were proposed (Ba-
roni et al. 2000; Debouk et al. 2000; Aghasaryan et al.
1998; Jiroveanu & Boél 2005; Pencolé & Cordier 2005),
which main idea was to consider the system as a set of inde-
pendent components instead of a unique entity. Then, the be-
havior of the system was described by a set of local models
of each component and by the synchronization constraints
between the components. Considering chronicle-based ap-
proaches, to our knowldegde, few distributed approaches ex-
ist. It is this, that motivated the work we present in this ar-
ticle. The contribution of this paper consists of adapting the
chronicle-based approach to distributed systems.

We first describe (section 2) the architecture of a diagno-
sis and monitoring system that uses the proposed formalism.
In section 3, we detail the example that will be used all along
this paper. Then, we present (section 4) an extension of the
classical formalism of chronicles that allows expressing syn-
chronization constraints between the different components
of the system. A simplified algorithm dedicated to the com-
putation of the global diagnosis is proposed in section 5. It
explains how local diagnoses computed by each component
may be synchronized to compute a global diagnosis. We fin-
ish (section 6) by comparing our work with related work and
presenting perspectives.

The application that induced this work is the monitor-
ing of software components, and more precisely of web
services (Ardissono et al. 2005; Barbon et al. 20006;
Baresi et al. 2004; Salaiin et al. 2004; Lazovik et al.
2003), within the context of the WS-DIAMOND (Web Ser-
vice DIAgnosability, MONitoring and Diagnosis) European
project. It consists of checking that a request sent to a web
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service is correctly processed by the set of involved services,
detecting a potential failure and elaborating a diagnosis in
order to react accordingly, by compensation of reconfigura-
tion actions. The chronicles we are using describe the nor-
mal and abnormal behaviors of each web service involved
in the process, and the communications with other services.
It is common that a fault occurring on a service propagates,
via communication links, to other services, causing its pri-
mary effects later, on a service indirectly responsible for the
problem. This is an interesting problem towards diagnosis.

2 General architecture of the diagnosis
system

We chose to use a decentralized architecture. Indeed, in
our approach, diagnoses are computed locally but the syn-
chronization of those local diagnoses and the computation
of the global one are centralized, which favors coordinated
decision-making. This architecture contrasts with a dis-
tributed architecture where the global diagnosis would be
elaborated directly by communicating components.

Figure 1 summarizes the chronicle-based approach archi-
tecture. The system is composed of a global diagnoser (or
broker, detailed in section 5.2), in charge of merging the lo-
cal diagnoses, and a finite number of services, each one be-
ing composed of:

e the web service itself,
e logs generated in real time by the web service,
e a base of chronicles, generated off-line,

e a local diagnoser, using the logs to instantiate chronicles
from the base.

Figure 1 also shows communications between global and
local diagnosers. Communication details are presented in
section 5.

Broker
(global diagnoser)

\S
~
push pull
S

Local
diagnoser 1

Local
diagnoser 2

*

*

*

*

logs 1 base of

chronicles 2

logs 2
chronicles 1

base of |

| Web service 1 |-(—) |

A

Web service 2 |-(—) o

Figure 1: General framework of the distributed chronicle-
based approach

In this article, we call “web service” a process described
in an orchestration language such as BPEL', executed on
an appropriate execution engine. A web service will thus
be considered as a structured process gathering locally exe-
cuted activities and calls to remote web services (Figures 2,
3,4 and 5).

'BPEL: Business Process Execution Language
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3 Example of the “BN” provider

The test application used in the project deals with an e-
shopping service. To illustrate the ideas developed in this
article, we use a simplified example that keeps the essential
properties of the applications we plan to monitor. We con-
sider closed environments, where a workflow-like descrip-
tion of each web service involved in the processing of the
request is supposed to be available.

3.1 Presentation

Three web services take part in the BN? example: the Eater,
the BN provider (BNP) and the unitary provider (BN1). The
BNP is, in fact, nothing more than an interface between the
producer (BN1) and the consumer (Eater).

For instance, when a hungry Eater asks the BNP for a BN
via an order BN (1) call, the BNP executes getOne BN (),
claiming a BN to the unitary provider (BN1), before send-
ing it to the Eater. Now, when the Eater asks for n BNs at
once (via an order BN (n) call), the BNP executes n times
getOneBN () before returning a result to the Eater.

Figure 2 illustrates the operating principle of these three
web services. One can notice that BN 1 returns a boolean that
denotes if the BN is delivered or not and BNP returns an
integer that denotes the number of BNs actually delivered.
Indeed, as soon as BN1 stops to deliver BNs, BNP doesn’t
insist and returns the current number of BNs.

orderBN(n)
>

getOneBN()
>

Eater

r g
integer

BNP

boolean

A

A

BN1

Figure 2: Principle of the exchanges between the services of

the BN example

3.2 Faults

We can distinguish two types of faults:

o faults supported by the workflow of the service,
o faults unsupported by the workflow.

Supported faults are handled by the code of the consid-
ered web service. They belong to the “normal” behavior of
the service. Unsupported faults may provoke an unexpected
behavior of the service, or even freeze it.

On the following workflows, faults and resulting timeouts
are represented by pentagons.

On the Eater service (Figure 3), the dataAcquisitionError
is an unsupported fault that induces a number of received
BN differing from the expected one. On this service, we
consider that a call to the BNP does not necessarily get a
response. That is why we introduce a potential timeout.

The BNP (Figure 4) does not have any inner fault. How-
ever, calling BN1, BNP is not sure to get a response. Here
again, we introduce a potential timeout.

Three faults are declared on BN1 (Figure 5): the empty-
ComputerStock (the variable reflecting the value of the real

BN is a famous french chocolate biscuit
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dataAcquisitionError

nb:=acquire(nbExp)

timeOutBNP '

orderBN(nb)
nbExp=nbRet?

grumpy

Q timeout
@ rut

Figure 3: Workflow of the Eater

orderBN(nb)
while cpt<nb |«

false true

Q timeout
@ raut

timeOutBN1

getOneBN() BN1

answer

false true

return cpt | | update cpt |7

cpt

Figure 4: Workflow of the BNP

stock is null), the hardwareError and the emptyRealStock.
The emptyComputerStock is a fault supported by the sys-
tem. In this case, the service replies false to indicate that
no BN could be provided. The hardwareError and emptyRe-
alStock are unsupported faults: the computer stock and the
real stock are supposed to be consistent. If one of those two
faults occurs, the service freezes, which fires a first timeout
on BNP, and a second one on the Eater.

false true
emptyRealStock emptyComputerStock
hardwareError updateStock | | replyNo

replyOk

true false

@ faut
Figure 5: Workflow of the BN1

3.3 Scenarii

We call scenario a complete execution of a set of web ser-
vices, whatever its status (faulty or not). In the following,
we consider two scenarii.

In the first one, the Eater asks the BNP for two BNs
(Figure 6.a). After the Eater’s request, the BNP executes
getOneBN() twice and receives a BN from BN1 twice.
This is the ideal case in which the Eater receives what he
ordered. In the second scenario, the Eater orders the same
number of BNs (Figure 6.b). This time, during the second
getOneBN () call, the emptyComputer Stock fault occurs

39

May 29-31, 2007

on BN1 that does not return a BN. The BNP finally supplies
the Eater with only one BN.

Eater BNP BN1
orderBN(2) |

d getOneBN()

Eater BNP BN1
orderBN(2) |

>
getOneBN() |

e

[ “getoneBN)

| true
[ “etoneBN)

| tue | false
) )

A

A

(@) (b)

Figure 6: Sequence diagrams corresponding to two scenar-
ios. (a) Everything is alright. (b) A fault on BN1 constrains
the Eater to receive only a part of his requested BNs.

4 Representation of distributed chronicles

The nature of the events we have to process on the web ser-
vices made us choose to base our local diagnosers on chron-
icle recognition, the formalism of which we recall here. A
fault occurring on a service unfortunately often propagates
to other services, as explained in the second scenario of sec-
tion 3.3.

As a consequence, we enrich the initial formalism with
synchronization elements that will allow the global diag-
noser to spot homologous chronicles and merge them. This
operation is detailed in section5.

4.1 Formalism of chronicles @ la Dousson

In this section we present the formalism of the chronicles, as
defined by Dousson (Dousson ef al. 1993). On each event
of the examples, act™ means the beginning of act, act™ the
end of act, and ?var means that var is a variable.

Event An event type is a term label(vars) where label is
an observable emitted during the event and vars the set of
variables linked with this event.

Example: order BN~ (7nb)

An event is a pair (F,t) where E is an event type and ¢ the
occurrence date of the event.

Example: (order BN~ (7nb), 7t)

An event instance is an event, which variables and date have
been instantiated.

Example: (order BN~ (?nb = 3),7t = 2)

An event log L is a temporally ordered list of event in-
stances.
Example: (acquire™ (?nb=3),7t; = 1)
(order BN~ (Tnb = 3), 7ty = 2)
(order BN T (?nbReturned = 3), 73 = 5)

Chronicle A chronicle model C is a pair (S,7) where S
is a set of events® and 7 a set of constraints between their
occurrence dates.

Example: C = (S, 7) with

3We can add optional events. Then, the chronicle model C is
still a pair (S,7), but with S = St U S~ with ST the set of
mandatory events and S the set of optional events of the chroni-
cle.
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S={ (acquire (?nb), 1),
(order BN~ (nb), 7t2),
(order BNt (?nbReturned), ’t3),
(nbEzpected = nbReturned?™
(?nbReturned), 7ty),
(happy(), ?t5)
} and
T = {?tl <?t27?t2 <?t3,?t3 <?t4, Tty <?t5}
A partially instantiated chronicle c from a model C is a set of
event instances of C consistent with the temporal constraints
of C.
Example:
c={ (acquire™("nb=13),7t; = 1),
(order BN~ (?nb = 3), 7ty = 2),
(order BNT(InbReturned = 3), 7t3 = 5)
}
A fully instantiated chronicle c from a model C is a set con-
taining an instance of each event of C and which is consistent
with the temporal constraints of C.
Example:
c={ (acquire=(Tnb=3),7t1 = 1),
(order BN~ (?nb = 3), 7ty = 2),
(order BN T (?nbReturned = 3), 73 = 5),
(nbExpected = nbReturned?~
("nbReturned = 3), 74 = 7),
y (happy(), 7ts = 8)

4.2 Extension of the formalism of chronicles

In this section, we extend the previous definitions and define
the concept of distributed chronicle.

Event We first enrich the notion of event, in order to al-
low some events of a chronicle to trigger a global diagnosis
stage without having to wait for the full recognition of this
chronicle.

A brokering event is an event triggering the global diagnoser
via a push call without a full recognition of the chronicle.

An event of a distributed chronicle is a tuple (F,t,b) rep-
resenting an event enriched with a boolean b denoting if the
event is a brokering event (bro) or not (—=bro).

Synchronization point Then, we extend the formalism of
chronicles, adding the synchronization elements themselves.

The set of chronicle variables of C is the set of non temporal
variables that belong to the events of this chronicle.

A synchronization variable is a pair (var, bool) where var is
a chronicle variable and bool a boolean denoting the variable
status inside a given chronicle model: erroneous (err) or not
(—err).

Example: (?nb, —err)

A synchronization point is a tuple
(event,{vars.}, servyp.) where event is an event,
{vars.} a set of synchronization variables linked with this
event and servy,,. a type of remote service the local service
communicates with.
Example: ((order BN~ (?nb, ), 7ta, —bro),

{(?nb, —err)}, provider)
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An instance of synchronization point is a synchronization
point in which events and variables are instantiated, and
Serviype 18 instantiated as servyq, i.e. the effective address
of the remote service.
Example: ((order BN~ (nb = 3), 7ty = 2, -bro),

{(?nb, —err)}, provider = BN P)

An incoming/outgoing synchronization point is an oriented
synchronization point. Incoming stands for a serv,emote —
Servyeeq; cOmmunication, outgoing for the contrary. By ex-
tension, an incoming/outgoing infection point is an oriented
synchronization point having at least one erroneous (err)
variable in {vars.}.

Distributed chronicle Finally, we introduce several con-
cepts of distributed chronicles, endowing them with a notion
of “precaution triggering”.

Distributed chronicle: a distributed chronicle is a classical
chronicle enriched with a “synchronization” part, so that we
could merge it with chronicles from adjacent services. A dis-
tributed chronicle Cp is a tuple (S, 7, O,Z) where S is a set
of events, 7 a graph of constraints between their occurrence
dates, and O and 7 are respectively two sets of outgoing and
incoming synchronization points.
Examples: Considering the distributed chronicle of an
Eater getting all his BNs (Figure 7.a), we have Cp; =
(817 71; 017:[1)9 with

S1={ (acquire™ (nb), ?ty, -bro),
(order BN~ (7nb), ?ta, —bro),
(order BNt (?nbReturned), 7t3, —bro),
(nbEzpected = nbReturned?™

(?nbReturned), Tty, —bro),
| (happy(), ?ts, —bro)
T = {?tl <?t2, to <?t3,?t3 <?t4,?t4 <?t5}
O1 = {((order BN~ (nb), ?tq, mbro),
{(?nb, —err)}, provider)}
7, = {((order BN (?nbReturned), 7ts, —bro),
{(?nbReturned, —err)}, provider)}

acquire- acquire-

nb nb
EEE—— invokeOrderBN- ~—————

nbReturned nbReturned

invokeOrderBN-

invokeOrderBN+ invokeOrderBN+

(erroneous)

nbExpected=nbReturned?- nbExpected=nbReturned?-

happy- grumpy-

(a) (b)

Figure 7: (a) Normal chronicle of the Eater and (b) chroni-
cle of the Eater receiving an unexpected number of BNs

Considering the distributed chronicle for which BNP re-
turns a bad number of BNs (Figure 7.b), we have Cpy =
(82,72, 09, Ty), with
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Sy ={ (acquire™ (nb), ?ty, —bro),
(order BN~ (?nb), 7ta, —bro),
(order BNt (?nbReturned), ?t3, —bro),
(nbEzpected = nbReturned? ™
(?nbReturned), 7ty, —bro),
(grumpy(), ?t5a b’/‘O)
}
7—2 = {?tl <?t2,?t2 <?t3,?t3 <?t4, ?t4 <?t5}
Oy = {((order BN~ (nb), ?ta, -bro),
{(?nb, —err)}, provider)}
Z> = {((order BNt (?nbReturned), ?t3, —bro),
{(?nbReturned, err)}, provider)}

Colored distributed chronicle: by extension, a colored dis-
tributed chronicle Cp¢ is a tuple (S,7,0,Z,K) where K
is a “color”. K represents the degree of importance of the
chronicle. Using three colors (green, orange and red), we
can imagine a simple strategy.

e A “normal” execution will be represented by a green
chronicle which, even fully recognized, will not trigger
the global diagnoser. The chronicle on Figure 7.a could
be a green one. Those chronicles will be used by the bro-
ker during stages of information gleaning, when there is a
need to account for the normal execution of one service.

e An “abnormal” execution will be represented by an or-
ange chronicle which will have to be fully recognized to
trigger the broker. The chronicle on Figure 7.b could be
an orange one.

e A particularly risky execution will be represented by a red
chronicle which will trigger the broker when only n% rec-
ognized, unless a brokering event occurs before.

S Computation of the distributed diagnosis

As mentioned in section 2, the computation of the global
diagnosis relies on local diagnosers, one per service, and on
a global diagnoser merging the local diagnoses (Figure 1).

5.1 Local diagnoser

Several information are required by the local diagnoser to
operate: first, a base of chronicles covering all the possible
execution cases of the service, as explained in the previous
section; then, an event log fed in real time (flow of events)
and allowing the chronicle recognition system to instantiate
the chronicle models previously created; last, an evaluator
that polls the evolution of the chronicles inside the chronicle
recognition system, so that it can trigger the global diagnoser
if needed (see section 5.2). The evaluator can also be used
by the global diagnoser to prune chronicles that are incon-
sistent with the global diagnosis. This allows to refine the
local diagnosis thanks to global information.

The general framework of a local diagnoser is illustrated
in Figure 8.a. The local diagnosers are based on a chroni-
cle recognition system called CRS, developed by Dousson
(Dousson 1994).

5.2 Global diagnoser: the broker

The global diagnoser (see Figure 8.b), also called broker, is
in charge of synchronizing the local diagnoses. One can note
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Figure 8: Working of the (a) local and (b) global diagnosers

two operating modes between local and global diagnosers:
e the push or event-based mode,
e the pull or query-based mode.

Those modes are jointly used to merge local diagnoses in
order to compute a global diagnosis of the studied system.
The push mode is used by local diagnosers to trigger a
global diagnosis stage or to inform the broker of important
events when a global diagnosis stage is already running. The
distributed chronicles that may trigger the broker are:

e anon-green chronicle when fully recognized,
e ared chronicle when recognized at n%,

e a chronicle in which a brokering event has been recog-
nized.

The pull mode is used by the broker to ask the local di-
agnosers for additional information, and merge their diag-
noses.

The global diagnoser, triggered by a push call from a local
diagnoser, will then issue a series of pull calls. Nevertheless,
it can take advantage of opportune push calls to refine its
diagnosis. In order to enforce the update of its information,
the broker can also use a kind of polling to question regularly
the services contained in the set .S’ of services concerned by
the execution.

A meta-algorithm describing the information update op-
eration of the global diagnoser is given in Figure 9. This
meta-algorithm could be improved, especially by taking into
account synchronous services for which call and return syn-
chronization points could be dealt conjointly.

5.3 Computation of the global diagnosis

The diagnosis merging algorithm is currently being imple-
mented and will be validated on the BN example, presented
in section 3. The principle of this algorithm is presented on
a simple example, not taking into account the triggering pol-
icy we presented before, but self-explanatory enough. This
example is extracted from the BN example, Figure 10 illus-
trates the considered services and synchronization variables.
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/* on the broker */

/Iset of services taking part in the choreography

S=0

/Isync constraints known by the broker

Cyiop =0

/lcall of the broker by a service s

procedure broker::push (service s) {
S=SuU{s}
broker::pull(s)

/Iquery of a service s by the broker
procedure broker::pull (service s) {
ask s for the merged constraints c of the candidate
chronicles on its sync points P
update Cyyop thanks to ¢
foreach sync point p from P do
if ¢ modified the knowledge on p then
¢, = known constraints on p sync vars
s, = partner service linked with s by p
¢ = s,..service::pruneChronicles(c;.)
update Cy;op thanks to ¢/
broker::push(s;-)
fi
done
}
/* on the services */
//murder of chronicles not verifying ¢
procedure service::pruneChronicles (constraints c) {
kill chronicle instances not verifying ¢
compute constraints ¢’ on the sync vars
return ¢/

Figure 9: Algorithm of information update for the broker

On the Eater service, we consider three chronicles (see Ta-
ble 1). The first one represents the ideal execution case, the
second one represents the dataAcquisitionError, the third
one represents an external error resulting in a wrong num-
ber of supplied BNs.

On the BNP, we also consider three chronicles. The first
one is the ideal case, the second one is the case when BNP
receives an erroneous request and returns the requested num-
ber of BNs, the third one represents an external error pre-
venting BNP from receiving all the BNs he ordered.

On the BN at last, there are two chronicles. The first one
is the ideal case, the second one represents an emptyCom-
puterStock.

In order to restrain the number of calls to the broker, we
consider that the algorithm already provides the conjunction
of synchronization points in the case of synchronous ser-
vices. Thus, the broker will execute the pruneChronicles()
method only once instead of twice.

At the beginning of the execution, all the chronicles are
candidate. Let us assume that the Eater calls the broker
after having recognized two local chronicles that have the
same signature (sequence of events), dataAcqErr and ex-
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?serviceln
Eater

A
?serviceOut
Eater

(b)

Figure 10: Abstract workflow and synchronization variables
of (a) the Eater, (b) the BNP and (c¢) the BN1

tErr. There are two candidate chronicles on this service:
o dataAcqErr with Tnb being err and ?nbRet being err,
e extErr with 7nb being —err and 7nbRet being err.

In those two chronicles, one can note that ?nbRet is err
whereas nothing can be said about ?nb. In order to differ-
entiate those chronicles, the broker queries BNP, the partner
service that shared ?nb and ?nbRet with the Eater. 7nb and
?nbRet on the Eater correspond respectively to ?serviceln
and 7serviceOut on BNP. Then, the broker asks BNP for
its recognized chronicles having an err ?serviceOut and
an indifferently err or —err ?servicelIn. Two chronicles
are candidate:

o fiwdErr with ?serviceOut being err, 7serviceln being
err and Tanswer being —err,

o extErr with 7serviceOut being err, ?serviceln being
—err and 7Tanswer being err.

Here again, the broker interrogates the partner service of
BNP that transmitted the ?answer variable, i.e. BNI.
Chronicles fwdErr and extErr having an Tanswer indiffer-
ently err or —err, the broker asks BN1 for its recognized
chronicles having a ?serviceOut indifferently err or —err.
Assuming BN1 answers that emptyCptStock has been recog-
nized, the broker has enough information to refine the local
diagnoses of services BNP and Eater.

Chronicle emptyCptStock on BNI1 having an err
?serviceOut, only chronicles with an err Tanswer (i.e. ex-
tErr) are kept on BNP. So, we know exactly what happened
on BNP (—err 7servicelIn and err 7serviceOut). By prop-
agating these information to the Eater, chronicle dataAcqErr
is killed and only extErr is kept. We know exactly what hap-
pened on the Eater.

Finally, thanks to the err status of ?serviceOut in the



DX-07, Nashville, TN, USA

Eater
Variable | Partner || Ideal case | dataAcqErr | extErr
nb BNP —err err —err
nbRet | BNP —err err err
BNP
Variable Partner || Ideal case | fwdErr | extErr
?serviceln FEater —err err —err
Tanswer BN1 —err —err err
?serviceOut | Fater —err err err
BN1
Variable Partner || Ideal case | emptyCptStock
7serviceln BNP —err —err
?serviceOut | BNP —err err

Table 1: Chronicles for Eater, BNP and BN1, with synchro-
nization variables status

chronicle recognized on BN 1, the broker is able to refine the
local diagnoses of BNP, first, and of the Eater, then. At the
end of the global diagnosis process, we know that neither
the Eater nor the BNP committed errors.

6 Related work and discussion

Within the context of the supervision of dynamic systems,
many works use the formalism of chronicles (Cordier &
Dousson 2000; Cordier et al. 1998; Dojat et al. 1998;
Quiniou ef al. 2001; Aguilar et al. 1994). Nevertheless, few
deal with using chronicles in a distributed context. The ap-
proach presented in (Boufaied et al. 2004) focuses on tem-
poral aspects and proposes a distributed checking of tem-
poral constraints (by introducing both local and global tem-
poral constraints). In (Guerraz & Dousson 2004), the au-
thors study the problem of acquiring chronicles from the
fault model of a system, described with Petri nets. They use
a method based on unfolding Petri nets. The formalism of
chronicles is enriched with pre- and post-conditions on the
current system state, and the recognition algorithm modified
consequently. However, to our knowledge, nobody directly
worked on the use of distributed chronicles, in particular on
the integration of synchronization constraints between com-
ponents inside the formalism and on the adaptation of the
corresponding algorithm, as we propose in this article.

The way we approach the problem of monitoring dy-
namic systems from a distributed-chronicle-based model-
ing of the system may be compared with works dealing
with distributed approaches of monitoring discrete-event
systems, such as (Baroni er al. 2000; Debouk et al. 2000;
Aghasaryan et al. 1998; Jiroveanu & Boél 2005; Pencolé
& Cordier 2005; Roos et al. 2002; Provan 2002). In each
of those works, local diagnoses computed by the different
components of the system are synchronized in order to com-
pute a diagnosis taking into account the constraints between
components. For instance, the approach of (Aghasaryan et
al. 1998) is not so far away from ours, as they fit parts to-
gether to build the system diagnosis, like in a puzzle. Those
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parts, called tiles, are labelled by alarms and represent pieces
of trajectories. The main difference between the two ap-
proaches, apart from the Petri-net-based formalism they use,
is that theirs is fully distributed and uses communications
between local components to do the computations, without
any supervisor. In our decentralized case, a supervisor is in
charge of fitting local chronicles together after having syn-
chronized them, so that a global chronicle could be built.

(Grosclaude 2004) is also interested in software compo-
nents monitoring. The components of the system are de-
scribed by Petri nets and each component is associated with
a local controller that monitors the evolution of this compo-
nent, observing the messages exchanged between the com-
ponent and its neighbors.

Concerning web services monitoring, we can cite (Yan et
al. 2005), the objective of which is to acquire a model as au-
tomata that will permit to monitor components thanks to the
BPEL description of their process. Closer to us, (Lazovik et
al. 2003) proposes to use planning tools to allow the user
to express his requests thanks to a high-level language and
to control the execution of his plans by interlacing execu-
tion and plan update. The authors of (Baresi et al. 2004)
are interested in checking on line the consistency between
what a web service should do, called a contract, and its ef-
fective execution. Contracts are expressed as constraints in
a constraint-oriented language, and integrated in the BPEL
files under the shape of annotations. Then, monitors, im-
plemented as web services, observe the behavior of the web
services and are capable of detecting timeout problems or
functional errors. In (Barbon et al. 2006), a quite similar
approach relies on a monitoring of plans to monitor requests
and uses the KPLTL temporal logic in order to express the
specifications that have to be respected.

As a matter of fact, the decentralized architecture we
propose is totally coherent with the approach proposed in
(Ardissono et al. 2005). This approach is also linked with
the WS-DIAMOND project. Here, each web service is
equipped with a local diagnoser generating hypotheses that
are consistent with the local model and the observations.
A supervisor merges local diagnoses to compute a global
one, by propagating hypotheses from a local diagnoser to its
neighbors. The main difference is that they rely on a static
diagnosis approach: using dependencies between state vari-
ables, their approach consists of explaining the alarms that
arise at a given time. In our case, we monitor the behavior of
the components as it evolves. This allows, on the one hand,
to identify problems related to alarm firing and, on the other
hand, to forestall a potential problem and avoid its occur-
rence. This vision also allows us to consider a monitoring of
the quality of service offered by the different web services.

7 Conclusion

We showed, in this article, how to extend the formalism
of chronicles to decentralized diagnosis. In particular, the
introduction of “synchronization points” allows the global
diagnoser to merge local diagnoses. Our goal, in short, is
to test our approach on a more realistic example, the e-
shopping one, adopted by most of WS-DIAMOND partners.
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A classical problem, using chronicle-based methods, is
the chronicle acquisition. For the BN example, we built
chronicles ourselves from the workflows of the different ser-
vices. The idea was to build “maximal” chronicles, which
means we included all the occurring events inside. It would
be worthwhile, taking inspiration from (Guerraz & Dousson
2004; Yan et al. 2005), to build chronicles from workflows
automatically and, in order to simplify the resulting chroni-
cles, to write chronicle minimization algorithms, algorithms
that would keep discriminating events only.
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Abstract

Almost all approaches to model-based diagnosis
presume that the system being diagnosed behaves
non-intermittently and analyze this behavior over
a small number (often one) of time instants. In
this paper we show how existing approaches to
model-based diagnosis can be extended to diag-
nose intermittent failures as they manifest them-
selves over numbers of time instants. In addition,
we show where to insert probe points to best distin-
guish among the intermittent faults those that best
explain the symptoms and isolate the fault in mini-
mum expected cost.

1 Introduction

Experience with diagnosis of automotive systems and repro-
graphic machines [Fromherz et al., 2003] shows that inter-
mittent faults are among the most challenging kinds of faults
to isolate. Such systems raise many modeling complexities,
so we present our approach to isolating intermittent faults in
the context of logic systems. For benchmarks, we draw on the
circuits in [Brglez and Fujiwara, 1985].

The notion of intermittency is a hard-to-define concept, so
we first describe it intuitively before defining it more for-
mally. A system consists of a set of components. A faulty
component is one which is physically degraded such that it
will not always function correctly. For example, a faulted re-
sistor may no longer conduct the expected current when a
specified voltage is applied across it. A worn roller in a printer
may no longer be able to grip the paper consistently thereby
causing intermittent paper jams. In the case of a worn roller, it
usually operates correctly but will infrequently slip and cause
a paper jam. We therefore associate two probabilities with
each component: (1) the probability that the actual compo-
nent deviates from its design such that it may exhibit a mal-
function, and (2) the conditional probability that the faulted
component malfunctions when observed. For example, the
probability of a roller being worn might be 10~> while the
probability of a worn roller actually malfunctioning might be
.01.

We do not model the dynamic behavior of a system over
the time. Instead, the system is viewed in a sequence of ob-
servation events. For example, a piece of paper is fed into a
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printer, it may be observed to jam. A test-vector is applied to
a combinational digital circuit and its output signals subse-
quently observed.

Definition 1 An intermittently faulted component is one
whose output(s) are not a function of its inputs.

Intermittency can arise from at least two sources. If the
system can be modeled at a more detailed level, apparent in-
termittency can disappear. For example, two wires may be
shorted, making it look like a gate is intermittent, when in
fact there is an unmodeled and unwanted connection. The sec-
ond type of intermittency arises from some stochastic phys-
ical process which is intermittent at any level of detail. This
paper focuses on this second type of intermittency.

Diagnosis of intermittent faults is a broad challenge. In this
paper we make the following presuppositions:

e The device contains only one intermittent fault.

e No non-intermittent fault. Components have determinis-
tic outputs.

e One observed variable per time instant.
e All inputs are always known, but may change over time.

e Diagnosis starts with an observation in which a faulty
output is observed.

e No memory or energy storage components.
e No measurement error.

None of these limitations present a fundamental obstacle to
our model-based approach, but are topics for future research.

2 GDE probability framework

This basic framework is described in [de Kleer and Williams,
1987; de Kleer et al., 1992].

Definition 2 A system is a triple (SD, COMPS, OBS) where:

1. SD, the system description, is a set of first-order sen-
tences.

2. COMPS, the system components, is a finite set of con-
stants.

3. OBS, a set of observations, is a set of first-order sen-
tences.
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Definition 3 Given two sets of components C'p and Cn de-
fine D(C'p, Cn) to be the conjunction:

[/\ AB(C)] A [ A ﬁAB(c)}.

ceCp ceCn

Where AB(x) represents that the component x is ABnormal
(faulted).

A diagnosis is a sentence describing one possible state of
the system, where this state is an assignment of the status
normal or abnormal to each system component.

Definition 4 Let A CCOMPS. A diagnosis  for
(SD,COMPS,0BS) is D(A,COMPS — A) such that
the following is satisfiable:

SDUOBS U{D(A,COMPS — A)}

Definition 5 An AB-literal is AB(c) or ~AB(c) for some c
€ COMPS.

Definition 6 An AB-clause is a disjunction of AB-literals
containing no complementary pair of AB-literals.

Definition 7 A conflict of (SD,COMPS,0OBS) is an AB-
clause entailed by SD U OBS.
2.1 Representing time

Time is expressed easily in the preceding formalism. For ex-
ample, the model of an inverter is often written as:

INVERTER(z) —
[ﬂAB(x) — [in(z,t) = 0 = out(z,t) = 1]}.

When ambiguous this paper represents the value v of variable
x at time ¢ as T'(z = v, t). Time is a sequence of instants ¢,
t1, ... The probability of X at time ¢ is represented as p;(X).

2.2 Updating diagnosis probabilities

Components are assumed to fail independently. Therefore,
the prior probability a particular diagnosis D(Cp, Cn) is cor-

rect is:
(D) = ] p(e) T] (2 - ple)). ()
ceCy, ceCy,

where p(c) is the prior probability that component c is faulted.
The posterior probability of a diagnosis D after an obser-
vation that x has value v at time ¢ is given by Bayes Rule:
_ pi(z =v[D)pi1(D)
pe(z =)

pt(D|z = v)) )
pi—1(D) is determined by the preceding measurements and
prior probabilities of failure. The denominator p;(z = v) is a
normalizing term that is identical for all p(D) and thus needs
not be computed directly. The only term remaining to be eval-
uated in the equation is p;(z = v|D) :

pe(x =v|D) =0if D,SD,0BS, T(x = v,t) are inconsistent,

else,

pi(x =v|D) = 1if T(x = v,t) follows from D,SD,0BS
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If neither holds,
pe(r; = vg|D) = €. 3)

Various e-policies are possible [de Kleer, 2006] and a differ-
ent € can be chosen for each variable z; and value vy. Typ-
ically, €, = % This corresponds to the intuition that if x
ranges over m possible values, then each possible value is
equally likely. In digital circuits m = 2 and thus € = .5.

In the conventional framework, observations that differ
with predictions yield conflicts, which are then used to com-
pute diagnoses. Consider the simple adder digital circuit of
Figure 1. Suppose all the inputs to the circuit are 0, and ¢, is
measured to be 1. This yields one minimal conflict:

AB(Al) v AB(A2) v AB(O1).
And the singlefault diagnoses will thus be: D({O1},

{A1,42,X1,X2}), D({A1},{O1, A2, X1,X2}), and
D({A2},{A1,01, X1, X2}).

q
O Ci — - A\
ol | )
%

y

Figure 1: Full adder. This circuit computes the binary sum of
¢; (carry in), a and b; q is the least significant bit of the result
and ¢, (carry out) the high order bit.

3 Extensions to the conventional framework
to support intermittent faults

In the conventional framework, p(c) is the prior probability
that component c is faulted. In the new framework, two prob-
abilities are associated with each component: (1) p(c) repre-
sents the prior probability that a component is intermittently
faulted, and (2) g(c) represents the conditional probability
that component c is behaving correctly when it is faulted.

In the intermittent case, the same sequential diagnosis
model and Bayes rule update applies. However, a more so-
phisticated e-policy is needed. Note that an e-policy applies
only when a particular diagnosis neither predicts x; = v nor
is inconsistent with it. Consider the case where there is only
a singlefault. As we assume all inputs are given, the only rea-
son that a diagnosis could not predict a value for z; is when
the faulted component causally affects ;. Consider the sin-
glefault diagnosis D({c}, COMPS — {c}). If ¢ is faulted,
then g(c) is the probability that it is producing a correct out-
put. There are only two possible cases: (1) ¢ is outputting a
correct value with probability g(c), (2) c is outputting a faulty
value with probability 1 — g(c). Therefore, if z; = vy, follows
from D({}, COMPS), SD,OBS and ignoring conflicts:

pi(z; = vi|D({c}, COMPS — {c})) = g(c).
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Otherwise,
pe(x; = vg|D({c}, COMPS —{c})) =1 —g(c).

These two e equations are equivalent to (no need to ignore
conflicts): p;(z; = vi|D) =

g(c) ifD,o(c),0OBS,SD F T (z; = v, t)
+
1—g(c)if D,o(c),OBS,SD + T(x; = vy, t)

Here, (D represents D({c}, COMPS — {c})), o(c) is the
correct model for component ¢, and 6(¢) the incorrect (output
negated) model.

For example, observing ¢, = 1 in Figure 1 results 3 sin-
glefaults: {[O1], [A1], [A2]}. (Purely for brevity, in the rest
of the paper we notate D({c}, COMPS — {c})) by [c].)
If all components are equally likely to fail a priori, then
p([A1]), p([A2]),p([O1]) = %. Suppose we observe co = 0
next. In the conventional framework this has no consequence,
as the observation is the same as the prediction. However, in
the intermittent case, such ‘good’ observations provide sig-
nificant diagnostic information. Table 1 illustrates the results
if ¢, is first observed to be faulty, g(c) = .9 for all compo-
nents, O1 is the actual fault, and y is observed continuously.
As sampling continues, p([A1]) will continue to drop. An in-
telligent probing strategy would switch to observing x at time
4. As y is insensitive to any error at [O1], no erroneous value
would ever be observed.

It is important to note that the singlefault assumption does
not require an additional inference rule. The Bayes rule up-
date equation does all the necessary work. For example, when
¢, = 1 is observed, the singlefault diagnoses [X1] and [X 2]
both predict ¢, = 0 and thus are both eliminated from consid-
eration by the update equation. As an implementation detail,
singlefaults can be computed efficiently as the intersection of
all conflicts found in all the samples.

4 A simplistic probing strategy for singlefaults

Consider the example of Figure 1 and Table 3. Repeatedly
measuring ¥y = 0 will monotonically drive down the posterior
probability of A1 being faulted. Choosing probes which drive
down the posterior probability of component faults is at the
heart of effective isolation of intermittent faults.

Table 1 suggests a very simple probing strategy from which
we can compute an upper bound on the expected number of
samples needed to isolate the intermittent component. The
simplest strategy is to pick the lowest posterior probability
component and repeatedly measure its output until either a
fault is observed or its posterior probability drops below some
desired threshold.

The number of samples needed depends on the acceptable
misdiagnosis threshold e. Diagnosis stops when one diagno-
sis has been found with posterior probability p > 1 — e. To
compute the upper bound we: (1) we take no advantage of
the internal structure of the circuit; (2) we presume that every
measurement can exonerate only one component; (3) we are
maximally unlucky and never witness another incorrect out-
put.
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Table 1: Probabilities of component failure over time. Row
0 are the prior probabilities of the components intermittently
failing, row 1 are the probabilities conditioned on knowing
the system has a fault, and row 2 are the probabilities condi-
tioned on ¢, = 1 and so on.

(7] AI[ A2[ OI] XI| X2[ obs|
0[10P[10 P [10P[10 P [10 ™
1 T T T T T
5 5 5 5 5
2 1 1 1 0 0[c=1
3 0310 | 0.345 | 0.345 0 0] y=0
4| 0288 0.356 | 0.356 0 0] y=0
5 | 0.267 | 0.366 | 0.366 0 0] y=0
6 | 0.247 | 0.376 | 0.376 0 0] y=0
7 [ 0.228 | 0.336 | 0.386 0 0] y=0
8 | 0.209 | 0.395 | 0.395 0 0] y=0
9 | 0.192 | 0.403 | 0.403 0 0] y=0
10 | 0.177 | 0.411 | 0.411 0 0] y=0
11 | 0.162 | 0.419 | 0.419 0 0] y=0
12 | 0.148 | 0.426 | 0.426 0 0] y=0

Let n be the number of components ¢;, p1([¢;]) derived
from the priors, and o; the number of samples of the output
of ¢;. To shorten the mathematics we write Bayes rule as:

pi([ei]) = api(z = vl[ei])pi-1([ei]),
where, « is chosen such that the posterior probabilities sum
to 1. Notice that p;(z = v|[¢;]) = g(c;) when the output of
component ¢; is observed. After ¢t samples:
pe([ei]) = ag(ei)”pi([eil),

where,

and,

a===———-——.
3g(ci)?pi([eil)

Splitting the misdiagnosis threshold evenly across all compo-

nents, we want to pick o; such that:

. e
ag(c;)%pi(e) < o
‘We need to solve for o; in:
gc)”pilel) _ e
a n’
If the o; are sufficiently large, then « = 1 so we can solve for
0; in:
. €
gle)*mllel) =

_ loge —logn —log pi([ei])

i

log g(ci)
In the case of the full adder example all priors are equal, g =
.9, and e = .1. Hence, a worst case strategy is to measure

each point 22 times. As there are only 4 informative probe
points, the upper bound on expected cost is 88.
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5 Learning g(c)

Although the prior probability of component failure can be
estimated by the manufacturer or previous experience with
that component in similar systems, g(c) typically varies
widely. Therefore, we try to learn the g(c) over the diagnos-
tic session instead of initially presuming it has some spectific
value.

Estimating g(c) requires significant additional machinery
which we only describe in the singlefault case. We estimate
g(c) by counting the number of samples ¢ is observed to be
functioning correctly or incorrectly. We define G(c) to be the
number of times ¢ has been observed working correctly, and
B(c) as the number of times ¢ has been observed working
incorrectly. Corroboratory measurements which ¢ cannot in-
fluence are ignored (conflicting measurements exonerate any
component which cannot influence it, in which case g(c) is
no longer relevant). We estimate g(c):

__ G(o
9= GO+ B

The situations in which ¢ is working incorrectly are
straightforward to detect — they are simply the situations in
which the Bayes update equation utilizes p;(z; = vg|D) =
1 — g(c). The cases in which ¢ is working correctly requires
additional inferential machinery. Consider again the exam-
ple of Figure 1 where all the inputs are 0, and the expected
¢, = 0 is observed. Or-gate O1 cannot be behaving improp-
erly because its inputs are both 0, and its observed output is
0. And-gate Al cannot be behaving improperly because its
inputs are both 0, and its output must be 0, as O1 is behaving
correctly and its output was observed to be 0. Analogously,
and-gate A2 cannot be faulted. However, we have no evi-
dence as to whether X1 is behaving improperly or not, be-
cause if X'1 were behaving improperly, its output would be 1,
but that cannot affect the observation because and-gate A2’s
other input is 0. X2 cannot causally affect ¢,. To summarize,
if we observe ¢, = 0 at an instant in which all the inputs are
0, we have learned that A1, A2 and O1 cannot be misbehav-
ing alone, and we learn nothing about the faultedness of X1
and X2. Hence, G(Al), G(A2) and G(O1) are incremented.
All other counters are left unchanged. As a consequence of
observing ¢, = 0, the G(A1), G(A2), and G(O1) is incre-
mented. The net consequence will be that the diagnostician
may have to take (slightly) more samples to eliminate Al,

A2 or O1 as faulted.
Z
o)y

Figure 2: A three component circuit that computes the con-
junction of its inputs.

0

O
O

Y'Y 5

0 B

Consider the example of Figure 2. At ¢ = 0, the inputs
are both 0, and the output is observed to be z = 0. Neither
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the singlefault A nor B can influence z = 0, therefore the
counters for A and B are left unchanged. However, C' can
influence the output and therefore G(C') is incremented.

More formally, in response to an observation z; = vy,
G(c) is incremented if a different value for x; logically fol-
lows from the negated model 6(c); ¢ causally influences the
observation and G(C) is incremented.

6 HTMS implementation considerations

The approach has been fully implemented on GDE/HTMS
architecture [de Kleer and Williams, 1987; de Kleer, 1992].
Section 10 reports the performance of the approach on vari-
ous benchmarks.

The Bayes rule update equation requires two repeated
checks:

D,o(c),OBS,SD - T(x; = v, t),
D,o(c),OBS,SD - T(x; = v, t).

In the GDE approach each conflict is represented by a posi-
tive clause of ATMS assumptions corresponding to the AB-
literals. Unfortunately, this representation of conflicts makes
it difficult to evaluate these two checks through efficient
ATMS operations. The full adder example illustrates the
problem very simply (all inputs 0, ¢, = 1 observed once).
If the conflict,

AB(A1) vV AB(A2) vV AB(O1),

were represented directly as an ATMS clause, then no value
for ¢, could be inferred at any later samples. If the g(c)’s
were different for the 3 gates it can be useful to measure c,,.
In our implementation, every GDE conflict is represented as
an ATMS clause which includes the time instant(s) at which
it was noticed. The conflict for Figure 1 is represented:

(t #2)V AB(A1) V AB(A2) v AB(O1).

The Bayes rule update checks are performed within the
ATMS which respects the time assumptions.

For the purpose of generating candidates these time as-
sumptions are invisible to GDE. The Bayes rule checks are
performed within the ATMS which respects the time assump-
tions. In this way, the same efficient GDE/Sherlock mech-
anisms can be exploited for diagnosing intermittent faults.
Hence, the ATMS representation of a conflict specifies that
at least one of its A B-literals indicates a component which is
producing a faulty output at time instant ¢.

Likewise every inference includes a time assumption. GDE
represents prime implicates of the form:

(t#1i)VAB(c;)V---VAB(cy) Vo =,
as:
<x =, {{(t = i), ﬁAB(Cl), RN —\AB(Cn)}}>.

The update tests required by both Bayes rule update and the
checks to decide whether G(c) should be incremented can
often be signficantly sped up. Consider the case where there
is only one prime implicate of this form (except for the time
assumption) for x = v. Given that there is no smaller set of
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—AB’s which support £ = v, and that an AB component
necessarily behaves incorrectly under its 1 — g case, it must
be the situation that if © = v then any AB changed from
negative to positive will result in z # v. In our example, there
is exactly one prime implicate which supports ¢, = 0:

(t = 0)V AB(A1) V AB(A2) V AB(O1) V ¢, = 0.

Therefore, the singlefaults [O1], [A1] and [A2] cannot explain
the observation. When there is more than one such prime im-
plicate, we must intersect all the antecedent AB sets. This is
similar to a Clark-completion inference [Clark, 1978].

Consider the example of Figure 2 where z = 0 is observed.
GDE finds two prime implicates which support z = 0 (writ-
ten here as implications):

(t=0)A-AB(A)A—-AB(C) — 2=0
(t=0)AN-AB(B)AN—-AB(C) - z=0
Under the singlefault assumption, the intersection of an-

tecedents of the implications must be behaving correctly.
Therefore, G(C') is incremented.

7 Diagnostic cost

The expected cost of isolating a fault in a system is
E¢p(f)e(f) where p(f) is the probability of each fault and
¢(f) is the cost of isolating f. ¢(f) depends on the probing
strategy utilized.

Consider the very simple two buffer sequence of Figure 3.
Assume A and B are equally likely to faultand g = .9. As we

I A B D
o—>—>—o0

Figure 3: Two buffers in sequence. One is intermittent.

assume the input is given, and that a faulty observation was
observed, there is only one measurement point, the output of
A that can provide any useful information.

In this simple case there is no choice of measurement point.
First, consider the case where B is intermittent. The output of
A will always be correct. Following the same line of develop-
ment as Section 4 after n measurements:

g

n Al) = )

pnt1([4]) pr
1

n

nt1([B]) = .

Pnt1([B]) ]

To achieve the probability of misdiagnosis to be less than e:
1

9" +1

Solving:
log(l —e) —loge
n = — .

log g
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Ase~0:
_log(1—e)

~ logg
With ¢ = .9 and e = .01, n = 43.7. Now consider the case
where A is faulted. Until the fault is manifest, A will be out-
putting a good value and the results will look the same as the
case where B is faulted. Roughly, the fault will be manifest
in,

1 p—

2-2g
samples. Thus, the expected cost of diagnosing Figure 3 is
roughly 24.1. Our algorithm obtains a similar result. Again
we see that it is considerably more expensive to isolate inter-
mittents further from the input(s).

4.5,

8 Probing strategy

To successfully isolate the faulty intermittent component,
the diagnoser must propose measurements. In conventional
model-based diagnosis, (following the myopic strategy) the
best probe to make next is the one which minimizes,

H=- p(D) log p(D). “)
DeDIAGNOSES

Even though the definition of p(c¢) is different than in con-
ventional model-based diagnosis, we still want to probe those
variables which maximize the likelihood of distinguishing be-
tween the possible intermittent faults. The goal is the same —
to lower the posterior probability of failure for all but one of
the components. A myopic minimum entropy approach will
guide probing to this goal. As we are only considering single-
faults, we seek to minimize:

80
70 A
60 -
50

40

30 /

20

10

0 /\ T T T T T T T T

1 2 3 4 5 6 7 8 9 10
Number of buffers

Cost

Figure 4: Expected cost of isolating an intermittent buffer in
arow of n.

Figure 4 plots expected cost of isolating a single intermit-
tent buffer in a sequence of buffers using the minimum en-
tropy strategy. The graph illustrates that, as is the case in the
non-intermittents, groups of components are simultaneously
exonerated so that the diagnostic cost grows roughly logarith-
mic with circuit size. Note that the minimum entropy strategy
is much better than the simple approach of Section 4.
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Table 2: Result of probing strategy, with A1 failing at g = .9.
The final column is the entropy of the distribution, a measure
of how closely the correct diagnosis has been isolated.

[ i Al[ A2] O [XI[X2[obs| E|
21 0.40 | 0.20 | 0.40 0 0| x=0 1 1.52
31025 | 0.25 | 0.50 0 0| y=0| 1.50
41 0.27 | 0.18 | 0.55 0 0| x=0] 1.44
51 0.20 | 0.20 | 0.60 0 0] y=0] 137
6| 021 | 0.16 | 0.63 0 0] x=0] 1.31
71017 | 0.17 | 0.67 0 0]y=0]1.25
81| 0.17 | 0.14 | 0.69 0 0] x=01 1.20
91014 | 0.14 | 0.71 0 0]y=0]1.15
10 | 0.15 | 0.12 | 0.73 0 0| x=0] 1.11
11 [ 1.00 0 0] 0] 0]y=l 0

If inputs vary, a slightly different approach is needed. It
is computationally impractical to find the variable to mea-
sure next which provides the maximum expected information
gain over all possible system inputs. Instead, we employ a
heuristic to ensure measuring the best variable which is di-
rectly adjacent to some remaining suspect component. This
avoids the possible suboptimal situation where the particu-
lar new inputs make the proposed measurement insensitive to
any of the faults (e.g., suppose the symptomatic value propa-
gated through a known good and-gate, and if the other input
of this and-gate were 1 when the fault was first observed and
was 0 in later inputs, measuring the output of that and gate
would be useless for those input vectors, and it would take a
many samples to isolate the faulty component).

9 Extended example of probing

We simulate the intermittent fault by injecting an incorrect
value at times sampled from a lognormal distribution with
mean of .9.

Table 2 presents the sequence of probes to isolate a fault
in Al. Al’s fault is manifest at ¢ = 11. Notice that failing
components closer to the input are easier to isolate as there
are fewer confounding effects of intermediate components
through which the signals must propagate before reaching a
suspect component.

Table 4 presents the sequence of probes to isolate a fault in
O1. This example illustrates the challenge in isolating faulty
components further from the inputs. Although O1 can never
be identified as failing with probability 1, the table shows that
repeated observations drive O1’s probability asymptotically
to 1.

10 Benchmarks

This section presents results of our algorithm on some stan-
dard benchmarks in model-based diagnosis. Our examples
are drawn from a widely available combinatorial logic test
suite from ISCAS-85 [Brglez and Fujiwara, 1985]. The acid
test of performance is how many samples are required to iso-
late the faulty intermittent component.
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Table 3: The first column is the ISCAS-85 circuit name. The
second column is the number of distinct gates of the circuit.
The remaining two columns are computed by hypothesiz-
ing each faulty component with a 1 switched to 0, and a 0
switched to a 1. For each fault, a single (constant) test-vector
is found which gives rise to an observable symptom for one
of the outputs. For each row, for each component, two simu-
lations are performed. The next column is the average num-
ber probes needed to isolate the faulty non-intermittent com-
ponent. The final column is the average number of probes
needed to isolate the intermittent component with misdiagno-
sis p < 1 — e with e = .1. The intermittent fault is manifest
by sampling from a lognormal distribution with mean .9.

[ circuit [[ components | noni-cost [ i cost

cl7 6 2.7 36
c432 160 5.5 92
c499 201 53 446
c880 384 5.2 114

c1355 546 6.9 554

Table 4: Result of probing strategy, with O1 failing at g = .9,
(1 in 10 samples).

[ 7] Al] A2] OI[XI[X2[obs| E|
2 [ 0.400 | 0.200 | 0400 | 0] 0] x=0] 1.52
30250 | 0.250 [ 0.500 | 0| 0 |y=0 | 1.50
402730182 [ 0545 | 0] 0 |x=0]| 1.44
5 [ 0.200 | 0.200 | 0.600 | 0| 0 |y=0| 1.37
6 | 0.211 | 0.158 [ 0.632 | 0| 0 | x=0 | 1.31
7 [ 0.167 | 0.167 | 0.667 | 0| 0 |y=0|1.25
80172 [ 0.I138 [0.690 | 0| 0 |x=0 | 1.20
90143 [0.143 [0.714 | 0| 0 y=0 115
10 [0.146 [ 0.122 [ 0.732 | 0| 0 | x=0 | L.11
20 | 0.084 | 0.076 | 0.840 | 0| 0| x=0 | 0.80
40 [ 0.046 [ 0.043 [ 0.911 | 0| 0| x=0 | 0.52
50 | 0.037 | 0.036 | 0.927 | 0| 0| x=0 | 0.45
100 | 0.019 [ 0.010 [ 0.962 | 0| 0 [ x=0 | 0.27
200 | 0.010 | 0.010 [ 0.980 | 0| 0 | x=0 | 0.16
499 [0.004 [ 0.004 [ 0.992 [ 0] 0 y=0]0.07
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Table 3 lists the average cost of diagnosing circuits in the
ISCAS-85 benchmark. Not surprisingly, the number of sam-
ples needed to isolate intermittent faults scales faster than the
cost of identifying non-intermittent faults.

11 Related Work

There has been relatively little work in the model-based diag-
nosis community on intermittent faults. The approach of this
paper exploits the notion of exoneration — ruling out com-
ponents as failing when observed to be behaving correctly.
Previous work along this line is the alibi notion of [Raiman,
1990] and of corroboration in [Brown et al., 1982].

[Koren and Kohavi, 1977] converts intermittent diagnosis
tasks of combinational logic to dynamic programming. [Con-
tant ef al., 2002] presents an intermittent diagnosis approach
applicable to Discrete Event Systems.

12 Conclusion and Future Work

This paper has demonstrated that a relatively direct change
to conventional model-based diagnosis algorithms can handle
intermittent faults that previously were very hard to diagnose.
The underlying inference machinery used by most algorithms
needs no change.
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Abstract

This paper addresses the challenge of reasoning and
diagnosing digital circuits which contain either in-
tentional or unintentional cycles in the combina-
tional logic. Such cycles can lead to oscillatory be-
havior or convert what seems at first to be a com-
binational circuit into a sequential one. Such cir-
cuits often produce instant contradictions when an-
alyzed at the logical gate level. This paper presents
a temporal extension to the GDE framework which
makes it possible to analyze and successfully trou-
bleshoot such circuits.

1 Introduction

This paper addresses the challenge of reasoning and diagnos-
ing digital circuits which contain either intentional or unin-
tentional cycles in the combinational logic. Such cycles can
lead to oscillatory behavior or convert what seems at first to
be a combinational circuit into to a sequential one. Such cir-
cuits often produce instant contradictions when analyzed at
the logical gate level. This paper presents a temporal exten-
sion to the GDE framework [de Kleer and Williams, 1987;
de Kleer ef al., 1992] to represent signals over time. With
these new models its possible to analyze and successfully
troubleshoot such circuits.

The temporal analyses presented in this paper extend both
the basic GDE-style models and the connection models in [de
Kleer, 2007]. In this paper we make the following simplifying
assumptions.

e All gate delays are equal.
e Signals take no time to propagate through connections.

e Does not take advantage of non-intermittency axioms
[Raiman ef al., 1991].

2 Motivating examples

Consider the 3 inverter circuit of Figure 1. It is easy to wire
three inverters together — the system is physically realizable
and connecting the inverters in this way does not damage
them. However, using the usual model for gates described in
[de Kleer and Williams, 1987] or the extended models for
connections decribed in [de Kleer, 2007], GDE immediately
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Table 1: Outputs of the inverters of a ring oscillator after ¢
gate delays. The oscillator takes 6 gate delays to return to its
initial state, thus the output is a square wave with a period of
6 times the gate delay.

L tJojt]2]3]4]5]6]
1{1[1]0]0]0]1
1jojojo 1 |1]1
Ojof[1 |1 |1]0]0

0| w| >

detects a contradiction concluding that at least one of the
components or nodes is necessarily faulted. In fact, none of
the inverters are faulted. This is a well-known common circuit
used to generate clock signals in digital circuits [Wikipedia,
2007].

A

—o

B C
o0

Figure 1: Simple ring oscillator.

Figure 2 illustrates an SR flip-flop. Table 2 describes the
truth table for the circuit. The final line in the truth table rep-
resents two possible states the flip-flop could be in, and the
values of Q and ) depend on previous history. If the preceed-
ing inputs were S = 0 and R = 1, then @) will become 1
and ) will become 0 (corresponding to setting the flip-flop).
Symmetrically, if the inputs are flipped, the outputs will be
flipped (corresponding to resetting the flip-flop). If the inputs
change to 1’s then ) and () will retain their previous values.
The SR flip-flop is the central way static memory elements
are created in VLSI design.

Figure 3 shows a connection short which can cause unin-
tended oscillation in ¢17 from [Brglez and Fujiwara, 1985].
With the inputs as indicated, the output at O1 should be 0. If
O1 is shorted to 12, the circuit will oscillate. Modeling con-
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Figure 2: SR flip-flop. It consists of two cross-coupled NAND
gates.

Table 2: Truth table for SR flip-flop.

(E[S[Q[Q]
0[O0 11
O[T 1[0
T[o 01
T 1] 2]

nections as in [de Kleer, 2007], O1 will pull down 12 to 0,
the output of the nand gate G1 will change from 0 to 1, and
thus the output of the nand gate G5 will switch to 1. Ol is
shorted to 12, so it will now return to 1. The circuit will con-
tinue oscillating in this manner forever. When modeled with
GDE and the connection models of [de Kleer, 2007], this cir-
cuit with these inputs are completely contradictory and the
correct fault is therefore completely eliminated from consid-
eration. Many sets of design rules used in VLSI design try to
minimize such hard to isolate faults by not allowing inputs to
run adjacent to outputs.

_—

1"
,Q_{L 1
12 N1 N2 o1
N3
1 o2

GB 2

Figure 3: Short circuit causes undesired oscillation.

Figure 4 represents a common failure in CMOS which
creates an SR flip-flop unintentionally. This is hard to trou-
bleshoot because a previously simple combinational circuit
now has state.

3 Modeling Components

The conventional GDE model for an inverter is:

INVERTER(z) —
[ﬂAB(x) — [in(z,t) = 0 = out(z,t) = 1]}
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Figure 4: Short circuit which creates memory.
Modeling an inverter as having a delay, the model changes to:

INVERTER(z) —
[ﬂAB(x) — [in(x,t) = 0 = out(x,t + A) = 1]}

To accomodate connection failures, signals on wires must be
modeled at a more detailed level [de Kleer, 2007]. Each ter-
minal of a component is modeled with two variables, one
which models how the component is attempting to influence
its output (roughly analogous to current), and the other which
characterizes the result (roughly analogous to voltage). For
a correctly functioning node, these voltage-like variables are
equal. There are 5, mutually inconsistent, qualitative values
for the influence of a component on a node (we refer to these
as “drivers”).

e d(—o0) indicates a direct short to ground.

d(0) pull towards ground (i.e., 0).

d(R) presents a high (i.e., draws little current) passive
resistive load.

d(1) pull towards power (i.e., 1).

d(+400) indicates a direct short to power.

Intuitively, these 5 qualitative values describe the range of
possible current sinking/sourcing behaviors of a component
terminal. A direct short to ground can draw a large current
inflow. A direct power to ground can drive a large current
outflow.

There are three possible qualitative values for the result
variable:

e 5(0) the result is close enough to ground to be sensed as
a digital 0.

e s(x) the result is neither a 0 or 1.

e 5(1) the result is close enough to power to be sensed as
a digital 1.

With these connection models, the inverter is modeled as:

INVERTER(z) —
[—\AB(:K) —
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[s(in(z,t)) = s(0) — d(out(z,t)) = d(1)
As(in(z,t)) = s(1) — d(out(x,t)) = d(0)
Ad(in(z,t)) = d(R)

Nd(out(z,t)) = d(0) V d(out(z,t)) = d(l)]} .

Modeling the inverter to more accurately describe both tem-
poral and causal behavior:

INVERTER(z) —

[ﬂAB(x) —

[s(in(x,t)) = s(0) — d(out(z,t + A)) =d(1)
As(in(z,t)) = s(1) — d(out(z,t + A)) = d(0)
Ad(in(z,t)) = d(R)

Ad(out(z,t + A)) = d(0) V d(out(z, t + A)) = d(1)]].

4 Representing Time

Our implementation is based on the ATMS/HTMS struc-
ture. Each time instant is modeled by an explicit assump-
tion ¢ = 4 and any two time assumptions contradict each
other. These assumptions separate all inferences into their re-
spective times. However, to instantiate the component mod-
els which incorporate evolving time, a non-monotonic ATMS
rule is required. An instantiation of the model for a particular
inverter A is encoded in the following two clauses (the im-
plication x A y A ... — z is equivalent to the logical clause
-z V -y V... — z and the literal =(¢ = 0) is equivalent to
literal ¢ = 1):

AB(A) Vin(A,t) =1V Jout(A,t+ A) = 1]
AB(A) Vin(A,t) =0V [out(A,t + A) = 0].

However, time is implicitly represented, by explict assump-
tions. So the assumption for ¢; would be implicit in any de-
duction for in(A,t). Any deduction of in(A) will have a sin-
gle ¢; assumption. We introduce a new modal operator [NV
which specifies that its argument holds in the next point be-
yond its antecedent. So the two inverter clauses become:

AB(A) Vin(A) =1V Nout(A) = 1]
AB(A) Vin(A) =0V Nlout(A) = 0].
These clauses are modeled in the ATMS by the following

non-monotonic inference rule: Every (final or intermediate)
prime implicate of the form,

AB(e1) V-V AB(en) V —(t = i) V N(z),

is rewritten:

AB(c1) V- VAB(c,)V(t=i+1)Va.

This rule is non-monotonic because the result no longer de-
pends on the existance of the previous time instant. Without
this inference rule, it would not be possible to model evolu-
tion of time as time is inherently non-monotonic.
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An advantage of this scheme to represent time is that it is
not necessary to make multiple copies of component mod-
els for each time. Once the clauses representing the system
model are represented, all further propagations are accom-
plished through the ATMS.

Suppose the input to the first inverter of the ring oscillator
is observed to be 0 at ¢;. Inference proceeds as follows:

AB(A)V —(t=1)V Nlout(A) = 1]
AB(A)V —(t =2) V Jout(A) =1]

AB(A)V AB(B) V —~(t = 2) V N[out(B) = 0]
AB(A)V AB(B) V —(t = 3) V [out(B) = 0]
AB(A)V AB(B)V AB(C) V =(t = 3) V N]out(C) = 1]
AB(A)V AB(B)V AB(C)V =(t =4) V [out(C) = 1]
AB(A)V AB(B)V AB(C) V =(t =4) V N[out(A) = 0]
AB(A)V AB(B)V AB(C)V —(t =5) V out(A) =0

All subsequent inferences follow the same pattern. No new
assumptions will be added.

5 Modeling the ring oscillator

Applying the temporal models produces the envisionment of
Figure 5. The usual states associated with a ring oscillator are
described by the states on the outside of the envisionment fig-
ure. This corresponds to a stable oscillation of period 6 gate
delays. This oscillation is stable because there are no ambigu-
ous transitions. However, there are two spurious states in a
meta-stable oscillation at the center of the envisionment dia-
gram. Over time one of the gate delays will be slightly longer
or shorter and the others and the system will transition to one
of the 6 stable states. All transitions out of 000 and 111 are
ambiguous because multiple transitions are happening simul-
taneously. While in the 000-111 oscillation will look like Fig-
ure 10. For this reason, most practical ring oscillators have an
enable input (Figure 8 so that the circuit starts in a known
stable state.

6 Signals

The notation f(g,t) (e.g., in(A4,t)) to represent values is
clumsy approach to represent a changing value for time (a
fluent). We introduce a notion of signal:

Definition 1 A signal represents the evolution of a value over
time (at the granularity of a gate delay). It is represented by a
sequence of symbols drawn from 0,1,7,>,*. 0,1 indicate their
respective values, “?” indicates the value is unknown, “>
indicates a large (unknown) number of gate delays, and “*”
means that the following pattern repeats. A signal may have
only one “*” and it must occur at the earliest possible place.
We call signals containing a * followed by both 1'’s and 0’s as
definitely oscillatory. We call signals in which * is followed
by exactly one symbol 0 or 1 as stead)y.

”»

Examples of valid signals are:
o *() the steady signal always 0.
e >*] the steady signal eventually 1.
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Figure 7: Desired output of the ring oscillator.

Figure 5: Envisionment for the ring oscillator. The vertices
are labeled with the values for the outputs of A, B, C respec-
tively.

clock

engble r

Figure 8: A better designed ring oscillator. When the clock is
enabled, the ring oscillator will start in a known good state:
011

Figure 6: Qualitative simulation of the ring oscillator. The
vertices are labeled: t:A,B,C where t is the time in gate de-
lays and A,B,C are the outputs of the respective inverters.
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Figure 9: The oscillatory behavior of the better ring oscilla-
tor. Vertices are labeled t:nnnn: t is the time, nnnn are the out-
puts of gates A,B,C and the enable input. The enable signal is
000*1.

. Il_._.'_._:_'_é_._lii
c LI L LI
0 1 2 3 4 5 6

Figure 10: Undesired spurious oscillation of the ring oscilla-
tor.
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Figure 11: Qualitative simulation of the better ring oscillator.
Vertices are labeled t:nnnn: t is the time, nnnn are the out-
puts of gates A,B,C and the enable input. The enable signal is
000*1.

e >*000111 the oscillatory output of a 3 gate ring oscilla-
tor

Signals are used to describe all of a system’s variables.
Figure 11 shows a continuation of the simulation of Fig-
ure 9. They show that the resultant signal at the output of
the ring oscillator is: ?*111000. Our extended GDE, infers
not just the values of variables at particular time points (such
as in(A,t1)) but also all the most general signals (presum-
ing all signals eventually have a repeating pattern). The as-
sumptions supporting this derivation are the assumptions of
its constituent components:

AB(A)V AB(B)V AB(C) V (C =? % 111000).

On the surface, these derivations don’t seem to have much
diagnostic power, as in most cases the signals will be depend
on the non-ABnormal behavior of all the components of the
system.

To illustrate the diagnostic power of inferring complex sig-
nals consider a slightly more complex ring oscillator consist-
ing of 4 inverters and one nand gate as illustrated in Figure 12.
Assume the input is 00000*1. GDE will compute an output
of >*0000011111. Suppose the output is observed to be *0.
Then we immediately have the conflict:

AB(A)Vv AB(B)Vv AB(C)V AB(D)V AB(E)V AB(G).

The obsevation *0 is propagated (as it would if a simple 0
were observed). If all components are equally likely to fail,
the usual GDE probing strategy will choose the next mea-
surement (either the output of B or C) and gate causing the
failure to oscillate can be isolated as usual. More intuitively,
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as we are observing the system when all observations and in-
puts are steady, the circuit looks like that of Figure 13 which [ A B c

. : *0
can be easily diagnosed. _

| A B C D E
L>o—>o—{>o0—>0 ) -l o

enable [ —

Figure 14: A flip-flop combined with a ring oscillator. The

O E—

Figure 12: A 5 gate ring oscillator.

Figure 13: A faulty 5 gate ring oscillator observed at quies-
cent.

Consider the circuit of Figure 14 which combines an SR
flip-flop with a ring oscillator. The purpose of this circuit is to
ensure the clock is on (it might be on already) when the flip-
flop sees a single negative pulse at S. Suppose the clock out-
put is observed to be quiescent 0. Observed at quiescent ev-
ery component is obeying its io-behavior: S=*0, R=*1, C=*0,
B=*1, A=*1, yet the circuit is faulted. With the two given in-
puts at quiescence being 1, the outputs of S and R cannot be
definitively infered. Even though we observe S to be *0, at
quiescence that cannot be inferred. So that observation pro-
vides no information about whether S or R are faulted or not.
Fortunately, the fault at S and R can be directly determined
by the basic propagation of signals. Given the observations
as shown, the signal at the output of S should be ???1* hence
one of S or R are faulted. For example, S stuck at 0, or R stuck
at 1 would explain the observation. The reason its hard to di-
agnose at quiescence is that S stuck at 0 is the same output as
it were working correctly. The fault occurred in the past.

7 Related work

[Dague et al., 1991] focused on troubleshooting analog oscil-
lators which stopped oscillating. [Kaul et al., 1994] focused
on simulating CMOS designs with QSIM [Kuipers, 1986].
Neither approach generalized to explicitly recording assump-
tions of good behavior in order to isolate the malfunctioning
component through more observations. More details of dig-
ital circuit behavior can be found in [Weste and Eshraghian,
1993] and [Johnson and Graham, 1993].
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figure shows the initial inputs and it is observed at quiesence:
S=*0, R=*1, C=*0, B=*1, A=*1 which is consistent with all
the component models, yet the output is incorrect.

8 Conclusions

This research has extended the GDE framework with a sim-
ple vocabulary to represent signals over time. The same basic
architecture and inferential machinery as GDE can be used to
propagate these generalized signals. Discrepencies between
observed and predicted generalized signals can guide diagno-
sis to isolate the faulty system component(s). These general-
ized signals capture temporal behavior over time so they can
be used to troubleshoot sequential circuits (e.g., containing
flip-flops) as well. Sequential circuits can be hard to diagnose
because no symptom maybe observable at quiescence. With
these extensions GDE can be used to troubleshoot a far wider
range of circuits than previously.
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Abstract

Similarity-based diagnosis of large discrete-event sys-
tems is supported by reuse of knowledge generated for
solving previous diagnostic problems. Such knowl-
edge is cumulatively stored in a knowledge base, when
the diagnostic session is over. When a new diag-
nostic problem is to be faced, the knowledge base is
queried in order to possibly find a similar, reusable
problem. Checking problem-similarity requires, among
other constraints, that the observation relevant to the
new problem subsume the observation relevant to the
problem in the knowledge base. However, checking
observation-subsumption, following its formal defini-
tion, is time and space consuming. The bottleneck lies
in the generation of a nondeterministic automaton, its
subsequent transformation into a deterministic one (the
index space of the observation), and a regular-language
containment-checking. In order to speed up the di-
agnostic process, an alternative technique is proposed,
based on the notion of coverage. Besides being ef-
fective, subsumption-checking via coverage is also effi-
cient because no index-space generation or comparison
is required. Evidence from experimental results sup-
ports this claim.

Introduction

Discrete-event systems (DESs) (Cassandras & Lafortune
1999) are dynamic systems, typically modeled as networks
of reactive components. Each component is a communicat-
ing automaton (Brand & Zafiropulo 1983) that reacts to in-
put events by state-transitions which possibly generate new
events towards other components. Diagnosis of DESs is
a challenging task that has been tackling since a decade
via different approaches, either based on artificial intelli-
gence (Pencolé 2000; Rozé & Cordier 2002; Console, Pi-
cardi, & Ribaudo 2002; Pencolé & Cordier 2005) or auto-
matic control techniques (Sampath ef al. 1995; 1996; Chen
& Provan 1997; Sampath, Lafortune, & Teneketzis 1998;
Zad, Kwong, & Wonham 1999; Cassandras & Lafortune
1999; Lunze 2000; Debouk, Lafortune, & Teneketzis 2000;
Schullerus & Krebs 2001). Within the domain of diagnosis
of active systems, a class of asynchronous DESs (Baroni et
al. 1999; Lamperti & Zanella 2003), an approach has been
proposed that is based on similarity techniques (Lamperti &
Zanella 2006; Cerutti et al. 2007) with the aim of pursu-
ing reuse of knowledge when solving a diagnostic problem.
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The idea is to store into a knowledge-base the data structures
generated for solving each diagnostic problem. When a new
problem is to be faced, instead of solving it from scratch, the
knowledge base is first browsed in order to find a previously-
solved diagnostic problem that is ‘compatible’ with the new
one. If so, the knowledge relevant to the old problem can be
exploited to solve the new problem, thereby speeding up the
diagnostic process. Among other constraints, such compati-
bility requires that the observation relevant to the problem in
the knowledge base subsume the observation relevant to the
new problem. Such an observation is temporal in nature, and
is represented by a DAG. The problem lies on the mode in
which subsumption is checked, which, according to the def-
inition of subsumption, is based on a containment relation-
ship between the regular languages of the index spaces of the
observations. The index space is a deterministic automaton
whose generation (and comparison) may require consider-
able computational resources. So, an alternative approach
for checking observation-subsumption is required, possibly
avoiding index-space manipulation, by reasoning on the spe-
cific properties of the observations.

Background

When a DES reacts, it generates a sequence of observable
labels, called the signature of the reaction. However, what
is actually perceived by the external observer is a relaxation
of the signature S. Such a relaxation is called a temporal
observation. Formally, let &£ be a finite domain of labels,
possibly including the null label €. A temporal observation
is a (not necessarily connected) DAG

O=(N,L A) (1)

where  is the set of nodes, witheach N € N being marked
with a non-empty subset of £, and 4 : & > 2 is the set of
arcs. A ‘<’ temporal precedence relationship among nodes
of the graph is defined as follows:

e If N— N € Athen N < N’;
o If N <N and NN < N"then N < N'/;
e IfN+—> N € AthenAN”" e N (N < N”" < N').

The set of labels marking a node N is the extension of N,
written || N ||. Thus, the relaxation of the signature S into @
involves two kinds of uncertainty:
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e [ogical uncertainty: each observable label in the signa-
ture S is perceived as a set of candidate labels, possibly
including the null label €. Thus, all labels in || N || but one
are spurious, with just one being the actual label.!

e Temporal uncertainty: the absolute temporal ordering of
the signature S is relaxed to partial temporal ordering,
such that if N < N’ in @, where £ and {’ are the actual
labels in N and N’, respectively, then £ precedes £ in S .

As such, O implicitly incorporates several candidate sig-
natures, where each candidate is determined by selecting
one label from each node in N without violating the tem-
poral constraints imposed by the precedence relationships.
Among such candidates is the actual signature S. Like for
nodes, all candidate signatures but one are spurious. The
mode in which the signature S demeans to observation O
is assumed to be unknown.? As explained in (Lamperti &
Zanella 2002), such a degradation may be caused by the
multiplicity of the communication channels that convey ob-
servable labels from the system to the observer (temporal
uncertainty), and to noise (logical uncertainty). However,
although unknown, S is assumed to be preserved within .

Example 1. Shown in Fig. 1 are the graphs of two temporal
observations, namely, from left to right, 91 = (N, £1, A1)
and O = (M, £, A2), where Ny = {Ny,..., N5}, M
={N{,....N;}, £1 = {a,b,c.d, f,e},and £, = {a,b,
¢,d, e}. For instance, O, which includes four nodes, ex-
hibits both logical and temporal uncertainty. Accordingly,
N{ incorporates the first observable label, namely a. Then,
either NZ’ or Né follows, each of which involves two can-
didate labels, where € is null. The last generated node is
N, 4, with a and € being the final candidate labels. Thus,
based on the logical content of each node and on the par-
tial temporal relationships among nodes, it is easy to show
that the extension of the observation, namely |92, includes
the candidate signatures ac, ad, abc, abd, aca, ada, acbh,
adb, abca, abda, acba, adba, each of which is obtained
by selecting one label for each node without violating the
temporal constraints, where the null label € is removed.

N; @ Ny N’
N;s
(a9

Figure 1: Observations (O (left) and O, (right).

Within the diagnostic process it is inconvenient to rea-
son on the observation @ as is, mostly because the
explanation-oriented diagnostic reasoning requires some

UIf the actual label is €, it means that no label was actually gen-
erated by the system. Note how the extension of a node cannot be
the singleton {e}.

20therwise, in principle, we might distill S from O, thereby
disregarding O in the diagnostic process.
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sort of observation-indexing. Such an indexing is more nat-
urally performed based on a surrogate of the observation,
called the index space, namely Isp(OQ). This is a determin-
istic automaton with the property that its regular language is
the extension of O,

Lang(Isp(0)) = O] 2)

In other words, the set of strings generated by each path in
Isp(0), from the initial state to a final state, equals the set of
candidate signatures relevant to 0. As detailed in (Cerutti ez
al. 2007), the generation of the index space of @ requires
two steps, namely:

o Yielding the nondeterministic automaton, called the pre-
fix space of O, where each node identifies the set of con-
sumed nodes in N up to now;

e Generating the deterministic automaton equivalent to the
prefix space, in fact the index space.’

Furthermore, as explained shortly, the role of the index space
comes into view for checking observation-subsumption too.

Example 2. Shown in Fig. 2 are the index spaces of obser-
vations O; (left) and O, (right) displayed in Fig. 1. It is
easy to check that the regular language of each index space
equals the extension of the relevant observation (the set of
candidate signatures), where each string of the language cor-
responds to a path in the index space, from the initial state
to one of the final states (with the latter being double circled
in the figure). In particular, Example 1 offers evidence that
Lang(Isp(92)) = [ O]

Figure 2: Index spaces Isp(0Q1) (left) and Isp(OQ5) (right).

In similarity-based diagnosis of DESs (Lamperti &
Zanella 2006), it is essential to understand if the solution
of the diagnostic problem g’ at hand can be supported by
the knowledge yielded for solving a previous (different) di-
agnostic problem g, with the latter being stored in a knowl-

3Being equivalent, both the prefix space and the index space
share the same regular language (Hopcroft, Motwani, & Ullman
2006).
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edge base. Among other constraints, reuse of g can be ex-
ploited only if the observations O’ and O relevant to g’ and
£, respectively, are linked by a subsumption relationship,

030 3)

namely, only if O subsumes O'. The subsumption relation-
ship is defined in terms of regular-language containment,
relevant to the corresponding index spaces, precisely:

Lang(Isp(0)) 2 Lang(Isp(O")). “

This means that 0 subsumes (' iff the set of candidate sig-
natures of O includes all the candidate signatures of O’.

The reason why observation subsumption supports reuse
can be roughly explained as follows. The solution of ©
yields an automaton u, a sort of diagnoser, where each state
is marked by a set of diagnoses and each transition is marked
by a label in £. The language of u is the subset of the sig-
natures relevant to @ that comply with the model of the sys-
tem, namely, Lang(u) < ||@]|. The same applies to a new
problem g’ relevant to O’. However, if @ © @', that is,
O] 2 |O0’|l, then Lang(i) 2 Lang(i). In other words, u
contains all the signatures of w’. This allows the diagnostic
engine to reuse y in order to generate u’ based on (. The
advantage stems from the fact that such an operation is far
more efficient than generating u” from scratch, which would
require heavy model-based reasoning.

Example 3. With reference to observations @ and 9, out-
lined in Fig. 1, and the relevant index spaces in Fig. 2, it
is easy to check that O; © O, that is, | O] 2 |O2]. In
other words, each string in Lang(Isp(O92)) is also a string in
Lang(Isp(O1)).

The problem with observation-subsumption checking lies
on the fact that, establishing whether we can exploit the
knowledge for solving g, in order to solve g’, requires a
considerable amount of computational resources. Specifi-
cally, we need first generate Isp((9’) and, subsequently, com-
pare Lang(Isp(O’)) with each Lang(Isp(O)) in the knowl-
edge base, in the hope of finding a subsuming observation
. Such an approach, based on the generation of the index
space and on regular-language containment-checking, may
be prohibitive in real applications. In order to cope with this
complexity, we need some alternative checking-techniques.

Checking Subsumption

The systematic nature of checking based on the formal defi-
nition of subsumption stems primarily on its lack of prospec-
tion (short-sightedness). As a matter of fact, such a system-
atic technique does not perform any kind of reasoning on the
given observations. Assume the problem of testing @ 3 ¢’,
namely the checking problem. The idea is to find out some
conditions that either imply or are implied by such a rela-
tionship. If these conditions can be checked using a reason-
able amount of computational (space and time) resources,
then chances are that we can give an answer to the checking
problem efficiently. Specifically, if a necessary condition N
is violated, then the answer to the checking problem will
be no. Dually, if a sufficient condition S, holds, then the
answer will be yes. However, if either N, holds or S. is vio-
lated, then the checking problem remains unanswered. Nec-
essary conditions and sufficient conditions relevant to the
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checking problem are given in Theorem 1 and Theorem 2,
respectively. As shown shortly, these conditions are eventu-
ally incorporated within Algorithm 1 (see below).

Theorem 1. Ler O = (N, L, A) and O' = (N, £/, A')
be two temporal observations. Let n and n' be the number
of nodes in N and N’, respectively. Let ne and n!, be the
number of nodes that include the null label € in N and N’,
respectively. Let M and M’ be the multisets of observable
labels occurring in O and O', respectively. Then, O sub-
sumes O only if the following conditions hold:

n>n' )
ne—n.>n—n' (6)
MDD M. (7
Corollary 1.1. O subsumes O’ only if
£o&. ®)

Example 4. In Example 3 we have shown that O; subsumes
0,, where such observations are displayed in Fig. 1. Hence,
the conditions relevant to Theorem 1 are expected to hold
for @1 and O,. Wehave ny = 5,ny = 4, n1c = 3, npe =
2. As a matter of fact, both conditions (5) and (6) hold.
Moreover, since M1 = [a,a,a,b,b,b,b,c,d, f,€,¢,€]and
My =la,a,b,c,d, ¢, €],condition (7) holds too.

The conditions necessary for subsumption stated in The-
orem 1 can be easily checked. Thus, they correspond to the
first actions of the checking algorithm. If one of them is vio-
lated, the check terminates immediately with a negative an-
swer. Otherwise, the check continues by testing a sufficient
condition of subsumption based on the notion of coverage
given in Definition 1. Roughly, @ covers @’ when O is a
relaxation of (9’, inasmuch as an observation is a relaxation
of a system signature.

Definition 1. (Coverage) Let O = (N, L, A) and O’ =
(N, L, A) be two temporal observations, where N =
{N1,....Nu} and N' = {N{,....N,,}. We say that O
covers O, written O > ', iff there exists a subset N of
N, with N = {N1, ..., Ny} having the same cardinality as
N, such that, denoting N€ = (JV — (/V), we have:

(1) (e-coverage): YN € N€ (€ € |N|);
(2) (logical coverage): Vi € [1..n'] (|N:| 2 |IN;|);
(3) (temporal coverage): For each path ]\_/i ~ ]\_/j =

(Ni,Nf,...,N;,]\_[/) in O, where N; € N, N; € N,

s > 0, Yk € [1..5] (N§ € N€), the following holds in

O': N/ < N/’
Example 5. With reference to the observations displayed in
Fig. 1, it is easy to show that @1 > (J,. Assume the subset
of N being N; = {Ni, N2, N4, Ns}. Hence, Nf = {N3}.
Clearly, e-coverage holds, as € € || N3||. Logical coverage
holds too, as | Na|| 2 [ N[, [N1]l 2 N3]l I Nall 2 N3],
and | Ns|| 2 |[N4]|. It is easy to check that temporal cover-
age occurs. For instance, for (N1, N3, N5), where N3 € N7,
we have Nj < N in O».

Theorem 2 and Note 1 offer evidence that coverage is only
sufficient for subsumption, not necessary. However, in prac-
tice, if coverage does not hold, it is unlikely for subsumption
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to hold. Note that, since coverage entails subsumption, the
conditions in Theorem 1 are necessary for coverage too.

Theorem 2. Coverage entails subsumption:
O>0 = 030 9)

Proof. The proof is based on Definition 1 and Definition 2
(the latter given below).

Definition 2. (Sterile sequence) Let N = (N Toenns Nn/) be
an ordering* of nodes in N. The sterile sequence ofd\/

(NG, NE, .o NG (10)

is a sequence of subsets of N€, called sterile sets, inductively
defined as follows:

o (Basis) Ny is defined by the following two rules:

(1) If N € N€, N isaroot of O, then N € N,

(2) If N € N€, all parents of N are in N§, then N € N

o (Induction) Given Nf, i € [0..(n" — 1)], the successive
sterile set N, is deﬁned by the following two rules:

(3) If N € N€, all parents of N are in (JV U{ z+1})
then N € :A/IGH,
(4) If N € N€, all parents of N are in

(N U{ ,+1}U</VH_1) then N € N£

i+1
where N;*, i € [0..n], is recursively defined as follows:

e N ifi =0

i JV* e { otherwise. an

i} UNE

To prove the theorem, it suffices to show that each candi-
date signature S in the index space of (9’ is also a candidate
signature in the index space of @), namely:

VS € [lIsp(ON)] (S € [Lsp(O)ID. (12)

According to Theorem 1 in (Lamperti & Zanella 2002), S
is the sequence of labels obtained by selecting, without vio-
lating the precedence constraints of ', one label from each
node in ', and by removing all the null labels €. Let

N'=(N{,...,N) (13)
be the ordering of N’ relevant to the choices of such labels.
Accordingly, the sequence L’ of the chosen labels can be
written as

= (| Le]|N/|.ie[l..n) (14)
while the candidate signature S is in fact
S={|Lel' L#£e). (15)

We need to show that there exists an ordering N of N fulfill-
ing the precedence constraints imposed by «#, from which it
is possible to select a sequence L of labels,

L= {1,02,....40,) (16)
such that the subsequence of non-null labels in L equals .
(| lel t+#¢€)= (17)

4An ordering of a set is a sequence involving all and only the
elements in the set, without duplicates.
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Note how N (as well as any other ordering of V') can be
represented as a sequence of nodes in N, with each node
being interspersed with (possibly empty) subsequences N
of nodes in N €, specifically

N = N§ U (Ny) UNfU

(N2) UNS ... (Nw) UNE (18)

where

U{N}—N UNG—

i=1

19)

() NF=0.
i=0

The proof is by induction on L’. Let L/ denote the
subsequence of L’ up to the i-th label, i € [1..n']. Let
L; denote the subsequence of L relevant to the choices of
labels performed in correspondence of the labels in /. Let
S; and S/ denote the candidate signatures corresponding to

L; and L', respectively.’

(Basis) No label is chosen in (', that is, L, = ().
We choose a sequence of empty labels for all the nodes in
Ny, which is clearly possible according to the property that
Ny is a sterile set composed of nodes having ancestors in
N € only. In other words, Ny is an ordering of N, while
Lo = (€,¢,...,€),hence, So = S} = ().

(Induction) We assume that L; and L}, i € [0..(n" —1)],
are such that §; = Sl.’ . We also assume that, given

the sequence (N{,..., Nl.’) of chosen nodes in @,
the corresponding sequence of chosen nodes in O is
Ngu()uNe U (N2) U NS .. (~)UNf where,
Vk e [1..i], if N’ is the node N; in N', then Ny is the
node Nj, in N, and each N¢ is an ordering of J\/e We
have to show that, once chosen the next label £ € || N/,
thereby determining L ; and S/ ,, itis possible to choose
a node N,+1 € N that includes £, and Nf+ , as an ordering
of J\/fH from which € is chosen, thereby determining L; 4
such that S; 11 = S/ ;.

Let N/ be thenodein N' = {N{. ...,

to N/ 11+ According to logical coverage in Deﬁmtlon 1, there
exists a node N in N = {Ny...., Ny} such that ||N (=

||N ||, in other words, N includes £. We consider N; | =

N,,} corresponding

Nj. In order for N to be actually chosen, we have to show
that each parent node N of N; in @ was already considered,

that is, N belongs to the prefix of N relevant to L;. Two
cases are possible for N:

(a) N isanode Nk € M. On the one hand, owing to temporal

coverage, N > N; in O entails N < N/ inO'. Onthe
other, since N; ! was chosen in O’, all its parent nodes must
have been con51dered already, that is, N} e(N/,....N 7).

Since, based on the assumption of Induction, we always
choose for each node in N, € N’ the corresponding node

SNote how L;. includes exactly i labels, while, owing to the €
selected for nodes in N, the number of labels in L; is possibly
greater than i.



DX-07, Nashville, TN, USA

Np € N, itis possible to claim that Nk was already con-
sidered in O, that is, Ny € (Nl,...,N).

N € Nc. We consider each path N, ~> N in O such that
N, is the first ancestor of N (possibly N itself), where
either N, is a root of @ or N, € N. Let N, be the set
of such ancestors. We show that each node N, € N, has
been considered already. Two cases are possible: either
N, € Ncor N, € N. In the first case, N, is a node in
the sterile set N and, hence, it has been considered in
Ny already (see Basis) In the second case (N, € N), let
Ny, be the node in N corresponding to N,. We consider a
path Nj, ~> N N Since between Nj, and N are only
nodes in N, temporal coverage implies that N ;< N; !

®)

in @', where N, is the node in N’ corresponding to N;,
Thus, N, was already considered in (9’. As, based on the
assumption in Induction, we always choose in O the cor-
responding node of that chosen in (9’, this implies that N},
was already considered in @ too. We conclude that all
nodes in N, have been considered. Now, it is clear that
N is either in N, or N is a node belonging to the ster-
ile set of some node in N,. In either case, owing to the
assumption of Induction, N must have been considered
already. In other words, all parents of N; have been cho-
sen already, thereby allowing N itself, alias N,+1, to be
chosen. Furthermore, based on the definition of sterile se-
quence, we may also consider an ordering N, | of N
and choose label € for each of such nodes, thereby leading
to the conclusion that S;+1 = S/, ;. O

Note 1. Coverage is stronger than subsumption, namely:
V50 A 0=0. (20)

To be convinced, it suffices to show an example in which
subsumption holds whilst coverage does not. Consider two
observations, @ = (N,&£,4A) and O’ = (N, L', A,
whereN = {Ni, N2}, N/ = {N|,N;}, £ = £ = {a},

= {N1 = Np}, A" = 0, and ||N1|| = [[N2f| = [ N{] =
||N | = {a}, as displayed in Fig. 3.

Jolos
Yojor

Figure 3: Observations @ (left) and O’ (right).

Clearly, N = N and N, = @. Note how, unlike (, since
A" = @, @ does not force any temporal constraint be-
tween N and N,. Incidentally, both observations involve
just one candidate signature, namely S = (a,a). Thus,
since ||Isp(0)|| = ||Isp(O")|| = {{a, a)}, both observations
subsume each other, in particular @ 3 ’. However, it is
easy to realize that O does not cover ', namely @ ¥ O’.
In fact, due to the symmetry of (', we can choose any of
the two possible associations between nodes in @ and nodes

in @', for instance, = {N1, N»}. Based on Definition 1,
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on the one hand, both e-coverage and logical coverage hold.
On the other, temporal coverage is missing, as for Ny — N,
in @, we have N| £ N,. The same negative result occurs

for N = {N>, N1}. In other terms, O # O’.

Testing Coverage

In this section we give an abstract, pseudo-coded implemen-
tation of subsumption-checking via coverage. Specifically,
Algorithm 1 tests both the necessary conditions of Theo-
rem | and the coverage relationship. A tracing of the al-
gorithm on observations in Fig. 1 is provided in Example 6.

Algorithm 1. (COVERS) The Covers function (lines 1-41)
takes as input two observations, @ and (9’, and outputs a
Boolean value indicating whether or not @ covers ’. The
body of Covers is outlined in lines 30-41. In lines 31-32,
the observation parameters for @ and (O’ are set. Then, at
line 33, conditions (5) and (6) of Theorem 1, along with
condition (8) of Corollary 1.1, are checked. In lines 36-38,
the multisets M and M’ of instances of labels are created,
with the former decremented by d = (n — n’) instances of
label €, which is the cardinality of (N — ). This allows the
algorithm to retain a sufficient number of spare nodes in N
that contain €, namely € in Definition 1. At line 39, condi-
tion (7) of Theorem 1 is checked. The algorithm yields N,
the subset of N that is associated with ' in Definition 1,
by building the set R of associations through the call to the
auxiliary function CovStep at line 40. The specification of
CovStep is given in lines 3-29. Besides @, O’, M, and M’,
it takes as input € and €’, the set of nodes already consid-
ered in O and O’, respectively, along with d, the number
of nodes in N € not yet considered, and R, the set of as-
sociations made up so far. The body of CovStep starts at
line 10, where the cardinality of R is tested: if &R contains
n’ pairs, it means that all nodes in N’ have been considered
and N is completed, thereby, coverage holds. Otherwise, a
new node N’ in OO’ is considered at line 11, such that all its
parent nodes have been considered already. At line 12, the
set ¥ of nodes in @ is created, which includes the uncon-
sidered nodes of @ with all parents already in €. A loop for
each node N in ¥ is iterated in lines 13-27. First, logical
coverage and containment relationship of labels are tested
(line 14). Then, the set N, of the nearest ancestors of N
which have been already involved in the associations of R is
instantiated (line 15). This allows temporal-coverage check-
ing (line 16). If the latter succeeds, CovStep is recursively
called at line 17, with new actual parameters: the sets € and
€’ of considered nodes are extended with N and N’, respec-
tively, the multisets M and M’ are decremented by the labels
in N and N’, respectively, while R is extended with the new
pair (N, N’). If such a call succeeds, the current activation
of CovStep succeeds too (line 18). If not, or either logical or
temporal coverage fails, a chance still remains by assuming
N € N€: this is viable only on condition that N include
€, there exists at least one spare node in N€ (d > 0), and
the multiset M contains M’ once decremented by the labels
of N (line 22). If so, a different recursive call to CovStep
is performed at line 23, with the changed parameters being
the (extended) set € of consumed nodes in @, the (decre-
mented) multiset M, and the decremented value of d. If
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such a call succeeds, the current activation of CovStep suc-
ceeds too. If not, the loop is iterated and a new node in ¥ is
tried. Clearly, if the computation exits the loop in a natural
way, it means that no node can be associated with N/ within
this computational context, thereby causing the current acti-
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vation of CovStep to fail (line 28).

1.
N

Figure 4: Activation tree for CovStep in Example 6.

N’ =1,% = {1,2}. Within the loop (line 13), choosing
1 makes the multiset containment false (line 14).
However, since condition at line 22 holds for N, a recur-
sive call to CovStep is performed at line 23 (see Id = 2 in
Table 1).

N =1,% = {2,3}. With N = 2, a recursive call is
performed at line 17 (Id = 3 in Table 1).

. N =2,% = {3,4}. With N = 3, logical coverage

fails, as |[N|| 2 ||N’|. Besides, although e € | N|, con-
dition at line 22 is false because d = 0 (no further spare

1. function Covers(9,0’): Boolean
2. O = (N,&, A),0 = (N, £ A): two temporal observations;
3. function CovStep(0,0',€, €', M, M, d,R): Boolean
4. O =(N,L,A),O0 = (N, &£, A): two temporal observations,
5. €,€’: the set of consumed nodes for @ and (', respectively,
6. M, M': the multisets of labels in @ and @', respectively,
7. d: the number of nodes remaining in J that can still be in N€, 2.
8. R C N x N': arelation on N and N';
9.  begin {CovStep} 3
10.  if |R| = n’ then return true end-if;
11.  Pickupanode N’ € (N’ —€’) where all parents of N’ are in €’;
12. F :=thesetof N € (N — €) where all parents of N are in €;
13. foreach N € ¥ do
14. if [N 2 [IN'[| and (M — [[N])) 2 (M —|[N'])) then
15. Ny := the set of nearest ancestors of N which are in R(N);
16. if VNg € Ng, (Ng, N)) € R (N} < N') then
17. if CovStep(0,0’, € U{N}, € U{N'}, M — | N|,

M —||N’|l,d,RU{(N,N")}) then 4
18. return true '
19. end-if
20. end-if
21. end-if;
22. ife €||N|andd > 0and (M — |N|) 2 M’ then
23. if CovStep(0,0’, € U{N},¢’,

M—|N|, M, d—1,R) then

24. return true
25. end-if
26. end-if
27. end-for;
28. return false
29. end {CovStep};
30. begin{Covers}
3. n:=|Nine:={N|NeN,eec|N|}
32. n'i=|N|;nL:={N"|N €N ec|N|}
33. ifn<n'orne—n, <n—n'orE 2 £ then
34. return false
35. end-if:
36. Create the multisets M and M’ of instances of labels in @, O;
37. d:=n-n';
38. Remove d instances of label € from M;;
39. if M 2 M’ then return false end-if;
40. return CovStep(©, 0, 8,9, M, M’ d,0)
41. end {Covers}.

Example 6. With reference to the observations in Fig. 1,
consider the run of Covers(O1, ;). Since, according to Ex-
ample 4, all the necessary conditions of Theorem 1 hold, we
focus our attention on the first call to CovStep at line 40.
Depicted in Fig. 4 is the tree of the recursive activations
to CovStep, where each node i corresponds to the i-th call
(dashed nodes correspond to calls at line 23, with the others
corresponding to line 17). Relevant details are given in Ta-
ble 1, with Id being the identifier of the call, while the other
columns indicate the actual parameters of the call (observa-
tion nodes are identified by the corresponding subscripts).
The computation is described by the following steps, where
item numbers stand for activation identifiers, namely Id.
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nodes to assume in N €). Thus, the control returns to the

second call: with N = 3, logical coverage fails, while

condition at line 22 is false since d = 0. This causes the
control to return to the first call, where N = 2 is chosen:

this allows the fourth recursive call at line 17 (Id = 4).

N =2,% = {1,4}. With N = 1, a recursive call is

performed at line 17 (Id = 5).

5. N =3, % = {3,4}. With N = 3, logical coverage
fails. However, since condition at line 22 holds, a recur-
sive call is performed at line 23 (Id = 6).

6. N\ =3, % = {4}. With N = 4, a recursive call is
performed at line 17 (Id = 7).

7. N = 4, F = {5}. With N = 5, a recursive call is
performed at line 17 (Id = 8).

8. Atline 10, since |R| = 4, CovStep succeeds.

Proposition 1. Algorithm 1 is a sound and complete imple-
mentation of coverage:

Covers(0,0') <— O >0 . (21

Proof (sketch). To prove equivalence (21), we first show
Covers(0,0") = O > 0O'. (22)

Assuming Covers(©, @’) succeeding means that the call
to CovStep at line 40 returns true. Function CovStep re-
cursively instantiates the set R of associations of nodes
(N, N’), for which both logical coverage (line 14) and tem-
poral coverage (line 16), required by Definition 1, hold.
Moreover, e-coverage is supported by conditions at line 22
and the initialization at lines 3638, which allow for retain-
ing the (n — n’) nodes of N€ once R is completed (line
10). In other words, entailment (22) holds. Then, we have
to show

O >0 = Covers(0,0). (23)
The proof is by contradiction. Assume that O > ¢/,
while Covers(©,©’) = false. Based on Definition 1,
let R* = {(N1,N{),...,(Nw,N,,)} denote the relation
between N and N’'. Based on a run of Covers, we show

that Covers necessarily makes up R = R*. The proof is
by induction on J. Note how we can restrict our analysis
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Table 1: Tracing of Covers(©;, O5) in Example 6.

Id € e’ M M d R

1 [4] [4] {a,a,a,b,b,b,b,c,d, fe,€} | {a,a,b,c,d, e, e} | 1 [

2 {1} [ {a,a,b,b,b,c,d, f,€,€} {a,a,b,c,d,e e} | O [

3 {1,2} {1} {a,b,b,c,d, f e, ¢} {a,b,c,d,e,e} | 0 {2,1)}

4 {2} {1} {a,a,b,b,b,c.d, f.€, ¢} {a,b,c.d, e €} 1 {2, 1)}

5 {1,2} {1,2"} {a,b.b.c.d, f e {a,c,d, €} 1 {(2,1),(1,2")}

6 {1,2,3} {1/,2"} {a,b,b,c,d, €} {a,c,d, e} 0 {(2,1),(1,2)}

71 (1,2.3.4 | (1.2.3 {a.b,e) {a,€ 0 (2.1, (1,2'), (4,3}

8 | 1,2,3,4,5) | {1,234 ) 0 0 | (2.1, (1,2),(4,3),(5.4)}

to the recursive call to CovStep, as lines 31-39 simply
check the necessary conditions of subsumption stated by
Theorem 1 and Corollary 1.1. In fact, since coverage entails
subsumption (Theorem 2), such conditions are necessary
for coverage too, in other words, the computation surely
reaches the call to CovStep at line 40. Moreover, such
call is supposed to return false (owing to the assumption
Covers(0, 0') = false).

(Basis) Focus on the first call to CovStep, where €,
€', and R are empty, and consider the (first) node N’
chosen at line 11. Let N’ correspond to the j-th node in

N ', namely N;. Let N; be the node in N associated with
"in R*, namely (N,, N /) € R*. Based on Definition 1,

ternporal coverage requires that, for each path N; ~> N in
O, where all intermediate nodes in the path are in N€, we
have N/ < N/ in @'. However, none of such paths exists, as

N’ N’ is chosen with € = @, that is, N’ has no parent

nodes. Consequently, all ancestors of N in @ (if any) are in
N €, that is, they contain label €. Since CovStep is supposed
to fail, it will try all choices of N in ¥. Two cases are
possible: either N; is a root of @ or all ancestors of N; are
in N€. In the first case, N = N is associated in R with
N = =N; ! within the recursive call to CovStep at line 17. In
the second case, the same association will be created after a
number of recursive calls of CovStep at line 23, as all calls
to CovStep are assumed to fail (including the one creating
such association). Thus, in any case, the first choice of N’
will led to an association (N, N') which is in R* too.

(Induction) Assume, in the current call to CovStep,
R = {(NCI,NC’I), , (Ney, Ck)} where R C R*, that
is, all associations y1e1ded by CovStep are in R* too. Let
N and N denote the projections of R on N and N’
respectively. Now, consider the next choice of N’ at line
11. Let N’ correspond to the j-th node in N’, namely
N;. Let N; be the node in N associated with N} in R*,

namely (N; i N i) € R*. Based on Definition 1, temporal

coverage requires that, for each path N; ~> N in O, where
all intermediate nodes in the path are in M€, L N/ < N; !
holds in @’. This implies that all N/ are in N/ / and, 1n
consequence of the inductive assumption, all N, are in JVC.
Hence, following the same argumentation outlined in Basis,
N j can be considered and associated with N /’ . Therefore,
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(N;, N! ;) is inserted into R. This leads to the claim that

(R U {(N i, N )}) C R*, which concludes the proof of
Induction. Thus equation (23) is proved. [

Rapid Prototyping

We prototyped the algorithms in Haskell functional lan-
guage (Thompson 1999), and ran a number of experiments
in order to assess the coverage approach to subsumption
checking based on different classes of observations. We
ran subsumption checking using two different algorithms,
namely Subsumes and Covers, where the former is strictly
based on the definition of subsumption and requires test-
ing index-space containment. We considered three classes
of observations, namely disconnected, connected, and lin-
ear. In disconnected observations, no temporal constraints
are given among nodes, thereby maximizing temporal un-
certainty. Instead, in connected observations, each node is
temporally linked with other nodes. Linear observations are
a subclass of connected observations where no temporal un-
certainty occurs. The experimental results in this paper refer
to connected observations. In order to stress the computa-
tion, we chose observations for which subsumption hold, so
that the necessary conditions in Theorem 1 always hold.®

4000 : : 4
3000 - o 3 .
= f 1 = ot 1
£ 2000 - 9 E2r .
=) 8 PR I =
1000 |- F— 1+ .
L ! 4 L 4
0 : L _=n 0 .
0 10 20 0 10 20

Observation nodes Observation nodes

Figure 5: Checking subsumption: time response.

Shown in Fig. 5 is the response time for the two algo-
rithms, with the x-axis marked by the number of nodes in
the involved observations. Precisely, the y-axis indicates
the time for Subsumes (dashed line, on the left) and Covers
(plain line, on the right) to emit the relevant verdict. Con-
sidering the different scale of the y-axis, the comparison is
striking in favor of Covers. Displayed in Fig. 6 is the max-
imum space allocation for the two algorithms, which shows
how no considerable difference exists between them.

6In fact, when one of such conditions is violated, Covers is in-
creasingly more efficient than Subsumes.
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Figure 6: Checking subsumption: space allocation.

Conclusion

A technique for checking observation-subsumption in diag-
nosis of DESs has been proposed. This check is required
to pursue similarity-based diagnosis, where the solution of
a diagnostic problem is possibly supported by the solution
of a previously-solved problem stored in a knowledge base.
In the literature, the solution to such checking-problem is
strictly performed based on the definition of observation-
subsumption, which requires the generation and compar-
ison of the index spaces of the two observations. Since
index-space generation and manipulation are computation-
ally complex, an alternative technique has been envisaged
and formally defined in this paper, which exploits a number
of necessary conditions, as well as a sufficient condition, for
subsumption to hold. The latter is based on the notion of
coverage, which allows the direct comparison of the two ob-
servations without any index-space generation or manipula-
tion. The new approach has been tested and compared with
the systematic approach. Experimental results indicate that
the technique is considerably worthwhile as to time com-
plexity. However, since the implementation is based on a
pure functional language, chances are that implementing it
through a more efficient general-purpose language is bound
to still better figures.
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Abstract

In this paper the idea of inversion-based direct input recon-
struction for robust detection, separation and estimation of
multiple simultaneous faults in the presence of persistent dis-
turbances in linear dynamical systems is presented. In partic-
ular, it is shown how in a specific filtering structure a residual
generator, relying on the inverse representation of the sys-
tem, by means of estimation of the inverse dynamics can be
designed providing robust fault decoupling. The develop-
ment of the method and its applicability to earlier not solvable
problems is demonstrated based on an aircraft monitoring ap-
plication example.

INTRODUCTION

The distinctive term direct input reconstruction is used to
identify a relatively new idea that has been proposed and
investigated in the methodology of the design of detection
filters for detection, separation and estimation of faults in
both linear and nonlinear systems quite lately. This approach
is an application of dynamic inversion to filtering which is
dual to the concept of dynamic inversion for control. The
difference between these inversion approaches is that control
uses a right inverse whereas estimation uses a left inverse of
the system.

The method arrives at detector architectures whose resid-
ual outputs consist of the fault signals while their inputs are
the standard observables (inputs and outputs) of the system
and possible their time derivatives. This makes not only
the detection and isolation but also the estimation of the
fault signals possible as it was rendered in algebraic (Szigeti,
Bokor, & Edelmayer 2002) and geometric approaches (Edel-
mayer, Vera, & Szigeti 2002; Edelmayer ef al. 2004), re-
spectively.

Based on the recent results of (Edelmayer, Bokor, &
Szabd 2006), in this paper, the effectiveness and distinctive
capabilities of the direct input reconstruction method applied

*This work has been supported by the Hungarian Scientific
Research Fund (OTKA) under grant number K 061081, which is
gratefully acknowledged by the authors.

fCorresponding author. Phone: +36 30 9 949 821, E-mail:
edelmayer@sztaki.hu
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to robust fault detection and isolation is demonstrated. The
calculation of the inverse is done in a simple algebraic way,
we do not focus on properties of the inverse but on the ap-
plicability of the idea showing how advanced methods of
detection filter design, such as inversion-based residual gen-
eration, H, optimal filtering and advanced state estimation,
and the novel combination of them may contribute to the so-
lution of earlier not solvable problems. For more technical
details of the inversion-based detection filter idea the reader
is directed to the references above. For the specific filter
design problem that will be pursued further in this paper,
consider the linear dynamical system subject to faults and
external disturbances which is given in the state space form

&= Az + Byu + Bgd + Lafo €))
Y1 = 01$+D7L71U+Dd71d+ M f1, 2)
y2 = Cox + Dy 2u + Dy 2d, 3)

where M is full rank with x € R", v € R™ and y; € RP?
and y2 € RP2, where the rest of the matrices of the sys-
tem are given in the appropriate dimensions. The unknown,
bounded time functions f1(¢), f2(t), d(t) represent both ac-
tuator and sensor faults and the disturbance, respectively.

Problem 1 Assume the system subject to faults and distur-
bances is given as (1)-(3). Assume, as an underlying work-
ing condition, moreover, that the faults and the disturbances
are coupled in the state space so that they cannot be sepa-
rated from each other by using traditional filter design tech-
niques such as geometric decoupling or unknown input ob-
server design methods. Let our objective be to construct if
possible a stable and possibly minimal representation of a
robust residual generator in the state space that shows up the
effects of f(t) at its output irrespectively of the presence of
the disturbance input d(t) so that the separation between the
respective fault transmission levels is maintained making the
detection and isolation robustly possible.

Due to the presence of the non-separable disturbance in
the system, the variety of applicable solution approaches
available in the literature are basically confined to methods
providing suppression of the disturbance effects on the fil-
ter’s residual. This solution can be summarized as follows:
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Solution 1 (Robust detection with optimal disturbance at-
tenuation). The classical solution of Problem 1 can be ap-
proached with using game theoretic or H, filtering mak-
ing use of one of the design methodologies presented by
several authors in a number of different papers, see e.g.,
(Chung & Speyer 1998; Frank & Ding 1994; Edelmayer,
Bokor, & Keviczky 1996; Chen & Patton 2000). By us-
ing this solution method, separation of multiple simulta-
neous faults relying on a single filter residual can be dif-
ficult in the practice. For the enhancement of fault selec-
tivity of the filter, some extension of the H, filtering idea
have been proposed, see e.g., (Douglas & Speyer 1999;
Edelmayer & Bokor 2002).

For a novel solution alternative consider the idea of direct
input reconstruction which views this robust residual gener-
ator design problem as constructing the inverse of the dy-
namical system and use it as residual generator by following
the solution idea specified below.

Solution 2 (Inversion-based fault detection and isolation by
means of estimation of the inverse dynamics). Consider sys-
tem (1)-(3) subject to faults and disturbances and suppose
that the system from the faults to the given outputs is left
invertible, i.e., one has

fr =Cna+ By py1 + Bupyu “
fo=Cra+ By, 1,8y, + Bup,u (5)
provided thatd = 0 and f = [f; fo]” and

(k—l)]T .7u(k)}T

gy:[yvyy"'vy 5 &,Z[U,ﬂ,..

where k is the maximum relative degree of the system (1)-
(3) corresponding to the pair (f2,y2), for details see (Edel-
mayer et al. 2004). Substituting (4)-(5) to the state equation
(1) one obtains the inverse dynamics

T = Al’ + Byfy + Bugu + de (6)

that provides a useful structure for constructing a filter for
generating detection residuals as shown in Fig. 1.

There exist many different ways of finding the inverse of
linear dynamical systems, such as those, defined by the var-
ious zero dynamics algorithms, see e.g., (Isidori 1985) and
(Nijmeijer & Van der Schaft 1991). In a classical approach
the unknown state in (4)-(5) is expressed in terms of the
derivatives of the output functions and the components of
the possible zero dynamics. Since the initial conditions are
not known, this approach might provide a reliable solution
in a closed-loop manner only, see e.g., (Isidori 1985). As
another condition of this solution, the zero dynamics of the
system is required to be stable in order to obtain a stable
residual generator.

Assuming, however, that additional measurements, e.g.,

y3 = Csx + Dy, 3u + Dy 3d,

are available, such that the system with output functions
7 = [y, ys]7T is observable, it is possible to construct a state
observer for the estimation of the state = of (6). Relying on
this estimation one can obtain the reconstructed fault signals
by using (4)-(5).
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Figure 1: Direct input reconstruction by means of system
inversion: ¥ is the plant, D is the reconstructor or detector
which can be obtained as the (left) inverse ¥.* of the system.

The following proposition is the main contribution of this
paper which gives new aspects to the inversion-based resid-
ual generator design.

Proposition 1 Assume the system (1)-(3) is left invertible
w.r.t. each of the unknown inputs to be detected and iso-
lated and construct the inverse system resulting in the re-
spective forms (4-6). Define new output functions § =
Cl‘, y = {yl}|ée{1,“.,p},j;£€7 dlmg < dlmya WhiCh>
due to dimy > dim f, are not parts of the calculation of
the inverse in (4)-(5), i.e., the new observations C' are com-
posed of selected rows of C. Consider the representation
(4-6) equipped with the new measurement functions % and
assume the pair (A, C') observable. Then, a state observer
can be designed to get an estimate of the unknown state in
(6). Alternatively, if the pair (A, C) is found non-observable
7(t) can be extended with one or more of the original mea-
surements {y; } attempting to construct an observable repre-
sentation.

In the following part of this paper a comparative study of the
various design alternatives associated with Solution 1 and 2
is presented. The solution alternatives are characterized on
the basis of the application example patterned after the filter-
ing problem originally raised by (Douglas & Speyer 1995)
and (Chung & Speyer 1998). It is shown how Solution 1
allows disturbance attenuated non-decoupling solution by
means of traditional H, filtering which is brought up for
reference purposes only. Then, following the idea depicted
by Solution 2, two different estimation approaches of the de-
termination of the inverse dynamics are presented yielding
two distinct (approximate and exact) decoupling solutions.

THE F16XL AIRCRAFT MONITORING
PROBLEM REVISITED

This example considers the design of an aircraft fault de-
tection filter that monitors an elevon actuator and a nor-
mal accelerometer sensor in the presence of persistent wind
gust disturbance where the disturbance could not be decou-
pled from the faults using traditional (C, A)-invariant sub-
space design, and could not be attenuated either while keep-
ing fault effects decoupled. To describe aircraft dynamics
a reduced-order five-state model (linearized about trimmed
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level flight at 10.000 ft altitude (3048 m) and relative Mach
speed 0.9) is used, representing the longitudinal dynamics
only including a first-order wind gust model: the port and
starboard elevons are modeled as a slaved system, no lateral
dynamics and no elevon actuator dynamics are taken into
consideration. This simplified aircraft model can be consid-
ered in the state space as

i = Az + B,w + Bs6, (7
y = Cz + Dv,

where the elevon deflection angle §(t) is taken as the input
and w(t) and v(t) stand for wind gust disturbance and sensor
noise, respectively. The state and input/output variables of
the system contained in system model (7) are summarized
in Table I and II. Note that this wind gust model (which is
usually referred to Dryden gust model in the literature) is a
wind turbulence model recommended for study of vehicle
response to winds for horizontally flying aircrafts with flight
path angles less than 30 deg. The parameters of system (7)
are given by the matrices

—0.0674 0.0430 —0.8886 —0.5587 0.0430
0.0205 —1.4666 16.5800 —0.0299 —1.4666

A= 01377 —1.6788 —0.6819 0 —1.6788 |,
0 0 1.0000 0 0
0 0 0 0 —1.1948
0 —0.1672
0 ~1.5179
Bo=| 0 |, Bs=| —9.7842 |,
0 0
1.57 0
0 0 1.0000 0 0
o 0 0.0591 0 0 0.0591
= | 0.0139 1.0517 0.1485 —0.0299 01"
—0.0677 0.0431 0.0171 0 0
001 0 0 0
p_| 0 ou3 o 0
=1 o 0 0245 0
0 0 0  0.245

For notational convenience, let us introduce the representa-
. T T
tions A = [AT AT .. AT]" and C = [c] ¢ f ]

where A; and ¢; correspond to the i-th rows of the system
matrices A and C, respectively. The Dryden model (7) in-

Table 1: State Variables of the System

x1 =u(t)  longitudinal body axis velocity — ft/s
x2 = w(t)  normal body axis velocity ft/s
x3 =q(t)  pitchrate deg/s
x4 = 0(t) pitch angle deg
x5 = wy(t) wind gust ft/s
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Table 2: Input/Output Variables of the System

u=204(t) elevon deflection angle deg
y1 = q(t) pitch rate deg/s
y2 = a(t) angle of attack deg
ys = A,(t) normal acceleration ft/s?
ys = A, (t) longitudinal acceleration ft/s?

cluding wind gust disturbance is extended to include faults:
a normal accelerometer sensor fault and an elevon fault as
an actuator fault, denoted by 4. (t) and vs(t), respectively.
The accelerometer sensor fault 4, (¢) and the elevon fault
v;5(t) can be modeled as additive terms in the state and mea-
surement equations as

& = Az + Byw + Bs (8 + vs),
y=Cr+Ea pa, (®)
ie., the elevon fault enters the system in the same di-

rection of the state space as the input does, where
pa, (t),vs(t) are arbitrary time-varying real scalars and,

Ea. = [0 0 1 0]". Let our objective be the design
of a filter for the detection and isolation of the faults in
the presence of the wind gust disturbance w(t). For sim-
plicity, by relaxing the design assumptions, the sensor noise
v(t) will be considered zero in the development. The conse-
quences of this assumption on the filtering solution will be
commented later. It was (Beard 1971) followed by (White
& Speyer 1987) and others, who showed that sensor faults
appearing in the measurement equations can be modeled as
two dimensional additive signals entering the state dynam-
ics of the system. Based on this idea, system (8) can be
converted to the state space representation

T = Ax + Fama, + 35(5 + V5) + Byw,
y=Cz ©)
with [ Fia1 Faz |, where m 4, is a fictitious signal represent-

ing the sensor fault effect and the directions F41 and F 42 are
givenby 4, = CFa1 and Flyz = AF 41 so that

0  0.9986
0  0.0534
Fa, = 0 0
1.0000 0
0 0

It was shown in (Douglas & Speyer 1995) and (Chung &
Speyer 1998) how an unobservability subspace with respect
to the wind gust disturbance is formed in this application,
thereby decoupling the wind gust from the fault isolation
residuals, happens to be nonmutually detectable with respect
to the faults by using traditional geometric decoupling meth-
ods. Moreover, the faults and the wind direction combine
to place a system transmission zero at 0.0008, causing con-
ventional detection filter design, such as unknown input ob-
server and other geometric decoupling methods, to have an
unstable closed-loop pole. For alternative solutions of the
robust detection filter design problem formulated in Problem
1 the design propositions presented in accord with Solution
1 and 2 can be considered as follows.
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Figure 2: a) The magnitude (maximal singular values) of
transfer functions 1., (solid line), Ty, (dash-dot lines),
and T, (bold dashed line) for unity estimation weighting
C, and b) special weight C, respectively.

Non-decoupling solution by means of H filtering

In the least ambitious approximation of the problem let us
begin with the consideration that one cannot (or do not want
to) find a robust decoupling solution. The classical solution
approach, which does not necessitate to enforce any separa-
bility condition was formulated by Solution 1. According to
this idea, we seek a residual generator in the form of a state
observer with state & and weighted state estimate 2 as

Sé :A£+K(C(£L‘7i‘)) +FAzmAz +B(5((5+V5)+wa,

o: (10)

where K is the feedback gain such that the effect of w(t)
is attenuated on the filter innovation C'(z — &) in sense of
Lo-norm over a finite interval of time by a fixed factor .
In effect, we want to minimize the transmission of the dis-
turbance w(t) by minimizing the magnification of the worst-
case disturbance transfer function

Tew(s) =C.(sI — A+ KC) 'B,,
w.r.t. the unified fault effect characterized by
T.f(s) = C.(sI — A+ KC) ™ 'By

with By = [Bs F4.] and B, = B,,. The classical optimal
filtering solution of this problem (disregarding sensor noise),
which makes a trade-off between worst-case disturbance
and Lo norm of the filter error Z = (C,z — 2) results in the
classical H, filtering solution, which amounts to solving
the single modified algebraic Riccati equation

AQ + QAT —Q (CTC’— %CZTC’Z> Q+ B,BT =0

for @) starting from a sufficiently large v, recursively, until
Ymin € Ry is found for which the constant ~,,,;,, — € with an
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arbitrary small € > 0 no longer produces a positive definite
solution. Then, the optimal filter gain K in (10) is obtained
as QCT O, see e.g., (Edelmayer, Bokor, & Keviczky 1994)
and the references therein for details. Including sensor noise
in (8), the approach would necessitate the solution of two
coupled Riccati equations, see (Mangoubi 1998).

The filtering solution characterized by the respective
transmission levels (fault and disturbance signal magnifica-
tions) of the filter for system (9) for unity estimation weight-
ing C, is shown in Fig. 2/a. By the special choice of C,
using diagonal normalization the estimation can be further
improved according to Fig. 2/b. The result evidences a mini-
mum of the disturbance transmission level at v = 1.8669 (-5
dB correspondingly). This shows that the H, filter grants
at least 60 dB of separation (signal-to-noise ratio, SNR) be-
tween the sensor fault and the disturbance effect and indi-
cates almost SNR 120 dB for the elevon fault. It can be con-
cluded that this sensitivity is certainly enough to robustly de-
tect both the elevon and the accelerometer faults in the prac-
tice, even in the presence of the non-decoupled disturbance.
When using this solution, however, the isolation of the two
fault effects using a single filter, might be problematic in the
practice. In order to achieve a better fault selectivity and ro-
bustness, our design goal is to consider the solution method
proposed by Solution 2 as it will be detailed in the next part.

Fault decoupling with H, disturbance attenuation

Alternatively, we may attempt to separate the faults 4 _(¢)
and v;(t) from each other using the idea of inversion-based
direct fault reconstruction. According to the idea depicted
by Solution 2 this implies a two step solution procedure.
In the first step of this approach we provide, if possible,
a useful filtering structure for exact fault decoupling. The
construction of a useful residual structure amounts finding
of the inverse according to both pi4_ (¢) and vs(t) irrespec-
tively of the presence of the disturbance w(t). This will re-
sult in a residual generator of form (4)-(5) providing exact
fault decoupling where the individual residual components
are subject to the disturbance effect. Robust detection, there-
fore, necessitates the utilization of additional disturbance
suppression methods. Therefore, in the second step, a dis-
turbance attenuation method can be used to suppress the dis-
turbance effect on the filter residuals. The design procedure
can be summarized as follows.

STEP 1. (Fault decoupling residual generator design by
means of system inversion). According to the idea described
by Solution 2, one need to generate the system of general-
ized output functions containing the original measurements
y and their derivatives of order » up to the input appears.
Then, a selection of these output functions for the determi-
nation of distinctive input functions can be used through in-
version.

Based on this consideration, it is easily seen that the mea-
surement available for the determination of the accelerome-
ter fault i 4 is the third output equation y3(t). Let us write,
therefore,

Ys = C3T + fa, (11)
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from which the sensor fault can be expressed as the inverse
function

HA, =Y3 — chac. (12)

Portraying the fault signal v, the first derivative of the fourth
measurement equation can be used because it does not ne-
cessitate the application of the derivative of the disturbance
(w does not enter this equation), letting

ga=cli=cl Az + I B,w+cI Bs(04+vs).  (13)

Since, for this example, the product CZB“, is found zero, the
actuator fault is obtained

—
CZBg
By substituting the new output functions (12) and (14) into
the state equation (9) one obtains

1
T =Axr — —BB(;C4TA$ +

vy = UYg — cZAz) — 4. (14)

B, ﬁBm + Bow, (15)
and, by using the definitions
A= <I — %Bgc{) A, and B = TL,
¢y Bs ¢y Bs

one gets the representation of the inverse system from (15)
by

& = Az + BBjyy + Bow

g=Cx (16)
with

where the fault signals can be estimated in the form

T 1 0 :

LA, 3 Y3
0l P Rl = Y g P a

5 T T y

¢y Bs cy Bsl Y4

based on the measurement y3(¢) and the first derivative of
ya(t).
STEP 2. (H filter design to attenuate the effect of the dis-
turbance on the fault decoupled residual). For disturbance
attenuation both the unknown input observer or the H, op-
timal filtering methods can be used. As the application of
H, filtering is potentially more flexible and more robust
than other approximate detection filter design techniques,
which tend to be based on geometric theory like unknown
input observers, in the following we show how the H, dis-
turbance attenuation approach may contribute in finding a
novel solution.

Consider the inverse system (16), with input directions
Ba £ BBs and B, £ B,, to be equivalent with the gener-
alized representation

T + Bava + Bk
, (18)

T =

<
I
Q\ b
8l
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Figure 3: Singular value plots of the combined fault to out-
put residual transfer function T, (dotted line) and wind
gust disturbance to output residual transfer function T,
(solid line) of the detection filter derived by using standard
H o, optimization technique with unity estimation weight C.,.

in an attempt to design a state observer which gives an esti-
mate Z(t) of the weighted state vector

z = C,x. (19)

It can be easily checked that the observability matrix of the
pair (C, A) is full rank, i.e., the system (16) and so (18) is
observable. The equivalence of systems (16) and (18) can
be validated by the following. On the one hand, generating
(18) from (16) by substituting the inverse equations (12) and
(14), respectively, we effectively combine the faults pi4_(2)
and v;(t) and control input §(¢) into a new input function
va(t) while keeping the disturbance input w(t) separated.
On the other hand, w(¢) is the only disturbance affecting the
system in the predetermined direction B,,, therefore, it can
be viewed as worst-case disturbance (t).

The inverse system, driven by the measurements
y(t),y(t), and control input §(¢) provides the generalized
inputs v (t), %(t) and worst-case disturbance (t) = w(t)
for which an H, filter can be designed in the form

&= (A—-K)Z+ Bava+QCTy
2= 0.z, (20)

in which @ is the solution of the corresponding modified
algebraic filter Riccati equation where the filter gain is cal-
culated as K = QCTC. In fact, the filter (20) provides
the estimation of the dynamics of the inverse system (18).
Based on the estimation Z, the residual (17) reconstructs the
faults by means of exact decoupling in which the effect of
the disturbance is suppressed in H, sense.

The transmission levels of the H, filter (20) designed for
the generalized system (18) are given in Fig. 3. Note that
the sensor fault appears in the measurements directly (see
Eq. (11)) thus it has a direct 0 dB feedthrough to the resid-
ual signal. The ragged line at zero dB is the transmission
of the sensor fault providing a constant level response in the
whole working frequency range. Note that for the evaluation
of the results this zero dB transmission is to be shifted up
to the typical low frequency or steady-state transmission of
the combined target fault because the optimization was done
against the combined fault effect. The steady-state transmis-
sion of the combined target fault exceeds the transmission
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Figure 4: Elevon and normal accelerometer faults occurring
att = 60s and t = 35 s, respectively.

of the disturbance by more than 115 dB in the DC range
and still maintains a minimum of SNR 65 dB in the fre-
quencies over 10 rad/s. This is an excellent sensitivity for
the detection of the target faults even they are continuously
corrupted by the wind gust. This result is not characteristi-
cally better than those obtained by the approach presented in
the previous section (and also in (Douglas & Speyer 1995;
Chung & Speyer 1998)), however, it represents a significant
difference. Namely, by this solution the faults are subject
to exact decoupling whose effects show up in a single filter
residual separately as seen in (17). Obtaining a realization
of the filter (20) with the filter gain

0 0.0015 0.0306 0  0.0015
0 0.0022 0.0424 0  0.0022
K=1]0 0.0006 0.0142 0 0.0005 |,
0 —0.0000 -0.0029 0 —0.0000
0 0.0048 0.1004 0  0.0048

a process simulation was used to evaluate the design and
validate the fulfilment of the requirements. The performance
of the filter designed for the detection and separation of the
elevon and normal accelerometer faults in the presence of
wind gust is shown in Fig. 5-6. The fault characteristic is

SVAN

Figure 5: Moderate energy wind gust disturbance (see the
zoomed time-scale for greater resolution) and the elevon and
normal accelerometer fault residuals in the presence of this
moderate wind gust.
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Figure 6: Severe wind gust disturbance (see the zoomed
time-scale for greater resolution) and the elevon and nor-
mal accelerometer fault residuals in the presence of severe
wind gust.

shown in Fig. 4. The values for moderate and severe wind
gust composed of a smaller and a higher energy (relative to
the magnitude of the anticipated faults) quasi-sinusoid signal
with 1 Hz frequency and a small energy 25 Hz random signal
were used for the analysis to generate the winds referred to
as severe and moderate gusts in the illustrations Fig. 5 and
Fig. 6, respectively.

Exact fault and disturbance decoupling

By extending the concept of Solution 2, one may attempt
to separate the faults p4_(t), vs(t) and also the disturbance
w(t) from each other providing full decoupling in the state
space by direct input reconstruction. Realization of this idea
in the first step, requires the calculation of the inverse not
only for the fault signals p4_(¢) and vs(t) but also for the
disturbance signal w(t).

STEP 1. For the determination of the accelerometer fault
14, the third output measurement ys(¢) is available as was
in case of the previous problem. Based on this measurement
the sensor fault residual can be expressed as the inverse func-
tion

[a. =y — c3. (1))

As it wouldn’t be a wise idea to include the derivative of
the disturbance function in the residual, let the inverse cal-
culation w.r.t. vg, therefore, be based on the derivative of the
fourth measurement equation again (w is not included in this
equation), letting

gu=cli=cl Az + I B,w+cIBs(0 +v5).  (22)

Since the equality ¢ B, = 0 holds, the actuator fault is

obtained as

_ kA -
T Bs

1
T 75

g — 0. 2
B, ¥ g (23)

Vs =
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In the reconstruction of the disturbance function w(t) one
may select between two opportunities: the inverse represen-
tation can either be based on y;(t) or y2(t) (and also on
their derivatives). Selecting the second measurement equa-
tion y»(t) it can be written

Yo =iz
U2 = c3 i = c3 (Az + Bow + Bs(6 + v)). (24)
By knowing the identity relation from (23)
1
S+vs 2 (4 —cf Az) —— (25)

B
c; Bs
and, by substituting (25) into (24) one obtains the distur-
bance residual in the form

T T
_ € ¢y Bs T
YT (CTB T T Byl B 64) Avt
2 Dw 1 DsCy Doy
1 C%Bg
o — /4. 26
C%“Bw Y2 CZBﬁchw Ya ( )

For the sake of a more compact system of notation let us
introduce the identities

1 I'Bs 1
T — 9y & 20 27
! c¥' B, ? cI'Bs ¥ B, @7
cI'B 1
Yy & AT TP ——— TP 28
3 CZB§7 4 CZB(S + 3V2 ( )

By using (27-28) and substituting the new output functions
(12), (23) and (26) into the state equation (8) one obtains the
inverse dynamics

= Az + Ba, (29)
with the system of residuals in the form calculated above
_ " i _ ) o i
CZB(S
W= et el Bs | AT+
— — c
chw cZBgchw 4
A,
L1 —c3 ]
r 1
-1 0 0 — 0
CZB(;
o o0 L dBs |||, G0
chg CZBL;CQTBW Y2
L0 1 0 0 Ya
where
A= (1 + By (02¢F — 01L) + B (9g01cL — 194(;{)),4,
B= [0 0 0 (19130_, — Y3 Bs —192B, + 19435)}
_ . . T
u=1[0 ys Y2 Ya] .

Since cZBiw is obtained zero the identities (27-28) and the
matrices A, B reduce to
1 s CFBs 1

9 2 9o 2 Uy =
! B’ ? cI'Bs I B, ’

1
cI'Bs’

>

0, 9,2
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A= (1 + ButacT — Byl — Bch)A,

B:[O 0 0 "B, —ﬁng+194Bg].
Rendering the estimate Z(t) available, the calculation of the
residuals vs(t), pa. (t) and w(t) from (30) can be made.

STEP 2. (State observer design to estimate the state of the in-
verse dynamics). Relying on Proposition 1 exerted by Solu-
tion 2, formulate the observer design problem for estimating
the unknown state of the inverse dynamics based on system
(29) and the auxiliary measurement equations

& = Az + Ba,

Qo

(€2))

where 7 £ y; and C4 £ ¢! by definition. Observe that y;
is the only measurement that were not utilized in the deter-
mination of the residuals represented by (12), (23) and (26),
respectively. o -

It can be easily checked that the pair (Cs, A) = (cT, A)
is non-observable. By appending the original measurements
to g (all but not y3), by constructing the output matrix C'y =
[cF T ¢I']7, however, the auxiliary system (Ca, A) can
be made observable that makes the observer design problem
viable.

Based on the representation (C'4, A) let us construct a Lu-
enberger state observer to obtain an estimate Z of the inverse
state Z in (31). The problem of finding a feedback matrix K,
such that the closed loop observer gain A + K C4 is stable
and the filter satisfy some performance requirements (i.e.,
it has the desired set of eigenvalues) is a standard problem
of modern control theory which has a number of solution
methods available.

By posing the design requirement that the filter eigenval-
ues along the real axis are smaller than —0.5, a stable filter
with an acceptable transient behavior can be obtained with

AT

N
I

Figure 7: The separated filter residual components driven
by the elevon fault vs, normal accelerometer fault 4, and
windgust disturbance w, respectively.
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using the eigenvalue assignment approach yielding to ob-
server gain K with stable spectrum as

20840  —162670 —70140
32730  —255510  —110200

K= 30 20 10 |. (32)
—2670 20790 8970

—32730 255490 110210

The result of a continuous time process simulation assuming

the simultaneous occurrence of an elevon fault and a normal
accelerometer fault (as shown in Fig. 4) in the presence of
persistent wind gust disturbance is presented in Fig. 7. The
result evidences that, in this noise free case, the filter gives
detection and estimation of the two fault signals v, 4 sep-
arately, disregarding the disturbance effect w in the residual.
It shows that the disturbance w, and the faults v, © 4, show
up in three independent residual directions making the ro-
bust detection and separation of the fault signals, with good
sensitivity measure, possible.

CONCLUSIONS

In this paper the effectiveness of inversion-based direct input
reconstruction for robust detection and separation of multi-
ple simultaneous faults in the presence of persistent distur-
bances which proved to be non-separable in traditional ways
in linear dynamical systems is presented. It is shown how
in a specific filtering structure, relying on the inverse repre-
sentation of the system, a detection filter can be designed by
means of the estimation of the state of the inverse dynamics.
One can use standard state observers or H filters combined
with the inverse-based residual generator for providing full
or approximate decoupling solutions, respectively.
Applicability of the method requires more measurements
than faults available, as well as the access to derivative mea-
surements of some signals. The number and structure of
available measurement data is an issue of system specifica-
tion and design. In light of the development of recent sensor
technology, the need for direct access to derivatives is a tech-
nical reality, however, noise sensitivity of the method is a
further issue of research. In this paper, this novel fault detec-
tion and isolation method was presented for noise free case.
Further studies to ensure robustness of the theory against
measurement noise and system modeling errors are needed.
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Abstract

The paper presents first results of a project that aims at a
model-based tool for functional testing of control software
for passenger vehicles. The objective is that this tool can be
used in today’s engineering practice and, hence, the ap-
proach must not require costly changes in the current test
generation process and not assume data and skills that do
not exist in reality. Firstly, the input to test generation, i.c.
the specification of functional requirements, exists mainly
as natural language text, rather than in a formal language.
Secondly, its output, i.e. a set of proposed tests, has to be
justified and explained in terms that are comprehensible to
the test engineers in order to allow them to inspect, revise,
and complement it. We focus on design decisions that are
motivated by this objective. The proposed solution offers a
natural-language-template-based interface for acquiring
software requirements. The content of the filled-in templates
can be represented in propositional logic and temporal rela-
tions and form the model of the intended correct behavior.
Models of potential faulty behaviors are generated from this
OK model by a number of (types of) transformations. The
fault types are defined mainly to match the intuition behind
manually generated test cases and, hence, can deliver simi-
lar, but more systematic, test suites. This forms the basis for
the intuitive justification of the tests and its manual post-
processing.

1. Introduction

As long as formal specification of software functions and
software generation and verification based on formal speci-
fications are not established, testing of software is an es-
sential step in software development. And even if, some
day, the precondition would be achieved, there would be
no guarantee that the starting point, the specification, cap-
tures the intuitive user expectations appropriately, which
again establishes a need for testing. This holds even more
if the software has a high impact on safety of people and/or
environment such as the control software on vehicles.

Automotive companies spend high efforts on testing soft-
ware, often delivered by suppliers, on test benches with
“hardware in the loop” [Boot et al. 99] describes automated
testing techniques for HIL). Figure 1 shows an exemplary
test bench. Large parts of the physical behavior of the
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vehicle are simulated, and the electronic control unit

(ECU) is tested in this context. Today, the test suites for

this process are generated by hand, based on the informa-

tion contained in the requirement documents. This results
in high development costs and does not provide a reliable
assurance of the scope of testing.

In a project with a major German car manufacturer, we aim

at addressing these issues by producing a tool that gener-

ates sets of tests automatically from the requirement speci-
fication. Since the software is to be tested in the context of
the (simulated or real) vehicle, a coherent approach to
testing software and physical parts in a uniform way is
attractive. We are addressing this requirement by extending
our model-based test generation algorithm [Struss 94] to
software testing. A feasibility study for this approach was

presented in [Esser-Struss 07].

The major challenge of the project is to build a tool that

supports the existing work process, rather than requiring a

major revision of the process, long education of the in-

volved staff, etc. This implies, in particular,

- on the input side: we cannot expect the requirement
engineers to learn and use a formal language for formu-
lating requirements. The current requirement docu-
ments state mainly functional requirements and are
mainly natural language texts.

Figure 1 — A common test bench for cars.
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- on the output side: the automatically generated tests
need to be inspected, revised, and extended by the test
engineers and, therefore, presented, justified, and ex-
plained in intuitive terms.

In this paper, we focus on the attempt to address these

requirements. The proposed solution offers natural-

language-template-based interface for acquiring software
requirements (section 3). The content of the filled-in tem-
plates is automatically transformed into a representation in
propositional logic and temporal relations and forms the
model of the intended correct behavior (section 4). Models
of potential faulty behaviors are generated from this OK
model by a number of (types of) transformations (section

5). The fault types are defined mainly to match the intui-

tion behind manually generated test cases and, hence, can

deliver similar, but more systematic, test suites. This forms
the basis for the intuitive justification of tests and their

postprocessing (section 6).

In the following section, we give an overview of the ap-

proach and its elements.

2. The Approach

The perspective on testing is that confirmation of one be-
havior mode (OK) requires discriminating it from all pos-
sible faults. In the model-based test generation algorithm
presented in [Struss 94], models (of physical systems) are
represented as (finite) relations. Useful test inputs (the
vertical axis in figure 2) are computed as the complement
of those that may trigger the same observable response
under both behavior modes (the horizontal axis). Such a
test guarantees to refute at least one of the two beheviors.
The task of test generating for conformance testing is find-
ing a set of test cases such that for each pair (me, Mmgpis),
where m,y is the model of the correct system and my,; is
one out of a given set {mMgpii; , -..,Mpin; of models of sys-
tem faults, a definitely discriminating test exists in the set.
Applying this approach to test generation of software re-
quires a process containing at least three steps (see figure
3):
1™ Step: building a model of correct behaviour, m,, In our
case, the OK behavior is (solely) given by the (high-
level, functional) requirements,
ond Step: deriving fault models {mg;; , ...,Mpin) from me
according to some selected fault classes,
3 Step: computing the test cases for my and {mg; ,
.. -,mfan,n} .
The framework presented here can be seen as a refinement
of these three steps under our objective, namely supporting
the existing work process. Actually, it involves two differ-
ent types of experts (and, in fact, different departments):
requirement engineers and test engineers. The latter needs
the results of the former as an input to his work and this
exchange happens via documents, discussions, and phone
calls and ist time-consuming, error prone, and only weakly
supported by software. Our tool can be understood as pro-
viding support to both types of experts and a channel for
the exchange of well-defined information between them.
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In order to develop the foundation for a solution, we par-
ticipated in both work processes, requirement acquisition
and test generation, related to a new version of the Auto-
matic Cruise Control System (ACC). This enabled us to
develop the current working hypotheses for an appropriate
representation of requirements and for identifying fault
models that corresponds to the potential misbehaviors that
the engineers hypothesize and their tests check for. This
requires two more steps, namely

0™ Step: obtaining a formal requirement specification from
experts who are accustomed to using natural language
for this purpose

4™ Step: presenting the generated tests and explaining the
rationale behind them to the test engineers.

Figure 3 also indicates the specific requirements in the

process which are:

A. The acquisition of requirements from the requirement
engineer must be in a form that is close to their intui-
tions and the language they use, which is natural lan-
guage.

. The model (for m,) must be a formal one and

. must preserve the structure of the requirement specifi-
cation.

D. The model formalism used for the fault models must be
expressive enough to cover all relevant requirements
and fault types.

E. The purpose of the generated test cases must be com-
prehensible to the human expert.

Preserving of the structure means that the individual ele-

ments of the (manually created) requirement specification

can still be identified in the model m,. The reasons for
this, which are explained in detail later, are:

- to apply the same test criteria as in the current manual
practice

- to explain the reason for a test case in terms of the
requirement specification, which leads to intuitive justi-
fications.

These aims are addressed in this framework by introducing

two representations used in different steps in the process:

1. At the user interface: Template Based Natural Lan-
guage Specification (TBNLS), where each require-
ment is a filled template forming a natural language
sentence.

Ow

Yeause

Not discriminable
(NTD)

Possibly discriminable
(PTD)

Definitely Discriminable

(DTN

Vobs\cause

Figure 2 — Determining the inputs that do not, possibly
and definitely discriminate between models R; and R,.
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Figure 3 — the steps of fault-based test generation, and the formalisms used in this framework.

2. Internally, this is transformed into a Formal Require-
ment Language (FRL) where requirements are tuples
(start-condition, consequence, end-condition). Condi-
tions and consequence are specified in terms of propo-
sitions, that characterize system states, time intervals,
and temporal constraints.

The human expert interacts only with TBNLS notation and

only specifies the correct behavior. From this, the FRL

specification is automatically generated and then used to

generate fault models (see figure 3).

In the following sections the formalisms are described.

3. Natural-language-like Specification

In current practice, functional requirements (except for a
small set of critical applications) are usually stated infor-
mally in natural language. A requirement acquisition tool
has to allow the expert to stick to this as far as possible.
Therefore, we decided to use a natural-language-like speci-
fication. However, since it must provide the basis for the
following formal representations and algorithms, it has to

e have precise semantics and

e cover at least the most important/common classes

of the requirements.
In order to achieve this, we studied current practice re-
quirement documents supplied by the industrial partner.
The left-hand column of figure 4 lists three typical exam-
ples from such a document. Our analysis showed that al-
most all requirements can be structured using three ele-
ments: start-condition (if), consequence (then) and end-
condition (until). If a situation matches the start-condition,
then also the consequence has to hold. Additionally, the
termination of the consequence is specified by an end-
condition. Thus, e.g. requirement R, can be reformulated as
follows:
if the system is in mode m,, lamp L3 is off, and button
B4 is released,

then immediately lamp L3 is lit
until button B4 is down again or the system leaves m.
The end-condition may be missing, and, hence, the dura-
tion of the consequence is unspecified. If the start condi-
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tion is also omitted, the consequence has to hold univer-

sally.

The following description of the template-based natural-

language-like specification (TBNLS) comprises

- the set of templates for representing requirements, and

- a domain theory containing additional background
information necessary for situating the requirements in
a context and for generating tests that reflect and ex-
plaining this context.

Sentence Templates for Requirement Rules

A sentence template is a particular grammatical natural
language pattern, which can be filled with state expressions
and metrical time information. The right-hand column in
figure 4 shows the filled in templates for the three sample
requirements.
The template itself fixes the temporal relationships (e.g. P,
must occur before P,) between situations characterized by
state expressions and classifies the state expressions as
start-condition, consequence and end-conditions. The abil-
ity to specify exact temporal relationships is missing in
many other natural language representations, such as ACE
(Attempt to Controlled English, [Fuchs-Schwitter 967)
which is a subset of English restricted in vocabulary and
grammar.
A state expression P characterizes a class of situations and
is inductively defined from facts Fe FACTS:

P:=F| (P, AND P,) | (P, OR P,) | NOT P,
Facts are atomic propositions and do not have a structure
or explicit semantics a priori; a reader must know what
they mean. However, dependencies among facts may be
defined in the domain theory. E.g. in requirement R, the
facts are ‘Button B, is not down’, ‘Button B, is down’ and
‘Lamp L; is lit’. 5 seconds’ is metrical time information.
The choice to use unstructured propositions was made in
order to avoid putting too much burden on the requirement
engineer by forcing him to introduce certain predicates,
variables with associated domains etc. While it is straight-
forward to assign a value ‘30km/h’ to the quantity ‘veloc-
ity’, in other cases, it would be unnatural for requirements
like ‘Transition from mode ml to m2 must be comfort-
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able’. Later, we plan to explore the gain of a more struc-
tured representation of the facts. A more complex repre-
sentation (which means more work/) may be more accept-
able if the resulting benefit can be demonstrated and quan-
tified.

In a template, ‘A occurs’ always means that A was false
before and changed to true now, and ‘A holds’ means, that
A is true independent of its value before or after.

The user can choose to activate a default rule, stating that a
fact persists, unless specified otherwise in the template
(which addresses the frame problem). However, this leads
to disadvantages compared to specifying the behavior for
entire time intervals explicitly: leaving the behavior un-
specified for certain intervals, which may be adequate
during design stage, is not possible.

Domain Theory

The functional requirements are considered as a descrip-
tion of the intended behavior of the respective subsystem.
However, it is only a partial description and is likely to be
insufficient for generating reasonable tests for several
reasons. Here, we are not referring to the fact that the re-
quirement engineer may have forgotten to specify some
relevant aspects of the desired system behavior. The
sources of incompleteness are more fundamental:

- The collection of requirements may not contain the most
basic ones, because they are obvious to anybody in-
volved in the process. (Actually, sometimes, they will
only be assumed to be obvious, and e.g. the test engi-
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neer may not be aware of them, which creates a prob-
lem). For instance, the fundamental function of a
brake, namely to decelerate the vehicle will probably
not be subject to an explicit requirement.

- The collection of requirements concerns only one sub-
system, and, more specifically, its software and does
not specify the behavior of the context, i.e. the physi-
cal components of this subsystem and other subsys-
tems it is interacting with. For instance, the Automatic
Cruise Control (ACC) interacts with the braking sys-
tem, whose function will produce in turn an impact on
the ACC (by reducing the speed and potentially in-
creasing the distance to the preceding vehicle).

- Also, the environment of the vehicle (road conditions,
the driver’s actions, other vehicles etc.) will usually
not show up in the requirements, but may be relevant
to test generation. For instance, acceleration of the
preceding vehicle influences the distance to it, which
is a measured input to the ACC. Also, basic physical
constraints will be missing, such as the fact that the
vehicle cannot brake and accelerate at the same time.

If this background knowledge is not available to the test

generation algorithm, it may still be able to produce tests,

but they may be unintuitive and overly complicated, and
miss some “obvious” solutions. Complementing the model
obtained from the requirements by this kind of knowledge
will make automated test generation more powerful and

provide results with higher acceptance. We expect that a

very basic and qualitative model of vehicle functions and

Prosa Requirement Requirement Sentence Template InFRL Rr= [A;B%;CJ Graphical
- 2 4 «—>T
If button B4 has not been down If | Button By isnotdown P4 | A= [Pl]u Nig ]13 A z¥ !
during the IastSS_e(_:onds, Fhen held the last and now (t |t )/\(t - —T) -
R lamp L3 must be lit immediately 213 . 5P
11 after button B4 changed to down. ‘ Button B, is down Pz‘ oceurs, | p_ [})3 ]’5 /\(tB | ts) if e Z‘
15
then must ‘ Lamp L3 is lit P3‘ — P
follow immediately. then >e s
i A=[[R]’ A[R] ) B
Immediately after button B4 Is if | Bution By is down P ocours, I 1]“ B A unti Pa Ps
released while the system is in during ‘ System is in mode my AND ‘ ([3 <t < ,4)
mode my and lamp L3 is not lit, . - P,
the lamp L3 must be lit until Lamp Lsis not lit_ P, holds, then B= [PJZ At 155) -
Rz | button B4 is down again or the Lamp L is lit P3| must hold ] -
system leaves m. ) - - i C=[P]' Alts1t) if —Py | Py
immediately, until | Button By is up 7
<< )4
‘ OR System is not in mode m, P4‘ then W Ps
hold.
Immediately after button B4 Is If | Button B is down P+ |occurs, A= [[Pl]:‘2 " I; < . .
pressed, Lamp L3 must be red then | Lamplsisred P, ) unti e
for 10 seconds. ) - - B=[B] A(1,|t)
Rs hold immediately, until s i = E
— — 71 1
10 seconds  Ti|elapsed. C=(t, =1, +10s)
<< )4
then 'W P,

Figure 4 — Examples of natural-language requirements and the respective templates, their notation in FRL, and graphical

representation (from left).
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its context will suffice to achieve this and, therefore, be

highly reusable for different subsystems (and, in fact, for

different work processes).

There is another limitation that is due to the chosen granu-

larity of the current requirement representation:

- Since the entries in the templates are treated as elemen-
tary propositions, their ontological relations (e.g. exclu-
siveness or a taxonomy) are not made explicit in the set
of requirements. In our example, ‘Button is down’ is
the negation of ‘Button is up’.

To exclude situations which are impossible in reality, such

kind of dependencies have to be included in the domain

theory. Otherwise, test generation, may produce test cases
that cannot be executed.

The axioms of the domain theory should be expressed in

the same way as the requirements (e.g. for defining that the

‘Button is pushed’ holds, if and only if ‘Button is down’

holds now and ‘Button is up” was true before), but repre-

sented separately from them, because

- the requirement engineer is only interested in the re-
quirements and should not be forced to deal with the
domain theory (which is obvious background knowl-
edge to him)

- the domain theory plays a different role in the process,
in that its interdependencies are not subject to testing,.

At present, we use 15 different requirement sentence tem-
plates. They suffice to express the set of requirements in
the current project. Of course, additional templates may be
added if needed. Because it might be difficult to pick the
right template from a larger set and because there may be a
need to modify the template while formulating a require-
ment, in the future, we may consider supporting the con-
struction of templates from elementary fragments (logical
connectors, temporal constraints) similar to configuring
functions in Excel. In this paper, we refer only to the tem-
plates underlying R}, R, and R3.

4. Formal Requirement Language

In order to build the model, the first step after acquiring the
requirements in template form is to transform each tem-
plate instance into a requirement in the formal language
(FRL). Figure 4 shows the example rules in FRL notation
(left-hand column) and their graphical illustrations.

The set of FRL requirement rules over a set of facts
FACTS is defined inductively.

Definition — FRL Requirement
Let €4,=P be the set of state expressions defined in section
3 and ~ be one of the relations =, <, >, <, 2, and |. Then

_ 12 12 12
£interval - [gstate]tl | [[gstate]n

‘ [gsme ]],1

| €interval A Einterval ‘ €interval V Einterval
| (Simerval) ‘ €interval A Squanl | “Einterval
=3 8unquant | —d Sunquant

| 8quam A 8quant | 8quant \4 8quam
8Lmquam = (sinterval AN 8constr) | _‘gunquant

=t~ [E~t+x) [ (ti~t—x)

Equant

8C()n str
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| 8const:r A sconstr | sconstr \% sconstr
then

b until
sreq“ =|4- [gslale ], A gconslr ?sl C

ra

then

b
| (A - [gstate ]ta A gconstr j

where A,C € €quant-
The informal semantics is:

- e ]112 specifies that €, holds all the time during the

(closed) interval [ty,t,], where €, may but not need to
hold before and after that interval.

2 . .
- [[Ssme]:I specifies a left-max interval where €y, must

hold, i.e. additional to the above expression, €pe must
not hold in the interval right before t;. The analogue

holds for [, 1]

11
- t; | t, means t, follows ty, i.e. there is an infinitely short
time between t; and t,.
The formal semantics is given in predicate logic, where
F(t) means, that fact F holds at time t:

[gstate ];12 = v/,llitézzgstate (t)
[[gslalc ]:12 = EIr',tO [_'gslalc ]:? A [gslalc ]112 A (ZO | ll )

L1t =Y e ([t(];tl ] U[tz;t3] = [to;ts])
where [a;b] is the closed interval between a and b. Figure 5
shows the semantics of a requirement in predicate logic. C
is a copy of C, where each variable name v in v(C), except
those occurring also in formula A, is renamed into v . The
same holds for B .

Preservation of Structural Information

Requirements are constraints on the intended behavior of
the system. While in verification one would simply check
whether or not the set of constraints are fulfilled, test gen-
eration and test justification (section 6) requires the preser-
vation of some structural information. From a purely logi-
cal perspective, one could transform an FRL requirement
into an implication and, thus, into a single constraint and a
set of requirements into a constraint network. While this
can be done to specify the semantics of

then until

—and —,
first

FRL maintains

- the individual requirements as units and

- within a single requirement, the distinction between
start-condition, consequence and end-condition.

This is essential because the tests have to be generated for

each single requirement, and conditions and consequence

play a different role in test generation. While the former

(and their mutations) need to be established by other ac-

tions, the latter is what must be established by the system,

can be affected by faults, and, hence, needs to be checked.

Section 5 will show how this structure is exploited for

generating fault models.
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then  until

R=(A—>B—>Cj:=VfV(A)(A:>BC,vBCz),

first

R

(A = Bj =V (42C)
with
BC, o3, (B A (EIMC)C) A (_Elv(f)ja.ﬂ:«b (C_' ACy )))

BC, <:>(3,w,h (B/\(tb =oo))/\VWhﬁE| C/\cB))

(C) (
B:=[P]" nc,

Figure 5 — Semantic of a FRL requirement rule in predi-
cate logic.

Other possible representations, such as finite state ma-
chines representing the whole functionality of the system
or formulae of the Duration Calculus (DC, see [Chaochen-
Hansen 03]) do not contain information about start-, end-
condition or consequence of the original requirements.
Requirements in FRL do not only contain this structural
information, but also provide a 1:1 mapping between each
state expression in the template and in the formal require-
ment. This is relevant for the tool, because it forms the
basis for presenting comprehensible justifications for the
generated tests to the test engineer, which can be stated in
terms of the elements of the original requirements (formu-
lated in a template).

Expressiveness of FRL

The formal requirement language is quite expressive, and,
in fact, it is overly expressive from the application point of
view. The included continuous time model results in unde-
cidability. For instance, consider the simple rule: ‘5 sec-
onds after pressing a button, the lamp must be lit’. The
button could be pressed infinitely often during 5 seconds,
and each time the requirement would have to hold. Thus
during this period, an infinite amount of memory would be
necessary to keep track of the individual time points the
lamp must be lit. Of course, this is irrelevant under practi-
cal consideration, because the button may be pushed often,
but not infinitely often.

There are two ways to cope with this issue. One could
restrict the language explicitly to a discrete time model
with finite granularity. Alternatively, one can restrict the
use of the language. This is what is currently guaranteed by
the finite sets of templates (and requirements), the way
fault models are constructed, and the fact that test genera-
tion considers a finite set of steps only.

5. Fault Model Types

We also analyzed how test cases of an existing test suite
were generated and identified the motivation behind them.
It is not surprising that tests are explicitly or (often) implic-
itly based on hypothesizing “what may go wrong” and
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designed to detect a certain type of misbehavior (deviation
from the specification). It turned out that many of these
fault types can be represented as defects in the requirement
specification and can be described in terms of start-
condition, end-condition and consequence that are “muta-
tions” of the ones occurring in the requirements.

In the following, we discuss some fault types that were
used most frequently in the analyzed documents. We pre-
sent examples and the fault types informally and in FRL.
Two of the most obvious fault types are, stated intuitively,

e The conditions are satisfied, but the consequence
does not occur.

e The condition is not satisfied, but the consequence
occurs, anyway. (At a second glance, this is not
necessarily a fault, unless there are other require-
ments contradicting this).

To illustrate the first case, consider the example require-
ment R: “if button B3 is down, lamp L1 is lit and the speed
is below 130km/h, lamp L2 must be on for 5 seconds”.
Then the first fault type states that in any situation match-
ing the start-condition (positive case), the lamp L2 is not
on for 5 seconds (but may be on for less than 5 seconds).

Simple Positive Fault
Contrary to the specification, in all conditions that sat-
isfy the start condition of a requirement, its conse-
quence does not occur, i.e. the negated consequence
occurs

For a requirement R; one fault model mg,;; is created
which differs from the correct specification m only
in R; by replacing B with its negation:

Mg = Moy I:Ri R ] A

until until
R i =R, KB - CJ = —.[B - Cﬂ

where X[Y > Z]means that Y is replaced by Z within
X.

Here, and in the following, the respective requirements
are stated as
then

until
R = (A —>B— Cj

first

For the next fault type assume that it is known (via other
requirements) that if even only one of the conjuncts in the
start-condition of R is not true (negative case), e.g. the
button is not down but L1 is off and speed is below
130km/h, then the lamp L2 is not on for 5 seconds. In con-
trast the fault states that L2 is /it in such negative cases.

Simple Negative Fault
Contrary to the specification, in all conditions that dif-
fer from the start-condition of a requirement by ex-
actly one negated conjunct, the requirements conse-
quence does occur, although other requirements R, ...
R, implies a different consequence.

For each fact occurrence FO; in start-condition A of a re-
quirement R, a fault model mg i is created which differs
from the ok model by removing FO; from A:
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My = My [R,. = Rﬁ”‘j —| A

i

Ry, =R[Am 4y |

i fail, j
Ay, = A[FO, > true].

The next fault type leads to a boundary value analysis. The
fault states that in any borderline situation, like the speed is
129,5km/h, the consequence does not occur.

We therefore define that a value assignment v="(vy,...Vy)
for all variables V=(V,,...V,) is called a positive borderline
situation of an expression expr, iff the expression is true
under v and there exists a i<n such that expr becomes false
when in- or decreasing (only) the value v;.

Boundary Value Positive Fault
Contrary to the specification, for each positive border-
line situation of the start-condition, the consequence
does not occur.

Analogously, a negative borderline can be defined, where
the expression is false but becomes true with an in-
/decrease, leading to the definition of a Boundary Value
Negative Test.

Representing this fault type is fairly clumsy using proposi-
tions only. It will be easier when we introduce value as-
signments to variables as state expressions..

Although the simple positive fault type appears very sim-
ple, there can be many state expressions that satisfy the
respective condition (conjunctions that subsume the condi-
tion), and only some of them are reasonable to consider,
because additional conjuncts interact with the other ones.
This interaction can be due to shared resources. E.g. as-
sume that both the lamp L1 and the window lifter consume
a significant amount of power from the battery. A faulty
behavior because of resource shortage may occur if both,
‘L1 is lit” and ‘window lifter is on” hold at the same time.

Resource Shortage Fault
The starting conditions of two requirements are satis-
fied such that both consequences must hold during the
same time, where both shares a common resource, one
of the consequences does not occur.

For each tuple (F,,F,)e FACTS? where both facts
share the same resource, share-resource(F;, F»), two
fault models mg,;;; and mg,; are created. The first dif-
fers from my in replacing each requirement R; with
consequence

B= ([E]Z /\CB)
by Ri’fau[t With:
R = R, [B - B'] >

B'=([(FA=F)V (=R AE) ] Acy)-

Replacing each F, in the formulas above by F, and
vice versa leads to the second model my; 5.
Note that all fault types above refer to the structure of the
requirements stated as templates.
There are more plausible fault types, and we list some of
them:
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Unwanted Temporal Ordering Dependency
Contrary to the specification, if the events of the start
condition occur in a specific order, the consequence of
a requirement does not occur.

Example: The specification contains the requirement
,When buttons A and B are both down for 5 seconds, then
X must occur immediately” According to this requirement
the consequence must occur independently of the order of
pressing A and B.

Wrong Requirement Priority
Contrary to the specification, a requirement has a
lower priority than another requirement (if a require-
ment has a higher priority than another, it over-writes
it, i.e. in a condition matching both start conditions,
only the consequence of the requirement with the
higher priority if they are contradictory).

Example: assuming the following two requirements, where
the first is higher prioritized than the second. Requirement
1: “If the main switch is turned to position ,off’, the system
must immediately turn off itself”. Requirement 2: “if the
pedal is released in mode active;, the system must immedi-
ately switch to mode active,”. Here a Wrong Requirement
Priority Fault exists, if the system switches to active, in-
stead of deactivating itself, if the pedal and the switch are
pressed simultaneously in active;.

Requirement Violated in Temporary States
In a specific temporary state the consequence of a re-
quirement does not hold.

Example: assume in some situations mode m; is active for
500ms only and then becomes inactive without further
interaction. The fault type states that the consequence of
some selected or all applicable requirements do not hold
during m, although the start-conditions are fulfilled. The
underlying hypothesis is that such short states may be
easily overlooked during testing.

Incorrect Bracketing
Wrong brackets in a state expression

For instance, the text ““...button A or button B and button C
is pressed...” in a requirement document could be inter-
preted as (AVB)AC is pressed or Av(BAC) is pressed. This
fault type assumes that the wrong interpretation was cho-
sen for implementation.
Note that for some fault types additional knowledge not
contained in the requirement specification is needed, e.g.
for an Unwanted Resource Shortage Fault, information
about dependencies between facts (or requirements) and
the resource are needed.
Note that a faulty requirement may contradict other re-
quirements, thus it has to override them in order to get a
faulty but consistent specification (e.g. by assigning each
requirement a priority).
In summary, we tried to illustrate in this section that
e there exist intuitive concepts of fault types that
motivate tests,
e these fault types are obtained as transformations
of the respective requirements (and that this re-
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quires the preservation of the structure of the re-
quirements)

e they can be stated in the same language as the re-
quirements, FRL.

6. Input and Output of Test Generation

Based on the described foundations, a test generation
specification TGS contains all information, besides the
specification model,, of the system-under-test, needed to
successfully perform fault-based test generation. A TGS is
represented as a tuple:

TGS = (TESTBENCH, SETTESTIDEAS) )
where

TESTBENCH = (FACTS b5, FACTS causal)
describes the attributes of the test bench, which is the tech-
nical interface to the system-under-test. When switching to
another test bench, TESTBENCH must be adopted prop-
erly. It declares the set FACTS, of facts observable and
the set FACTS,,.1 of facts that can be manipulated by the
tester. Optionally the test bench’s maximal temporal reso-
Iution of the observations, Aty,, and of the stimuli, Atyyg,
may be stated. For instance, At,p,s =10ms stating that events
lasting less than ten milliseconds are not visible, becomes
handy if the stimuli is observed only by a human tester.
The set SETgstipEAs consists of test ideas

TESTIDEA = (TYPE g, REQUIREMENT).
A test idea specifies that the fault type TYPEg,, has to be
applied to REQUIREMENT, which results in one or sev-
eral fault models. Fault specific parameters, such as a ref-
erence to resource sharing for Resource Shortage Faults,
may be given in addition.
Since the test generation algorithm produces tests in order
to discriminate the OK behavior from the various fault
models, the purpose of the test can be explained to the test
engineer by referring to a specific requirement and to cer-
tain fault types, i.e. at a conceptual level he is familiar
with. One could also try to display the hypothesized fault
types in terms of templates. Because there is no guarantee
that the FRL fault model corresponds to any of the tem-
plates offered for requirement acquisition, this would only
work if such templates are generated automatically from
FRL.

7. Future Work

The project described here is driven by the application
requirements. Therefore, we have to avoid overloading the
acquisition of the requirements and the domain theory.
This is why we have to allow a rather coarse level for ex-
pressing FACTS, with the obvious drawback that at this
propositional level many of the interrelations of various
requirements, including inconsistency, refinement, redun-
dancy, remain implicit and cannot be exploited by the
algorithm, which weakens its results. Such interrelations
can be made explicit in the domain theory, causing higher
efforts on this side. The alternative is to allow for a more
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structured representation. An obvious extension is to intro-
duce variables and assignment of values or ranges to them.
Currently, we are performing an initial evaluation, which
will provide us with feedback from the test engineers and
with hints on an appropriate trade-off between limiting
efforts on the requirement acquisition side and the quality
and utility of the generated tests. At least, we will be able
to demonstrate what can be gained by a more structured
and systematic requirement acquisition.
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Abstract

Computing test vectors that are optimized to isolate faults
is an important area of diagnostics. The literature has fo-
cused on test vectors for single-fault diagnoses. This arti-
cle generalizes this, addressing the problem of computing
Max-Fault Min-Cardinality (MFMC) observation vectors in
Model-Based Diagnosis (MBD), and proposing two algo-
rithms for solving it. An MFMC observation vector is an
observation that, for a given system description, results in
the maximum number of faults in the minimum cardinality
diagnosis. Computing MFMC observation vectors has appli-
cation in testability analysis, MBD benchmarking, optimal
sensor placement and other areas of model-based reasoning.
We discuss the high computational complexity of the MFMC
problem and introduce stochastic methods to reduce the so-
lution complexity. The first method for computing MFMC is
based on importance sampling while the second one is based
on simulated annealing. Both algorithms lead to significant
speed-up compared to exhaustive search and perform best for
different classes of system descriptions. The algorithms de-
scribed in this paper have been implemented and tested on a
benchmark of combinatorial circuits.

Introduction

The problem of computing minimum cardinality diagnoses,
given an observation and a system description, is central
to Model-Based Diagnosis. Consider the inverse problem
of computing an observation which distinguishes a specific
number of faulty components. Computing observations that
distinguish a single failing component is studied by Auto-
matic Test Pattern Generation (ATPG) and dates back to
(Roth 1966). The goal of ATPG is, then, to compute a se-
quence of test vectors that can distinguish every possible sin-
gle fault in a device.

Single-fault ATPG has been extended to finding observa-
tion vectors leading to double faults (Hughes 1988) and to
multiple faults (Kubiak & Fuchs 1991). All of these ap-
proaches have several drawbacks, including: (1) they are in-
herently suboptimal, i.e., they do not answer the question of
what is the maximum number of faults distinguishable by
a single test vector, (2) they suffer from very high compu-
tational complexity, and (3) they severely limit the class of
system abstractions by using various simulation techniques.

Few papers address algorithms computing observation
vectors that distinguish the maximum number of failing com-
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ponents in a system, e.g., (Abramovici 1981). One can
devise a class of more general algorithms for this, based
on techniques from MBD and abductive reasoning. This
paper formalizes the problem of finding Max-Fault Min-
Cardinality (MFMC) observation vectors and proposes two
algorithms for solving it. These two methods are very effi-
cient, given the existence of a fast MBD engine.

One of the advantages of the algorithms in this paper
over the related k-fault ATPG algorithms is that they do
not impose any limitations on the model (e.g., they do not
require stuck-at modes or unlimited observability). This
makes them applicable not only to testing but to a wider
range of Model-Based Reasoning problems. The MFMC
algorithms can be used for MBD benchmarking (Provan &
Wang 2007), optimal sensor placement (Console, Picardi, &
Ribaudo 2000) and other applications.

A summary of our contributions follows. This paper in-
troduces the MFMC problem and two algorithms for com-
puting MFMC observation vectors. The first one is based
on importance sampling and the second one on simulated
annealing. The two algorithms are empirically analyzed on
a number of diagnostic models. Furthermore, we discover
some properties of the MFMC search and reason about its
computational complexity.

The rest of this paper is organized as follows. The section
which comes after this introduction defines the basic MFMC
framework. It is followed by a short discussion on some
complexity issues. The fourth section suggests algorithms
for solving the MFMC problem. Finally, we evaluate the
empirical performance of the algorithms.

Preliminaries

The discussion starts by formalizing some basic notions in
MBD, extending the notions in (de Kleer, Mackworth, & Re-
iter 1992). A model of an artifact is represented as a propo-
sitional WHF over some set of variables V. Discerning a
subset of them as assumable or observable gives us a diag-
nostic system.

Definition 1 (Diagnostic System). A diagnostic system DS
is defined as the triple DS = (SD, COMPS, OBS), where
SD is a propositional theory describing the behavior of the
system, COMPS is a set of assumable variables in SD, and
OBS is a set of some observable variables in SD.
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Although it is not strictly necessary, throughout this paper
we will assume that OBS N COMPS = .

A Running Example

The simple Boolean circuit shown in Figure 1 is used to il-
lustrate the notions in this papers and the workings of the
algorithms we propose. The 2-to-4 line demultiplexer con-
sists of four Boolean inverters and four and-gates.

LI>C

Dol

7 Ay o
4, P2
Ay P2
T

Figure 1: A 2-to-4 line demultiplexer.

The expression h = (0 < —i) models an inverter, where
the variables ¢, o, and h represent input, output and health
respectively. Similarly, an and-gate is modeled as h = (0 <
i1 A g A i3). These propositional formulae are copied for
each gate in Figure 1 and their variables renamed in such
a way as to properly connect the circuit and disambiguate
the assumables, thus generating the following propositional
formula for SD:

I3 =
SD = A= (01 & iApAT)
As = (02 & i AT AQ)
As = (03 & i ApAS)
Ay = (04 © i1 NsSNQ)

The set of component (assumable) variables is COMPS =
{I,...,I4,A1,..., As}. The set of observable variables is
OBS ={i,a,b,01,...,04}.

Diagnostic Framework

The traditional query in MBD results in finding terms of as-
sumable variables which are explanations for the system de-
scription and an observation. The first definition of diagno-
sis uses a set notation.

Definition 2 (Diagnosis). A diagnosis for the system DS =
(SD, COMPS, OBS), given an observation term « over
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variables in OBS, is a set D C COMPS such that:

SD/\a/\[/\ﬂhC]/\ A he

ceD c€(COMPS\ D)

L

Under lex parsimoniae we are interested in computing those
diagnoses that are not subsumed by other diagnoses of SD A
o.

Definition 3 (Minimal Diagnosis). A diagnosis D is mini-
mal iff no proper subset D’ C D exists, such that D’ is also
a diagnosis.

Throughout this paper we interchangeably use a proposi-
tional notation for expressing diagnoses. In this case we
simply construct a conjunction of literals, each literal hav-
ing a negative sign if its respective variable is in D and a
positive sign otherwise. Consider the example from Fig-
ure 1 and an observation @« = a A b A ¢ A —o4. In this
case D1 = {I1,I,} is a diagnosis and D, = {[} is a
minimal diagnosis (there are four more minimal diagnoses
for SD A «). Alternatively, instead of D; we may write
Dy=-L A=Io NIZgANILANAL AL A Ay

The cardinality of a diagnosis D is the size of D and is de-
noted as | D|. It represents the number of faulty components
in COMPS given SD and a. Next to computing minimal
diagnoses, it is of interest to MBD to compute some or all
minimal-cardinality diagnoses, given a diagnostic problem.
Definition 4 (Minimal-Cardinality Diagnosis). A diagnosis
D is a minimal-cardinality diagnosis if it is a minimal diag-
nosis and no other diagnosis D’ exists such that | D| < |D’|.
The cardinality of a minimal-cardinality diagnosis computed
from a system description SD and an observation « is de-
noted as MinCard(SD A «). For our example and the ob-
servation & = a AbA i Aoy, it follows that MinCard (SD A
«) = 1. Note that in this case all minimal diagnoses are also
minimal-cardinality diagnoses.

There are minimal diagnoses which are not minimal-

cardinality diagnoses. Let us consider, for example, the di-
agnostic system DS = (SD, COMPS, OBS), where SD =
(hl A hQ A\ JJ) V (h4 A JJ), COMPS = {hl,hg,hg,h4},
OBS = {z}, and an observation « = x. In this case, D; =
{h1, ha, h3} is a non-minimal diagnosis, Dy = {hq,hs}
and D3 = {h4} are minimal diagnoses, but only D3 is a
minimal-cardinality diagnosis.
Definition 5 (MFMC Observation). Given a system descrip-
tion SD, a Max-Fault Min-Cardinality (MFMC) observa-
tion is an instantiation a over variables in OBS such that
MinCard(SD A ) is maximized.

Throughout this paper we will use the term MFMC diagno-
sis, that is any of the minimal-cardinality diagnoses D for
which « is an MFMC observation. The cardinality of the
MFMC diagnosis of a diagnostic system DS is denoted as
MaxCard(DS).

The MBD literature often considers a class of theories that
define normative behavior of their components only, i.e.,
models which specify no fault-modes. These models are
sometimes referred to as weak-fault models, or ignorance of
abnormal behavior (de Kleer, Mackworth, & Reiter 1992),
or, in our case, implicit fault systems.
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Definition 6 (Implicit Fault System). A diagnostic system
DS belongs to the class IFS iff SD is in the form (hy =
Fi)N...A (hy, = F,)suchthatfor1 <i,j <n,{h;} C
COMPS, F; € WHE, and none of h; appears in F};.

Traditionally diagnosis and minimal diagnosis are defined
only in the context of implicit fault systems. Note that a
diagnosis assigns values to all variables in COMPS.

A stronger notion of diagnosis exists for systems that im-
pose no restriction on the propositional theory (e.g., strong-
fault models). To introduce these types of diagnoses we will
borrow the next definition from (Darwiche 1998).

Definition 7 (Consequence). Given a diagnostic system
DS = (SD, OBS, COMPS), and an observation «, the con-
sequence of SD A «, is a sentence Cons(SD A «), such that
all its literals are in COMPS, SD Ao = Cons(SD A «r) and
for any term 3, SD A a = B if Cons(SD A ) [ .

The next definition gives us another way to represent diag-
nosis and a more expressive explanation of SD A «.

Definition 8 (Partial Diagnosis). Given a diagnostic system
DS = (SD, OBS, COMPS), and an observation «, a partial
diagnosis w is defined as a term over the set of assumable
variables h € COMPS, such that w = Cons(SD A a).

By distinguishing these partial diagnoses only, which are not
contained in other implicants of Cons(SD A «), we get par-
tial diagnoses which are minimal under subsumption. Com-
puting these diagnoses, however, is strictly more difficult
than computing the set of all minimal diagnoses.

Definition 9 (Kernel Diagnosis). A partial diagnosis w is a
kernel diagnosis iff no partial diagnosis w’ exists, such that
w' is the conjunction of a proper subset of the literals in w.

Consider again the example from Figure 1 and an observa-
tiona = a AbAiA -0y Inthiscase w; = —[1 A—lzisa
partial diagnosis and wy = —1I; is a kernel diagnosis. These
are similar to the results for diagnosis and minimal diagno-
sis, but consider changing the models of all inverters in SD
from h = (0 < —i) to [h = (o< —i)] A (=h = —0).
In the latter scenario, diagnoses and minimal diagnoses are
not defined and w; = I} A —Is A I3 is a kernel diagnosis.
Note that, for example, wy = —I; A ... A Iy is not a par-
tial diagnosis even though it contains a superset of the faulty
components in w .

The cardinality of a partial diagnosis w, denoted as
Card(w), is defined as the number of negative literals in w.
In the above example, Card(wy) = 1. In a similar way
we derive minimal-cardinality partial diagnosis and MFMC
partial diagnoses. It can be shown, that if SD € IFS the
MEMC cardinalities would be the same for both kernel and
minimal diagnoses.

Our methods for computing MFMC observation vectors
rely on a diagnostic oracle. This oracle is supplied with a
system description SD and a candidate observation . De-
pending on the implementation of this oracle, our algorithms
will compute MFMC observation vectors for either minimal
diagnoses or partial diagnoses. For the rest of this paper,
when it is clear from the context or from the model, we will
drop the qualification of the diagnosis type.
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Before we proceed with the algorithmic sections, we can
truncate the search space for MFMC observation vectors by
realizing that, for finding MazCard(DS), it is necessary to
instantiate all observable variables in SD.

Proposition 1 (Observation Monotonicity). Given that SD
is a system description and o and (3 are two observations
such that o 2 [3 then it holds that MinCard(SD A o) >
MinCard(SD A 3).

Proof. The proof comes directly from the definitions of di-
agnosis. We construct a system of Boolean equations B in
the following manner. First, the propositional Wff in SD is
converted to a Boolean equation in a straightforward manner
and the latter is added to B. Second, for each literal I; € «,
an equation of the form /; = 1 or I; = 0 (depending on
the polarity of /;) is appended to B. A system of Boolean
equations B’ is constructed from SD and 3 in an analogous
way. The solutions of B and B’ are the implicants of SD A«
and SD A (3, respectively. Observe, that, due to the fact that
a D f3, the equations in B’ are a superset of these in B and
both are over the same set of variables. But S(B’) < S(B),
where S(X) denotes the number of solutions in a system
X. The above holds also when the solutions of B and B’
are ordered according to their cardinality. Hence, if a diag-
nosis with a cardinality smaller than the smallest cardinality
diagnosis in B’ exists, it is in B. O

Next we discuss some computational complexity properties
of generating MFMC observation vectors.

Complexity of the MFMC Problem

We have already seen that there is dependency between the
observability of a model and the cardinality of the MFMC
diagnosis (the average complexity of the problem). Before
we continue our reasoning with the worst-case complexity
of MFMC, we motivate the need of MFMC by noting that
building diagnosable systems is expensive in terms of sen-
sors (observables).

Assume that we have a system with & binary-valued sen-
sors and n components, and that each component can be
either faulty or healthy, i.e., the fault description does not
define failure modes. We define a failure as an instantiation
of fault modes, and a test as an instantiation of sensors.

There are 2* test-vector settings (the test space I'), and
2™ — 1 possible fault combinations (the failure space €2).

The ability to isolate all fault combinations (in which case
the system is diagnosable) is typically impossible for practi-
cal reasons. In most cases, for a large system, it is too expen-
sive to provide enough sensors to ensure full diagnosability.
The following theorem defines the number of sensors needed
to isolate q failures:

Theorem 1. The minimum number of sensors needed to iso-
late q failures is given by [log2(q + 1)].

Proof. If we have ¢ binary sensors, then there are 29 distinct
sensor signatures, of which {0, ..., 0} is the nominal signa-
ture. Hence 29 — 1 signatures denote distinguished failures.
This can be rearranged simply as follows:
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g sensors ~-» 29 — 1 distinguished failures
q + 1 sensors ~~

[log2(q + 1)] sensors

27 distinguished failures
~+ g distinguished failures

]

As a consequence, we must operate in a world where
some failures are indistinguishable given I' (they mask each
other). In this article we choose to focus on the probabilis-
tically most-likely failures, assuming that we have a proba-
bility distribution over the individual faults and all faults are
mutually independent.

To complete our theoretical notions, we reason about the
worst-case complexity of the MFMC problem. We can show
that solving a simplified restriction of the MFMC problem is
NP-complete.

Theorem 2 (Complexity of Restricted MEMC). Given a di-
agnostic model DS = (SD, OBS, COMPS) and a diagno-
sis D, it is NP-complete to determine a manifestation for the
observation o.

This theorem can be proven by observing that it is just the
dual to the problem of determining the existence of a diag-
nosis D given the observation a (Theorem 4.7 of (Bylander
etal. 1991).)

Further, the complexity of the MFMC problem is likely
to be higher than that of isolating multiple-fault diagnoses
(which is NP-complete (Bylander et al. 1991; Friedrich,
Gottlob, & Nejdl 1990)), or that of computing a minimum-
size test set to isolate all single stuck-at faults in electronic
circuits (which is NP-complete (Krishnamurthy & Akers
1984)). With regard to Multiple-Fault Diagnosis (MFD),
MFMC introduces an optimization task that makes multi-
ple calls to an MFD oracle, which is clearly harder. With
regard to testability analysis, MFMC addresses the multiple-
fault case, and is applicable to arbitrary models, and not just
stuck-at circuit models.

It is also likely that approximating MFMC within a con-
stant factor is intractable. Approximating the single-fault
minimum-size test set within a factor 4 > 1 of optimality is
NP-hard (Krishnamurthy & Akers 1984).

As a consequence of intractability and other practical is-
sues, such as dealing with failures which are indistinguish-
able (they mask each other), we focus on the probabilisti-
cally most-likely failures, assuming that we have a proba-
bility distribution over the individual faults and all faults are
mutually independent.

Algorithms for Computing MFMC

In this section we discuss algorithms for computing MFMC.
The first one is based on exhaustive search, hence it is suit-
able for understanding the basics of the MFMC computa-
tion only. The second algorithm borrows from Importance
Sampling (IS) (Yuan & Druzdzel 2006) to skip over health
assignment leading to faults of low cardinality. Finally, we
suggest a simulated annealing algorithm for generation of
MFMC.
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A Naive Brute-Force Algorithm

Obviously the model of the 2-to-4 line demultiplexer be-
longs to IF'S. An algorithm which finds such an observation
by trying all possible instantiation of the observable vari-
ables is shown in Algorithm 1.

Algorithm 1 An exhaustive search algorithm for generation
of MFMC observation vectors.
1: function NAIVEMFMC(SD, OBS) returns a term
inputs: SD, a propositional theory
OBS, a set of observable variables
local variables: o, w, R, terms
M, an integer, initially 0
for all o < INSTANTIATE(OBS) do
w < FINDMCDIAG(SD A «)
if M < COUNTFAULTS(w) then
R+—a«a
M + COUNTFAULTS(w)
end if
end for
return R
end function

2
3
4
5:
6:
7.
8
9
10:

The outer loop of Algorithm 1 tries all the 2/°B5! instantia-
tions of the variables in OBS. For each possible instantiation
« it finds the minimal cardinality diagnosis by issuing a call
to the FINDMCDIAG subroutine. The observation leading
to a diagnosis with a maximum number of faults (in this ex-
ample COUNTFAULTS simply counts the number of negative
assumable literals in w) is preserved as a result.

Any method for computing a diagnosis can be used as
an implementation of FINDMCDIAG and various methods
like compilation (Darwiche 2001) or heuristics and conflict
exploitation (Williams & Ragno 2004) can be used to speed-
up this function.

For the circuit shown in Figure 1, Algorithm 1 exhaus-
tively generates 128 instantiations of OBS. For example,
consider the arbitrary assignment &« = —a A ~b At A =01 A
... A —04. Clearly, the only minimal-cardinality diagnosis
of SD A avisw = =41, and Card(w) = 1.

For the example demultiplexer, MaxCard(SD) = 4 and
there is a total of 4 observation vectors that can discern
minimal-cardinality diagnosis of 4 faults. One of these
max-fault min-cardinality observation vectors iS Qv fme =
—aA-bA iAo A...Aoy. Interestingly, from all the 128
possibilities, there are 8, 40, 53, and 23 observation vectors
leading to a nominal, single-fault, double-fault and triple-
fault diagnosis respectively.

Computing MFMC Approximations through
Importance Sampling

Our IS algorithm is based on a weighted approach and works
for a restricted set of system descriptions. Furthermore,
the algorithm uses an extension to DS, a valuation function
Pr : COMPS — [0,1]. In practice, Pr assigns a priori
probabilities to the system failure modes.

We assign an a priori valuation to an assignment « us-
ing Pr(a) = HzcaucompsPr(x), which corresponds to
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assuming that all variables in SD are conditionally indepen-
dent.

Consider systems that model the faulty behavior of their
components. For some of them, it is possible to partition
the set of observable variables OBS into two subsets IN and
OUT (denoting input and output variables respectively), and
after giving values to IN and COMPS, to use a reasoning al-
gorithm (e.g., unit-propagation) to find a unique assignment
to the values in OUT.

Definition 10 (Explicit Fault System). Given a system DS
and a partitioning OBS = INUOUT, DS € EF'S if for any
instantiation ¢ of all variables in IN U COMPS, it holds that
there is exactly one term ¢ such that ¢ = SD A ¢ and ¢ is
an instantiation of all variables in OUT.

The above restriction on the class of the propositional mod-
els allows us to introduce the algorithm which follows.

Algorithm 2 An algorithm for computing an MFMC ap-
proximations by using Importance Sampling.
1: function ISOBS(DS, IN, Pr, Pr,) returns a term
inputs: DS = (SD, COMPS, OBS), a diag. system
IN, a set of variables, IN C OBS
Pr, a valuation function
Pr,, a biasing pdf
parameters: S, integer, number of samples
local variables: i, 0, h,w, R, terms
M, s, integers, initially 0

2 while s < Sx do

3 (h, i) <« INSTANTIATE(COMPS, IN, Pr, Pr,)
4: 0 < PROPAGATE(SD A i A h)

5: w «— FINDMCDIAG(SD A i A o)
6: if M < COUNTFAULTS(w) then
7 R—1iNo

8: M «— COUNTFAULTS(w)

9: end if

10: s+—s+1

11: end while

12: return R

13: end function

Algorithm 2 uses simulation to compute a subset of all
(physically) possible states of a system. A biasing proba-
bility density function (pdf) is used to increase the proba-
bility of a sample being consistent with a higher number of
faults. For each of the Su samples over the input values 7,
the outputs o are computed and the minimal diagnosis con-
sistent with ¢ A o is computed. The observation which leads
to a maximum number of faults is preserved throughout the
sampling process and returned at the end of the procedure.

We discuss the implementation of the INSTANTIATE func-
tion which determines the quality of the observation vectors
and the performance of the algorithm. Assuming equal prob-
abilities for the input variables, it implements the function
given next for assigning values to the variable set supplied
as an argument.

xr € COMPS

Pz = True) = { o z € OBS

0.5
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The above function uses a skewing coefficient & to scale the
probability of an assumable variable being instantiated as
faulty. In general, this coefficient depends on the model and
we will observe its effect in the experimentation section.

The implementation of the PROPAGATE subroutine is
straightforward. We suggest the use of a Binary Constraint
Propagation (BCP) method which can efficiently derive a
satisfying assignment for the output variables. The auxiliary
function GETOBS is used to discern these literals in a model
of SD which instantiate observable variables.

Algorithm 2 computes minimal cardinality diagnosis by
issuing a call to the FINDMCDIAG subroutine which is the
same as in Algorithm 1. The observation leading to a di-
agnosis with a maximum number of faults (in this example
COUNTFAULTS simply counts the number of negative as-
sumable literals in w) is preserved as a result. The number of
calls to the potentially most expensive subroutine FINDM-
CDIAG decreases from 2/9BSI (in the case of an exhaustive
search) to Su, where S is generally low.

To illustrate the workings of Algorithm 2 on the 2-to-4
line demultiplexer we have introduced in the running exam-
ple, it is necessary to change the system description used by
the exhaustive search algorithm. The reason for this is that
due to the weak-fault model the propagation routine would
not be able to derive the values of the output variables given
all inputs and health. In order to fix this, instead of one we
use two assumable variables per logic-gate fy and f; to de-
note “stuck-at-zero” and “stuck-at-one” respectively.

The new formula for modeling an inverter is (fo = —0) A
(fi= o) A(=foA~f1 = (mi < 0))A(=fo V—f1). Each
of the and-gates is represented as (fo = —0) A (f1 = 0) A
(—\f() A —‘fl = (il Nig Nig & 0)) A (_‘fo vV _‘f1)~ Again,
we have to rename the variables for each gates, receiving a
system containing eight Boolean equations. For brevity, we
will omit the actual system description from this paper.

In running Algorithm 2 on the demultiplexer circuit, we
assign the set of inputs IN = {a, b, i}, the set of output vari-
ables OUT = {01, 09, 03, 04}, the Pdf Pr(fy = True) =
Pr(fi = True) = 0.01 and k¥ = 25. The number of sam-
ples Su has been set to 25.

For the demultiplexer circuit, Algorithm 2 works as fol-
lows. First it draws random values with equal probabili-
ties for the input variables a,b and i. Then it draws val-
ues for the “stuck-at-zero” and “stuck-at-one” assumables
with probability 0.25. After propagation, the values for
the output variables o1, ...,04 are computed. At the end,
from all samples the observation consistent with minimal-
cardinality diagnosis of maximum number of faults is cho-
sen. For this example run, let this observation be a5 =
aA=bA—iAoi A—-0g Aoz Aog. As the reader can see, this
is consistent with a minimal cardinality triple-fault diagno-
siswis = (A1 = FY) A (Ag = F') A (Ay = F'), where the
proposition A, = F' denotes an and-gate “stuck-at-one”.
The received observation leads to a diagnosis of acceptable
quality, but the sampling continues until S = 25. A higher
number of samples increases the probability of finding an
observation leading to a quadruple fault which is the opti-
mum for this example.
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A Simulated Annealing Algorithm

Algorithm 3 has no restrictions on the theories for which
it can compute MFMC approximations. The technique it
employs is simulated annealing (Rutenbar 1989).

Algorithm 3 A simulated annealing algorithm for genera-
tion of MC observation vectors of multiple faults.
1: function MCHILLCLIMB(SD, OBS) returns a term
inputs: SD, propositional theory
OBS, set of observable variables
parameters: T),;,, real, “cool-off” temperature
Thax, real, starting temperature
N, integer, number of tries
r, real, decay rate
local variables: v, v,, terms
t,j, AFE, integers
T, real, current temperature

2 t—20

3 repeat

4: Ve < INSTANTIATERANDOM(OBS)

5: j<0

6: repeat

7 T =Taxe 0"

8: for all v, < FLIPOBSERVABLE(v,) do

9: AE «— f(SD Awv,) — f(SD Aw,)

10: if AE > 0 then > Better MFMC?
11: Ve <— Up, > Accept the move.
12: else > Consider going downhill.
13: if RAND() < e7 " 'AF then

14: Ve < Up

15: end if

16: end if

17: end for

18: j—j+1

19: until 7' < Thui,
20: t—t+1 > Number of attempts.
21: untilt = N
22: return v,

23: end function

Algorithm 3 performs a maximum number of N indepen-
dent attempts, each one starting from a random observation
vector. These random observations are returned by INSTAN-
TIATERANDOM, which assigns with equal probability True
or False to each observable. As we will see in the ex-
perimentation section, a random observation vector is most
likely to lead to a diagnosis of cardinality M /2, where M is
the number of faults in the MFMC diagnosis.

The algorithm manipulates the initial random observation
in an attempt of reaching a good optimum. The manipula-
tion of the observation vector, aiming at “hill climbing” is
performed by the FLIPOBSERVABLE subroutine. The idea
is to try “flipping” variables in the observation vector until
a “flip” leads to an improvement in the fault cardinality. In
some of the cases, however, “flipping” the value of an ob-
servable will lead to a decrease in the associated number of
faults. In these cases Algorithm 3 considers accepting the
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“worse” observation in its current state v, with some prob-
ability depending on the current temperature 7'. This is to
allow the search to “escape”, if stuck in a local optimum.

The probability of accepting a state v,, which is worse
than the current one in v, defines the process of “cooling”,
which gives the name of Algorithm 3. The temperature 7T,
which starts from 7},,,x and decreases gradually to Ty, re-
sults in such “worse” states being accepted with higher prob-
ability in the beginning of each iteration and decreasing the
likelihood of such “flips” towards the end of the search, i.e.,
when the search “freezes”.

The “value flips” are repeated until the current observa-
tion in v, becomes consistent with a minimal-diagnosis fault
of improved cardinality, computed by the evaluation func-
tion f. The implementation of f returns the number of
faults in the minimal cardinality diagnosis consistent with
SD A « and is the same as in Algorithm 3. In particular it
calls COUNTFAULTS and FINDMCCARD.

The parameters of the simulated annealing algorithm
which affect its performance and the quality of the MFMC
observation vectors are T in, Tmax, IV, and 7. These are the
starting and “cool-off” temperatures, the number of “tries”
and the decay rate, respectively. Similar to (Spears 1996),
we will choose 7 = (JOBS|* N)™'. The rationale behind
this choice of r is that we would like a “faster” decaying
when the problem size or the number of random restarts in-
crease. Increasing the temperature range Tnax — Twmin OF
reducing the decay rate r would allow more thorough search
to be performed from each randomly chosen position.

The RAND function returns a normally distributed ran-
dom number x such that 0 < x < 1. In the beginning of the
decaying process 7' is close to 1, hence the search is stochas-
tic, hence more likely to escape local optima. In the cooling
process the search becomes like an ordinary hill-climbing.

Experimental Results

This section presents an empirical analysis of our algo-
rithms.

Implementation Notes and Test Set Description

Our implementation is approximately 1000 lines of C code
(excluding the diagnosis computation) and is a part of the
LYDIA! package. Two variants of the critical subrou-
tine for finding a minimal-cardinality diagnosis have been
used. These utilize conflict-based search (Williams & Ragno
2004) and exploitation of structure (Feldman & van Gemund
2006). Despite the above state-of-the-art implementations,
the diagnosis search routine constrains the efficiency of the
MEMC observation vector search, which is not surprising
knowing that we are trying to diagnose circuits with obser-
vations consistent with multiple-faults of large cardinality.

Table 1 summarizes the benchmark we have used for test-
ing of our algorithms. All the models are derived from the
74XXX family of arithmetic circuits.

!"This package for model-based fault diagnosis can be down-
loaded from http://fdir.org/lydia/.
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‘ Name ‘ Description ‘

74180 | 9-bit parity check 38 14 | 12 48 90
74139 | 2-to-4 decoders 42 18 | 14 52 | 106
74153 | 4-to-1 selector 44 16 | 14 62 | 110
74182 | 4-bit CLA 47 19 | 14 75 | 132
74283 | 4-bit adder 89 40 | 14 | 130 | 250
74L85 | 4-bit comparator 93 41 | 14 | 134 | 257
74181 | 4-bit ALU 138 62 | 22 | 216 | 402

Table 1: Basic characteristics of the fault models from the
74X XX circuits family.

Some of the basic properties of the models we have used for
benchmarking are shown in Table 1. For the models belong-
ing to IFS, V,,,, H,,, and O are the total number of variables,
the number of assumables |[COMPS| and the number of ob-
servables |OBS|, respectively. For the strong-fault models,
used in the testing of Algorithm 2, the number of assum-
ables is H;, = 2H,,, the number of observable variables is
the same as in the weak-fault models and the total number of
variables is V;, = V,, + H,,. Columns C\, and Cy show the
number of clauses in the CNF representations of the weak
and strong system descriptions, respectively.

All the experiments described in this paper are performed
on a host with 1.86 GHz Pentium M CPU and 2 Gb of RAM.

MFMC Vector Sizes and Performance Results

A series of exhaustive MFMC experiments allowed us to
make an interesting observation. For all the benchmark cir-
cuits we have tested, the empirical pdf of the MFMC fault
cardinalities, in respect to the observation vectors, approxi-
mates a binomial pdf within a very small margin. The results
for two of the circuits are plotted in Figure 2.

74139 74182
0.4
0.3
)
g 02 0.2
=]
3
r 0.1
0 0 2 4 6 8 0 01 2 3 4 5
Faults Faults

Figure 2: Empirical distributions of the fault cardinalities
and normal pdf lines.

In the 74182 circuit, for example, given a randomly gener-
ated observation, the probabilities of a nominal kernel di-
agnosis or a quintuple fault are equal and very small. An-
alyzing the reasons for this behavior is a topic of its own,
but our suggestion is that the underlying cause is the uncer-
tainty introduced by the limited observability of the circuits
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(observability is defined as the ratio between the number of
observable variables and all model variables).

The two implementations we test in this section are pa-
rameterized as follows. The importance sampling algorithm
uses biasing coefficient £ = 25 and the number of sam-
ples is equal to the number of components in the strong-fault
model, i.e., Su = H,. For the simulated annealing, we have
set Trin = 0.1, Tinax = 0.105, and N = 4.

| Name | 7. |M| 7o | M| 70 | M
74180 14] 2] o004]2 01| 2
74139 | 135 | 8| 008 | 4.9 06 | 7.4
74153 88| 2| 0082 02 | 2
74182 | 534 | 5| 023 44 27 | 5
74283 | 3719 | 5| 574039 18 |39
74185 | 196.9 | 3| 3.28 |3 145 | 3
74181 | — | — | 596.48 | 5.4 | 6114.4 | 6.5

Table 2: Fault cardinalities and wall-clock times [s] for com-
puting of MFMC observation vectors.

The wall-clock times for the importance sampling and sim-
ulated annealing searches are shown in columns 7} and T}
of Table 2, respectively. The cardinalities of the MFMC ob-
servation vectors, computed by the two algorithms, are in
M; and M,. As both MFMC computation methods in this
paper are randomized, we have averaged the values of T3,
M;, T, and M over 10 runs. It was possible to perform an
exhaustive search, in all the test cases except for 74181. The
results are shown in columns M and T, the former denoting
the cardinality of the global MFMC optima and the latter —
the computation time.

It is visible from Table 2 that Algorithm 2 outperforms
Algorithm 3 by a factor of 2.5 — 11.7. The cause of this is
mainly in the smaller number of diagnoses which have to be
computed, i.e., the importance sampling is more informed
in reaching a local optimum. The observation vectors com-
puted by Algorithm 2 lead to diagnoses of somewhat smaller
cardinality than these computed by Algorithm 3. The differ-
ence is usually one fault, except in the 74139 circuit.

Figure 3 shows the progress of the MFMC search for two
of the benchmark models. We note that for the 74139 cir-
cuit, the local optimum is found in the third iteration, while
74182 reaches its result from the first attempt. As a result
decreasing N would keep the cardinality of the result but
decrease the number of diagnostic computations.

From Figure 3 it is also visible that it is possible to climb
to a good local optimum from an arbitrary initial random in-
stantiation. This justifies the “observation bit flipping” op-
erator (implemented in the FLIPOBSERVABLE subroutine of
Algorithm 3) for climbing uphill in the stochastic search.

Conclusion

We have described two methods for computing MFMC ob-
servation vectors. The first algorithm, based on importance
sampling, is applicable to a subset of all possible proposi-
tional theories, in particular to strong-fault models. This re-
striction, which does not exist in the simulated annealing
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Figure 3: Fault cardinalities during sample simulated an-
nealing sessions.

algorithm, results in a smaller number of calls to the under-
lying diagnostic engine and faster diagnostic reasoning.

We have studied the real-world behavior of the two algo-
rithms on a series of combinatorial circuits. In all exper-
iments, the number of faults in the diagnostic results was
close to the global optimum: in some cases Algorithm 3
leads to diagnoses having one more fault than those com-
puted by Algorithm 2.

An MBD oracle has been used in both of the algorithms.
The only disadvantage of this is the underlying complex-
ity of the diagnostic algorithms. Existing MBD heuristic
methods, however, are tailored towards testing candidate di-
agnoses in order of likelihood. With the further develop-
ment of the reasoning techniques, like the ones discussed in
this paper, we expect new MBD heuristic methods to be de-
veloped that benefit from focusing the diagnostic search on
high-cardinality diagnoses.

Finding MFMC observation vectors is of significant prac-
tical importance, and we expect more attention in the model-
based reasoning community. Finally, we hope that the
MFMC search will improve the algorithms for MBD, which
in their turn will allow us to compute MFMC observations
of better cardinality and for bigger models.
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Abstract

This article proposes a Diagnosis Interchange Format (DIF),
an XML-based interchange format for Model-Based Diagno-
sis (MBD). Its main purposes are to allow sharing of diag-
nostic models, observation data and fault hypotheses, and to
facilitate empirical comparative study of the performance of
existing and future MBD implementations. In this paper, we
describe the syntax and the semantics of DIF as well as the
principles underlying its design. Several examples are used to
illustrate the use of DIF, with a particular focus on expressing
structure, state and constraints for various domains. We also
recommend several sources for creating a standardized MBD
benchmark set and discuss possible extensions in subsequent
versions of the format. We compare the proposed format to
related approaches used in some modeling languages.

Introduction

The field of Model-Based Diagnosis (MBD) is in need of
a repository of standardized models in order to test the
efficiency of algorithms and the adequacy and efficiency
of modeling representations. Algorithmic development in
other Al disciplines (SAT, CSP, automated planning) has
benefited from the existence of widely-accepted problem
representations and benchmark sets. Since MBD covers
a heterogeneous range of domains, ranging from discrete
circuit through continuous-valued value dynamical systems
like ecosystems, standardizing an MBD representation is a
challenging task. This paper defines an interchange format
for MBD, called the Diagnosis Interchange Format (DIF).
We show how this model covers a wide range of model
types, and compare DIF with languages for related purposes.

Our proposed language, DIF, can facilitate MBD research
and technology transfer from both the perspective of algo-
rithm development and of model representation.

From the algorithm development perspective, DIF can fa-
cilitate empirical comparative study of the performance of
existing and future MBD implementations. To date, the
lack of appropriate model- and algorithm-exchange formats
has hindered such empirical comparisons. In fact, there has
been no systematic study of the complexity of diagnosing
real-world problems, and few good benchmarks exist to aid
in such a study. Such a question is needed to answer the
question of whether MBD is computationally difficult for
the “average” real-world system; just worst-case results are
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known, such as the task of finding a kernel diagnosis of min-
imal cardinality being IT% -complete (Eiter & Gottlob 1995).
Given a standard model representation, the scarcity of ex-
isting benchmarks can be supplemented by automatically-
generating models (Provan & Wang 2007) that have the
properties of real-world models and conform to the MBD
standard format.

From the representational perspective, DIF can provide
model-interchange standards, thus overcoming difficulties
in model sharing, which arise due to mutual incompatibil-
ity among the existing modeling representations, such as
the Java-Based Model Programming Language (Williams
& Nayak 1996), KOALA (Benazera, Travé-Massuyes, &
Dague 2002), HYBRID cC (Carlson & Gupta 1998), LYDIA
(Pietersma, Feldman, & van Gemund 2006).

We do not expect diagnostic reasoners to support the full
Diagnosis Interchange Format (DIF) specification; e.g., a
solver capable of reasoning in propositional logic would
not support hybrid constraints. Rather, a diagnostic solver
should specify the domain and constraint types it supports,
the DIF specification would provide a model classification
framework.

The rest of this paper is organized as follows. The next
section discusses related work. The third section describes
the syntax and semantics of DIF. Finally, we propose some
initial benchmark problems and discuss future work.

Related Work

We now summarize a selection of formats that have influ-
enced the design of DIF, and some model-generation tools
of practical consideration.

Interchange Formats

An interchange format provides a standardized, declarative
semantics, enabling the meaning of expressions in the rep-
resentation to be understood without appeal to an interpreter
for manipulating those expressions. Related formats in-
clude:

AI-ESTATE: The IEEE Standard for Artificial Intelligence
Exchange and Service Tie to All Test Environments
(Sheppard & Orlidge 1997) specifies observations, diag-
noses, and model attributes common to most reasoners. It
provides specialized model extensions in support of fault
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tree and inference-based reasoners. The exchange format
uses the EXPRESS info modeling language. Future ver-
sions are planned to support Bayesian inference models
and XML data exchange.

AI-ESTATE is domain-independent, and is not limited to
automatic testing and diagnosis but provides interfaces to
manual testing. While being very comprehensive, the fo-
cus of AI-ESTATE is on interoperability as opposed to
benchmarking MBD algorithms.

DiagML: The Diagnostic Modeling Language (Gould et al.
2002) is used to facilitate exchange of test and diagnos-
tic data across applications developed by different ven-
dors. DiagML is an XML-based format. A DiagML file
provides sections for design, maintenance, test, and diag-
nostic data. The DiagML language focuses on traditional
fault diagnosis, incorporating test strategies and paramet-
ric data for executing the tests.

While DiagML is very suitable for specifying test pro-
cedures across heterogeneous environments it does not
provide support for modeling from first principles or
constraint-based normative behavior of the system under
test.

IDD: The European project “Integrated Design Process for
onboard Diagnosis” (Struss et al. 2002) defines a number
of XML-based model representations. Simulink numeri-
cal models provide structural and behavioral descriptions.
These are converted to qualitative models which are later
compiled to OBDD-like data structures to be used by an
ATMS-based reasoner.

DTIF: The IEEE Digital Test Interchange Format specifies
the information content and the data formats for the inter-
change of digital test program data between digital auto-
mated test program generators (DATPGs) and automatic
test equipment (ATE) for board-level printed circuit as-
semblies. This information can be broadly grouped into
data that defines the following: UUT Model, Stimulus and
Response, Fault Dictionary, and Probe.

Although this is an IEEE standard, it is restricted to digital
circuits and test-based diagnostic methodologies.

HSIF: The Hybrid Systems Interchange Format (Pinto et
al. 2006) is probably the most advanced and most com-
prehensive format in existence today. It covers arguably
the complete range of systems that one may want to diag-
nose. The main issue is extending this framework to make
it more diagnosis-specific.

This framework is focused more on modeling systems,
and less on interface specifications for implementing em-
bedded systems.

OSA-CBM: The Open-Systems Architecture for Condi-
tion-Based Maintenance interchange format' was devel-
oped specifically for diagnosis and condition-based main-
tenance. In addition, it provides code-generators that can
be used for creating interfaces for distributed sensors, ac-
tuators, and other inference modules.

!Cf. http://osacbm.org/.
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In comparison to HSIF, this framework is higher-level,
as it does not define semantics for equation types (e.g.,
dynamical equations), or of the transformations among
equation types. This framework is focused more on in-
terface specifications for implementing systems, and not
on the specifics of modeling.

KIF: The Knowledge Interchange Format is a comput-
er-oriented language for the interchange of knowledge
among disparate programs. It has declarative semantics;
it is logically comprehensive (i.e., it provides for the ex-
pression of arbitrary sentences in the first-order predicate
calculus); it provides for the representation of knowledge
about the representation of knowledge; it provides for the
representation of nonmonotonic reasoning rules; and it
provides for the definition of objects, functions, and re-
lations.

XMLBIF: The Bayesian Network XML Interchange For-
mat represents directed acyclic graphs that can be associ-
ated to conditional probability measures for discrete vari-
ables, with the possibility that decision and utility vari-
ables be present in the graph.

PSL: The Process Specification Language defines a vendor-
and representation-neutral formalism for manufacturing
processes. This may be important for representing life-
cycle analysis issues, and not just one-time model specifi-
cations. Process data is used throughout the life cycle of a
product, from early indications of manufacturing process
flagged during design, through process planning, valida-
tion, production scheduling and control. In addition, the
notion of process also underlies the entire manufacturing
cycle, coordinating the workflow within engineering and
shop floor manufacturing.

In building our proposal, we have considered a number of
specialized formats for representing data structures of inter-
est to MBD. These include BDDs, Petri Nets (Billington &
others 2003), Netlists and decomposable NNFs (Darwiche
2001). Furthermore, many digital circuits are expressed in
VHDL and Verilog, and we envision tools for translating
subsets of these two languages.

Model Auto-Generation

Given the scarcity of MBD models and the cost of hand-
constructing benchmark models, it is inevitable that auto-
mated model-generation techniques will be needed to pro-
vide appropriate model libraries. We now review two model
generation approaches, given that the suite of tools associ-
ated with DIF will probably include auto-generation capa-
bilities. The two approaches are: (a) a diagnosis generation
tool using random-graph methods and model component li-
braries, and (b) circuit generation tools.

Diagnosis Model Auto-Generation: Recently, a diagno-
sis generation methodology based on graphical model gener-
ators has been proposed (Provan 2006). This work is aimed
at auto-generating models for arbitrary systems, given a li-
brary of model components. The proposed methodology
first generates a graph representing the system topology, and
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then assigns system functionality using the component li-
brary, inserting a component for each node in the graph de-
scribing the system topology.

This approach is significant in that it can capture arbitrary
systems. However, it is as accurate as (a) the topology gen-
eration mechanism and (b) the component library.

Random graph generators can effectively capture the
gross topology of complex systems, but much work remains
to more precisely capture detailed structure of particular do-
mains. For example, the actual structure of the WWW is
known to differ from the predictions of random graph mod-
els (Donato et al. 2004). In contrast, the practical applica-
tions and validity of the circuit-synthesis methods are more
heavily-researched than the applications and validity of the
random-graph generation approach; as a consequence, the
models that a circuit-synthesis method generates are prov-
ably closer to the real-world targets (circuits) than are the
models generated by random-graph generators are to their
real-world targets, such as the WWW (Donato et al. 2004).
However, many aspects of the circuit-generation algorithms
are so particular to the precise architectures of circuits that
they are not generalizable to other domains.

Circuit Benchmark Auto-Generation: A second group
of related work addresses automatic benchmark circuit gen-
eration for improving the design of programmable logic
architectures. A considerable literature exists for auto-
generating circuits, including (Stroobandt, Verplaetse, &
van Campenhout 1999; Kundarewich & Rose 2003; Holland
& Hauck 2006).

Benchmark circuit auto-generation originally was based
on applying a circuit generation rule, called Rent’s rule
(Landman & Russo 1971), but has since expanded to include
other methods, e.g., as surveyed in (Adya et al. 2003).

Most automatic circuit generation methods are based
on one of two methods, which we call equivalence-class
and Rent-based methods. The equivalence-class methods
(Ghosh & Brglez 1999) are based on perturbing a seed cir-
cuit to generate a circuit with similar overall structure but
different local connectivity. The Rent-based methods use a
power-law methodology, called Rent’s rule, to generate cir-
cuits (Christie & Stroobandt 2000).

In the following, we examine the combinational circuit
generation process, since this process has some proper-
ties that are potentially generalizable to any system model;
sequential circuit generation addresses issues that are re-
stricted to a specific class of temporal feedback systems with
distinguished clock inputs, features that are not present in
many other domains. Because of its greater generality, we
focus on the Rent-based combinational circuit methods.

Rent’s rule (Landman & Russo 1971), was originally de-
rived empirically, but has since been given mathematical un-
derpinnings. Rent’s rule describes the relationship between
the number of external signal connections to a logic block
(called the number of “pins”) and the number of logic gates
in the logic block.

Rent’s rule is given by 7' = tn¢, where (a) T is the num-
ber of input/output pins,” (b) n is the number of gates, (c)

*In graph-theoretic terms, if we represent component i using
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and the (internal) Rent exponent 0 < ¢ < 1 represents
the level of placement optimization within a statistically ho-
mogeneous circuit, which is characterized by an intercon-
nection topology with an average node degree ¢ (or in en-
gineering terms, ¢ terminals per gate). From an engineer-
ing perspective, ¢ = 1 corresponds to no placement opti-
mization, i.e., the circuit is interpreted as a random gate ar-
rangement. In actual circuits, the parameter £ is dependent
on circuit-topology: microprocessors, gate-arrays, and high-
speed computers are characterized by Rent exponents of
¢ =0.45,0.5, and 0.63, respectively (Christie & Stroobandt
2000).

Several tools have been developed to generate benchmark
circuits based on Rent’s rule and other approaches. Exam-
ples of such tools are CIRC and GEN (Kundarewich &
Rose 2003). These tools can be integrated within the diag-
nostic model-generation framework described in this article.

Circuit generation algorithms have proven very useful for
applications like FPGA design; however, they have two
drawbacks when considered from the diagnostic model-
generation viewpoint. First, they are restricted to a spe-
cific domain, and focus on topology optimization, rather than
on the issues of fault isolation that are relevant to diagno-
sis benchmarks. As a consequence, these circuit generation
algorithms have parameters that are pre-tuned to particular
circuit classes; in contrast, a generic model generator must
have parameters that can be assigned to generate models
to approximate particular domains. It is important to note
that any such parameters are domain-dependent, and need
to be supplied by domain experts; in the absence of good
domain parameters, the generated models will approximate
real models with reasonable accuracy, the quality of which
can be significantly improved with the use of precise param-
eters. Second, the circuit generation algorithms must be ex-
tended to incorporate a functional description that describes
both normal and anomalous system behaviors.

Diagnosis Interchange Format

The DIF supports representation of models, observation vec-
tors and diagnoses. Modeling semantics is a topic of re-
search, and it is unlikely that our proposal would accommo-
date all the different approaches, ranging from hybrid sys-
tems with continuous time and state to static, discrete sys-
tems. In designing DIF, our main goals have been simplic-
ity, translatability from existing implementation formats and
extensibility.

Syntax and Semantics of DIF

As the standards described in this paper do not imply volu-
minous data according to current computing standards, and
all the formats expose an ample amount of structure, our
benchmark is encoded using the eXtensible Markup Lan-
guage (XML) (Bray et al. 2006). The latter choice greatly
simplifies the syntactical validation and representation, and

a node in a topology graph, then the degree k; of component ¢
corresponds to the set of terminals of component ¢ in the circuit-
generation domain.
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Figure 1: A visual representation of the DIF 1.0 model syntax (function classification, individual functions and some of the

variable attributes are omitted).

allows the user to borrow from the vast amount of XML tool-
ing. The DIF XML schema is visualized in Figure 1.

A DIF model has four sections: prologue, domains, struc-
ture, and components. The prologue describes the main
characteristics of the model, i.e., the types of the constraints,
fault-modeling, etc. The structure displays the model hierar-
chy that is essential for many of the MBD algorithms exist-
ing today. The domain description specifies symbolic values
for all the Finite Domain Integer (FDI) variables (Booleans
are treated as a special case of many-valued logic). Finally,
for each component a set of constraints and transitions are
specified. In particular, DIF supports constraints ranging
from logic to differential equations.

DIF supports any First-Order Logic (FOL) sentence as a
constraint, hence it provides for a large range of modeling
techniques. The variables in a component or a subsystem,
in addition to being Boolean or FDI can be in the real or
(infinite) integer domains. For the latter two variable types,
it is not necessary to specify domains. The framework is
suitable for both abductive and consistency-based diagnosis.

A portion of the DIF schema is shown in Figure 2
and its full specification is available for download from
http://fdir.org/dif/. Next, we provide some exam-
ples of how DIF can represent several classes of model.

A Combinatorial Circuit Example: Expressing structure
is important, both from the algorithmic and modeling per-
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spective. A DIF model typically specifies a number of hier-
archical systems and a set of components. A system, then,
can instantiate an arbitrary number of subsystems and com-
ponents. Each system also defines a set of variables and how
these variables are mapped into the systems and components
it references. The use of hierarchy is best illustrated with the
circuit shown in Figure 3.

The circuit is a full adder, each gate of which is allowed
to fail without specifying faulty behavior. It consists of two
half adders and an OR gate. The XML element in Figure
4 represents the structure in DIF (the variable mappings are
omitted from the example for brevity). The top level system
instantiates two copies of the half adder subsystem and an
OR logic gate. The half adder uses an XOR and an AND
gate. Note, that in the actual model the top-level system has
some internal variables (f, p, and ¢) representing the wire
connections.

The structure of a model is, essentially, a rooted, edge-
labeled multidigraph G = (V, E), where the set of nodes V
consists of all systems and components and there is an edge
in E for each instantiation. One of the nodes is distinguished
as a root (top-level) system. Constructing an algorithm that
converts the hierarchical representation into a “flat” one is
straightforward, by recursively merging the nodes of G.

A component model is given as a set of multi-valued
propositional WIf over a set of variables V. A multi-valued
variable v; € V takes a value from a finite domain, which is
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<xs:element name="model”>
<xs:complexType>
<xs:sequence>
<xs:element ref="prologue”/>
<xs:element ref="domains” minOccurs="0"/>

<xs:element name="domains”>
<xs:complexType>
<xs:sequence maxOccurs="unbounded”>
<xs:element name="domain”>

<xs:complexType>

<xs:sequence maxOccurs="unbounded”>
<xs:element name="value”
type="xs:string”/>

</xs:sequence>

<xs:complexType name="sentence”>
<xs:group ref="sentence”/>
</xs:complexType>
<xs:complexType name="transition”>
<xs:sequence maxOccurs="unbounded”>
<xs:element name="constraint”>
<xs:complexType>
<xs:group ref="transition”/>

<xs:group hame="sentence”>
<xs:choice>
<xs:element name="equiv”>
<xs:complexType>

<xs:sequence>
<xs:group ref="sentence”/>
<xs:group ref="sentence”/>

</xs:sequence></xs:complexType>

Figure 2: Part of the DIF XML schema.

a set of symbols D; = {s1, s2, ..., 8} with a 1-to-1 map-
ping to ZT. All the domains of FDI variables have to be
explicitly specified in the second section of a DIF model. In
the combinatorial circuit used for illustration, all variables
are in the Boolean domain and the DIF definition of the lat-
ter is shown in Figure 5.

A positive multi-valued literal l;f is a Boolean function
l;f = (v; = di), where v; € V and d, € D;. A nega-
tive multi-valued literal lj_ is defined in a similar fashion. A
multi-valued propositional WHf, then, is a formula over the
multi-valued literals I, lo, . . ., l,, and the standard Boolean
connectives: — (negation), < (equivalence), = (implica-
tion), A (conjunction), and V (disjunction).

Figure 6 shows the DIF specification of an XOR gate,
which is a part of the sample full adder circuit introduced
above. The component defines four variables: h, o, 71, and
19, of which h is assumable. The single constraint specifies
the propositional Wff h = (0 < (i1 < —ia)), the interpre-
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Figure 3: A full adder circuit.

<model>

<structure>
<system type="fullAdder”>
<subsysinst type="halfAdder” id="ha1” />
<subsysinst type="halfAdder” id="ha2” />
<complnstance type="orGate” id="orGate” />
</system>
<subsystem type="halfAdder”>
<complnst type="xorGate” id="xorGate” />
<complnst type="andGate” id="andGate” />
</subsystem>
</structure>

Figure 4: Structure describing element of a full adder circuit.

tation of which stipulates that the component health variable
h is true iff the output o is true only when the values of ;
and 19 are different. The model of the component is weak-
fault, i.e., if all the n components in a model are constrained
by expressions in the form h; = F;, 1 < i < n, where h; is
an assumable and does not appear in any of the propositional
Wit F;, 1 < i < n, then the Minimal Diagnosis Hypothesis
(de Kleer, Mackworth, & Reiter 1992) holds.

Reasoning about time and state is central to model-based
reasoning. Our discussion continues with some ways to rep-
resent dynamic characteristics of systems in DIF.

A Discrete Event System Model: DIF allows a compo-
nent to define temporal constraints. The only assumption is
that a diagnostic reasoner would maintain discrete time, and
at every time step, it would copy all the variables and all the
constraints for the current time instance.

A temporal constraint is a sentence in FOL that has vari-
ables from two instantiations of the system description in

<domains>
<booleanDomain type="bool” >
<value default="true”>true</value>
<value>false</value>
</booleanDomain>
</domains>

Figure 5: A DIF specification of the Boolean domain.
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<component type="xorGate”>
<var domain="bool” id="h" type="health”/>
<var domain="bool” id="0"/>
<var domain="bool” id="i1"/>
<var domain="bool” id="i2"/>
<constraint>
<imply><litid="h"/>
<equiv><litid="0"/>
<equiv><litid="i1"/>
<not><lit id="i2"/></not>
</equiv>
</equiv>
</imply>
</constraint>
</component>

Figure 6: A weak-fault model of an XOR logic gate.

time. The only difference between a temporal constraint
and a combinatorial constraint is that a temporal constraint
allows the use of “temporal operators”.

An example of such a temporal operator is () (next) (the
others include [J (globally), ¢ (eventually)) with semantics
similar to the one in (Manna & Pnueli 1992). Note that )
can only appear in front of a variable term, in which case
= () x is equivalent to O)—z.

Our next example clarifies the DIF temporal semantics
by discussing a model of a resettable pneumatic valve. The
transition diagram of this valve is shown in Figure 7.

stick opened

opened

stuck
opened

Figure 7: A transition diagram of a resettable valve.

The XML element shown in Figure 8 represents one of the
possible transitions from Figure 7. It says that, given a pos-
itive assignment to the “reset” variable in the current in-
stance, and if the valve is stuck open, it will change its state
to closed when time progresses.

It is not possible to show all transitions of the valve in DIF
as the full model specifies a transition for every edge of the
graph shown in Figure 7. These constraints, however, are
very similar to the one we have discussed in this section.

Before we continue with an example having an ODE for
a constraint, it is worth noting that transitions are nothing
more than set of constraints, having a name and being ap-
plied by the reasoners progressively over time.
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<transition id="reset”>
<constraint><lit id="c”>reset </lit>></constraint>
<constraint>
<imply><lit id="s">stuckOpened </lit>
<next><lit id="s">closed </lit></next>
</imply>
</constraint>
<constraint>
<imply><lit id="s">stuckClosed </lit>
<next><litid="s">opened </lit></next>
</imply>
</constraint>
< /transition>

Figure 8: Valve transition from state “stuck closed” to
“open” upon reset.

A Continuous System: Consider a numeric model of the
primitive water clock, shown in Figure 9. The water level h
(which was used in ancient times for approximating the time
of the day) at time ¢ is the solution of the ODE specified next
to the figure. It is possible to build a fault model that speci-
fies that the component is healthy if the value of / predicted
by the numerical solution of the ODE, fz, is within a certain

threshold 8, i.e., |h — h| < 6.

@ — kR
k = CA}L%

fe(h<h=38V(Hh>h+d)

Figure 9: A set of hybrid constraints of a water clock fault
model.

The rest of the parameters in Figure 9 are as follows. A,
and A, are the cross-sectional areas of the water and the
hole, respectively, and c is a friction constant. The accelera-
tion due to gravity is denoted as g. The full model uses the
Boolean fault variable f and an observable variable h in the
real domain.

The DIF constraint shown in Figure 10 specifies an ODE,
with ¢ as the independent variable and both ¢ and A in the
continuous domain (both have type “real” in the variable
declaration section of the full water clock model).

Having discussed DIF in specifying some models, we can
continue with the remaining two data structures which are
part of an MBD problem: observations and diagnoses.

Representation of Observations: In addition to models,
an MBD format should specify syntax and semantics for ob-
servation vectors (sensor data). The semantics of an obser-
vation vector in DIF is illustrated in Figure 11. An obser-
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<equiv>
<fder><varid="h" /><var id="t" /></fder>
<uminus>
<prod>
<var id="K” /><sqgrt><var id="h" /> </sqrt>
</prod>
</uminus>
</lequiv>

Figure 10: An ODE constraint for the water clock shown in
Figure 9.

vation vector in DIF is always a conjunction of variable as-
signments.

¢ | History ! " | Observation !
seq : Integer

1 | Model Value
id : String

Figure 11: A visual representation of the DIF 1.0 observa-
tions syntax.

Figure 12 shows the DIF representation of a sample obser-
vation vector for the full-adder from Figure 3 (representing
the propositional WEf OBS; = i1 Ais A ¢; A =X A ¢,).
An observation refers to a specific instant in time. For the
main MBD problem, a reasoner is supplied with a model in
DIF and a sequence of observations in time, and it computes
diagnoses, the format of which will be described later.

<obs seq="2">
<litid="i1"/><lit id="i2"/><lit id="ci"/>
<not><lit id="sum”/></not><litid="carry”/>
</obs>

Figure 12: An observation of the full adder from Figure 3.

As the problem of finding a kernel diagnosis is known to
be I1¥-complete, most MBD implementations employ a
heuristic based on the minimum number of failing compo-
nents, or smallest probability failure mass (the DIF model
language has a straightforward way for assigning probabili-
ties to variable values). Hence the goal of an MBD bench-
mark is to provide an observation that leads to a kernel diag-
nosis of minimum cardinality having the maximum number
of failing components. The latter problem is a topic on its
own with many applications in MBR.

Representation of Diagnoses: The last part of our spec-
ification concerns the diagnoses as computed by MBD im-
plementations. As both the observation and the diagnoses
are sets of variable assignments, their formats are very sim-
ilar. The class diagram for the DIF diagnosis representation
is shown in Figure 13.
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1o
* | Observation S Diagnosis !
seq : Integer
1 Value
] Fault Catalog id - String R
1 | Model

Figure 13: A visual representation of the DIF 1.0 diagnoses
syntax.

A diagnosis file specifies zero or more diagnoses for some
or all of the time instances at which observations have been
performed. The observation of the full-adder (cf. Figure
3) from Figure 12 has been performed at time instance 2
according to its seq attribute. All kernel diagnoses of this
observation are shown in Figure 14.

<obs seq="2">
<diagnosis>
<not><litid="ha1.xorGate.h”/></not>
</diagnosis>
<diagnosis>
<not><litid="ha2.xorGate.h”/></not>
</diagnosis>
</obs>

Figure 14: A diagnosis of the full adder from Figure 3, given
the observation from Figure 12.

We use the dotted notation in the literal identifiers to specify
the subsystems in which the component resides. The two
possible kernel diagnoses shown in Figure 14 are each of
the two XOR gates of the full-adder being faulty.

MBD Benchmark

Advances in the MBD algorithms will quickly obsolete a
static set of benchmark problems, hence we see the main-
tenance of a benchmark suite as an ongoing effort. Pro-
viding a benchmark set is also technologically challenging.
We have compiled an initial set of benchmark problems and
published them on http://fdir.org/dif/.

Our initial benchmark proposal consists of three cate-
gories: (1) combinatorial circuits, (2) random models, and
(3) real-world systems. In addition to the models, we have
provided observation data as discussed in this paper. In some
cases diagnostic results are included as well.

The ISCAS-85 set of combinatorial circuits (Brglez & Fu-
jiwara 1985) has been used as the de facto benchmark in
MBD and we have translated it to DIF. In order to facilitate
hierarchical solvers, in addition to the traditional flat repre-
sentation, we have provided DIF versions of the reverse en-
gineered high-level ISCAS-85 circuits (Hansen, Yalcin, &
Hayes 1999).

For the random diagnosis problems, we have used a model
generator as described in the beginning of this paper. The
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random problems have different numbers of components,
observable variables and connectivity.

Finally, we have anonymized some real-world models
of practical significance and added them to the benchmark
suite. A full description of the benchmark problems is not
possible due to the limitations in the paper length and is
available from the benchmark web site.

Conclusion

This article have proposed a Diagnosis Interchange Format
(DIF) intended to facilitate (a) exchange of models, com-
ponent libraries, sensor data (observation vectors) and diag-
noses in MBD, and (b) empirical comparative studies of the
performance of existing and future MBD algorithms.

In the article we have summarized the syntax and the se-
mantics of DIF, as well as the principles underlying its de-
sign. We argue that DIF is a compact representation for rep-
resenting diagnosis models. By using inheritance and spe-
cialization, we showed how a very broad modeling language
like DIF can be specialized to represent explicit models such
as digital circuits. This specialization decreases the model-
ing complexity and allows modelers to use DIF for fault-
diagnosis of Boolean circuits, for example, while not being
burdened with the language’s expressiveness outside the do-
main of propositional logic.

While DIF may be compact for representing a wide range
of systems, MBD employs a variety of representations al-
lowing trade-offs in time, space, and off-line time (i.e.,
knowledge compilation approaches). A future extension of
this standard would benefit from supporting compact com-
piled representations like NNF (Negation Normal Forms),
OBDD (Ordered Binary Decision Diagrams) and others.
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Abstract
Recommendation problems related to complex products and
services (e.g., computers, financial services, digital

cameras) are a thriving application area for knowledge-
based technologies. Automated debugging support for
recommender knowledge bases is a necessary prerequisite
for supporting effective development and maintenance
processes. In this paper we present an approach to the
automated debugging of constraint sets which specify the
way utilities of product alternatives are determined. In many
cases, such constraint sets do not calculate the rankings
expected by marketing and sales experts and therefore have
to be adapted. By applying Model-Based Diagnosis, we
show how faulty utility constraints can be automatically
identified and adapted by exploiting examples for intended
product rankings provided by domain experts or derived
from existing customer interaction logs. The presented
debugging technologies have been implemented for a
commercial recommender development environment.

Introduction

Recommender applications improve the accessibility of
large product assortments. There are three basic re-
commendation approaches. One of the most frequently
used one is Collaborative Filtering (Herlocker et al. 2004)
which is an implementation of word-of-mouth promotion
where buying decisions are influenced by the opinions of
friends and benchmarking reports. Content-based Filtering
(Pazzani 1999) is an information filtering approach
exploiting item features a user has liked in the past with the
goal of recommending new items. Content-based filtering
recommends all items based on purchase information
available from the current customer. Both approaches are
based on long-term user models and do not exploit deep
knowledge about the product domain. In contrast,
knowledge-based recommender technologies exploit deep
knowledge about the product domain (Burke 2000,
Felfernig and Kiener 2005) in order to determine solutions
fitting to the wishes and needs of (online) customers.
Compared to customers purchasing books or movies, cus-
tomers purchasing complex products such as computers,
financial services or digital cameras are much more in the
need of intelligent interaction mechanisms supporting the
calculation and explanation of appropriate solutions.
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Therefore, an explicit representation of product, marketing,
and sales knowledge is needed which makes it possible (a)
to derive recommendations which comply with existing
marketing and sales strategies and suit the wishes of a
customer, (b) to explain those recommendations, and (c) to
propose repair actions for inconsistent requirements.

Product alternatives calculated for a set of customer
requirements are typically ranked according to their utility
for the customer. Such rankings are calculated in order to
exploit serial positioning effects which cause consumers to
preferably select items at the beginning of a list (Gershberg
and Shimamura 1994, Coulter and Coulter 2005). For the
determination of personalized product rankings we have
integrated the concepts of Multi Attribute Utility Theory
(MAUT) (Winterfeldt and Edwards 1986) into our
recommender development environment (Felfernig and
Kiener 2005). A precondition for applying MAUT is the
definition of utility constraints (scoring rules). These
constraints specify to which extent different customer
requirements contribute to interest dimensions, e.g., if a
customer requires a digital camera with a low resolution,
we can infer a high interest in recommendations with low
costs. Furthermore, utility constraints define the extent to
which product alternatives contribute to the defined
interest dimensions, e.g., a digital camera with a low
resolution fits to customers interested in low-cost cameras
and therefore provides a high value for the interest
dimension economy.

One of the major challenges imposed by the application of
MAUT is the maintenance of utility constraints (Felfernig
and Kiener 2005). The relationship between customer
requirements, products, and corresponding interest dimen-
sions has to be explicitly specified by knowledge
engineers. Such constraints have to reflect marketing and
sales strategies which specify rules such as if digicam, is
part of the recommendation result and digicamy, is part of
the result as well, then the utility of digicam, should be
higher than the one of digicam, Experiences from
commercial projects (Felfernig and Kiener 2005) clearly
point out the need for additional knowledge acquisition
support in this context. The maintenance of utility
constraint sets is a time-consuming and error-prone task
since in many cases those constraints are strongly
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interdependent. Therefore, our goal was to develop
techniques which support knowledge engineers in the
identification of faulty utility constraints. In this paper we
present debugging concepts which automatically identify
sources of inconsistencies in utility constraint sets and
propose the corresponding repair actions. By exploiting the
concepts of Model-based Diagnosis (MBD) (Reiter 1987,
de Kleer et al. 1992) we are able to automatically identify
and repair minimal sets of faulty constraints. The approach
presented in this paper has been developed for a
commercial recommender development environment
(Felfernig and Kiener 2005) and is in the line of previous
work related to the debugging of recommender user
interfaces (Felfernig et al. 2000).

The remainder of the paper is organized as follows. The
following section presents utility constraints which are
used as working example throughout the paper. Section
CSP-based Representation of Utilities sketches our
approach to transform a given set of utility definitions into
a corresponding Constraint Satisfaction Problem (CSP)
representation which is the basis for applying MBD.
Section Debugging Utility Constraints presents our
approach to the automated identification and repair of
faulty constraints in MAUT constraint sets.

Example: Utility Definitions

We now present a simplified set of utility constraints
(scoring rules) which is used as working example
throughout the paper. The basic elements of MAUT are
interest dimensions such as quality or economy describing
interest focuses of a customer, e.g., quality denotes the
output quality of a digital camera, economy is related to
financial aspects such as price, maintenance, etc. The
degree to which a customer is interested in such dimen-
sions can be directly derived from the requirements
articulated within the scope of a recommendation session
(see Tables 1-2). A customer who is interested in 6MPIX
cameras (minres=6MPLX) has a higher interest in quality
than a customer who is interested in purchasing a SMPLX
camera (minres=5MPIX). Similarly, customers interested
in low prices (maxprice>=200 and maxprice<=300) have a
lower interest in quality than those with less restrictions
related to the price (maxprice>=301 and maxprice<=1000).

minres | quality | eco
SMPIX | 5 9
6MPIX | 8 5
Table 1: Scoring rules for customer property minres.
maxprice | quality | eco
200-300 3 7
301-1000 | 9 2

Table 2: Scoring rules for customer property maxprice.
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For the purposes of our example, we use the set of
customer requirements specified in Table 3.!

customer minres maxprice
customer; 6MPIX 1000
customer, 6MPIX 300

Table 3: Customer requirements.

Using the Tables 1-3 we can determine a distribution for
the interest dimensions of our example customers, i.e., to
which extent those customers are interested in the specified
interest dimensions quality and economy. Both customers
require a 6MPIX camera which contributes an importance
of 8 to the interest dimension guality and an importance of
5 to the interest dimension economy (Table 4 depicts the
complete set of evaluations).

customer | quality | eco
customer; | 8+9=17 | 5+2=7
customer, | 8+3=11 | 5+7=12

Table 4: Example customer preferences.

On the basis of such customer preferences, we are able to
evaluate which of a given set of alternative products best
suits the customer’s wishes and needs. For the purpose of
our simple example, we introduce the following simplified
assortment (digicam, ;) depicted in Table 5.

name company | resolution | price
digicam, A 6MPIX 290
digicam, B 6MPIX 310

Table 5: Example set of digital cameras.

After having specified our example product assortment, we
have to define the utility of those products w.r.t. the
specified set of interest dimensions. We define a
dependence between product attribute values and the
interest dimensions quality and economy, e.g., cameras
with higher resolutions support higher output quality (see
Table 6), cameras with a lower price have a better
evaluation w.r.t. the dimension economy (see Table 7), and
cameras provided by company 4 have a higher quality than
cameras offered by company B — vice-versa the economy
of cameras from company B is better than the economy of
cameras from company A (see Table 8). Note that in real-
world applications, product properties and customer
properties can differ significantly, whereas in our example
the single difference is the product attribute company.

resolution | quality | eco
6MPIX 9 4

Table 6: Scoring rules for product attribute resolution.

! For the reasons of clearness and simplicity we restrict our working
example to two digital cameras (both equipped with a 6MPIX resolution).
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price quality | eco
200-300 4 7
301-1000 8 2

Table 7: Scoring rules for product attribute price.

company | quality | eco
A 8 7
B 6 9

Table 8: Scoring rules for product attribute company.

Using the Tables 4-8 we can determine the extent to which
our cameras contribute to the interest dimensions quality
and economy (see Table 9): digicam, has a lower quality
than digicam, but a higher economy value. Vice-versa,
digicamy, has a lower value of economy than digicam,.

name quality eco
digicam, | 9+4+8=21 | 4+7+7=18
digicam, | 9+8+6=23 | 4+2+9=15

Table 9: Utilities for products w.r.t. interest dimensions.

On the basis of the identified product utilities, we can
determine the customer-specific utility of each product (for
details see Table 10). This utility of a product can be
determined by using the formula
utility(x) = Ziniconi (x)

i=1
where utility(x) specifies the overall utility of a product x
for a specific customer. The overall utility is defined as
sum over the customer’s interest in dimension 7 (in;) (see
Table 4) times the contribution of product x to interest
dimension i (con;) (see Table 9).

In our example, digicam, has a higher utility for customer,
whereas digicam, has a higher value for customer,.

customer | product | quality | eco utility

customer; | digicam, | 21*17 18*7 | 483
digicam, | 23*17 15*%7 | 496

customer, | digicam, | 21*11 18%12 | 447
digicam, | 23*11 15*%12 | 433

Table 10: Utilities of products for customers.

Our goal is it to identify a minimal set of repair actions for
utility constraints which are consistent with examples for
product rankings provided by online customers (repre-
sentative interaction sequences) or marketing and sales
experts. Such examples for the intended behavior of utility
constraints have the following structure (see Table 11):

example | minres | maxprice ranking
e 6MPIX 1000 utility(digcam,) <
utility(digicam,)
e, 6MPIX 300 utility(digcam,) <
utility(digicamy)

Table 11: Examples for product rankings.
Example e; denotes the fact that in all interaction

sequences with the recommender application where
customers require a digital camera with at least 6MPLX and
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a maximum price of 7000, the utility of digicam, should be
lower than the utility of digicam,, i.e., digicam, should be
ranked at a position in the result set which is located after
the position of digicamy. Furthermore, if a customer
requires a digital camera with at least 6MPLX and a
maximum price of 300, then the utility of digicam, should
be as well lower than the utility of digicamy,.

CSP-based Representation of Utilities

In order to be able to apply Model-based Diagnosis (Reiter
1987, de Kleer et al. 1992) to the identification and repair
of faulty utility constraints, we transform a given set of
MAUT utilities into a corresponding Constraint Satis-
faction Problem (CSP). Model-based Diagnosis starts with
the description of a system which is in our case the
description of the intended behaviour of a given set of
utility constraints. This intended behaviour is specified by
a set of examples describing the intended ordering of
products in a result set depending on a set of customer
requirements (see Table 11). If the actual system behavior
(rankings calculated by the utility constraints) conflicts
with its intended behaviour (rankings described by
examples), the diagnosis task is to determine those
components (utility constraints) which, when assumed to
functioning abnormally, explain the discrepancy between
actual and intended behaviour.

Following the definitions of Tables 1-2, we introduce the
following set of utility constraints related to the expected
resolution and accepted price of a digital camera, e.g.,
constraint ¢, denotes the fact that for customers requiring a
digital camera with at least 6MPLX the dimension quality is
important, whereas economy aspects play a less important
role (cy). The constraints {c;,c,} represent the utility
definitions of Table 1 (the first entry has not been taken
into account), {c;,c4,Cs5,C6} represent the definitions of
Table 2.

C1: qualityminres 6MpIx) = 8

Ca: eco(minrestMPIX) =5

C3: qualitymaxprice 200 300) = 3

C4: €CO(maxprice_200_300) = 7

Cs: qualitymaxprice 301 1000) = 9

C6: €CO(maxprice_301_1000) = 2

We denote each constraint defining such utility values as
utility constraint ¢; € C. Since we are interested in a utility
constraint set which is consistent with all the examples ¢; €
E, we have to check the consistency of the given set of
utility constraints with Ue;. This type of consistency check
requires a representation where each example is described
by a separate set of finite domain variables, e.g., the
contribution to quality provided by the customer attribute
minres in example e; is stored in the variable
qualityminres_o1)- The following representation of examples
can be directly applied by our diagnosis algorithm.

€. quality(minresiel) = quality(minrestPIX) A
eco(minresiel) = eco(minrestPIX) N
quallly(maxpriceiel) = quahly(maxpricejOIJ000) N
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eco(maxpricc_cl) = eco(maxpricc_301_1000) N
utility gigicama _e1y < ULility gigicamb c1)

quality(minresieZ) = quality(minresi()MPIX) N

eCO(minrcsch) = eco(minrcsi()MPIX) N

quality(maxprice_e2) = qualiZy(nlaxprice_200_300) N
€CO(maxprice_e2) — €CO(maxprice 200 300) A

utility gigicama _c2) < Utility gigicamb 2)

The overall customer interest (customer of e;) in the di-
mension quality is stored in qualitycusiomer c1)- The value of
this variable represents the sum over all defined contri-
butions of customer requirements of example e, to the
dimension quality. This approach is analogously applied to
the dimension economy (ecoiusiomer e1y)- We denote
constraints summing up customer utilities as s; € S. The
following constraints implement the definitions of Table 4.
Sq1: qT'Ialily(customcric])= qualily(minrcsicl) + qualily(maxpriccicl)
Si2: eco(customcr_cl): eco(minrcs_cl) + eco(maxpricc_cl)

So1: quality(customc:ricz)= qualily(minrcsiﬂ) + qualily(maxpriccicZ)
Snot eco(customer_eZ): eco(minres_eZ) + eco(maxprice_eZ)

[SHN

For each product part of our example assortment, we
specify its contribution to the given interest dimensions,
e.g., the price specified for product digicam, (290) defines
an average interest in the dimension quality. In our CSP,
we define this fact as quality,iceigicama) = 4. Analogously,
we define the relationship between the interest dimension
economy and price (ecCOpice(digicama) = 7)- We denote each
constraint defining a utility value for a certain product as
utility constraint p; € P. The following constraints
implement the definitions of Tables 6-8.

pi: qualilyprice(digicama):4 p2:
Pp3: qualilyprice(digicamb):8 Pa:
ps: qualityresolulion(digicama):9 Ps: ecoreso[uzion(digicama):4

p7: qualilyreso/ution(digicamb):9 ps: ecoresulution(digicamb):4

Po: qualitycompany(digicama):8 Pio: ecocumpany(digicama):7

Pt qualilymmpuny(digicamb):6 P12t ecommpany(digicamb)=9

For each ¢; € C (and each p; € P) we add a corresponding
repair constraint cr; (pr;) which specifies possible repairs
for c; (p;). The idea behind repair constraints is that if ¢; (p;)
is identified as faulty element by the diagnosis component,
we have to identify a consistent repair action for c¢; (p;).
This repair should change the original c; (p;) as little as
possible?. Therefore, we define an interval for the accepted
changes for each ¢; € C and each p; € P. Each of the
following example repair constraints allows changes of the
given evaluations by at most one unit. We denote Ucr; u
Upr; as the set of repair constraints R.

qualily(minrcs_(sMPlX) IN [7=8’9]
eco(minrcsi()MPlX) IN [45556]
quality maxprice_200_300) IN [2,3,4]
€CO(maxprice_ 200 300) IN [6,7,8]
quality maxprice_301_1000) IN [8,9,10]
€COmaxprice_301_1000) IN [1,2,3]

ecoprice(digicama):7
ecoprice(digicamb)=2

cry:
Cry:
cr3:
Cry:
Crs:
Crg:

* Note that changes of at most one unit are only introduced for this exam-
ple, the range of possible changes in general is more flexible: in the
current implementation it can be specified by knowledge engineers.
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: qualilyprice(digicama) IN [3:455]

ecopriz‘e(digicama) IN [6:7)8]

qualityyricedigicamb) IN [7.8.9]

€COpyice(digicamb) IN [1,2,3]

qualiz.‘yresolution(digicama) IN [899a10]

ecoresalutian(digicama) IN [3a4=5]

qualityresalution(digicamb) IN [8’9’10]

prg: ecoresolutiun(digicamb) IN [3>435]

pro: qualitycompany(digicama) IN [7,&9]

prio: €COcompany(digicama) IN [6>738]

pry;: qualitycampanv(digicamb) IN [5,6,7]

priz: €COcompany(digicamb) IN [&9110]

The quality of a product is defined by the sum of contri-
butions of the values of price, resolution, and company.
Economy of a product is as well defined by the sum of
related contributions of those attribute values. We denote
each rule summing up product utility values as s; € S. The
following constraints implement the definitions of Table 9.

Syt qual i 1y (digicama)—
qualityprice(digicama)+
qual lty resolution(digicama) +
qual lty company(digicama)

Sy quallty(digicamb)=
qual lty prizre(digicamb)+
quahtyr2saluriun(digicamb) +
qualllycumpany(digicamb)

S3: €CO(digicama)—

pr
pra:
prs:
pra:
prs:
pre:
pry:

€COprice(digicama) +
ecore.mlu/ion(digicama) +
ecocompuny(digicama)
S4: €CO(digicamb)—
€COprice(digicamby ™
ecorexolution(digicamb) +
ecocompany(digicamb)

The following constraints specify the calculation of
product utilities, where utility . specifies the utility of
product x in the context of example e; (see Table 10).

S13: Utility gigicama_c1y™
quality(digicama)*quality(customerie 1)+
eco(digicama) >l<eco(customerﬁel)

Si4: utility gigicamb ey~
qualily(digicamb)*qualily(cuslomeriel) +
eco(digicamb) * eco(customerﬁel)

S23: utility(digicamaiﬂ):
quality(digicama)*qualily(cuslomeLﬂ) +
eco(digicama) * eco(customcrﬁcZ)

S24: utility(digicamb_d):
quality(digicamb)*qualily(customcr}Z) +
eco(digicamb) * eco(customer_e2)

All the mentioned constraints are constituting elements of a
corresponding Constraint Satisfaction Problem which is
defined by the tuple (V, D, Con), where V is a set of finite
integer domain variables, D represents the variables’
domain, and Con is a set of constraints consisting of
exactly those constraints defined in (C, P, R, S, E).
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Debugging Utility Constraint Sets

A major challenge when implementing recommender
applications is the identification of appropriate utility
scores (constraints). Our approach to support associated
knowledge engineering processes is to apply the concepts
of MBD which allows us to identify minimal constraint
subsets which have to be changed in order to better fit to
the provided set of example rankings. In the sense of
MBD, a faulty component (erroneous utility constraint) is
expressed through an inconsistency between the utility
constraint set and the specified examples (see the following
definition of a MAUTKB Diagnosis Problem and a
MAUTKB Diagnosis). A MAUTKB diagnosis indicates
faulty constraints whose adaptation will restore
consistency. We exploit examples which are provided by
domain experts or online customers. Those examples
specify the expected ranking of product recommendations.
Depending on a set of customer requirements, the
recommender should rank products in a way which is
consistent with the rankings specified in the given set of
examples (in our case {ej, ,}).

With regard to our example utility constraints, {e;} U C U
P UR U S is consistent. Adding {e,} to {e;} WCUPUR
U S triggers an inconsistency which can be restored by
deleting {ps;, p1o} from P. In this context, {ps;, pi2} is a
minimal diagnosis, i.e., a minimum set A of constraints
which have to be deleted from C U P U R, s.t. {e}, e} UC
U P UR-A U S becomes consistent. Based on this
approach to the identification of faulty utility constraints,
we introduce a definition of a MAUTKB Diagnosis
Problem and a corresponding MAUTKB Diagnosis.

MAUTKB Diagnosis Problem. A MAUTKB Diagnosis
Problem (MAUT Knowledge Base Diagnosis Problem) is
defined as a quintuple (C, P, R, S, E), where C is a set of
customer utility constraints, P is a set of utility rules related
to offered products, R is set of repair constraints, and S
represents a set of summarization rules. Finally, E is a set
of examples for the intended ordering of result sets. O

Based on this definition of a MAUTKB Diagnosis
Problem, we now introduce the definition of a
corresponding MAUTKB Diagnosis.

MAUTKB Diagnosis. A MAUTKB Diagnosis for (C, P,
R,S,E)isaset AcCUPUR,s.t.  CUPUR)-AUS
U E is consistent. O

Note that a diagnosis A for (C, P, R, S, E) always exists
under the reasonable assumption that (a) each single
example is consistent, (b) the examples do not interfere
with each other, and (¢) S U E is consistent, i.e., if all
constraints in C U P U R are contained in A, S U E should
support product rankings consistent with E (Felfernig et al.
2007). Note that in order to assure the existence of a
diagnosis, we allow constraints € R to be diagnosable.

The calculation of diagnoses is based on the determination
of minimal conflicts induced by the examples ¢; € E.
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Conflict Set CS. A Conflict Set is defined as a minimal
subset CS = {c, ¢, ..., s} cCUPURSst. CSUSUE
inconsistent. CS is minimal iff no#(3 CS’: CS’ < CS) o

Properties of Diagnosis Algorithm. For the calculation of
diagnoses we have implemented an extended version of the
algorithm proposed by (Reiter 1987). The labelling of the
search tree is based on the labelling of the original HSDAG
(Hitting Set Directed Acyclic Graph). A node n is labelled
by a minimal conflict set CS(n). The set of edge labels
from the root to node n is referred to as H(n). One minimal
diagnosis A for our example is {ps, pi2}, the corresponding
repairs are, c.g., {p3 : qualilyprice(digicamb)zgs p 12’ :
€CO company(digicamty=10} . Introducing these repairs makes (C
UPUR) - {ps, pi2} Y {ps’, pi2’} U S U E consistent.

The algorithm for calculating a set of minimal diagnoses
for a given set of utility constraints is the following
(Algorithm 1). In each step of the HSDAG construction,
the algorithm checks the consistency of (C U P UR)-A U
S U E. In the case of an inconsistency, the theorem prover
provides a minimal conflict set which is resolved by the
expansion of the HSDAG, otherwise H(n) represents one
(alternative) minimal diagnosis.

Algorithm 1 MAUTKB-Diagnosis (C, P, R, S, E)

(a) Generate a pruned HSDAG T for the collection of
minimal conflict sets induced by constraints defined in C U
P U R in breadth-first manner (we generate diagnoses in
order of their cardinality). With every theorem prover (TP)
call at a node n of T the consistency of (C U P U R - H(n)
U S U E) is checked. If there exists an inconsistency, a
minimal conflict set CS is returned, otherwise ok is
returned. If (C U P U R - H(n) U S U E) is consistent, a
corresponding diagnosis H(n) is found.

(b) Return {H(n) | n is a node of T labelled with ok}.

The algorithm has been implemented as part of our
knowledge-based recommender environment (Felfernig
and Kiener 2005). The calculation of minimal conflict sets
for the construction of the HSDAG is based on the
QUICKXPLAIN algorithm proposed in (Junker 2004). The
algorithm needs O(n*log(k+1)+k?) consistency checks to
compute a minimal conflict of size k out of n constraints in
(C U P U R). The performance of Algorithm 1 (HSDAG
construction including conflict detection) allows an
application for interactive settings where knowledge
engineers are developing and maintaining sets of utility
constraints (Felfernig et al. 2007). Conform to the original
HSDAG algorithm (Reiter 1987), our approach calculates
for each tree level the complete set of possible diagnoses.
In our implementation, we favourably present diagnoses
which do not include any elements of R, i.e, only propose
changes to the defined utility constraints in C U P (scoring
rules). Finally, the current implementation of our diagnosis
algorithm exploits examples defined by knowledge
engineers and marketing & sales experts. Future versions
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will take into account the derivation of examples from
existing interaction logs.

Empirical Results

The purpose of the performance evaluation was to measure
the time needed by the diagnosis algorithm to find a
minimal diagnosis which makes a MAUT constraint set
consistent with given example orderings.

To this end, three MAUT-constraint sets (CS;, CS,, CS;)
of different complexity levels in terms of the number of
variables and the number of constraints have been designed
(see Table 12).

Variables Constraints
CS, 48 36
CS, 194 127
CS; 238 166

Table 12: Complexity of MAUT constraint sets.

For every MAUT constraint set, test sets (example sets)
(Ey, E,, E;) have been designed, which triggered an
increasing number of conflicts. The MAUT constraint sets
in combination with the example sets reflect representative
repair situations occurring in commercial settings
(Felfernig and Kiener, 2005). The time efforts shown in
Table 13 represent the time needed for the calculation of
the first diagnosis (interactive mode, where the knowledge
engineer is confronted with one diagnosis at a given time).
The tests have been carried out on a Pentium D machine
with a clock rate of 2800 MHz and a RAM size of 2048
MByte. In typical settings, the analysis of a MAUT
constraint set should take place about every two months.
This makes the actual response times acceptable. However,
improving the efficiency of the algorithm is in the focus of
future work. We are currently working on the integration
of genetic algorithms for improving the efficiency of
solution search (Back and Schwefel, 1993).

E, E, E;
CS, | # Conflicts 1 2 11
Time (secs) 0.150 | 0.203 0.437
CS, | # Conflicts 1 26 221
Time (secs) 0.406 | 5.751 | 45.682
CS; | # Conflicts 26 43 535
Time (secs) 10.961 | 20.901 | 378.178

Table 13: Performance of Diagnosis Algorithm.

We have conducted an empirical study (n=48 participants)
related to the effectiveness of automated debugging in
knowledge-based recommender application development
(Felfernig 2006). The participants of the study had
experiences related to the development and maintenance of
knowledge-based recommender applications. Specifically,
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all participants had profound knowledge in constraint
satisfaction ~ problem  solving and recommender
technologies. The task of the participants was to identify
faulty constraints in given constraint sets and to propose
the corresponding repair actions. The major result of this
study was that we can achieve significant time savings for
error identification and repair tasks when applying
automated debugging - for details see (Felfernig, 2006).
Note that the study presented in (Felfernig 2006) did not
focus on the debugging and repair of utility constraint sets,
but investigated user performance when identifying and
repairing faulty filter constraints in recommender
knowledge bases. However, experiences from the
application of our approach to real-world utility constraint
sets clearly show similar positive effects in terms of
reduced erroneous repair actions and significant time
savings.

Related Work
There are three basic approaches to recommender
application  development.  Collaborative  Filtering

(Herlocker et al. 2004) is based on the assumption of the
correlation of preferences, i.e., similar products are
recommended to customers with similar interests. Content-
based filtering (Pazzani 1999) focuses on the analysis of a
given set of products already purchased by the customer.
By exploiting historical purchasing data, products are
recommended which resemble those already purchased in
the past. One of the major advantages of both approaches
lies in the simple set-up procedure which does not require
complex knowledge acquisition and maintenance tasks. In
contrast, knowledge-based approaches rely on deep
knowledge about the offered product and service assort-
ments as well as deep knowledge about the company’s
marketing and sales strategy. In this context, the
relationship between customer requirements and offered
products has to be explicitly modelled in an underlying
recommender knowledge base (Burke 2000, Felfernig and
Kiener 2005). Deep knowledge representations are the
major precondition for supporting explanations for
recommendations, determining repair actions for
inconsistent requirements, and applying Model-Based
Diagnosis (MBD) techniques (Reiter 1987, de Kleer et
al.1992) to the identification of faulty constraints in
knowledge bases. The complexity of configuration
knowledge bases motivated the application of MBD in
knowledge-based systems development (Felfernig et al.
2004). Similar motivations led to the application of MBD
in technical domains such as the development of hardware
designs (Friedrich et al. 1999) or software development
(Mateis et al. 2000). Compared to the work of (Felfernig et
al. 2004), our work focuses on the maintenance of utility
constraints — the major difference in this context lies in our
diagnosis approach, where examples are not tested
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sequentially w.r.t. their consistency with the knowledge
base, but are tested within the scope of one theorem prover
call. This approach is necessary since we are interested in
repair actions (concrete instantiations) for utility
constraints (scoring rules) consistent with all(!) given
examples, whereas (Felfernig et al. 2004) did not calculate
concrete repair actions for faulty constraints. (Biso et al.
2000) handle the problem of modelling real-life situations
using soft constraints. In this context, solution preferences
are treated as examples which are exploited for the
learning of constraint preferences. Compared to our work,
(Biso et al. 2000) focus on the learning of constraint
preferences which allow the determination of appropriate
results but do not explicitly take into account minimality
aspects which allow us to determine minimal changes to
existing utility constraint structures.

Conclusions

In this paper we have presented innovative knowledge
acquisition techniques which effectively support know-
ledge engineers in the development and maintenance of
constraint sets used for the calculation of product rankings.
In order to be able to effectively adapt and to continuously
improve existing utility constraint sets, we have integrated
Model-based Diagnosis (MBD) concepts into recommend-
der development environments where the generation of
recommendations is based on explicit knowledge repre-
sentations. The automated debugging of utility constraint
sets is novel and is a general contribution to the effective
development of applications based on explicit representa-
tions of recommendation knowledge.
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Abstract

An algorithm is developed for computing which
sensors to add to obtain maximum fault detectabil-
ity and fault isolability. The method is based
on only the structural information in a model
which means that large and non-linear differential-
algebraic models can be handled in an efficient
manner. The approach is exemplified on a model
of an industrial valve where the benefits and prop-
erties of the method is clearly shown.

1 Introduction

Fault diagnosis and process supervision is an increasingly im-
portant topic in many industrial applications and there are
many publications in this area, see for example [Blanke ef
al., 2003] and the references therein. To be able to perform
model based supervision, some redundancy is needed and this
redundancy is typically provided by sensors mounted on the
process. Scientific attention has mainly been devoted to the
design of a diagnosis system, given a model of a process
equipped with a set of sensors. Not as much attention has
yet been devoted to decide which sensors to include in the
process.

There are many types of performance measures in diagno-
sis, for example detection performance, false alarm probabil-
ities, time to detection etc. In this paper, sensors are placed
such that maximum detectability and isolability is possible,
i.e. faults in different components should, as far as possible,
be able to be isolated from each other. Since sensor place-
ment is often done early in the design phase, possibly before
a reliable process model can be developed, the method devel-
oped in this paper is based on a structural process model. This
is a coarse model description that can be obtained early and
without major engineering efforts. Also, this means that large
and non-linear differential-algebraic models can be handled
in an efficient manner. The drawback with structural meth-
ods is that only best case results are obtained, see [Krysander,
2006] for a more on depth discussion on this.

2 Problem Formulation

Before the main objective of the paper is formally presented,
a small example is discussed that illustrates the fundamental
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problems in sensor placement for fault diagnosis. The ex-
ample is modeled by a fifth order linear system of ordinary
differential equations. This example will be used through-
out the paper, although the results will be equally applicable
to large scale, non-linear, differential-algebraic models. The
model consists of the following equations

e1: X1 =-—x1+x2+ 25

ey : To=—2x9+ T3+ Ty

e3: d3=—-3x3+ x5+ f1+ f2

ey : i‘4=—4:L’4+:L’5+f3

€5 : Zf5:—5l'5+u+f4
where z; are the state variables, v a known control signal, and
fi the faults we want to detect and isolate. Since there are no
specified sensors there is no redundancy and the faults are not
detectable.

In this example, faults are modeled by fault signals that are
included in the model equations and f; # 0 indicates a fault.
A more general way to include faults is to assign assumptions,
or support, to the equations. This type of fault modeling can
also easily be used with the approach that will be presented
later but for sake of simplicity, fault signal modeling will be
used in the paper. Also, from now on only single faults will
be considered and f; will then be used to denote both the fault
signal and the fault mode.

Now, define minimal sensor set which is a minimal set of
sensors to add to achieve maximum fault isolability.

Definition 1 (Minimal sensor set) Let S be the set of possi-
ble sensor locations, i.e. the set of measurable variables, and
let S be a multiset defined on S. Then S is a minimal sensor
set if adding the sensors in S give maximum fault isolability
and all proper subsets of S do not.

Note that S is a multiset, which is similar to a set but allows
multiple instances of a member. Generalizations of the stan-
dard set operations like union and intersection are straightfor-
ward. Multisets are used instead of regular sets since it may
be necessary to add more than one sensor measuring the same
variable.

Returning to the example, a first question is then what are
the minimal sensor sets achieving detectability of all faults?
Here it is assumed that sensors measure a state-variable or a
function thereof. It can be shown, using conditions for fault
detectability in linear systems, that {z1}, {x2}, {z3,24} are
all minimal sensor sets achieving detectability of all faults.
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A second step is to not only require detectability, but also
isolability properties. Here isolability refers to isolability as
it is commonly used in FDI and the consistency based di-
agnosis Al community, see e.g. [Cordier ef al., 2004]. For
details on how isolability is defined in this paper, see Sec-
tions 3 and 4. It can be shown that there are 5 minimal sensor
sets that achieve maximal fault isolation: {z1,z3}, {1, 24},
{xa,23}, {2, 24}, and {x3, x4}. Thus, adding sensors mea-
suring the variables in any of these sets, or a superset of the
variables, achieves maximum fault isolability.

Now, it is of course the case that the new sensors may also
become faulty. If we want also faults in the new sensors to be
isolable from the other faults we may have to add additional
sensors. In this case, if maximum fault isolability is desired
also for faults in the new sensors, there are 9 minimal sensor
sets where one sensor set is two sensors measuring x; and
one for x3, i.e. the multiset S = {z1, 21, z3}.

The problem formulation can now be stated as:

Given a model and possible sensor locations, find
all minimal sensor sets with the maximum possible
fault isolability.

The methods developed in sections that now follow
aim at addressing this problem for general, non-linear and
differential-algebraic models. Doing this analytically is diffi-
cult since then inference concerning solutions to the model
equations is needed. Instead, a method based on utilizing
only the structure of the model is employed. This gives
generic results that hold in a best-case situation. An advan-
tage is that large models can be handled in an efficient man-
ner. See Section 3 for some further results on the relation be-
tween structural and analytical properties of a model. See also
[Krysander, 2006] for an in depth discussion on this topic.

3 Theoretical Background

The sensor placement problem will here be solved using a
structural representation of the model. The structural repre-
sentation of a set of equations M with unknown variables X
is a bipartite graph with variables and equations as node sets.
The known variables are, in this paper, omitted in the struc-
ture because they will not be needed for the analysis. There is
an edge in the graph between a node representing an equation
e € M and node representing an unknown variable z € X if
the variable x is contained in e. A bipartite graph can be de-
scribed by a biadjacency matrix where the rows and columns
correspond to the node sets and the position (i, ) is one if
there is an edge between node ¢ and j, and a zero otherwise.

Structural methods can be applied to dynamical systems
and the structure of the dynamic example formulated in Sec-
tion 2 is shown in Figure 1 as a biadjacency matrix of the
bipartite graph. The position (e;, ;) is one if z; or any time-
derivative appear in equation e;. This structural representa-
tion of dynamical systems has been used in for example [Frisk
et al., 2003] and [Ploix ef al., 2005]. There exist other struc-
tural representations of dynamical systems, but the one used
here is a compact representation suitable for the sensor place-
ment problem [Krysander, 2006].
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1—{(0s)

Figure 1: Structure of the linear example in Section 2. Gray
areas indicate non-zero elements.

3.1 Dulmage-Mendelsohn decomposition

We will frequently use the Dulmage-Mendelsohn decom-
position [Dulmage and Mendelsohn, 1958] which is illus-
trated in Figure 2. The decomposition defines a partition
(Mg, My, ..., M,, M) of the set of equations M, a similar
partition of the set of unknowns X, and a partial order on the
sets M;. If the rows and columns are rearranged according to
this order, the biadjacency matrix has the form shown in Fig-
ure 2. There are zero entries in the white parts of the matrix
and there might be ones in the gray-shaded parts. Three main
parts of M can be identified in the partition, M is called the
structurally underdetermined part, U}, M; is the structurally
just-determined part, and M, is the structurally overdeter-
mined part. In the figure, each pair (M, X;) is related to a
block which is denoted by b;.

Figure 2: Dulmage-Mendelsohn decomposition

Diagnosis related treatments of Dulmage-Mendelsohn de-
composition can be found in e.g. [Blanke e al., 2003;
Krysander, 2006].

3.2 Structural formulation of fault diagnosis

In this section, we will give structural characterizations of
fault diagnosis properties. By doing this, the sensor place-
ment problem can be formulated as a graph theoretical prob-
lem.

Let M denote a set of equations and F’ a set of single faults.
Without loss of generality, it is possible to assume that a sin-
gle fault can only violate one equation. If a fault signal f ap-
pears in more than one equation, we simply replace f in the
equations with a new variable z¢ and add equation f = xy
which then will be the only equation violated by this fault.
An example of this procedure is also given in the example in
Section 5. Let ey € M be the equation that might be violated
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by a fault f € F. For the example introduced in Section 2,
ey, = ey, =es,ep =ey4,and ey, = es.

An equation is, in the generic case, monitorable if it is con-
tained in the structurally overdetermined part of M [Blanke
et al., 2003]. If the structurally overdetermined part of a set
of equations M is denoted by M ™, then the structural char-
acterization of detectability can be defined as follows.

Definition 2 A fault f is structurally detectable in a model
Mifer € M.

Returning to the example and illustrating the correspon-
dence between detectable faults and structurally detectable
faults, assume that a sensor y measuring =4 has been added
to the process and included in the model by eg : y = 4.
The faults f3 and fy are the detectable faults and a residual
capable of detecting them is

7 =20y +99+§—u=5f+ f3+ fa

which in fact is the only residual generator for this model
modulo post filtering. Thus, faults fi; and f are not de-
tectable. The structurally overdetermined part M ™ of the
model M = {eq,e2,e3,€4,€5,66} is equal to {eq, €5, €6}
The equations ey, = e4 and e, = e5 corresponding to the
detectable faults f3 and f4 belong to M T, but not the equa-
tions corresponding to the other faults. This implies accord-
ing to Definition 2 that the detectable faults, f5 and fy, are
the structurally detectable faults in M which is in accordance
with the analytical result above.

Detection is a special case of isolation, i.e. a fault is de-
tectable if the fault is isolable from the no-fault mode. By not-
ing this similarity, it holds that a fault f;, isolable from f;, can
violate a monitorable equation in the model describing the be-
havior of the process having a fault f;. The equations valid
with a fault f; is M\ {ey, } and the monitorable part of these
equations is, in the generic case, equal to (M \ {ey, })T. This
motivates the following structural characterization of isola-
bility.

Definition 3 A4 fault f; is structurally isolable from f; in a
model M ifes, € (M \ {es, })".

The structural detectability and isolability definitions will
next be used in a structural approach for solving the sensor
placement problem.

4 A Structural Approach

Theoretical results and an algorithm to solve the problem
posed in Section 2 is here formulated using the theory in Sec-
tion 3. Due to space limitations, all proofs are omitted but can
be found in [Krysander and Frisk, 2007].

A general assumption of the approach is that the model
does not contain any underdetermined part. This is not a re-
strictive assumption since any complete physical model will,
given an initial condition, have a unique solution and thereby
no underdetermined part. Without loss of generality, it is also
assumed that no fault affects more than one equation and that
possible sensors measure a function of one unknown variable.
In case there are possible sensors that measure some function
h of more than one unknown variable, include a new equation
Znew = h(x) in the model.
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Figure 3: Hasse diagram of the partial order over the set of
strongly connected components B.

4.1 Sensor placement for detectability

A basic building block in the final algorithm will be to find
minimal sensor sets that achieve structural detectability of
faults in an exactly determined set of equations. This section
will be devoted to solving this sub-problem by first outlining
the solution for the example system from Section 2 and then
formally stating the solution. Although the example is given
by analytical equations, all results in this section are based on
the structural model only.

The example model is, without any additional sensors, an
exactly determined set of equations with 5 equations and 5
unknown variables x;, i.e. all faults are undetectable. Con-
sider first the fault f3. To make this fault detectable, accord-
ing to Definition 2, an additional sensor is needed such that
equation e, = e4 becomes a member of the overdetermined
part of the model.

It is straightforward to verify that f3 becomes detectable
if and only if any of the variables {x1, 2,24} are mea-
sured. For example, measuring x4 makes the new measure-
ment equation together with equations e4 and e5 an overde-
termined set of equations. For this set of equations, a residual
generator which is sensitive to fault f3 can easily be derived.
A similar line of reasoning can be made when measuring x;
or rsy.

Then, why are z1, 2, and x4 exactly those measurements
that give detectability of f3? The explanation can be seen in
Figure 1 where it can be noted that block b, is connected with
b via a non-zero element in position (1,2) and in a similar
fashion is by connected to by. Thus, there is a connection
between variables x1, z2, and x4, which is precisely the vari-
able in block b4 including fault f3. Measuring 3, i.e. the
variable in b3, do not give detectability of f3 since there is no
connection between b3 and block b,.

The above reasoning indicates that some order between the
strongly connected components might be useful. Let the ex-
actly determined part of Figure 2 be the adjacency matrix of
a directed graph on the set of strongly connected components
b;. A non-zero element in block (7, ) indicates a directed
edge from b; to b;. A partial order on the blocks can then be
defined as b; < b; if and only if there is a path from b; to
b;. Figure 3 shows the Hasse diagram of the ordering of the
strongly connected components for the example.

With this ordering one can state exactly which parts of
an exactly determined model that becomes overdetermined
when adding a sensor. The following lemma formalizes the
discussion above. This also gives, according to Definition 2,
which faults that become detectable as a result of adding a
Sensor.
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[f1] (f3]

(f4]

Figure 4: Hasse diagram of the partial order for the linear
example over the set of fault classes. In Figure 1 it can be
seen that [f1] = [f2]. Classes [f1] and [f3] are the maximal
elements of the partial order.

Lemma 1 Let M be an exactly determined set of equations,
b; a strongly connected component in M, and e ¢ M an
equation corresponding to measuring any variable in b;.
Then
(M U{e})" = {e} U (s, <, M;)

Achieving detectability of one fault affecting a strongly con-
nected component immediately implies detectability of all
faults affecting the same component. Therefore it makes
sense to define an equivalence relation on the set of faults
where all faults influencing the same strongly connected com-
ponent are equivalent. A set of equivalent faults is denoted as
[fi] where f; is one element in the equivalence class. Now,
based on Lemma 1, it is clear that measuring a variable in a
block ordered higher than the block the fault enters achieves
detectability. Let P C X be a set of possible sensor locations
and introduce the set

D([fLDI{‘T‘b] EB/\bz‘Sbj /\lL'EijP}

where X is the set of variables corresponding to block b;,
B the set of strongly connected components, and b; the block
that is influenced by the faults in [f;]. The set D([f;]) is thus
the set of variables such that measuring any variable in the
set achieves detectability of all faults in the equivalence class
[fi]-

Returning to the example and utilizing the result above,
one can see that detectability of f, comes automatically when
adding sensors to achieve detectability of either the faults in
[f1] or [f3]. This is because b5 is less or equal than both b3
and b4 and according to Lemma 1, block b5 is automatically
included in any overdetermined set of equations when [f1] or
[f3] are made detectable. This means that it is only neces-
sary to ensure detectability for a subset of the fault classes to
ensure detectability of all faults. To illustrate exactly which
classes, introduce an order on the equivalence classes of F’,
defined as [f;] < [f;] if b; < b; where by, is the block where
the faults in [fj] enters the model. Figure 4 shows the Hasse
diagram of the partial order for the example model. Here one
can see that in the example it is necessary and sufficient to
ensure detectability of the maximal elements of the partial
order. In the example the set of possible sensor locations is
X, but with a P that is a proper subset of X one might have
the case where a maximal fault class is not detectable regard-
less of which sensors in P that is added. In such a case, one
need to consider the maximal elements among the detectable
fault classes.

The following theorem proves the general result and sum-
marizes the discussion of this section.

Theorem 1 Let M be an exactly determined set of equations,
F' the corresponding set of faults, P C X the set of possi-
ble sensor locations, and Mg the equations corresponding
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to adding a set of sensors S. Then maximal detectability of
Saults F' in M U Mg are obtained if and only if S has a non-
empty intersection with D([f]) for all [f] € F,,, where F,,, is
the set of maximal fault classes among the fault classes with

D([f]) # 0.

The above result can be summarized in an algorithm that
given a model M, faults F', and a set of possible sensor loca-
tions P, computes the family of detectability sets D.

function D =Detectability(M,F,P)
Compute block and fault class orders using M,
F,,, = set of maximal fault classes [f] s.t. D([f]) # 0;

D={D([fDIlf] € Fm};

Our objective was not to compute the set of detectability sets
D, but rather minimal sensor sets. For this, note that a hitting
set for a family of sets is a set that has non-empty intersection
with each set in the family. Thus, a minimal hitting set algo-
rithm [Reiter, 1987; de Kleer, 1987] applied to the family of
sets D can be used to efficiently find all minimal sensor sets.

For the example model, as previously noted, the maxi-
mal fault classes are [f1] and [f5] and the corresponding de-
tectability sets are D([f1]) = {x1, 2,23} and D([f3]) =
{x1,22,24}. Theorem I gives that the minimal sensor sets
that achieve detectability of all faults are {x1}, {x2}, and
{3, x4}, which are the same sensor sets as was determined
in Section 2.

4.2 Sensor placement for isolability of detectable
faults

This section describes the basic ideas of how to find the min-
imal sensor sets such that maximum single fault isolability is
obtained under the assumption that all faults are structurally
detectable. In the next section this assumption will be re-
moved.

The problem of achieving maximum isolability of the set
of single faults F' can be divided into |F'| sub-problems, one
for each fault, as follows. For each fault f; € F, find all
measurements that make the maximum possible number of
faults f; € F\ {f;} isolable from f;. The solution to the
isolability problem will then be obtained by combining the
results from all sub-problems.

Each sub-problem can be formulated as a detectability
problem, as will be shown next. Assume that M is a model,
including sensors such that all faults are detectable, and Mg
represents a set of equations describing an additional sensor
set S. Given the sensor set .S, a fault f; is isolable from f; in
the model M U Mg ifey, € (M UMs)\ {eg,})" according
to Definition 3. By introducing M’ = M \ {ey, }, this can be

written as
ef, € (MU Mg)* €))

which according to Definition 2 means that f; is structurally
detectable in M’ U Mg. Hence the maximum possible num-
ber of faults f; € F'\ {f;} are isolable from f; in M U Mg
if the maximum possible number of faults f; € F \ {f;}
are structurally detectable in the model (M U Mg) \ {ey, }.
This shows that each sub-problem can be formulated as a de-
tectability problem.

Next, we use the example formulated in Section 2 to out-
line the solution of one sub-problem before formally stating



DX-07, Nashville, TN, USA

Figure 5: Block structure of the example in Section 2 ex-
tended with measurements of z3 and 4.

the solution. Assume that we have added sensors measuring
{3, x4} such that all faults are detectable. Furthermore, as-
sume that these sensors can be faulty and denote these faults
f5 and fg respectively. A row permuted structure of the ob-
tained model M = {ey, eq, ..., ey} is shown in Figure 5.

Consider the sub-problem associated with fault f;. The set
M’ in (1) is equalto M\ {eys, } = M\{e3}. The sub-problem
is, given the model M \ {es}, to find the minimal additional
sensor sets S such that as many of the faults fs, fs,..., f¢ as
possible become detectable in M’ U Mg.

The fault f5 is not included in M’ and cannot be struc-
turally detectable in M’ U Mg for any sensor set S. This im-
plies that f5 is not isolable from f; with any sensor addition
and this also follows from the fact that these to faults violate
the same equation. The faults fs, f4, and f in the structurally
overdetermined part (M')" = {e4, e5,e7} are according to
Definition 2 structurally detectable in M’ and require no ad-
ditional measurements. Fault f5 in the just-determined part
{e1,e2,eg} is not detectable, but f5 can become detectable
in M’ U Mg if S is appropriate selected.

Sufficient and necessary requirements on S can be com-
puted by the function Detectability described in Sec-
tion 4.1. By applying this function to the structurally just-
determined part of M’, i.e. the sub-graph of M’ defined
by the node sets {e1,eq,e6} and {z1,z2, 3}, we get that
D([f5]) = {x1,z2,x3}. Hence, one of the variables in the
detectability set {1, z2, x3} must be measured to make the
faults F'\ {f1, fa} detectable in M’ U Mg and this implies
that all faults in F'\ { f1, f2} are isolable from f; in M U Mg.
The solution to the sub-problem related to fault f; will be the
computed detectability set. The next theorem formalizes the
solution of a sub-problem like the one discussed above.

Theorem 2 Let M be a set of equations with no structurally
underdetermined part, F a set of structurally detectable
faults in M, P C X the set of possible sensor locations,
and Mg the equations added by adding the sensor set S. Let
M? be the just-determined part of M \ {ey,}, F° the faults
contained in M°, and D = Detectability(M?°, FO P).
Then the maximum possible number of faults f; € F \ {f;}
are structurally isolable from f; in M U Mg if and only if S
have a non-empty intersection with all sets in D.

The result of the theorem can be summarized in a function
that given a model M, a set of detectable faults F' in M, the
possible sensor locations P, and a fault f € F, computes
the family of detectability sets D that solves the isolability
sub-problem for f.
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i function D =IsolabilitySubProblem(M,F,P,f)
> MO = just—determined part of M \ {es};

3 FO=thesetof faults F included in MY;

4+ D=Detectability(M° F°P),

An additional sensor set that maximizes the set of fault pairs
(fs, f;) such that f; is structurally isolable from f; must have
a non-empty intersection with all detectability sets found in
all sub-problems.

1 function D =Isolability(M,F,P)
> D=g;

3 for f, e F

. FLF\{)

5 D =DU IsolabilitySubProblem(M,F’,P,f;);
¢ end

The minimal sensor sets that maximize the isolability can be
found by applying a minimal hitting set algorithm to the sets
in the output D.

For the example shown in Figure 5, the families
of detectability sets of the different sub-problems are
{{1‘17 $2,ZB3}} for fl, f2, and f5, {{Il, IQ,ZZ}4}} for f3 and
fe, and @ for f,. We have found two distinct detectabil-
ity sets and the minimal hitting sets are {z1}, {z2}, and
{x3,24}. These sets are the minimal additional measure-
ments that achieve maximum single fault isolability.

4.3 Sensor placement for both detectability and
isolability

We have shown how isolability can be achieved in a model

where all faults are structurally detectable. Next, we will ex-

tend the presented solution to models where faults may not

be structurally detectable in the original model.

The solution is first outlined for the example described in
Section 2. The faults in this model are not detectable and we
want to find all minimal sensor sets that maximize fault de-
tectability and isolability. We have shown in Section 4.1 that
the minimal sets of measurements to achieve full detectabil-
ity are {z1}, {x2}, and {x3,24}. If we add for example a
sensor measuring x; described by an equation e, we get a
new model M U {e,} where all faults are detectable. Since
all faults are detectable, the previously described method to
achieve maximum isolability can be applied to the model
M U {es}. The minimal sensor sets that solve this prob-
lem are {3} and {x4}. By combining this result with the
fact that a sensor measuring z; has been added to obtain
detectability, it follows that {z1,z3} and {x1,24} are two
possible sensor sets that achieve maximum detectability and
isolability. To compute all minimal sensor sets that achieve
maximum isolability, we also have to investigate the solutions
when we choose to measure {x2} or {z3, 24} to obtain full
detectability. By solving one isolability problem for each of
the minimal sensor sets that achieves full detectability, we get
that the minimal sensor sets are {x1, z3}, {z1, x4}, {22, 23},
{x2,24}, and {x3, x4} which are the same sets as in Sec-
tion 2.

The following description summaries the suggested algo-
rithm that given a model M with no structurally underdeter-
mined part, the faults F', and the possible sensor locations
P, computes the family S of all minimal sensor sets that
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achieve maximum isolability. In the algorithm the join op-
eration of two multisets A and B will be used. The join op-
eration is denoted by A W B and is defined as the multiset
containing all elements in A U B with a multiplicity equal
to the sum of the multiplicities in A and B. For example
{z1, 22} W{a1} = {21, 21, 22}

function S = SensorPlacement(M,F,P)
S =g;
M?O = just—determined part of M;
FO =the set of faults F included in MY;
D =Detectability(M° FO P);
S4 = MinimalHittingSets(D);
for S; € Sy
Create the extended model M, = M U Mg,;
F, = the faults included in M,;
D =1solability(M,,F,,P);
S; = MinimalHittingSets(D);
S=8SU{sS; w55 eS8},
end
Delete non—minimal sensor sets in S;

4.4 Adding sensors with faults

Sensors might have corresponding sensor faults. When
adding a sensor, it is possible that a new fault is introduced
into the model and in this section it is shown how these addi-
tional sensor faults can be handled.

Consider again the example introduced in Section 2 and
assume now that we want to find all minimal sensor sets that
maximize the fault isolability when all sensors introduce new
possible faults. To do this, we will follow the algorithm
SensorPlacement and describe how some of the lines
should be modified to cope with additional sensor faults.

The additional sensors that have a corresponding sensor
fault have to be specified in the algorithm. This is done by
introducing an additional input set Py C P where sensors
measuring variables in Py may become faulty and the other
sensors may not. For the example P is equal to P.

The purpose of line 5 and 6 is to compute all sensor sets
that achieves full detectability. In Section 4.1, it was shown
that {x;}, {22}, or {x3, x4} are the minimal sensor sets that
make the original faults f,..., f4 detectable and the next
theorem shows that all additional sensors faults will automat-
ically become detectable.

Theorem 3 Let M be a model with no underdetermined part
and let x be a measured variable with a sensor described by
an equation e ¢ M. Then, a sensor fault violating e will be
structurally detectable in M U {e}.

The result of this theorem is for the example that {z},
{2}, and {x3, x4} are the minimal sensor sets that make
all faults, including the new faults introduced by the added
sensors, detectable.  Hence the inputs to the function
Detectability described in Section 4.1 do not need to
be changed at all.

On line 7, a minimal sensor set S; that achieves full de-
tectability is selected and on line 8 the equations Mg, are
added to the original model to form the extended model M.
If the sensors may become faulty, i.e. if s € S; belongs to
Py, then these faults must be added to the model as done in
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Figure 6: DAMADICS valve

Figure 5. These faults and the original faults in F' are then
stored on line 9 in F.

The purpose of lines 10-11 is to, given the extended model
M., find the family S; of all minimal additional sensor sets
S’ achieving maximum isolability among both the faults in
F, and the sensor faults associated with the additional sen-
sors S’. The next result states that if S” achieves maximum
isolability among the faults F, then S’ also achieves the max-
imum isolability among all faults including the faults intro-
duced by the sensors in S’.

Theorem 4 Let M be a model with no underdetermined part
and F a set of structurally detectable faults in M. Further-
more, let Mg be an equation set describing additional sen-
sors and Fs the associated set of sensor faults. Then for any
sensor fault f € Fg and for any fault f' € (F U Fs)\ {f},
it holds that [ is isolable from [’ and f’ is isolable from f in
M U Msg.

The theorem shows that once sensors and sensor faults
have been added to the original model on line 8, the minimal
additional sensor sets to achieve maximum isolability can be
computed exactly as before, i.e., the lines 10-14 need not be
changed. In conclusion, the only difference in the function
SensorPlacement when considering sensor faults is to
add the additional input Py that should be used in the cre-
ation of the extended model M, on line 8.

A difference in the result from the case when not con-
sidering sensor faults is that the solution might include
two sensors measuring the same variable. For the exam-
ple, the minimal sensor sets when considering sensor faults
are {Ilamlwr?)}a {mlv '7:17'/134}3 {:Elv .TQ,J}?,}, {mlv T2, J:4}7
{-7717 Z3, $4}7 {1'27 €2, $3}7 {$27 €2, $4}7 {1'27 Z3, $4}7 and
{1'37 T3, T4, $4}.

5 Example

The example used to illustrate the results is an industrial
valve. A schematic figure of the valve is shown in Figure 6
and consists of three main components: the control valve, a
by-pass valve, and a spring-and-diaphragm pneumatic servo-
motor to operate the valve plug. The figure also shows an in-
ternal control loop that is used to increase the accuracy of the
valve plug positioning. Details of this model is not included
in this presentation and interested readers are referred to e.g.
[Syfert et al., 2003] and the references therein. The structure
of the model that is used here is derived in [Diistegor et al.,
2006].
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Figure 7: Order among strongly connected components and
faults for the Damadics valve model.

The original model included a specified set of sensors but
since the objective here is to perform sensor placement anal-
ysis, almost all sensors has been removed. Three sensors has
been kept, measurements of the two ambient pressures P,
P5, and the measurement of the valve position z that is used
in the internal control loop. A fault, denoted f7¢ in the model,
influences 2 equations and therefore a dummy variable x 10,
and an equation x 10 = f1o is introduced to ensure that the
assumption that each fault only influences 1 equation holds.
In this example, all unknown variables except the dummy
variable x 10 are assumed to be possible sensor locations. Of
course no fault variables f; can be measured. This leaves us
with a model, which has no underdetermined part, consist-
ing of 17 equations in 16 unknown variables and 12 different
faults.

First, to determine which sensors that are necessary to
obtain detectability of all faults, the partial orders on the
strongly connected components and the fault equivalence
classes are computed. Figure 7 shows the Hasse diagrams
for both partial orders. In Figure 7-b it is clear that there
are three maximal elements of the order, { f1, f5}, { f1s}, and
{f9, f16}- Thus, obtaining detectability of these faults will
automatically provide detectability of all other faults. It is
noted in Figure 7-a which strongly connected components the
maximal faults influence. Theorem 1 then gives that a sen-
sor set achieving detectability has a non-empty intersection
D([f]) for each maximal fault class. The unknown variables
that appear in each relevant strongly connected component
are X1 = {P.}, X5 = {Q}, Xs = {Qv}, X11 = {Qu3}
and then D({f1. f5}) = {Q,Qu}. D({f1s}) = {Q. Qus),
and D({fs, fi6}) = {P.}. By computing minimal hitting
sets for these three sets one obtains two minimal sensor sets
{P,,Q} and {P., Q.,, Q,3} and it can be verified using Def-
inition 2 that all faults then become detectable.

Adding any of the above set of sensors only achieves de-
tectability of the faults and does not give full isolability. Run-
ning the algorithm from Section 4.4, computing sensor sets
that achieves maximum isolability also for faults in the new
sensors, gives 8 minimal sensor sets. The minimal sensor sets
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has 7 or 8 sensors and one minimal set is to add sensors mea-
suring the variables {Ps, P,, P, Q, Q, Qy3,xz}. Note here
that we need to add 2 sensors each for the variables P, and
. With these sensors, all faults are isolable from each other
except for the pairs { f1, fi1}, {f1, fs}. and { fo, f1q}. This is
because these faults cannot be isolated by adding more sen-
sors measuring unknown variables since they appear in the
same equation in the model. The only solution is to do further
fault modeling [Frisk et al., 2003] or, possibly rather unreal-
istic, include a sensor that measures the fault signal directly
as in [Commault et al., 2006].

6 Related Work

Sensor placement for diagnosis and fault detection is a well
studied problem considering many different aspects. This dis-
cussion on relations to other works will focus on three papers
that all have problem formulations with strong similarities to
this paper.

In [Commault et al., 2006] the sensor placement problem is
addressed using input-output separators in a graph-based rep-
resentation of the system model. A main difference to our pa-
per is that Commault et.al. aims at adding sensors such that,
in the linear case, it is possible to obtain a diagonal transfer
matrix from faults to residual. This is often a rather unreal-
istic goal since this is only possible if there are more sensors
than faults and for example if the added sensors may become
faulty it is generically not possible to solve the posed prob-
lem. In addition it is in the paper assumed that fault signals
can be measured which is an unrealistic assumption.

The basic problem formulation in [Raghuraj ef al., 1999]
is almost identical to our paper but the model description is
a little bit different. It is a graph-based description and they
do not allow cycles in the graph and this results in loss of
isolability performance in the solution. A drawback with their
proposed solution is that their algorithm does not find all min-
imal sensor sets, the result does not even need to be minimal.
However, it should be possible to use a minimal hitting set al-
gorithm, instead of their greedy search, to obtain all minimal
solutions to their posed problem. Another pair of differences
are that they do not consider faults in the added sensors and
also that faults entering in more than one equation is treated
in a non-standard way. For example, in their approach it is
not possible to add sensors such that the faults in the model

j::AachB %]f

are isolable which is clearly possible.

A third related work is [Travé-Massuyes et al., 2006]
where the problem is approached by hypothesizing sensors
and then computing the set of analytical redundancy rela-
tions (ARR), using all possible causalities, tracing the sup-
port of each ARR and then obtain isolability properties of the
model. Travé-Massuyes et.al. assumes exoneration, i.e. that
a fault always makes the corresponding residuals to exceed
their thresholds, which is not assumed in our paper since this
is a rather unrealistic assumption. Our approach computes
which sensors to add to obtain a certain isolability perfor-
mance while [Travé-Massuyés et al., 2006] does it the other
way around, adding all possible sensors and then removing
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sensors until isolability performance decreases. One can ex-
pect severe complexity problems with such an approach since
the number of ARR:s is exponential in the redundancy of the
model [Krysander et al., 2007] and by adding all possible sen-
sors you obtain maximum redundancy. Another difference
worth noting is that the performance measure in their paper
is a scalar value, the diagnosability degree, equal to the quo-
tient of the number of fault classes by the number of faults.
However, different sensor setups may have different isolabil-
ity properties and still have the same diagnosability degree.
This is the reason why the complete isolability relation, rather
than e.g. the diagnosability degree, is used as a performance
measure in our paper. Similar to our paper, Travé-Massuyes
et.al. also includes the case where the new sensors also may
become faulty. However, typically this also means that you
may have to add more than one sensor to a specific variable
and this is not covered in [Travé-Massuyés ef al., 2006] indi-
cating possibly incomplete results.

7 Conclusions

The sensor placement problem has been addressed in this pa-
per. The objective is to add sensors such that maximum fault
isolability can be achieved. It is often the case that some pro-
cess variables cannot be measured and this information need
to be considered in an analysis. In addition, new sensors may
of course also become faulty and these faults must also be in-
cluded in the analysis. Typically, this means that more than
one sensor have to be added measuring a specific signal.

A key contribution is a new algorithm for sensor placement
that cope with all aspects mentioned above. Given a model,
the possible sensor locations and a specification of which sen-
sors that may be faulty the algorithm computes all minimal
sensor sets that make, as far as possible, faults isolable from
each other. Typically there is a cost associated with each type
of sensor, for example price, maintenance cost, reliability etc.
This means that the sensor set with the least number of sen-
sors may not be the best choice. Since the result of the al-
gorithm contain a/l minimal sensor sets, it is straightforward
to pose an optimality condition regarding cost to find the best
choice of sensors to add.

The algorithm has been applied to a non-trivial industrial
valve model with 17 equations and 15 possible sensor po-
sitions. The result was 8 minimal sensor sets that achieve
maximum isolability also for faults in the added sensors. The
minimal sensor sets have 7 or 8 sensors and several of them
contain 2 sensors at the same position. A Matlab implemen-
tation of the algorithm is available at http://www.fs.
isy.liu.se/Software/SensPlaceTool/.
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Abstract

The diagnosis of a discrete-event system is finding out
whether the behavior of the system is normal or faulty, given
observations of this behavior. We show how the diagnosis
problems can be translated into the propositional satisfiabil-
ity problem (SAT) and then solved by the state-of-the-art SAT
algorithms. Our experiments demonstrate that the SAT algo-
rithms are able to deal with the problems, which are hard for
traditional diagnosis algorithms.

Introduction

The diagnosis of a discrete-event system is finding out
whether the behavior of the system is normal or faulty, given
observations of this behavior. This computation can be done
by checking whether there exist normal/faulty behaviors on
the model of the system that are consistent with the observa-
tions. The main difficulty of this task is that the behavior of
the system is only partially observable.

Two types of approaches for solving this problem have
been presented. In the first approach the system model is
compiled off-line in a structure which can be used on-line for
efficiently detecting whether an observation sequence corre-
sponds to normal or faulty behaviors. The main example is
the Sampath diagnoser (Sampath et al. 1995). However,
the size of the diagnoser can be double exponential in the
size of the system description in the worst case (Rintanen
2007), which can make the diagnoser practically impossible
to generate. The second approach is based on the compu-
tation of all behaviors and on checking whether these be-
haviors are correct (Lamperti & Zanella 2003; Pencolé &
Cordier 2005; Su & Wonham 2005; Jiroveanu & Boél 2005;
Cordier & Grastien 2007). Computing all behaviors can be
extremely expensive.

Basically, the diagnosis task involves finding paths in the
model of the system. An efficient approach to solving simi-
lar path finding problems most notably in classical Al plan-
ning (Kautz & Selman 1996) and model-checking (Biere
et al. 1999) is to reduce them to the satisfiability (SAT)
problem in the classical propositional logic. Rintanen and
Grastien (2007) have shown that a system can be proved
non-diagnosable with this approach. Diagnosis of static sys-
tems has earlier been viewed as a logical satisfiability (con-
sistency) problem and specifically as a SAT problem (Reiter
1987; Veneris 2003). Williams and Nayak (1996) proposed
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the use of propositional logic to determine the state of the
system. Schumann et al. (2007) have investigated the use of
logic to solve diagnosis problems. In this paper, the diag-
nosis task is translated to a SAT problem which then can be
efficiently solved by the current state-of-the-art SAT solvers.

The structure of the paper is as follows. First we present
a simple system that is for earlier approaches to diagnosis
too difficult because of the very high number of trajectories
and sets of possible current states. Then we present a for-
malization of the discrete-event system diagnosis problem
and its translation into SAT. Extensions for more complex
observations and for a more accurate diagnosis are given
in the next two sections. In the experiments’ section we
present data about the computational properties of the state-
of-the-art SAT solvers in solving the diagnosis problem and
compare the proposed method with existing diagnosis ap-
proaches.

Example

We consider a system of 20 identical componentsina 5 x 4
grid such that each component is connected to its 4 neigh-
bors. Corner and border components are neighbors to cor-
ner and border elements in the opposite sides. For example,
the component in position (0, 2) is connected to components
in positions (0,1), (0,3), (1,2) and (4,2). The behavior
of each component is represented by the automaton in Fig-
ure 1. All the components are initially in the state O. When
a failure occurs in a component, its state changes to F' and
the component sends the message reboot! to its neighbors
which receive the message reboot?, leading to state W, F'F
or R depending on their current state.

The goal is to monitor this system. The events IReboot
and TAmBack correspond to a component sending an alarm.
Given these observations, the monitoring system must de-
termine what happened in the system. Sampath ez al. (1995)
have proposed a method for solving this kind of problems.
The method consists of compiling the system description to
a finite state machine called a diagnoser which efficiently
maps a sequence of observations to abstract representations
of sets of possible current states. The main problem with
this approach is that the size of the diagnoser can be expo-
nential in the number of states, and for this reason it cannot
be computed for many systems with more than a couple of
hundred or thousands of states.
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Figure 1: The behavior of one component

The other method involves computing all the behaviors
of the system description that are consistent with the ob-
servations. However, for this example the number of such
behaviors is astronomically large. We propose to solve the
diagnosis problem by translating it into a SAT problem and
then using state-of-the-art SAT solvers.

Definitions
System

We consider discrete-event systems, i.e. systems whose
states can be represented by the assignment of a finite set
of variables in finite domains. Here, we are restricted to
two-valued (Boolean) state variables but in general variables
may have any number of different values. Hence a state
s : A — {0,1} is a total function from the state vari-
ables to the constants 1 (zrue) and O (false). A literal is
a state variable or its negation, and the set of all literals is
L = AU{-a | a € A}. The language £ over A consists
of all formulae that can be formed from A and the connec-
tives V and —. We use the standard definitions of further
connectives ¢ A = —(—¢p V ), ¢ — 1 = —¢ V1) and
=V =(0—=Y)A W — ).

Definition 1 (Model of the system).

The model of the system is a tuple SD = (A, ¥, %, J, s0)
where

e A is a finite set of state variables,
e Y, is a finite set of unobservable events,
e Y, is a finite set of observable events,

e ) C Y, UX, — 9Lx2" assigns each event a set of event
instances (¢, c¢), and

o 50 : A — {0,1} is the initial state.

An event instance of the event e is a pair (¢,c) € d(e)
which indicates that the event e can be associated with
changes c in states that satisfy the condition ¢. More for-
mally, an event e € 3, U X, is possible in any state s such
that s = ¢ for some (¢, ¢) € §(e). When e takes place in s,
one of the pairs (¢, ¢) € J(e) satisfying s = ¢ is chosen and
the effect of the event is that the literals in ¢ become true.

Let s be a state and ¢ C L a consistent set of literals (i.e.
such that ] € ¢ = -l ¢ ¢). Then define the successor state
s' = succe(s, c) of s by

1. s'(a) =1foralla € Asuchthata € c,
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2. §'(a) = 0forall a € A such that —a € ¢, and
3. s'(a) = s(a) otherwise.

The transition system is initially in the state s, and an
event sequence ey, . . . , e,—1 takes the system through a se-
quence Sg, S1, . - -, S, of states such that Vi € {0,...,n —
1}, o, c) € 6(e;) : i = ¢ASit1 = succ(s;, ¢). Note that
a state s; and an event e; do not necessarily determine the
successor state s;4; uniquely. The sequence of states and
events is called a trajectory and models a behavior on the
system.

This system description is very similar to the one used in
planning. An important factor of efficient SAT-based plan-
ning (Kautz & Selman 1996) is the notion of parallel or par-
tially ordered plans which allows several independent ac-
tions to be taken simultaneously. This approach has the ad-
vantage of making unnecessary to consider all n! total or-
derings of n independent events, since their mutual ordering
does not matter. The pairs (¢1, c1) and (2, co) interfere if
there is a € A that occurs positively/negatively in ¢; and
negatively/positively in ¢5 or in ca, or positively/negatively
in ¢y and negatively/positively in ¢;. Events ey, . . . , e,, can
take place simultaneously with o1 € d(e1),...,0, € d(ep)
if 0 and o’ do not interfere for any {0,0'} C {o1,...,0,}
such that o # ¢'.

We consider sequences Og,...,0,_1 of (possibly
empty) sets O; of event occurrences, corresponding to the
sets F; of events, such that all members of O; are mutually
non-interfering. We define the successor state s’ of s with
respect to a set O of non-interfering event occurrences by

s = succ(s, U c).

(¢p,c)€O

Observations

The event sequence that occurs in the system is partially ob-
servable. Indeed, each observable event generates an obser-
vation emitted by the system. In general, it is considered
that the observations received for the diagnosis are iden-
tical to the observations emitted by the system. However
recent works (Lamperti & Zanella 2003; Grastien, Cordier,
& Largouét 2005; Pencolé & Cordier 2005) consider uncer-
tainties to do with the observations: partial order between
the occurrence of observable events, uncertainty over which
event has occurred, loss of observations, etc. To simplify,
we consider in this section and the next one that the obser-
vations are a collection of timed observable events. This
hypothesis is communly used in time-driven systems. More
general cases are presented in a next section.

Definition 2 (Observations).
The observations OBS is a set of pairs (e, t) where e € 3,
is an observable event andt € NV is a positive integer.

The semantics is simple: if (e,t) € OBS, then the ob-
servable event e occurred at time step ¢t. Conversely, if
(e,t) ¢ OBS, the observable event e did not occur at time
step t. A sequence of sets of events Fy, . .., F,_1 is consis-
tent with the observations OBS if:

e,i)eOBS & (i<nAhe€E;) Yie NT, VeeX,.
(e,1)
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Diagnosis
The diagnosis label of a trajectory can be normal or faulty.
In this section, we consider that a trajectory is faulty if it
contains a faulty event. The set of faulty events is denoted
by ¥y C ¥,. More general cases are presented in sec-
tion Dealing with faulty behaviors. Two trajectories are said
to be f~equivalent if they share the same diagnosis label.
The behavior of the system is often ambigious: given
a flow of observations of system behavior, the correct-
ness of the behavior cannot always be proved, particularly
if the system is not diagnosable (Sampath et al. 1995;
Rintanen & Grastien 2007). Moreover, there is often a delay
between a fault and the observations that enable this fault to
be diagnosed. Because of this uncertainty, we consider that
it is sufficient to find one normal behavior consistent with
the observations to diagnose that the system behavior is cor-
rect.
Definition 3 (Diagnosis).
Let SD be the model of the system, and let OBS be the ob-
servations on the system. The behavior of the system is nor-
mal if there exists a sequence & = Ey, ..., E,_1 of events
on S D consistent with OB.S such that £ is normal.

As we show in section Dealing with faulty behaviors, the
approach developed in this paper enables to answer yes or
no to nearly any question about the behavior of the system
and return a proof if the answer is yes.

Diagnosis by SAT
Diagnosing a system requires to find whether there exists a
normal path on the model of the system that is consistent
with the observations. This test can be formulated as a SAT
problem, similarly to other path finding problems in Al plan-
ning (Kautz & Selman 1996).

We construct a formula such that satisfiable valuations
of this formula correspond to the sequences (s, . . ., S, ) of
states and the sequences (Ey, ..., E,_1) of events consis-
tent with the observations. The number n is the maximum
value such that (e,n — 1) € OBS.

Next, we define the formula ®sp that represents the sys-
tem description SD = (A, 3, %o, 4, o). The propositional
variables, with superscript ¢ corresponding to time step ¢, are
the following:

e a'foralla € Aandt € {0,...,n},
o clforallee ¥, UX,andt € {0,...,n — 1}, and
o wiforalle e ¥, UY,,w € d(e),andt € {0,...,n—1}.

Next we describe 7 (¢, ¢ + 1) for a given ¢ which models
the transition from time step ¢ to time step ¢ + 1. When an
event occurs, the event must be possible in the current state
(1) and it has also some effects (2):

Wt = ¢ @)
Wt — /\ZH'1 foreveryw = (¢,c) € (e) (2)

lec

for every w = (¢, ¢) € d(e)

The value of a state variable changes only if there is a
reason for the change (frame axiom):

(a' A =a'™) — (Wi v..wh)

3
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foralla € Awherew; = (¢1,c1),...,wr = (¢, c) areall
event occurrences with —a € ¢;. For the change from false
to true the formulae are defined similarly by interchanging
a and —a.
An event can occur in only one way, and two events can-
not be simultaneous if they interfere:
—(w! Awh) foralle € X, UX, and {w1,ws} C (e)
such that wy # wo
(Wi Awh) forall {e1,e2} € ¥, U, and w; € §(ey) and
wa € 6(e2) such that wy and ws interfere.

“)
The occurrence of events is represented by this formula:
(\/ o) eeforallec s, UL, (5)
wed(e)

The conjunction of all the above formulae for a given ¢ is
denoted by 7 (¢,¢ + 1).! A formula for the initial state s is:

A A (©)

a€Alsp(a)=1 a€A|so(a)=0

Ty = al -a

A formula that represents all the behaviors described by
the system for the length n is then

Psp=TO,)AN---AT(n—1,n)ANZIo @)

The observations are a set of timed occurrence of observ-
able events: the observable event e occurred at time ¢ iff
(e,d) € OBS. More complex observations are considered
in the next section. The representation of the observations
consists of setting the e’ to #rue if this observable event
e € X, occurred at time step ¢, and to false if it did not.

A A e

(e,t)eOBS (e,t)¢OBS

e A (®)

Theorem 1.

The solutions to the SAT problem ®sp AP o ps represent the
set of trajectories on SD consistent with the observations
OBS and ending with the last observation of OBS.

To compute the diagnosis, we propose to filter the trajec-
tories as proposed in (Torta & Torasso 2004) for static sys-
tems with the formula ®q, that is frue if no faulty event
occurred. ® gy, is called the query formula.

A

e€Xy,te{0,...,n—1}

q)Que = (9)

The formula that finds sequences of events on the model
that are consistent with the observations and that are normal
is defined by: @A = Psp APoBsAPQye. If this formula is
satisfiable, then the diagnosis of the system is normal. Oth-
erwise, it is faulty.

'If a single event can occur at any time step t, the following
clauses should be added: Ve, ez € ¥, UX,, —e! V—eb or another
equivalent representation of this property.
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Dealing with uncertain observations

This section deals with non trivial observations. We first
discuss the problem when the number 7 of time steps is un-
known. We then consider different scenarios for the obser-
vations: total order, partial order, observations represented
by an automaton.

Dealing with an unknown number of time steps

In the previous section, diagnosis is performed with the as-
sumption that the time step of the occurrence of an observ-
able event is known for each observation. It provides several
obvious pieces of information (ordering of the observable
events, time of occurrence of the observations) but also the
number of time steps n in the trajectories consistent with
the observations. How to translate the diagnosis problem if
n is unknown? In planning by SAT, the goal is to find the
shortest plan that enables to reach a goal state: the value of
n is incremented until the SAT problem ®(n) is satisfiable.
In diagnosis, we have to consider all the trajectories in the
system that are consistent with the observations. We now
show that it is possible to restrict ourselves to some value n
as equivalent diagnosis result is provided when only consid-
ering the trajectories of length n.

Let & = Ep,..., Er_1 be a sequence of sets of events
of length k on the model of the system, and let OBS(E&)
be the observations received by the diagnosis system af-
ter the occurrence of & (€ may not determine OBS(&y)
uniquely). Let OBS be the observations actually received
from the system. The diagnosis using the value n as the
number of time steps is always correct if Vk € N, V&, =
Ey, ..., Ex_1 such that OBS(E;) = OBS, there exists a
trajectory £, = Ey,..., Fn—1 which is f-equivalent to &
and such that OBS(E,,) = OBS. There are different ways
to use this result.

Let £ = Ejy, ..., Ex_1 be a sequence of sets of events of
length k in the system. Another sequence of sets of events of
length k+1 in the system is Ey, ..., E;—1,&, Ei, ..., Fr_1.
The latter is f-equivalent? to the former. This means that if
there exists a normal/faulty trajectory of size k, there also
exists a normal/faulty trajectory of size k + 1. Thus, it is
sufficient to use an upper bound of the total number of time
steps. For instance, if the maximum number of unobservable
events between two observable events is x and the number of
observations emitted is p, then an upper bound of the number
of eventsis (z + 1) X p.

However, such an upper bound may not exist since there
may exist loops of unobservable events, or may be too high
which leads to a huge number of propositional variables and
a huge SAT problem. Fortunately, it is possible to consider
a small value for x.

Let £ = Ey, ..., E,_1 be the sequence of sets of events
that occurred in the system and let ¢, j be two times of oc-
currence of consecutive observations such that j — 4 is big.
Since most events do not interfere, f-equivalent sequences
of sets of events can be found by moving earlier or later

“Since the notion of f-equivalence mainly relies on the defi-
nition of normal/faulty behavior, one should be careful with this
statement in case of non-trivial definitions of a faulty behavior.
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some events between I; and E;, or by merging consecutive
non interfering sets F; and Ej,,. For instance, if F; and
E; 1 donotinterfere &' = Fy,...,E;UF;11,...,E, 11s
f-equivalent to £ depending on the definition of a faulty be-
havior. Thus, it is sometimes possible to use a smaller value
for z.

In the example presented in the second section, it is suffi-
cient to consider that z = 1. Indeed for any trajectory, there
is an equivalent trajectory such that the events between two
observable events are all non interfering.

Total order on the observations

The observations OBS are received in the order they were
emitted, possibly immediately, but the number of unobserv-
able events is unknown. OBS is a set of p pairs (e, i)
where e € X, and ¢ € {1,...,p} such that (e,i) €
OBS A (€',i) € OBS = e =¢'. Leto = (e,i) € OBS
and o’ = (¢/,i') € OBS be two observations, the event e of
o occurred before ¢’ of o if i < ¢,

The main issue is to find the occurrence time step of the
observations. As seen in the previous subsection, we con-
sider an upper bound of the number of unobservable events.
We denote d(i) the time step of occurrence of the ith ob-
servable event (d(i) = (z + 1) x4 — 1 if 2 is constant). The
formula ® g is the conjunction of the following clauses:

—et e€ X, Vi, d(i) #t,
—ed) ie{l,...,p}, e€ X, :(e,i) ¢ OBS, and
() iE{L---,p}, 6620:<6,i>60B5.

Partial order on the observations

The observations are partially ordered. Let o = (e, i) €
OBS and o' = (¢/,i') € OBS be two observations. The
partial order < between the observations has the following
semantics: o < o if the observable event e of o surely oc-
curred before ¢’ of 0.

As in the previous subsection, we denote d(j) the time
step of occurrence of the jth observable event in the se-
quence of observable event. Note that the observable event
e of the observation o = (e, ) is not necessarly the ith event
of the sequence. A propositional variable 0%(%) is created
that indicates that the observable event associated with o oc-
curred at time step d(j) and a variable 6%%) that indicates
that the observable event associated with o occurred before
or at the time step d(j).

The formula ® g is the conjunction of the clauses given
in Table 1. An observable event occurred before d(j) if it
occurred before d(j — 1) or at d(j) (10). An observation is
emitted only once (11). All the observations were emitted
(12). The partial ordering must be defined (13). Finally, an
observable event occurs if and only if an observation associ-
ated with this event was received (14).

It is possible to reduce the number of propositional vari-
ables. If o is such that o’ < o, then o cannot be the first
observation emitted. Then, obviously 0%(!) = 6¢(1) = false
and it is not required to create these variables. If k& observa-
tions o’ are such that o’ < o, then the variables 0%(1) to o®(*)
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60 o 52E=1) \y () (10)
5161 = i) (an

o’ Vo e OBS (12)

og(j) = 6?0_1) Yo1,09 : 01 < 09 (13)
el & of(j) VeV oz(j) (14)

where o1, ..
event e.

., 0, represent the observations emitted by the
Table 1: Rules used to model the partial order

are useless. The same reasoning can be used for the succes-
sors of 0. In the worst case, the number of variables required
to represent the observations is quadratic in the number of
observations. However, if for each observation o, there are
at most k observations o’ such that o £ o' and o’ £ o, then
the number of variables is less than 2 x k x p (where p is the
number of observations).

Observations represented as a finite state machine

Recent works on diagnosis consider uncertain observations:
in the case of large distributed systems, the delay between
the emission of an observation and its reception leads to a
partial order on the observations; observations can be noisy;
observations can be lost, etc. These uncertainties can be han-
dled by representing the observations using a finite state ma-
chine, such as index space in (Lamperti & Zanella 2003),
observation automaton in (Grastien, Cordier, & Largouét
2005), where each path from an initial state to a final state
represents a possible sequence of observable events that oc-
curred in the system.

The observations can be translated into a formula ®opg
in a similar way as for ®gp. Here, the main issue is to
determine the number of time steps n. The modeling of the
observations can even be generalised to the observations of
some of the state variables.

Dealing with faulty behaviors

The diagnosis result in previous sections only indicates
whether a faulty event occurred in the system. However, a
more accurate result is generally expected, such as the num-
ber of faults that occurred or the identification of these faults.
More recently, it has been proposed to consider supervision
patterns.

Number of faults

We denote by @y, the formula which indicates that the be-
havior of the system was correct. Given that ®sp APpopgs A
Due, 1s not satisfiable, we know that at least one faulty
event has occurred.

It is possible to build a formula ®¢,., thatis satisfiable iff
exactly ¢ faults occurred in the system (Bailleux & Boufkhad
2003). The formula @A, = Psp A Pops A PQue; is satis-
fiable if a scenario consistent with the observations contains
¢ faults. As we mentioned earlier, faults can occur that can-
not be diagnosed because not enough observations were re-
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ceived. For this reason, we are interested in minimal number
of faults that possibly occurred on the system.

We propose to test the satisfiability of ® A, starting from
¢ = 0 and increasing the value of 7 until &4, is satisfiable.
Then, the minimal number of fault that might have occurred
is 4.

Let j be the number of faults that occurred in the system.
The SAT solver is called for 7 + 1 times. In case j is high,
it is possible to multiply ¢ by two at each step and test the
satisfiability of ®sp A Pops A (PQue; V- -V PQueins_1)
until a value ¢ is found such that ¢ < j < ¢ x 2 and then get
the correct value of j by dichotomy. The SAT solver is then
called for 2 x log, j times.

Localisation

We also want to identify the exact faults that have occurred.
The diagnosis problem now becomes finding the set of all
faults that have occurred in the system. Let ¢ be the smallest
value such that @, is satisfiable. The solution provided
by the SAT solver is an example of a faulty behavior in the
system. The set of faulty events S; = {e}',..., e} can be
easily extracted from this solution.

S1 may not be the only set of faults of size ¢ that is consis-
tent with the observations. If we are interested in obtaining
all the minimal cardinality diagnoses, then it is possible to
build a formula from ® A, such that S; cannot be a solution:

oo, A\ —eh).

eteS;

If this formula is satisfiable, another diagnosis So can be
extracted and a new formula can be built that accepts neither
S1 nor Ss. If there exist k different diagnoses of size i, the
SAT solver may be called ¢ + k + 1 times.

Extended faulty behaviors

Jéron et al. (2006) have recently proposed to consider super-
vision pattern rather than a unique faulty event. A supervi-
sion pattern describes a set of system behaviors. In the previ-
ous sections, we considered the set of behaviors that contain
a faulty event. In (Jéron et al. 2006), a supervision pattern
is represented by a finite-state machine that can be easily
translated into a formula ®¢,,. in a similar way as for ®5p
and ®pps. More generally, we consider formulae ®¢,.,
which contain information about the event occurrences and
the state variables assignments.

Let QUE be a set of faulty patterns. Let
{QUE,,...,QUE,} be a partition of QUFE such that
® € QUE, means that the fault level of the pattern ®
is 7. If two patterns & € QUE; and &' € QUE; with
i < j are possible explanations of the observations, then the
diagnosis should return the pattern ® rather than ®’. Define
QUE| as the set of patterns which accept the behaviors not
represented in QUE (i.e. the normal behaviors).

This is a generalisation of the previous subsection: the
set of faulty patterns QUE; contains all the faulty patterns
where ¢ faults occurred; moreover it is considered that there
is a trajectory consistent with the observations and that con-
tains ¢ faults, then j > 4 faults should not be diagnosed even
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if there exists another trajectory consistent with the observa-
tions and that contains j faults.

The formula that is satisfiable if a faulty pattern of level ¢
is consistent with the observation can be defined by:

@Ai Z(I)SD/\CI)ogsA( \/ (I)).
PEQUE,

The satisfiability of ®, can be tested starting from ¢ = 0
until @A, is satisfiable. Then, it is easy to extract the pattern
® € QUE, that has been recognised. Equal level patterns
can be found by testing the satisfiability of formula ®a, A
@1 A+ A =Dy, where {P1,..., P} C QUE, are the
patterns that have already been recognized, and extracting a
new pattern @1 if the formula is satisfiable.

Experiments

Tests were performed on the system described at the begin-
ning of the paper. The experiments were conducted on a
1.73 GHz Pentium 4 computer using state-of-the-art SAT
solvers. We found that the best SAT solvers for this kind
of SAT problems are the ones based on the Davis-Putnam-
Logemann-Loveland (DPLL) procedure (Davis, Logemann,
& Loveland 1962) using the conflict-driven clause learn-
ing (CDCL) enhancement, such as Siege v4 (Ryan 2003),
zChaff v151104, MINISAT v1.13, MINISAT vl1.14, and
MINISAT v2.0.> MINISAT 2.0 runs complete simplifica-
tion procedure on input formula, in order to simplify the
formula. Siege uses a seed, for the random number genera-
tor, taken from system time, so its performance is different
for the same problem in different time. Thus, we run Siege
10 times on each problem for getting the minimum (MIN),
maximum (MAX) and average (AVG) runtimes.

The first experiments were performed on a scenario with
an increasing number of faults (from 1 to 20). The num-
ber of observations is about 10 times the number of faults.
The observations are totally ordered and the goal is to de-
termine the number of faults. The number of unobservable
events between two observable events was set to z = 1. No
incremental computation was used. Table 2 shows the run-
time of the SAT solvers on the satisfiable formula ®5, =
®sp APoBs, ANPQue, ; the results are also described graph-
ically in Figure 2. For siege v4, we plot the average runtime
of siege (siegeAVG) and describe its MIN and MAX run-
times by the grey region in the figure. The entries #var and
#cls in the tables represent the number of variables and
clauses in the CNF formula.

The table shows that SAT solvers solve the diagnosis
problems very efficiently. Note that solving these problems
by computing all consistent trajectories of the model using
classical diagnosis approaches are hard. The Sampath’s di-
agnoser approach would also fail because the diagnoser can-
not be computed.

An important result is that the complexity of the compu-
tation does not necessarily increase with the size of the diag-
nosis window. For instance, MINISAT 2.0 takes 6.8s to solve

3These SAT solvers available from

http://www.satcompetition.org/.

are
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CNF properties Runtime (s)

k #var #cls siege zChaff M 1.14 M 2.0
1 | 10679 44017 | 0.01 J01 0.03 0.03 0.03
2| 21718 90091 | 0.03 393 0.06 0.06 0.06
3| 38337 160343 | 0.09%% 037 026 111
4 | 51636 217593 | 0.297°1% 0.25 042 0.73
5| 70415 299361 | 049022 0.67 3.1 6.8
6 | 80094 343427 | 0.54%75 1.7 2 14
7 | 95483 412861 2450 71 33 441
8 | 111032 484053 3203 21 38 11
9 | 124521 547703 | 26,2 23 138 89
10 | 139970 621071 6.7 96 2.6 27
11| 153604 687472 | 48%% 15 21 18
12 | 171108 772361 65,5 21 72 88
13| 184892 841608 520 11 14 96
14 | 200656 920953 4725 18 3 14
15 | 214585 992951 6135 18 54 8.1
16 | 226664 1057317 6g0 16 7 77
17 | 244261 1149035 6637 24 48 78
18 | 259978 1233191 91%2 32 77 59
19 | 275735 1318745 15%2 32 18 81
20 | 287672 1387077 1042 20 11 86

Table 2: Runtime of SAT solvers on
totally ordered observations

satisfiable ® A, with

® A, but only 1.4s to solve ®5,. This relies on the prop-
erty of the SAT solvers which do not perform a forward or a
backward search but choose the variables in a dynamic order
to get the smallest search tree: the behavior of Ay, can be dif-
ficult to find, while it is obvious when new observations are
provided in Ay ;. Interestingly enough, not all SAT solvers
consider the same problem hard: ® 4, is harder than ®4,,
for MINISAT 1.14 (138s > 2.6s), while it is easier for MIN-
ISAT 2.0 (8.9s < 27s). The same tendancy can be found for
Ag and Aj7. The issue of determining which algorithm is
the more efficient and which heuristic should be used for this
kind of SAT problem is an interesting open problem, par-
ticularly since the very similar MINISAT solvers give such
different results.

In the diagnosis algorithm, ® A, is computed by increas-
ing k from k = 0 until ®,, is satisfiable. In the plan-
ning domain, determining that there is no solution for ¢ =
k — 1 is often more expensive than finding a solution for
it = k. Thus, we conduct a batch of experiments with
Sp, = Psp AN Pors, A PQue,_, Which is unsatisfiable.
The runtime is limited to 600 seconds. The results are shown
in Table 3.

The computation for these problems is much more expen-
sive. The difficulty of these problems can be explained by
the complexity associated with the computation of the num-
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Figure 2: Runtime of SAT solvers on satisfiable ® 5, with
totally ordered observations

CNF properties Runtime (s)
k #var #cls siege zChaff M 1.14 M 2.0
1 10440 43300 | 0.01500 0.01 0.02 0.01
2 | 22999 94977 0.0200% 0.09 0.07 0.07
3| 36118 149931 0197 025 024 025
4 | 51077 213683 0.5402% 13 049 043
5 | 64516 271913 1412 3 15 2
6 79665 338711 745229 6 12
7 | 94974 407267 1752 105 24 25
8 | 108573 469491 218 90 17 27
9 | 126072 549653 1832 116 27 22
10 | 143371 630653 3532 >600 62 41
11 | 155090 688191 392 >600 19 66
12| 170659 763837 765; >600 52 128
13+ | 186308 841001 | >600 2 g0 >600 >600 >600

Table 3: Runtime of SAT solvers on unsatisfiable ® 5, with
totally ordered observations

ber of faulty events. For instance, proving ®sp A Pops, A
®ue, 18 unsatisfiable only takes less than one second for
any SAT solver used in our study for any given k.

The last test compares the runtimes when the observations
become uncertain. We consider the following three cases:
the observations are timed, totally ordered or partially or-
dered. When the observations are uncertain, an observation
o; was surely emitted before o, i.e 0; < 05, iff i +5 < 7.
The most efficient SAT solver for the partial order case be-
ing MINISAT 1.13, we present the result of this SAT solver
in Table 4.

The computation is very simple in the case of timed ob-
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k | Timed observations | Total order | Partial order
1 0.02 0.03 0.04
2 0.07 0.08 0.09
3 0.16 0.26 0.14
4 0.36 0.3 3.6
5 2.6 1.9 9.7
6 3.5 16 5.6
7 4.8 9.1 350
8 4.1 24 290
9 4.3 61 63
10 42 25 > 600
11 2.1 39 > 600
12 2.7 6.3 > 600
13 4.8 8.7 > 600
14 43 16 > 600
15 3.7 18.7 > 600
16 11.8 9.6 > 600
17 7.7 30 > 600
18 9 13 > 600
19 30 66 > 600
20 12 16 > 600

Table 4: Runtime of MINISAT 1.13 on satisfiable ®a,

servations. The runtime only increases slightly with new
observations. However, the computation becomes very hard
when the observations are partially ordered.

Discussion

Diagnosis with diagnosers (Sampath et al. 1995) is very ef-
ficient because processing an observation sequence can be
done in linear time in the length of the sequence. This is in
contrast to the SAT approach in which runtime in the worst
case may grow exponentially in the length of the observation
sequence. However, the construction of the diagnoser may
be extremely expensive because the diagnoser may have a
size that is exponential in the number of states in the sys-
tem. In the SAT approach there is no similar direct depen-
dency between the runtime and the number of states in the
system. These two approaches represent a different trade-
off between on-line and off-line computation and between
dependency of the number of states and the length of event
sequences.

The other traditional approach computes the set of all tra-
jectories and determines whether these trajectories are nor-
mal. A disadvantage is that the number of trajectories is
often extremely high and it is not practical to compute all of
them. Obviously, for diagnosing one given observation se-
quence most of the possible trajectories are not needed (and
this is taken advantage of in the SAT approach) but, once the
set of all trajectories has been computed, it can be used sev-
eral times for different diagnosis queries. Recent works on
this approach (Cordier & Grastien 2007) use decentralized
or factored representations to represent the set of all trajec-
tories more compactly without enumerating all of them.

The complexity of the SAT problem is exponential in the
number of propositional variables. The number of proposi-
tional variables is linear with the number of state variables
and rules, and linear in the number of timestep. This makes
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the diagnosis by SAT a problem harder in general than the
classical algorithms. However, as in planning by SAT, the
structure in the SAT problem enables the SAT solvers to
solve the problem efficiently.

Conclusion

We translated the diagnosis of discrete-event systems into a
SAT problem and then used the state-of-the-art SAT solvers
to solve this problem. Our results show that diagnosis prob-
lems, which are unreachable by the traditional diagnosis ap-
proaches, can be solved efficiently by SAT solvers. How-
ever, the diagnosis is still challenging when the number of
observations increases. An answer to this problem would be
incremental diagnosis approach, and this would be an inter-
esting prospect for diagnosis by SAT. The difficulty is then
to ensure that the diagnosis of a temporal window will be
consistent with the next window.

The results also show that the existing SAT solvers have
performance varying with no single best solver for any
given formula. Moreover, the difference in runtime between
solvers can be huge. Determining the best SAT algorithm
for diagnosis problems is still an open question.

SAT algorithms efficiently explore the search space. We
claim that traditional diagnosis algorithms can inspire from
these algorithms to improve their efficiency.
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Abstract

In this paper, a robust fault detection test based on calculating
the inverse image of an interval model is presented. It relies
on a consistency test which uses tools from interval analysis
and zonotope arithmetic to check if there exists a member in
the family of models described by an interval model that can
explain the measured data. The proposed test is compared
to the classical robust interval model fault detection approach
based on the direct image of an interval function. The main
features of both tests will be extracted and advantages and
drawbacks discussed using a motivational example. Finally,
an application example is given to assess how the algorithms
work on a multivariable process.

Introduction

Model-based fault detection methods rely on the concept of
analytical redundancy. The simplest analytical redundancy
schema consists on comparing measurements of a system
with corresponding analytically computed values that in turn
are computed from measurements of other variables and/or
from previous measurements of the same variable. The re-
sulting differences are called residuals and are assumed to
be indicative of faults in the system. Under ideal condi-
tions, residuals are zero in the absence of faults and non-
zero when a fault is present. When the residual becomes
non-zero the relations used to calculate the residual are con-
sidered to be invalid. However, modelling errors and distur-
bances in complex engineering systems are inevitable, lead-
ing the residuals to non-zero values even in the absence of
faults. Thus, the residual generation stage is followed by a
decision-making stage. A robust fault detection system in-
validates a residual relation only if model uncertainty and/or
disturbances can not explain the observed data, see (Chen
and Patton 1999).

Approaches to robust fault detection are divided in two
principal groups. In the first, often referred to as active ro-
bust fault detection, robustness is achieved by generating
residuals from which the effect of model errors and distur-
bances have been decoupled. This leads to residuals which
are insensitive to uncertainty and disturbances but at the
same time sensitive to faults. This approach has been ex-
tensively developed the last years (Chen and Patton 1999).
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The main drawback of this approach is the need of decou-
pling, being not always possible.

In the second approach, referred to as passive, the aim is
to enhance the robustness of the fault detection system at the
decision-making stage, mainly by using an adaptive thresh-
old. A common approach to this problem is to inflate the
allowable interval for the residual’ so that false alarms due
to model uncertainty are avoided. A limitation of this ap-
proach is that faults that produce a residual deviation smaller
than the residual uncertainty due to model uncertainty will
be missed.

A manner to represent model uncertainty is to bound
parameter values on intervals. The resulting models are
called interval models and have received a lot of attention
in the context of robust fault detection, see among others
(Armengol et al. 2001; Travé-Massuyés and Milne 1997;
Puig et al. 2002; Escobet et al. 2001; Adrot et al. 1999;
Ploix et al. 2000). Generally in these publications the un-
certainty interval for residuals (or predicted outputs) is com-
puted by propagating the effect of the parameter uncertainty
using a direct image of an interval function. This approach
will be referred to as a direct image test in what follows. The
residual relation is invalidated if the variable for which the
interval is calculated leaves the interval.

In this paper a method will be presented where the inverse
image of interval functions is used to check wether there
exists a member in the family of models, described by an
interval model, that can explain the measured data. This
inverse image test can be made very efficient using zonotope
representation. This test will be compared with the existing
direct image test and the principal properties of the two tests
extracted. These properties will be demonstrated by using
an example.

The paper is organized in the following manner: Section
is dedicated to introducing the problem. In Sections and
, the earlier direct image test and the inverse image test are
described for comparison. In Section zonotopes and the re-
lated operations required for implementing fault detection
tests are presented. A motivational example and an applica-
tion example are presented in Sections and to demonstrate
how the algorithms work. Finally in Section conclusions

'Often the intervals are calculated directly around process mea-
surements instead of, in the residual case, around zero.
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are drawn.

Problem set-up

Let us consider that the output of the monitored system can
be described by

y(k) = @"(k)0(k) + e(k) (1
0k+1) = 0(k)+w(k) ()
o(k) € © 3)

where 6(k) € R™ is the parameter vector whose values are
assumed to be unknown but to belong to a compact bounded
initial set ©, p(k) € R™ is the regressor vector which can
contain any function of inputs and outputs, the noise and
parameter variations terms are limited as

(k) <o and  |w(k) <A 4
respectively. As the parameter vector is assumed to be-
long to R™ so does A and the last inequality is an element
wise inequality. Notice that this system description includes
any system linear in the parameters. Parameter uncertainty
comes from physical modelling or from the set-membership
parameter estimation algorithms applied in a non-faulty sit-
uation.

Notice that Eq. (2) specifies the allowed variance of un-
certain parameters §. Depending on the value of )\, three
different cases can be considered:

e Time invariant case, A = 0
e Time-varying case 1, A = )
e Time-varying case 2, A = 0o

In the first case, the parameter is unknown within © but it is
known that it will not vary. In the second case, the param-
eter variation is bounded specifically by a vector A while in
the last case, the variation is implicitly bounded only by the
initial parameter set © and can vary at will within that set.

The first case could represent situations when an ini-
tial variance comes from components specifications that are
known only with a mean and variance in the beginning of the
fault detection. The second case could represent a system
that has been identified over a number of operation condi-
tions, each with a different § within ©, but with the variance
between samples bounded by .

It is assumed that measurement data is available for NV 41
(> n) points, that is, series

oy ={ok)}i=1,..8v YN ={y(k)}i=1,.8n O

are available at every time instant k.

Measurement noise can be taken into account by assum-
ing that the measurements are known to belong to intervals
[y(k)], often created by adding an noise term e(k) to the ac-
tual measurement y(k), thatis, [y(k)] = [y(k)—e(k), y(k)+
e(k)]. The corresponding interval vector is

[Yx (k)] = [y(k)] > -+~ x [y(k = N +1)] c RY
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Fault detection using a direct image test

As already noted in the introduction, fault detection using in-
terval models has predominantly been based on calculating
the direct image of functions related to trajectory generation
in order to obtain the set which ¢(k) belongs to

Y(k) = {g(k) | (k) = " (k)0(k),0(k) € ©}  (6)
In fault detection using the direct image test, the model is
assumed invalidated and fault is indicated if Yy (k) ¢ Yy
or, in the case of measurement noise, if
Yn(R)INYN =0 @)
As the evaluation of the image in Eq. (7) is complex
even in the linear case, approximate envelopes are often used
based on computing the interval hull of Y, denoted as OJY.
Envelopes are characterized as sound and complete accord-
ing to how well they approximate Y. A sound envelope
does not contain any region through which a trajectory does
not cross, that is the envelope [Y] fulfills [Y] € OY. A
complete envelope [Y] on the other hand fulfills JY C [V].
A general form of the fault detection algorithm using the
direct image test is the following:

Algorithm 1 Fault detection using the direct image test

1: fault — FALSE

2. k1

3: while fault=FALSE do

4:  Obtain input-output data {u(k), y(k)} at time instant
k and build regressor ¢ (k).

5:  Calculate Y(k) as a direct image of © according to
Eq. (6)

6: ifY(k)N[yk)] =0

7 fault — TRUFE

8:  endif

9

0

k—k+1

1 end while

It is known that it could be difficult to detect some faulty
trajectories with the direct image test even when the enve-
lope is sound and complete (Armengol et al. 2001). This
is due to the fact that many combinations of parameters can
explain a set of data, a jump between these combinations
will not be detected. On the other hand, using the direct
image test it is difficult to consider explicitly the parameter
variations presented in Eq. (4).

Fault detection using a inverse image test
Intuitive idea

An alternative fault detection test to check the consistency of
the model given by Egs. (1)-(3) will now be proposed which
is based on the inverse image of the function in Eq. (1).
Assume the measurement data y(k) is available. Then, the
interval [y(k)] created by taking into account measurement
noise e(k). Intuitively, what is proposed now is a test based
on computing the inverse image of [y(k)], i.e.,

Ok) = f'[y(k)] (8)
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where é(k) is the set of parameters consistent with the mea-
surement data at time instant k. In this case, the model or
parameter set O is invalidated if

ONO(k) =10 ©)

A failed test means that there does not exist a 0 € © that
is consistent with the measurements.

Formalized idea

In order to formalize the inverse image test, the following
definitions are introduced.

Definition 1. Let us consider the model description given
by Eq. (1), for given data sequences ®5 and Yy intro-
duced in 5, the parameter 6 is said to belong to the Feasi-
ble Solution Set at time N, (denoted FSSy), if there exist
0(1),0(2),...,0(N) such that:

. 0 =06(N) (10)
ly(k) =" (k)0(k)| <o k=1,...,N (11)
10(k) — 0(k —1)| <\ k=2,...,N (12)
(k) € © k=1,...,N (13)

Using previous definition, a fault is now defined for the
sequences ¢ and Yy .

Definition 2. For given data sequences ®n and Yy, a
Sault is said to have occurred if the set FSSy is empty.

Each new measurement defines a set of consistent param-
eters defined by

F,={0cR": —0 <y(k)— (k)"0 <o} (14

F}, is the region between two hyperplanes. The normalized
form of this strip is written as

Fk:{eew;\@—@%\g}

={0 cR": |d(k) — c(k)T0] <1} (15)

This strip F}, available at time k allows to iteratively de-
tect the presence of a fault if its intersection with the feasible
parameter set F'SS}, is empty.

In practice, the computation of FSSy is difficult. The
fault detection algorithm presented in this paper is based on
using zonotopes as an approximated feasible solution set,
AFSSy, that fulfills FSSy € AFSSy for which consis-
tency is checked. In the case when A > 0, the set AFSSy
is expanded to take the allowed parameter variance into ac-
count in the next sample. The expanded set is denoted
AFSSn 1.

A general form of the suggested fault detection algorithm is
the following:

Zonotopes and related operations
Zonotopes

In this section, zonotopes and related operations will be pre-
sented as a tool to implement Algorithm 1 and Algorithm 2.

Definition 3. The Minkowski sum of two sets X and Y is
definedby X oY =z+y:z e X,y €Y}
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Algorithm 2 Fault detection using the inverse image test

I: fault — FALSE

2: k1

3: AFSS, —©

4: while fault=FALSE do

5:  Obtain input-output data {u(k), y(k)} at time instant
k, build regressor (k) and strip F}, according to Eq.
(15).

6: ifAFSS.NEF, =0

7. fault — TRUFE

8: else Calculate AFSS;, that fulfills Fj, N AFSS; C

AFSS;, and

9: Expand AFSS; taking into account A to obtain
AFSSg1.

10:  endif

11 k—k+1

12: end while

Definition 4. Given a vector p € R™ and a matrix H
€ R™™™  the Minkowski sum of the segments defined by the
columns of matrix H, is called a zonotope of order m and it
is represented as (see Fig. 1):

X=p®HB" ={p+Hz:2€ B"}

where: B™ is a unitary box, composed by m unitary inter-
vals.

The order m is a measure for the geometrical complexity
of the zonotopes.

Figure 1: Zonotope of order m=14

Looking at Algorithm 1, the required zonotope-based op-
erations are: the direct image of a zonotope through a lin-
ear transformation (step 5) and the intersection between
zonotopes (step 6). In case of Algorithm 2, the following
zonotope-based operations are required: checking the con-
sistency of a zonotope with a strip (step 6), intersection be-
tween a zonotope and a strip (step 8) and the expansion of
the parameter set taking into account \ (step 9).

Image of a zonotope through a linear
transformation

Consider a zonotope represented by X = p & HB™ where
p € R™is avector and H € R™*™ is a matrix. The image
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of a zonotope through a linear transformation M € R™*™ is
a zonotope Y defined by:

Y=q®NB™ (16)
where: ¢ = Mpand N = M H.

Intersection between two zonotopes

Given two zonotopes X; = p; @& H1B™ and Xy = py @
H5B" and matrix F, let us define:

p(E) = Epi+(I-E)ps a7
H(E) = [EH, (I- E)H)] (18)
then,
X; N X, C X(E) (19)
X(E) = p(E) @ H(E)Br1+"2 (20)

To reduce the size of the intersection zonotope X(E), a
convex optimization problem is solved. If H;; and Hy;
(with i=1,- - - ,my, j=1,---,mg) are the columns of matrices
H{ and H,, the function to be minimized is:

mi

f(E) = Y (EHy,)"(EHy)

i=1

ma
+ Y (Hyy — EHy)"(Hyy — EHz;) (21)
j=1

Checking consistency of a zonotope with a strip

Given a new data point {y(k)} at time instant k, regressor
(k) and strip F}, according to Eq. (15) are build. Assum-
ing that F'SS), C X where X = p @ HB™ is a zonotope,
consistency can be assessed by checking if

XNFE,=0 (22)

This check is very easy to perform using the following
definition:

Definition 5. A hyperplane S = {z : Tz = ¢} isa
supporting hyperplane of a zonotope X = p & HB™ if
either cTx < q,,Vr € X or else 'z > qq,Vx € X with
equality occurring for some r € X. The two constants q,
and qq characterizing the supporting hyperplanes are easily
calculated as

qu=c"p+|H" | (23)
qa=c"p—|[|H"c|x 24
where || - ||1 is the 1-norm of a vector.

Then, calculating the supporting hyperplane constant g,
and g4 the intersection is empty if and only if

yk) o, y(k)

Qu < —= qq > —+1 25)
g ag

This condition of inconsistency was reported in (Vicino and
Zappa 1996).
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Intersection between a zonotope and a strip
Given the zonotope X = p, @ HB", the tight strip S = {6 €
R" : |cT0 — d| < o}, then for every integer ,0 < j < r
XNSCoO=u()aeT(y)B" (26)

where:

It is possible to choose the parameter vector « in such
a way that a size criterion for the obtained bound is mini-
mized. Here we use the method based in the Frobenius norm
proposed in (Alamo et al. 2005).

Expansion of the parameter set

The bound on parameter variation can be expressed as |6 (k+
1) — 6(k)| < A which in turn can be expressed as

O(k+1)€b(k)®AB™ 27
where A is a square matrix with the diagonal equal to A\. One
of the principal features of zonotopes is that the Minkowski
sum of a box and a zonotope is another zonotope. Therefore,
if at time k it is known that the parameter belongs to set
Xk = p @ HB™ then using Eq. (27) the parameter set at
time k4 1 can be expressed as X117 = p®@ HB" G AB" =
D o) [H A}Ber".

Notice that in this step the zonotope order increases at
each time instant. In order to control the domain complex-
ity, a reduction step is thus implemented. Here we use
the method proposed in (Combastel 2003) to reduce the
zonotope complexity:

Property 1. Given the zonotope X = p @& HB” C R"
and the integer s (with n < s < r), denote by H the
matrix resulting from reordering the columns of matrix H in

decreasing Euclidean norm. Then X C p @ [fIT Q} B?,

where Hr is obtained from the first s-n columns of matrix
H and Q@ € R" "™ is a diagonal matrix that satisfies:

Qi,z‘ = E;:S,n+1 |Hij|7 i=1...,l’l.

Remark. In the time-varying case (A = o0) as the pa-
rameters can vary at will within the initial parameter set O,
the update procedure of step 9 of Algorithm 2, consists on
resetting AF'SS11 equal to the initial parameter set ©.

Motivational example
In order to compare the fault detection tests based on the
direct and inverse image, a simple motivational example will
be used.

Consider a static system with two inputs, y(k) =
auy (k) 4+ bua(k). Assume that ¢ € [0.5,0.65] and b €
[0.4,0.55]. The output is corrupted by measurement noise,
e(k) known to be bounded on |e(k)| < 0.2.

Direct image test
Using the direct image test, a data point
{y(k),u1(k),ua(k)} generated with parameters a and
b will be rejected if

y(k) > max zui(k) + yua(k)
(z,y)€la]x[b]
y(k) <  min

zuq (k) + yus(k
(ool iy "1 (B) T yua(h)
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Figure 2: Parameter box, bands of allowable parameters and
faulty point +, direct image case. The gray area is excluded
by intersection of the bands.

as y(k) does not belong to the direct image of [a] x [b] given
uy(k) and ug (k). For each data point {y(k), uy (k),ua(k)}
these inequalities define a band of parameters that would not
have been rejected by that data point. In Fig. 2 the intersec-
tion of such bands for 5 data points is shown in white. The
set of parameters that would have been rejected by these data
points is shown in grey. For the 5 data points y(k) was cal-
culated using parameters (a,b) = (0.47,0.48) which are
outside the allowed parameter set and displayed with a cross
in the figure.

A number of observations will now be made. The region
outside the box but inside the intersection of the bands is the
set of parameters that are outside the allowable set but would
not have been detected with the direct image test. The size
of this set depends on two things, the “excitation” of the data
and the size of the intersection of the bands.

Regarding the excitation of the data some extreme cases
can be pointed out. To design a perfect detection test, ex-
citation would be a combination of two data points where
one input is zero at a time. This way any point outside the
allowable parameter set would have been detected. To de-
tect parameter deviations close to the original allowable set,
one of the input signals needs to approach zero. Notice that
four of the bands touch the allowed parameter set at points
(0.5,0.4) and (0.65,0.55) while only one touches at points
(0.65,0.4) and (0.5,0.55). The reason for this was that only
one of the data point had wu; (k) and uq(k) with different
signs. If all u; (k) and ua (k) would have had the same sign
the test would have been much less restrictive as then none
of the bands would have touched the box at points (0.65,0.4)
and (0.5,0.55). The data points were generated with a faulty
parameter. Itis clear that if one of the data points would have
the correct excitation, the fault would have been detected.

The size of the intersection of the bands depends on the
width of the allowed parameter set [6] as the bands are cal-
culated using the corner points of [6].

Finally, if the parameters would have varied between data
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points while staying in the allowed parameter set, this varia-
tion would not have been detected.

The reason for these characteristics of the direct image
test is the loss of dependence between parameters and the
outputs while computing the envelope. Only maximum and
minimum values of the parameters are used for the enve-
lope. This leads to tests that are specially sensitive to faults
close to the extreme points of the parameter intervals (cor-
ners) while less sensitive to faults where some parameters
are close to the center of the interval and where many more
parameter combinations can explain the data. Moreover,
parameter variance inside [f] is not detected because even
thought parameters change, the measured trajectory stays

within the direct image [Y].

Inverse image test

In this case, a point (a, b) will be rejected if it fulfills one of
the following two conditions,

y(k) +e(k) < auy(k)+ bua(k) (28)
y(k) —e(k) > aui(k)+ bug(k) (29)

This again defines a band of parameters consistent with each
data point. In Fig. 3, the intersection of the bands for the
same 5 data points used in the previous sections are shown.
Again the grey area are parameters that have been rejected
while the white area is the set of parameters consistent with
the data. Since the intersection of the white area with the
allowed parameter box is empty the fault is detected. It is
also clear that if the parameter would have changed between
data points this would have caused the corresponding bands
to be translated causing the intersection of all bands to be
empty.

Regarding the size of the intersection of the band, it is
much smaller than in the direct image case. Its size depends
primarily on e(k) and the combination of {y, uy, us}. Exci-
tation matters less and the condition to detect a fault close to
the original parameter set depends again more on the mea-
surement noise e(k).

Application example

A quadruple-tank process (see (Johansson and R. Nunes
1998)) is proposed as the application example to further
compare the two fault detection tests proposed.

A diagram of the process is shown in figure 4. The pro-
cess inputs are v and vy (input voltages to the pumps). The
continuous model derived from the mass balances and the
Bernoulli’s law is:

dhl 72

az Y1ky

= " 29h1+A1 2ghs + A vy (30)
% _ _%22 Qgh2+% 29h4+fyz]:21)2 31
% _ _%z 29h3+(1—14%1,2 (32)
i Zghﬁ%m (33)
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Figure 3: Parameter box, bands of allowable parameters and
faulty point +, inverse image case. The gray area is excluded
by intersection of the bands.

where A; is the cross section of the tank ¢ and a; is the cross
section of the outlet hole of the tank i. The vector of mea-
sured outputs is composed by the levels of four tanks, de-
noted h;. The parameters 1, 72 € (0, 1) determine the flow
to different tanks, that is, the flow to tank 1 is 71 k107 and
the flow to tank 4 is (1 — ~1)k1v1 and similarly for tank 2
and tank 3.

The fixed values used in the simulations are A; = A3 =
28 cm?, Ay = Ay = 32 cem? ki = 3.33 cm?®/Vs,
ke = 3.35 cm®/Vsand g = 981 cm/s?. To obtain a
system of the form given by Eq. (1) to use the fault detec-
tion procedures proposed in this paper, an euler discretiza-
tion with step size equal to 1 of one equation of the model is
used:

hi(k+1) = h1(k)+1*(fjl—11 2ghs (k)
a3 Tk
+ g V20he(R) + S (k) G4
+ ei(k)

where |e;(k)] < 0.02 with ¢ = 1,2 is a bounded ran-
dom noise. Note that the results obtained in this section
could be improved using the other three equations of the
model. Then, the parameter vector # is composed of: § =

T
[ay as asz a4 v1 2] . The regressor vector used corre-
sponding to the first output y; = hq is:

T
0

@yl(k): _\/2-?4}7'11(’%) 0 \/2.?1113(14) 0 kl'j{ll(k)

In this paper, parameters a; and 7y; are assumed to belong
to the intervals a; € [—0.029,0.171] and ~; € [0.55,0.85].
To compare the direct image and inverse image fault detec-
tion approaches, three different cases of parametrical fault
scenarios were studied, in each one occurs a jump on pa-
rameters a; and ;. For all cases the non-faulty system is
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simulated with parameters equal to a; = az = 0.071 cm?,

as = ag = 0.057 em?, v = 0.7 and o = 6. The ini-
tial parameter uncertainty set for the fault detection stage is
assumed to be:

e = {9:9:p0+H0é: Héuoo < 1}

where: po = [0.071 0.057 0.071 0.057 0.7 O.6]T,
Hy = diag ([0.1 000 015 O]T)‘

ﬁ_

®
yiL+F— [_E:] Y2
@

VIQ sz

Figure 4: Quadruple-tank process

Time-invariant parameters

Since uncertain parameters are considered time-invariant,
then A = 0 in Eq. (4). The fault considered is a variation
in the parameters a; and <; from time instant & = 5. This
variation of parameters is inside the allowed interval of both
parameters, thatis a;y = a1 40.05 and y, f = 1 +0.1. Fig-
ure 5 shows the fault detection test using the inverse image.
The dashed box represents the allowable parameters a; and
~1. The solid line represents the zonotope intersection of the
parameters consistent with the first 4 measurement outputs.
The dotted line represents the band of parameters consistent
with the measurement output for time instant k = 5. As this
band does not intersect with the zonotope, a fault is indi-
cated. Figure 6 shows the envelopes generated by the direct
image fault detection test and the measurement output [h;]
considering the measurement noise. As the measurement
output never leaves the envelopes, no fault is indicated. This
shows how the inverse image test is able to detect a fault that
consists on a non-allowed time variation of the parameters,
while the direct image test is unable.

Time-varying parameters case 1
In this case, uncertain parameters are considered time-

varying with: A\ = [ 0'81 0%3 }, in Eq. (4). The fault

considered is a variation in the parameters a; and ~y; from
time instant k = 5: a1y = a1 + 0.03 and ;5 = 1 + 0.05.
Even though with this variation, the parameters are inside
their uncertainty intervals, it is higher than the allowed value
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at each time instant given by \. Figure 7 shows the fault de-
tection test using the inverse image. The dashed box repre-
sents the valid interval for parameters a; and ;. The solid
lines represent the zonotope that bounds the parameters con-
sistent with the first 4 measurement outputs. The dotted line
represents the band of parameters consistent with the mea-
surement output for time instant £ = 5. As this band does
not intersect with the zonotope, a fault is indicated. Figure
8 shows the envelopes generated by the direct image fault
detection test and the measurement output [h] considering
the measurement noise. As the measurement output never
leaves the envelops, no fault is indicated. As in the previous
case, this shows how the inverse image test is able to detect
a fault that consists on a non-allowed time variation of the
parameters, while the direct image test is unable.

09r 1

0.85[

0.8r

0.75

0.65[

0.6

0.55F

0 0.05 0.1 0.15 0.2
aq

Figure 5: Inverse image test for time invariant case, a; Vvs.
71

0 5 10 15 20 25 30
Time instant, k

Figure 6: Direct image test for time invariant case
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Time-varying parameters case 2

In this case, uncertain parameters are considered time-
varying with A = oo, in Eq. (4). This means that varia-
tion is bounded only by the initial parameter set ©, varying
at will within this set. The fault considered is outside the
box of allowed parameters, from time instant £ = 5, that is
aiy = a1 + 0.15. Figure 9 shows the fault detection test
using the inverse image. The dashed box represents the al-
lowable parameters region for a; and ;. The dotted line
represents the band of parameters consistent with the mea-
surement output for time instant £ = 5. As this band does
not intersect with the box of allowed parameters, a fault is
indicated. Figure 10 shows the envelopes generated by the
direct image fault detection test and the measurement output
[h1] considering the measurement noise. As the measure-
ment output leaves the envelopes from time instant k£ = 6, a
fault is indicated. In this case, both methods detect the fault,
being not clear the advantage of using the inverse image test.

091

0.8

071

06

0 0.05 0.1 0.15

Figure 7: Inverse image test for time-varying case 1, aj vs.
7
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Conclusions

A robust fault detection test based on the inverse image using
zonotopes for systems linear in the parameters has been in-
troduced. A general algorithm was presented based on prov-
ing that the feasible solution set of parameters for a series
of data is empty. Three distinct cases of allowed parameter
variance have been considered to compare the inverse test
with the traditional interval based fault detection test based
on the direct image. Finally, both methods were applied to
motivational example and to a simulation model of a mul-
tivariable process, showing the effectiveness of the inverse
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image fault detection test when considering time varying and
invariant parameters.
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Abstract

Two diagnosis tasks can be applied to discrete-event
systems: a-posteriori diagnosis and monitoring-based
diagnosis. The former is carried out under the assump-
tion that all the observable events emitted by the system
within the time interval of interest have already been re-
ceived. In monitoring-based diagnosis, instead, the ob-
servation is received fragment by fragment and, in the
general case, such an assumption does not hold, that is,
some observable events generated by the system in the
interval between two consecutive observation fragments
may not be received within the current fragment, while
they will be received in subsequent ones. Moreover, the
relative emission order of some observed events may
not be inferable from the observation, which, in such
a case, is temporally uncertain. The diagnostic engine,
however, is supposed to output a set of candidate di-
agnoses at the reception of each fragment. A problem
arises about the significance of monitoring results: two
consecutive set of diagnoses may be unrelated to one
another. Even worse, a set of diagnoses may include
no candidate relevant to the actual diagnosis. To cope
with this problem, the notion of monotonic monitor-
ing is introduced, which is supported by specific con-
straints on the fragmentation of the observation, lead-
ing to the notion of a stratified observation. The paper
shows that a sound and complete diagnostic engine can
achieve monotonic monitoring if a stratified observation
is provided.

Introduction

Model-based diagnosis of discrete-event systems (DESs)
has arisen a great interest in the last decade (Rozé 1997;
Debouk, Lafortune, & Teneketzis 2000; Lunze 2000; Con-
sole, Picardi, & Ribaudo 2002; Pencolé & Cordier 2005).
All approaches in the literature adopt compositional model-
ing, that is, a DES consists of several interconnected com-
ponents, where the favorite formalism to represent the be-
havior of each component is an automaton. Interconnec-
tions between components can either be modeled through
explicit ad hoc primitives (Baroni et al. 1999) and/or implic-
itly, that is, a communication buffer may be indistinguish-
able from a component (Pencolé & Cordier 2005). Dis-
tinct approaches to diagnosis of DESs in the literature can
either assume that several state changes of distinct com-
ponents can occur simultaneously (Sampath et al. 1996;
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Su & Wonham 2005) or not. All diagnosis tasks requires
an observation as input. Therefore, observation features and
models have been investigated (Lamperti & Zanella 2000;
2002; Grastien, Cordier, & Largouét 2005). Basically, an
observation is temporally uncertain if the generation order
of observed events is not precisely known, that is, what is
known is a partial order which conforms to the actual gener-
ation order. In other words, an event can be observed before
another that was generated by the DES before it, and, given
the reception order of events, it is impossible to devise the
relative emission order of all the pairs of events belonging to
the observation. Therefore, several sequences of observable
events comply with a temporally uncertain observation.

Two diagnostic tasks inherent to DESs can be singled
out: a-posteriori diagnosis (Lamperti & Zanella 2006)
and monitoring-based diagnosis (Sampath, Lafortune, &
Teneketzis 1998; Rozé & Cordier 2002; Lamperti & Zanella
2004). The former finds out the faults affecting a DES in
an off-line way with respect to the system, by typically pro-
cessing the whole observation gathered before the evolution
of the system came to a halt. The latter, instead, tries and
follow the evolution of a DES while it is occurring.

The claim of this paper is that the criterion of sound-
ness and completeness of results is not meaningful for
monitoring-based diagnosis in case the considered obser-
vation is affected by temporal uncertainty since it does not
guarantee an important property that we call monotonicity.
Such a property consists in producing as output at each mon-
itoring step a set of diagnoses that includes the actual di-
agnosis. This paper discusses how monotonicity depends
not only on the abilities of the problem-solving method but
also on the characteristics of the considered observation, and
its contribution is to explicit the constraints under which a
temporally uncertain observation has to be considered by a
sound and complete problem-solving method so as diagnos-
tic results are monotonic, whichever the DES at hand.

Discrete-event systems

All the possible evolutions over time of a DES (we cumula-
tively call them the global system behavior) can be thought
of as the paths of a directed graph, where each node is a
system state (this being the composition of the states of all
components and explicit links, if any) and each arc is a sys-
tem state change, called a transition. This is a conceptual
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Figure 1: Behavior space I_th(f] . %o) (a), and viewer and
ruler matrix (b) for V and R.

standpoint, not an operational one, in that most current ap-
proaches in the literature need not generating any global sys-
tem behavior. In other words, approaches to diagnosis of
DESs can reason about all the feasible evolutions of a DES
without generating them, by just exploiting the individual
behaviors of components and connections, the assumptions
about the (either simultaneous or not) state change trigger-
ing, and (possibly) also domain dependent constraints. The
reason for we take the global system behavior into consid-
eration is that is establishes a common ground for defining
the outputs of any diagnosis task inherent to DESs, indepen-
dently of any specific (modeling and processing) approach.

Formally, given a system X and an initial state X,
each evolution of X' is confined within the behavior space,
Bhv(X, Xy). The latter is a directed graph rooted in Xy,
where each node is a state of X' and each arc is a transition.
Each path within the behavior space is a history of X'. As
such, a history % is a (possibly empty) sequence of transi-
tions rooted in Y.

Example 1. Fig. 1(a) draws the behavior space of a
DES called X'. Nodes represent system states, where 0
is the initial state. Each arc represents a state change
and is marked by a transition identifier. A path rooted
in 0 is a possible history of X, for instance, i =
(X1, X2, Y2, Z4, Z3,Ya, Wy, Z2, X1).

Since the adopted conceptual representation of the global
system behavior is quite general and sharable by distinct
approaches to model-based diagnosis of DESs (and, there-
fore, distinct classes of DESs) in the literature, it is point-
less to distinguish whether each transition is an individual
component state change or not. For instance, X;, Y;, W,
and Z;, i € [1..4], might be the completely asynchronous
transitions of a distributed DES featuring four components
X, Y, W,and Z. Or X;, Y;, and W; might be the asyn-
chronous transitions of three components while each transi-
tion Z; might be triggered simultaneously in the three com-
ponents altogether. In either case what is dealt with in the
next sections is the same. O

131

May 29-31, 2007

Diagnosis

A-posteriori diagnosis finds out the faults affecting a DES,
given a relevant observation and the initial state of the sys-
tem. The system, starting from its initial state, is assumed
to have undergone a sequence of state transitions, some of
which are associated with an observable event and/or a fault.
We call actual history the sequence of transitions actually
followed by the system, and actual diagnosis the set of faults
entailed by the actual history. The output of the a-posteriori
diagnosis task is a set of candidate diagnoses. A diagnosis is
a sound candidate if it is entailed by a history that generates
a sequence of observable events that comply with the given
observation. The set of histories inherent to an observation
is complete if it encompasses all and only the paths, included
in the global system behavior, that start from the given ini-
tial state and produce a sequence of observable events that
comply with the observation. The complete set of histories
entails the complete set of candidate diagnoses.

Formally, the observability and abnormality properties of
a DES can be represented as follows. Let T be the domain
of transitions in X' and L, a domain of observable labels. A
viewer of X is a function from T to (L, U {€}), where € is
the null label. If (T, €) € 'V then T is silent else T is visible.
V is said to cause source uncertainty when it includes two
pairs (71, £) and (T3, £) where Ty # T5. Let h be a history
of X, the signature h X 'V is the sequence of observable
labels relevant to A,

hRYV=({|Teh (T.0) eV l+e). (1)

Example 2. Assuming L, = {a,b,c,d}, a viewer V for
¥ is defined by the following associations, displayed in the
white cells of the matrix of Fig. 1(b), with the other transi-
tions being silent: (X1, a), (Y2,b), (Z3,¢), (Ws,d). Based
on V, the signature of history I defined in Example 1 is
hRY = (a,b,c.d, a). O

Ideally, the signature should represent how / is observed
outside X'. However, what is actually perceived is a relax-
ation @ of h ¥V, called the observation of X,

O=UNKY). (2)

U is a (nondeterministic unknown) uncertainty function that
generates a DAG, @ = (N, 4A), where N is the set of states
and # the set of arcs, with the following uncertainty prop-
erties:

e (Logical uncertainty) Each label £ in the signature is per-
ceived as a subset of (L, U {€}) of candidate labels, nec-
essarily including ¢;

o (Temporal uncertainty) Absolute temporal ordering of the
signature is relaxed to partial ordering (with the latter be-
ing consistent with the former).

The uncertainty function is not given once and for all sys-
tems; instead it depends on the specific setting of the system
at hand (sensors, channels conveying sensor values to the
observer, etc.) Since such a function is nondeterministic,
distinct instances of the same system run may be perceived
by the same observer as different observations, represented
by distinct DAGs. Let N be a node in M. The extension of
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N, written || N ||, is the set of labels embodied in N. A can-
didate signature of O is a sequence of labels in L, obtained
by picking up a label from each ||N|, N € N, without vio-
lating the ordering imposed by #. The extension of O, | O],
is the whole set of candidate signatures of @. If O is the ob-
servation relevant to a history /, then the signature relevant
to & is among the candidate signatures of @, as claimed by
Proposition 1.

Proposition 1. [fO = U(h R V) then (h ® V) € ||O].

Proof. Let O = (N, A). Let hy = (T1,T>,..,T,) be
the sequence of visible transitions in £, that is, h, = (T; €
h | (T;, €;) € V,L; # €). Therefore, N consists of n nodes.
Let p = (N1, Na, .., Ny) be the (only) permutation of all
the n nodes in N that has the absolute temporal ordering of
the signature of s. Hence, there exists a bijective mapping
between h, and p, according to which 7; corresponds to
N; and vice versa. According to the definition of temporal
uncertainty, the ordering of p is compatible with 4. Now
we generate a candidate signature s of @ by picking up from
each N; € N, without violating the ordering imposed by
p, the label ¢; generated by T;. Note that, according to the
definition of logical uncertainty, ¢; € || N;||. Hence s equals
the signature of /, thatis, s = 7 X 'V, and, at the same time,
being a candidate signature, it belongs to the extension of @,
that is, s € ||@||, which proves the proposition. [

Example 3. Based on hand V, depicted in Fig. 2 is an ob-

servation @ = ‘U(}; X V) of X. Note how logical uncer-
tainty holds in node N4, where ||N4| = {d, €}, and tem-
poral uncertainty involves nodes N, and N3, whose recip-

rocal emission order is unknown. The extension of O is'
10| = {abca,acba,abcda, acbda} which, in accordance
with Proposition 1, includes 1 X'V = abcda. O

@
s@  Om
@

(D

Figure 2: Observation O for X.

Like a viewer, we can define a mapping R, the ruler of
Y, from T to (L¢ U {€}), where L is a set of fault labels. If
(T,e) € R then T is normal else T is faulty. Given R, the
diagnosis h ® R is the set of fault labels

h@R={|Teh (T,L) e R, {+e. 3)

Note how a diagnosis is empty when all transitions in / are
normal.

Example 4. Assuming L¢ = {x, y,z, w},aruler R for X is
defined by the following associations displayed in the gray
cells of the matrix of Fig. 1(b), with the other transitions

IFor convenience, signatures are written as strings of labels.
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b_eing normal: (X3, x), (Y4, )_1), (Z3,2), (W3, w). Based on
R, the diagnosis of history / defined in Example 1 is § =
h@ R ={x,y,z}. O

An a-posteriori diagnostic problem relevant to a system
XY is a 4-tuple involving an initial state, a viewer, an obser-
vation, and a ruler,

(X)) =(20. V.0, R). “

Intuitively, the solution of p(X), written A(p(X)), consists
of a set of candidate diagnoses, with each diagnosis being
entailed by a history / in Bhv(X, Xy) whose signature con-
forms to @. As such, A(p(Y)) is

(518=h®R,heBw(Z, Z),hRV O]} (5)

The set of candidate diagnoses defined in (5) is sound and
complete; in addition, it includes the diagnosis relevant to
the actual evolution of X, as claimed by Proposition 2.

Proposition 2. Let p(X) = (X, V, O, R) be a diagnostic
problem, where O = Uh X V) and § = h @ R. Then,
§ € A(p(X)).

Proof. By the definition of behavior space, the actual
history & of the system that caused the diagnostic problem
#(2) belongs to Bhv(X, Xp). Owing to Proposition 1, its
signature belongs to the extension of @, thatis, h XV €
|@]. Therefore, owing to the definition of the set of candi-
date diagnoses provided by Eq. (5), A(g(X)) includes diag-
nosis §, where, as assumed § = h ® R. O

If A is the (unknown) actual history of X, then A(p(X))
includes (besides the relevant diagnosis §) a (possibly
empty) set of spurious diagnoses, each of which is entailed
by (at least) one history 4’ # h such that (A’ X V) € ||O].

Example 5. Let p(X) = (Xo,V,0,R). Drawn in
Fig. 1(b) is a matrix representing both viewer V and ruler
R: for each pair (C,i), C € {X,Y,Z, W},i €[1..4],a(ei-
ther observable or faulty) label is inserted®. This allows us
to associate labels with the arcs of the behavior space. Note
how the solution of (%) includes the diagnosis relevant to
history /2, namely § = {x, y, z}. O

Monitoring

Monitoring-based diagnosis finds out the faults affecting a
DES iteratively, once for each considered chunk of observa-
tion, as soon as such a chunk has been received. Therefore,
solving a monitoring-based diagnosis problem can be seen
as repeatedly solving a-posteriori diagnosis problems, where
the a-posteriori diagnosis problem solved at time ¢ + 1 is in-
herent to the observation considered at time ¢ plus the chunk
of observation received in the meantime from ¢ to ¢ + 1.
However, from the operational point of view, the methods
for solving the two classes of problems are different since
in monitoring-based diagnosis the problem at time ¢ + 1 is
solved by exploiting the solution of the problem at time 7.

2Since, in the example, faulty transitions are (incidentally)
silent, each matrix element contains one label at most, where faulty
labels are shaded.
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The quality of the results produced by an a-posteriori di-
agnosis method is usually assessed based on their sound-
ness and completeness. In fact, if all the outputs are actu-
ally candidates and no candidate is missing, this criterion
guarantees that the (only) actual diagnosis is included in the
set of candidates provided as output. This conclusion, how-
ever, holds only under the condition that the observation is
complete, that is, all the observable events inherent to the
considered time interval have already been received. Such
a condition, in general, is not fulfilled during monitoring,
wherein some observable events included in the observation
chunk received by time ¢ 4+ 1 may have been emitted before
some events included in the previously received chunks.

The uncertain observation taken as input by an a-
posteriori diagnosis task can still be represented as a DAG.
However, this DAG is not given as a whole but, rather, as a
list of several fragments, where each fragment is composed
of one or several nodes along with the relevant temporal con-
straints (arcs).

Formally, let O = (N, A). A fragmentation of O is a
sequence

OF =(F1,..., Fp) (6)

where each fragment F; = (N;, A;), i € [1..n], is com-
posed of a subset of nodes N; C N and a subset of arcs
A; C A such that {Ny, ..., N,}and {Aq, ..., #A,} are par-
titions of N and +A, respectively. Each fragment F; repre-
sents a set of observable events received in the current time
interval. Each node in V; is an event and each arc in #4A; is a
temporal precedence relationship (according to the emission
order). In particular, 4; is the minimal set of precedence
relationships linking the observable events received in the
current interval with each other and with the other events
belonging to the observation. In fact, precedence is a tran-
sitive relationship and, therefore, if the event represented by
N, € N;, according to an arc in #A;, is preceded by an event
represented by another (parent) node Nj, then all the pre-
decessors of N are (implicit) ancestors of N,, without any
need of mentioning them in ;. In other words, +4; includes
all and only the relationships linking the nodes in ; with
their parent nodes.

That given above is the most general definition of a frag-
mented observation, since it does not constrain the set of
parent nodes of a given node in the observation DAG. This
means that an event received in the current interval may have
one or more parent events (i.e. events that precede it in the
emission order) that have not been received yet.

Such a freedom degree can be suppressed by imposing the
following condition, which requires the parents of nodes in
the new fragment to be in the fragments received up to now:

VN> N'e A | N eNi.N e [N @)

Jj=1

Each nonempty prefix (Fi, ..., F;) of O* corresponds to a
sub-observation Of;1 = (N1, /[;), where

M= N Ay = | As ®
=1 j=1
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In practice, if O is known, @* is univocally defined by the
sequence of ;, as (7) entails that 4; necessarily includes
all (and only) the arcs entering nodes in ;.

We define the empty sub-observation Qo] = (9, ¥). Note
how, for each i € [0..n], we can define a sub-problem
#1i1(X) = (X0, V., 01, R).

Example 6. A fragmentation O*, where O is displayed in
Fig. 2, is defined by the following sequence of sets of nodes:
({N1, N3}, {N2}, {Na}, {Ns}). O

A monitoring problem is a 4-tuple involving an initial
state, a viewer, a fragmented observation, and a ruler,

w(X) = (2o, V,0", R). 9)

The solution of p(X') is the sequence of the solutions of the
diagnostic sub-problems py;1(X), i € [0..1],

AW(D)) = (AP (D)), ... Al (X)) -

Example 7. Let u(X) = (Xo,V,0*, R) be a monitor-
ing problem inherent to the evolution described in Exam-
ple 1. Then, A(u(X)) = (Ao, A1, Az, Az, Ay), where
Ao = {0}, A = {w}, Ay = {wi {x} {x )
As = {{w},{x}, {X,y}, {X,y,Z}}, and Ay =
Hwh {x, . 235 0

Example 7 shows that the solution of a monitoring prob-
lem, although consisting in a sound and complete set of di-
agnoses, is quite disappointing. In fact, at monitoring step 1,
one is induced to believe that w is a quite certain fault but,
from iteration 2 on, fault w is not certain any more. The ra-
tionale behind this deceitful behavior is that any sound and
complete reasoning mechanism produces a set of outputs
that comply with the whole observation received so far as
it were a complete observation, while it is not. Since, at any
new step, events can be received that may precede (and/or
follow) those belonging to the observation received up to the
previous step, the extension of the observation may change
non-monotonically from one step to another, thus producing
the highlighted negative effect.

(10)

Example 8. In Example 7 the histories consistent with the
(only) candidate signature ac of O[] are those belonging to
the graph displayed in Fig. 3(a), where the final states are
double circled. The histories consistent with O, displayed
in Fig. 3(b), are those producing either the candidate sig-
natures ach or abc. Fig. 3(b) includes a left subgraph that
causes two new diagnoses to be added in A, with respect to
Ay. This subgraph has been completely added since no ob-
servation prefix of abc had been considered in the previous
step. This is a consequence of the fact that nodes N, and
N3, whose reciprocal temporal order is unknown, have been
considered in two different steps since they belong to two
distinct fragments.

Note that a candidate diagnosis output at a certain time
step, even if the only one, may be completely refuted in sub-
sequent steps. This would have occurred, for instance, to
candidate diagnosis {w} at the second step of our example if
there were no histories in the global behavior space produc-

ing the sequence of observable events acbh.
O
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Figure 3: Nonmonotonic update of histories.

The negative effects we have highlighted are not a con-
sequence of the restriction imposed on the definition of a
fragmented observation by Condition (7). In fact, if such a
condition does not hold, the effects are amplified. Therefore,
we keep on considering the notion of a fragmented observa-
tion that fulfills Condition (7).

Stratification

Given a monitoring-based diagnosis context, we call mono-
tonicity the property of producing as output at each iteration
a set of candidates that includes the actual candidate. Mono-
tonicity is a very important property in monitoring: results
that are not monotonic are hardly useful and dependable.

Formally, let u(X) = (X, V, 0% R), where O* =
(F1,..., F,). Let (Ag, A1q,...,A,) be the solution of
(%) and § the actual (unknown) diagnosis of the (un-
known) history of X. Since A, = A(pp(X))
A(p(X)), based on Proposition 2, we have § € A,. We
say that u(X') is monotonic iff Vi € [0.. (n — 1)] there ex-
ists §; € A; such that

80 <61 S ... Cép—1 S 6.

(1)

Example 9. The monitoring problem p(X) in Example 7
is not monotonic: the actual diagnosis is § = {x, y, z}, for
which Condition (11) does not hold as A; = {{w}} includes
no diagnosis that is a subset of 8. (]

Interestingly, the monotonicity of a monitoring problem
(%) depends on the nature of the fragmentation of O.
On the one hand, not all fragmentations of @* make (X))
monotonic. On the other, the trivial fragmentation involving
the whole observation @ as the unique fragment supports
monotonicity, but this is in fact a-posteriori diagnosis, not

134

May 29-31, 2007

monitoring. Thus, we are interested in the nature of non-
trivial fragmentations that guarantee monotonicity, indepen-
dently of the specific system (and behavior space) at hand,
namely nontrivial stratified observations. The formal defi-
nition of a stratified observation requires the introduction of
three functions applied on a node N of O:

e Anc(N): the set of ancestor nodes of N;
e Desc(N): the set of descendant nodes of N

o Unrl(N) = N — (Anc(N) U Desc(N)): the set of un-
related nodes of N, i.e. all the nodes whose reciprocal
emission order with respect to N is unknown.

A fragmentation O* = (Fi, ..., Fy) is stratified iff for each
fragment F; = (N;, A;), 1 € [1..n], we have

VN e N; (Unri(N) € N;).

12)

A stratified fragmentation is called a stratification and each
fragment a stratum. Condition (12) requires that all nodes,
which are neither ancestors nor descendants (namely, un-
related) of nodes in the i-th stratum, be in the i-th stra-
tum themselves. This allows candidate signatures of sub-
observations to grow incrementally (monotonically), as
claimed by Proposition 3.

Proposition 3. Let O* (F1,..., F,) be a stratified ob-
servation. Then, for each i € [1..n], | Ol is composed of
all the signatures in || O —y|| (possibly) extended with fur-

ther observable labels.

Proof. If the fragmentation is trivial, 0* = O[] = 0 =
(F1), then [|O[q] includes all the candidate signatures of .
Since, for every fragmented observation || Qo[ = {€}, and
each signature in ||@[y;|| either equals or extends the null
signature, the proposition is proved forn = 1 (and i = 1).

Ifn > 1,let F; = (M, Ai), i €[l..n]. Let | F;|| be the
stratum extension of F;, which is the set of all the signature
postfixes of F;. A signature postfix of a stratum F; is a se-
quence of labels in L, this being the domain of observable
labels of the considered system, obtained by picking up a la-
bel from each | N |, N € N;, without violating the ordering
imposed by ;.

Every node N € V; cannot be completely disconnected
from nodes in the higher strata (that is, nodes belonging to
Ul/-_:ll Nj) since N would be unrelated with respect to the
nodes in the higher strata, which contradicts the hypothe-
sis, according to which F; is a stratum and, as such, all
the unrelated nodes of the nodes in the i-th stratum are
in the i-th stratum themselves. In order not to be unre-
lated with the nodes in the higher strata, it is necessary that
VN € N;,AN' = N € A;, N' ¢ N;. Eq. (7) prevents
the existence of any N’ +> N € #; such that N’ belongs to
lower strata than F;. This implies that, VN € N;, 3N’ —

N € A;, N' € Ul/-_:ll N;. Moreover, each such N’/ cannot

be the parent node of any other node N, N” € Ul/-_:ll N,
since this would imply that N is unrelated with respect to
N", which contradicts the hypothesis, according to which
F; is a stratum and, as such, all the unrelated nodes of N
belongs to N;. Therefore, any N’ is bound to be a leaf
node of a higher stratum, this being a node which is not
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the source of any arc in Ul/-_:ll ;. However, there cannot
be any leaf node in all the strata F;, j € [1..i — 2], since
such a leaf node would be unrelated with the nodes in strata
Fs, s € [j + 1..i —1], which contradicts the hypothesis.
Therefore, any N’ is bound to be a leaf node of F;_;.

On the other hand, any leaf node of F;_; is bound to be
the parent node of a node in F;. In fact, a leaf node of F;_;
cannot be a final node of the whole observation, since final
nodes are bound to belong to the last stratum (if they be-
longed to another stratum, they would be unrelated with the
nodes in the lower strata, which contradicts the stratification
hypothesis). Analogously, a leaf node of F;_; cannot be the
parent node of any node belonging to strata Fy, k > i, since
it would be unrelated with respect to all the nodes belong-
ing to the strata F,, r € [i ..k — 1], which contradicts the
stratification hypothesis.

Then, all the leaf nodes of F;_1 have a child node at least
in F;, and all the nodes of F; have a parent node at least
in F;_y. Therefore, each signature in ||9y;}|, is obtained by
extending a signature in ||@[;_q||, relevant to a path ending
in leaf node N’ of F;_;, with a signature postfix of F;, rel-
evant to a path beginning in a node N of F; that is a child
node of N’. This way, all the signature postfixes of F; are
exploited. Since there may be signature postfixes that equal
the null sequence, each signature in ||@;|| either is an ex-
tension of a signature in ||@[;_y}|| or equals a signature in
| @171, which proves the thesis. [

Example 10. Fragmentation O* defined in Example 6 is not
a stratification as the first stratum { N1, N3} does not include
N>, the unrelated node of N3. A possible stratification of
O is defined by the following sequence of sets of nodes:
({N1}, {N2, N3},{Na},{Ns5}). As expected by Proposi-
tion 3, the signatures of the relevant sub-observations grow
monotonically, in fact ||@[0] | = {e}, ||(_9[1]|| = {a},
10|l = {abe,ach}, |Opl| = {abe, ach, abed, achd},
and ||@[4]|| = {abca,acha,abcda, acbda}. O

Proposition 3 states a conceptual property, while it does
not imply in any way that the extension of a stratified ob-
servation be computed in order to solve a monitoring prob-
lem. The incremental growing of candidate signatures en-
tails monotonic monitoring, as stated by Proposition 4.

Proposition 4. A monitoring problem involving a stratified
observation is monotonic.

Proof. Let u(X) = (Xo,V,0* R) be a monitor-
ing problem involving the stratified observation O* =
(Fi,..., F). According to Eq. (10), the solution
is A) = (Alp(D))..... Alpp (D)), where
9i1(X) = (Xo,V, 01, R), i € [0..n]. Based on Eq. (5),
A(&)[l]) = {81 | 8 = hi R, h; € Bhv(X, X0),hi XV e
|Oill}. According to Proposition 3, Vi € [1..n], [|O|
is composed of all the signatures in ||| (possibly)
extended with further observable labels. Therefore, each
h; € Bhw(X, Xy), hy ®'V € |0 is a (possible) exten-
sion of a history h; 1 € Bhv(X, Xo), hi—1 RV € |0y
Consequently, each diagnosis §; = h; ® R is a superset of
a diagnosis §;—; = hj—_1 ® R, where h; is an extension of
hi—1. Since, according to Eq. (5), 8;—1 € A(p[;i—17(X)), this
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proves that V§; € A;,36;—1 € A;—1 (§i—1 C 8;). As already
remarked, since A4, = A(p[(X)) = A(p(X)), based
on Proposition 2, the actual diagnosis § € A,. Therefore,
36,—1 € Ay—1 (6p—1 € §). Analogously, 36, € A,—2
(6n—2 € 8n—1), and so on, that is, Condition (11) is fulfilled
and, therefore, the proposition is proved. [

Example 11. Consider a variant ;/(X) of the monitoring
problem /(X)) defined in Example 7, where @* of the lat-
ter is replaced by the stratified observation introduced in
Example 10. Then, A(u'(X)) = (A), Ay, A, AL, AL),
where Ay = {0}, Ay = {0, {w}. {x}, O} A =
Hwh {x} e v A3 = {wl ixd, {x yh {xs . 23 and
Al = {{wh{x.y,z}}. As expected by Proposition 4,
@' (X) is monotonic. O

Given a nontrivial stratified observation 0%, it is always
possible to transform it into a different stratified observation
by aggregating, for instance, contiguous strata in @*. In
other words, the property of stratification is conserved when
several contiguous fragments are grouped together to form
coarser-grained fragments. The contrary is not true: when
two or more contiguous fragments are obtained by splitting
a single stratum, stratification may be lost. In monitoring,
we may be interested in considering the finest stratification,
where strata cannot be further split without losing stratifi-
cation. This allows the monitoring task to be as reactive as
possible in generating candidate diagnoses.

Proposition 5. The finest stratification is unique.

Proof. We have already underlined that, owing to Con-
dition (7), a fragmentation is univocally identified by the se-
quence of N; of its fragments. Therefore, a stratification,
being a fragmentation whose fragments are called strata, is
univocally identified by the sequence of V; of its strata.

The finest stratification @* of a given observation O =
(N, A) is the one such that each stratum contains all and
only the nodes that are bound to belong to the same stratum.
We define the dyadic operator same-stratum <> between two
nodes N, N’ € N this way: NN iff it is necessary that
N’ belongs to the same stratum as N.

The same-stratum relation is reflexive since by definition,
a fragmentation produces a partition of N, where each frag-
ment (a stratum in a stratification) is inherent to a part; there-
fore, each node N € N necessarily belongs to just one stra-
tum; in other words, N needs to belong to the same stratum
as N itself.

The same-stratum relation is symmetric. In fact, if N’ €
Unrl(N), then NON'. N’ € Unrl(N) means that N’ ¢
Anc(N) and N’ ¢ Desc(N), which imply N ¢ Desc(N')
and N ¢ Anc(N’), respectively. In other words, N’ €
Unrl(N) implies N € Unrl(N’), where the latter entails
N’$N, thus proving the symmetric property.

The same-stratum relation is transitive. If N’ € UnrI(N),
then NON'. Analogously,if N7 € Unrl(N'), then N'GN”.
If the two previous conditions hold, since Condition (12) has
to be fulfilled for every node belonging to the same stratum,
it follows that NN, which proves transitiveness.

Hence, same-stratum partitions A into equivalence
classes, each of which identifies a minimal stratum. [
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Figure 4: Disconnected observation for X.

Example 12. Note how the stratified observation in Exam-
ple 10 is in fact the finest one. A new stratification can be
obtained from it by aggregating the two intermediate strata
into a single stratum, thereby leading to the stratification
({N1},{N2, N3, N4}, {Ns}). U

We may wonder whether all observations can be non-
trivially stratified. The answer to this question comes from
Proposition 6.

Proposition 6. Given an observation O consisting of two
nodes at least, a nontrivial stratification of O exists if and
only if O is connected.

Proof. The proposition consists of two statements: (i)
If O is connected, then a nontrivial stratification exists; and
(ii) If O is disconnected, its finest stratification is the trivial
stratification. Based on the proof of Proposition 5, the mini-
mal strata of an observation @ = (N, ) are defined by the
equivalence classes of nodes identified by the same-stratum
relation. In case (i), the observation necessarily includes a
pair of nodes such as one is the parent of the other. These
nodes belong to two distinct equivalence classes identified
by same-stratum, therefore a nontrivial stratification exists.
In case (i7), the observation consists of several DAGs. Each
node N in one of such DAGs needs to belong to the same
stratum as whichever node belonging to a distinct DAG,
since all the nodes of the other DAGs are unrelated to it.
This means that NN’ for whichever pair of nodes N and
N’ that belong to distinct DAGs of the same disconnected
observation. Therefore, all the nodes in N belong to the
same equivalence class, i.e. to the same stratum. [

Example 13. Let 1’ (X) = (Xo, V, 9*, R) be a monitor-
ing problem, where O* = ({N1, N2}, {N3, N4}) is a frag-
mentation of the observation displayed in Fig. 4. It can
be easily verified that A(u” (X)) = (Ay. A7, A), where
Ay = {0}, A7 = {{w}, {x}, {y}}, A) = {{w, z}}, therefore
the monitoring problem is monotonic although the observa-
tion is not stratified. This, however, does not conflict with
Proposition 6 since, by definition, a stratified observation
guarantees monotonicity independently of the specific sys-
tem at hand. In other words, a stratified observation is a suf-
ficient condition for monotonicity, not a necessary one. [

A final question is about the nature of the solution of a
monitoring problem involving a stratified observation. As
we know, A(u(X)) is a sequence (Ag, Aq, ..., A,) of sets
of candidate diagnoses, with each A; being the solution of
the diagnostic sub-problem gpy;1(X). So, What is the relation
between A; and A;41? Proposition 7 gives the answer.

Proposition 7. Let A; and A;j41, i € [0..(n — 1)], be two
consecutive elements in the solution of a stratified monitor-
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ing problem. Then,
V8 € Aip1 (8 28,8 € A)). (13)

In other words, the set of candidate diagnoses in A; 4 is
obtained by extending a subset of the candidate diagnoses
in A;. This is a shrink and expand operation, where A; is
first shrunk and then the remaining candidates are possibly
extended with additional faults, to eventually make up A; 4.

The proof of Proposition 7 is included in that of Propo-
sition 4 since the former proposition is a Corollary of the
latter. Actually, Condition (13) is a definition of monotonic
monitoring alternative with respect to Condition (11). In
fact, Condition (11) constrains the growth of the actual di-
agnosis to be monotonic. However, the actual diagnosis is
unknown, and variable » in (11) could be assigned any non
negative integer value (that is, we do not know when the ob-
servation is complete). Therefore, Condition (11) has to hold
V8 =468,8 € Aj+1,i > 0, thus obtaining Condition (13).

Let I; be the graph including all and only the histories
entailing A;. We can dually say that ©(X) is monotonic
iff Vi € [0..(n—1)], Vh; € I}, 3hj—y € ;1 such that
h;i_1 is a prefix of ;. In summary, monotonicity of candi-
date diagnoses is a consequence of the monotonic growing
of candidate histories, which, in turn, is a consequence of
the monotonic growing of the observation extensions.

Conclusion

This paper deals with monitoring-based diagnosis of DESs
under uncertain temporal observations, however, it neither
proposes any computational method in order to carry out the
task nor is focused on the notion of an uncertain observa-
tion. Its perspective is rather a conceptual one, so as to span
on several approaches to the task. Its main points can be
summarized as follows:

e The monotonicity property of the solutions (histories
and/or fault sets) of a monitoring-based diagnosis prob-
lem has been defined, which is important from the point
of view of the dependability of such results.

e While multiplicity of diagnosis results depends on the
non-determinism and partial observability of the system
as well as on the (logical, temporal, and source) uncer-
tainty of the observation, it has been shown that, the lack
of monotonicity depends on the incompleteness and tem-
poral uncertainty of the observation.

e A sufficient condition has been explicated, under which
incompleteness and temporal uncertainty of the obser-
vation can be coped with by any sound and complete
monitoring-based diagnosis method in order to achieve
monotonicity of system-level candidate diagnoses, thus
leading to the notion of a stratified observation. Summing
up, results are surely monotonic if two conditions hold:
the problem-solving method is sound and complete, and
the temporal observation is stratified.

By system-level candidate diagnose we mean either a his-
tory of the whole system or the set of faults derivable by
such a history. A system-level candidate diagnose produced
by a sound and complete method is consistent with the con-
sidered observation as well as with the considered system, in
other words, it is globally consistent (Su & Wonham 2005).
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Monotonicity can be regarded as a comparison crite-
rion for different approaches to monitoring-based diagno-
sis of DESs, when they take into account temporally un-
certain observations, such as (Lamperti & Zanella 2005;
Pencolé & Cordier 2005). The former adopts a sound and
complete method, but processes an (uncertain) observable
event (and not an observation stratum) at each monitoring
step. Therefore, such an approach is not monotonic. Its
adaptation so as to take as input stratified observations is
an engagement for the future.

The latter work, after (Pencolé, Cordier, & Rozé 2001),
processes a packet of observable events instead of just one
event at each monitoring step. In (Pencolé & Cordier 2005)
the system observation taken into account at each step is
that received within the time span of a so-called temporal
window. It consists of a sequence of logically-certain ob-
servable events for each component, plus a set of temporal
constraints that can lead to envisage a partial order of the ob-
servable events generated by each considered (sub)system.
The unsolved problem is how to frame temporal windows
in order to achieve completeness of diagnostic results. This
means that, given the modeling primitives and the reasoning
mechanism of the approach, completeness depends on how
the observation is fragmented over time. As far as this prob-
lem is not solved, the method cannot achieve monotonicity
in the general case, as it cannot guarantee completeness be-
forehand and, then, the actual diagnosis may be missed.

The content of the present work is related with that of
(Grastien, Cordier, & Largouét 2005), which deals with the
slicing of an uncertain observation represented as an au-
tomaton. Such a slicing is correct if it guarantees the com-
pleteness of the set of candidate histories when the task of
a-posteriori diagnosis is performed by either a modular or an
incremental method. If the incremental approach is applied
also on-line, as suggested by the authors, results are mono-
tonic (although the paper never discusses monotonicity).

A final remark as to the concept of a stratified observation
is worthwhile. If the observation taken as input by a sound
and complete a-posteriori diagnosis method is stratified, sev-
eral monotonic intermediate results can be produced. If an
intermediate singleton is produced (a unique candidate di-
agnosis), this means that the faults it includes are certain
(in other words, such a diagnosis is a subset of the actual
one). More generally, the intersection of the candidate di-
agnoses produced at any intermediate time is included in
the actual diagnosis. This is quite interesting for making
domain-dependent reasoning and/or taking decisions (such
as, reconfiguration and control) before the diagnostic pro-
cess is over. Therefore, another intent for the future is to in-
vestigate the relationships between diagnosability of DESs
and monotonicity of results.
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Abstract

Developing model-based automatic debugging strate-
gies has been an active research area for several years
that aims at locating defects in a program, utilis-
ing the fully automated generation of an declarative
model of the program semantics from source code. We
provide an overall comparison of past developments
in model-based debugging and predicate abstraction
based frameworks and assess strengths and weaknesses
of the individual approaches. An empirical compari-
son is presented that investigates the relative accuracy
of different models on a set of test programs and fault
assumptions, showing that our abstract interpretation
based model may provide a trade-off between accuracy
and computational complexity. Further, compare se-
lected model-based debugging techniques with other
state-of-the-art automated debugging approaches and
outline possible future developments in automatic de-
bugging using model-based reasoning frameworks.

Introduction

Developing tools to support the software engineer in
locating bugs in programs has been an active research
area during the last decades, as increasingly complex
programs require more and more effort to understand
and maintain them. Several different approaches have
been developed, using syntactic and semantic prop-
erties of programs and languages. While a number
of different approaches (slicing (Tip 1995), mutation
testing (Offutt et al. 1996), model-checking (Chaki,
Groce, & Strichman 2004), Delta-debugging (Cleve &
Zeller 2005), trace-based analyses (He & Gupta 2004)
and model-based debugging (Friedrich, Stumptner, &
Wotawa 1996)) have been introduced, each addresses a
particular deficiency of previous approaches and no
systematic comparison of the strengths, weaknesses
and relationships between the individual debugging
methods has been undertaken.

In this paper, we begin the task by summarising dif-
ferent approaches to model-based debugging that have
been proposed in the literature. Focusing on impera-
tive and object-oriented languages, we briefly outline
the main modelling paradigms and explore relation-
ships between different models with respect to empir-
ical results.

138

Model-based Debugging

Model-based software debugging (MBSD) is an ap-
plication of Model-based Diagnosis (MBD) (Reiter 1987)
techniques to locating errors in computer programs.
MBSD was first introduced by Console et. al. (Con-
sole, Friedrich, & Dupré 1993), with the goal of iden-
tifying incorrect clauses in logic programs; the ap-
proach has since been extended to different program-
ming languages, including VHDL (Friedrich, Stumpt-
ner, & Wotawa 1996) and Java (Wieland 2001). The key
aspects of the approach are that —unlike verification
techniques- it does not intrinsically require a separate
formal specification, but is intended to operate solely
on the outcome of test cases (test vectors); a formal
representation of the program (a “model”) is built au-
tomatically, and used not to determine whether errors
exist, but to try and locate them in the actual code.

The basic principle of MBD is to compare the model,
a description of the correct behaviour of a system, to an
observed behaviour of the system. Traditional MBD sys-
tems receive a description of the observed behaviour
through direct measurements while the model is sup-
plied by the system’s designer. The difference between
the behaviour anticipated by the model and the ac-
tual observed behaviour is used to identify compo-
nents that, when assumed to deviate from their normal
behaviour, may explain the observed behaviour.

The key idea of adapting MBD for debugging is to
exchange the roles of model and actual system: the
model reflects the behaviour of the (incorrect) program,
while test cases specify the correct result. Differences
between values computed by the program and values
anticipated by test cases are used to compute model
elements that, when assumed to behave differently, ex-
plain an observed misbehaviour. The program’s in-
structions are partitioned into a set of model components
which form the building blocks of explanations. Each
component corresponds to a fragment of the program’s
source text, and diagnoses can be expressed in terms of
the original program to indicate a potential fault to the
programmer (see Figure 1).

Each component can operate in normal mode, where
the component functions as specified in the program,
or in one or more abnormal modes, with different be-
haviour. Intuitively, each component mode corre-



DX-07, Nashville, TN, USA

Language
Semantics

D I Test-Cases

— (D)~ ()

Components

Program

Fault

Assumptions

L Conflict sets

MBSD Engine

Figure 1: MBSD cycle

sponds to a particular program modification.!

The model components, a formal description of the
semantics of the programming language and a set of
test cases are submitted to the conformance testing
module to determine if the program reflecting the fault
assumptions is consistent with the test cases. A pro-
gram is found consistent with a test case specification
if the program possibly satisfies behaviour specified by
the test case.

In case the program does not compute the antici-
pated result, the MBSD engine computes possible ex-
planations in terms of mode assignments to compo-
nents and invokes the conformance testing module
to determine if an explanation is indeed valid. This
process iterates until one (or all) possible explanations
have been found.

Formally, our MBSD framework is based on Reiter’s
theory of diagnosis (Reiter 1987), extended to handle
multiple fault modes for a component. MBSD relies
on test case specifications to determine if a set of fault
assumptions is a valid explanation, where each test
case describes the anticipated result for an execution
using specific input values.

While the overall process is intuitive, the precise test
if a program variant conforms to a test specification
is undecidable in general and must be approximated.
Different abstractions have been proposed in the liter-
ature, ranging from purely dependency-based repre-
sentations (Friedrich, Stumptner, & Wotawa 1996) to
Predicate Abstraction (Kob, Chen, & Wotawa 2005).

In the following, the major modelling approaches are
summarised briefly. Readers interested in a more de-
tailed presentation are referred to (Mayer & Stumptner
2007).

Dependency-based Models

Models derived from dependencies between program
statements were among the first to be developed. De-
pendency models are constructed from dependencies
between statements in a program, either by means of

IThe main difference to Mutation Testing (Offutt et al.
1996) is that MBSD typically does not assume a specific be-
haviour for the replacement program expression.
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static analysis or through analysis of particular pro-
gram executions (Wieland 2001).

An abstract model of the program is built that mod-
els the flow of correct and incorrect values through a
program. Concrete values computed by a program are
abstracted into a lattice where only correct and incorrect
can be distinguished. Parametrised with Boolean vari-
ables representing fault assumptions introduced by the
diagnostic engine and transformed to a representation
in propositional logic, the model is used to ascertain
whether the program variant reflecting particular fault
assumptions is possibly consistent with the test speci-
fication.

While the dependency-based models can be applied
efficiently even to large programs ((Friedrich, Stumpt-
ner, & Wotawa 1996) successfully applied dependency-
based models to VHDL-RTL programs of up to sev-
eral MB of source code), object-oriented programs of-
ten result in many spurious explanations. This can
be attributed to the coarse abstraction of the concrete
semantics into abstract transitions computing only cor-
rect and incorrect. In particular for long chains of inter-
dependent program fragments with no assertions or
other observations in-between, the abstraction is too
weak to determine that a particular candidate is in-
consistent with the test specification and consistency
must be assumed. Other purely dependency-based
debugging techniques, such as Slicing, frequently lead
to large result sets due to the same drawbacks.

Value-based Models

The value-based approach (Mateis, Stumptner, &
Wotawa 1999) attempts to eliminate spurious expla-
nations by strengthening the conformance test. The
simple lattice used for dependency-based models is
replaced with a version borrowed from constant prop-
agation, where values that are precisely known are rep-
resented accurately; no information is derived in case
values are not uniquely determined given the fault as-
sumptions and test specification.

Comparing values computed by a program reflect-
ing fault assumptions with the values expected by a test
specification, explanations that cannot fully account
for all failed test cases can be eliminated. It can be
shown (Mayer & Stumptner 2007) that this approach
is strictly more precise than the dependency-based for-
malism, leading to fewer spurious explanations.

While value-based conformance checking is more
precise than dependency-based approximation, the
models are computationally more expensive. The time
required to ascertain consistency in a dependency-
based model is proportional to the program size; the
complexity of the value-based representation is a func-
tion of the length of the execution trace, as in the worst
case, the complete test execution must be simulated.
Consequently, value-based models are only applicable
for small programs (up to a few hundred components).

Concrete values allow to effectively diagnose pro-
grams where the control and data flow can be deter-
mined statically. For programs making heavy use of
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dynamically created data structures, loops and recur-
sive methods, the approach is less effective, as a single
fault assumption can render large parts of a program’s
control flow and program state unknown, collapsing
the model and prohibiting the detection of inconsisten-
cies.

Abstraction-based Models

To overcome limitations inherent to previous ap-
proaches, the conformance tester can be amended to
predict values of a program’s state at an abstract level
in case the precise value cannot be ascertained. Two
different frameworks have been proposed: (i) an ex-
tension to the value-based model using the Abstract
Interpretation (Cousot & Cousot 1977) framework, and
(ii) a Predicate Abstraction based analysis (Kob, Chen,
& Wotawa 2005).

The idea behind the abstract interpretation based
model (AIM) (Mayer & Stumptner 2003) is to combine
static analysis and test execution to approximate pos-
sible execution traces through a program. Instead of a
unique execution trace, each combination of test case
and fault assumption may induce graph representing
a set of consistent traces. Static analysis techniques are
applied to those sections of an execution trace where
precise values cannot be determined. Since fault as-
sumptions in many cases affect only a small part of
a program’s state, the analysis is confined to small
regions of a trace. Precise values derived in other
parts of the execution trace can be exploited to re-
place complex relational abstractions with simpler non-
relational approaches without suffering from degrad-
ing results. While traditional abstract interpretation
is prohibitively expensive for many programs, com-
bining concrete and abstract execution helps to keep
the number of possible traces small. Results obtained
by abstract interpretation (presented in the Empirical
Evaluation section) demonstrate that results can be im-
proved slightly compared to the previous approaches.

The abstract interpretation approach has limited
value for abstract execution traces where multiple re-
lated values are affected by a single fault assumption.
In particular, fault assumptions affecting the dynamic
allocation of data structures may have vast impact on
the program execution. To eliminate such spurious ex-
planations, additional information that cannot be de-
rived from the program is required.

As the AIM may abstract away information that is
vital to isolate faults in some programs, a different ap-
proach that incrementally refines the abstraction to suit
the program has been proposed (Kb, Chen, & Wotawa
2005). An additional analysis based on Predicate Ab-
straction and counter-example guided abstraction re-
finement (Clarke et al. 2003) is performed in case the
value-based model cannot derive a conflict. We refer
to the resulting model as PAM. Replacing the abstract
interpretation engine with an iterative predicate ab-
straction process, model checking is able to provide
improved results for selected programs (Kob, Chen, &
Wotawa 2005). While the initial results are encourag-
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ing, it is not clear whether the predicate refinement
approach is effective in the presence of partially spec-
ified programs due to fault assumptions. Further, the
impact of fault assumptions on the abstraction refine-
ment process has not been explored thoroughly.

Model Checking

A different approach using bounded model checking
(BMC) has been presented in (Griesmayer, Staber, &
Bloem 2006). While not presented in terms of model-
based debugging and diagnosis, the approach is in
principle quite similar. The architecture of the system
differs slightly from the one presented here, where the
debugging engine and the conformance test are com-
bined into a single model checking procedure based
on propositional satisfiability. The program is trans-
formed such that all execution paths up to a pre-set
length can be represented without method calls and
loops. The resulting program is encoded as a logic for-
mula, where conditionals and free variables introduced
in the compilation process model fault assumptions
and their effects on program states. Values for these
variables are not implied by the program behaviour,
but are controlled by the model checker. An incremen-
tal search is performed to find all consistent assign-
ments to variables representing fault assumptions up
to a given number of assumptions. Each set of variable
assignments corresponds to a minimal diagnosis.

As a side-effect, this method is able to provide sug-
gestions on how to modify the faulty program such
that all test specifications are satisfied. While the re-
pair approach is not complete in general, (Griesmayer,
Staber, & Bloem 2006) suggests that the results provide
helpful insights in many cases.

Comparing the BMC-based approach to PAM, it can
be seen that the PAM may result in spurious expla-
nations due to the abstraction used in the modelling
process, while BMC does not share this undesirable
property, provided execution traces are explored in suf-
ficient depth to cover the relevant program behaviour.
If only a single failing test case is available and an ex-
planation e returned by the BMC approach occurs only
once in the trace, e is guaranteed to be non-spurious.
BMC delivers results that are identical to the set of ex-
planations obtained from the most precise consistency-
based model (which cannot be constructed in general)
if all explanations satisfy the conditions outlined here.
Unfortunately, these conditions need not be satisfied
for programs, and it may be difficult to determine a
suitable depth limit. Therefore, further investigations
in suitable approximations and trade-offs between pre-
cision and model complexity are desired.

Fault Assumptions

Most MBSD approaches have great difficulty with
faults that manifest as structural differences in the
model, such as assignments to incorrect variables or
missing program fragments.

While tailored fault modes provide the means to iso-
late such faults, complex fault modes must be applied
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in a controlled manner to avoid exponentially increas-
ing the search space. To reliably and efficiently locate
such faults, additional information is required. While
formal specifications of certain aspects of the behaviour
of a correct program, such as automata or modal logic
formulae, are most beneficial, these are also difficult to
obtain in practice. In particular, in an ad-hoc debug-
ging process, where relevant properties are not known
beforehand or may change frequently, relying on (ca-
sual) debugger users to be able to provide any kind of
formal description is not realistic.

We propose to exploit certain invariants that in iso-
lation provide little information about a program’s be-
haviour, but may allow to exonerate a number of oth-
erwise difficult to eliminate program fragments. In-
stead of creating strong formal descriptions, we rely
on (minimal) pre-existing documentation and selected
invariants associated with natural language templates
to allow users not trained in formal methods to use our
automated debugger.

In particular, simple invariants derived from exist-
ing design documentation can be utilised to guide the
debugging process (Mayer & Stumptner 2004). For ex-
ample, type and cardinality constraints, sequence dia-
grams and pre- or post conditions can be compiled into
abstract models that allow to check programs states for
consistency, derive conflicts and guide the search for
structural faults. An interactive refinement process us-
ing simple observations (“. . . this data structure should
not have changed!”) can further guide the debugger.
The details of this proposal are beyond the scope of
this paper; a more detailed discussion of the model
and examples are presented in (Mayer & Stumptner
2004).

A comparison outlining the worst-case accuracy
of the model-based representation discussed here
and their relationship to other models is presented
in (Mayer & Stumptner 2007).

Experimental Results

In this section, empirical results are presented to
demonstrate the performance of the individual models
relative to each other. While we aim at comparing a
wide variety of models, the discussion in the remain-
ing paper has been limited to models where either an
implementation is available, or results have been pub-
lished using a test set that can be run on different sys-
tems.

In the following, we present empirical experiments
on a test set of programs, showing that the BMC-based
approach provides the fewest false positives and is
closely followed by the AIM. Dependency-based mod-
els generally perform poorly on our test set. Subse-
quently, we illustrate that while the BMC model is very
effective for functional faults, that is faults that do not
imply assignments to incorrect variables, the AIM is
shown to provide more general fault models that are
effective for isolating structural faults.
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Quality measure. To compare different debugging
techniques, an unbiased measure of the quality of ex-
planations is desired. The Score indicator has been
proposed by (Renieris & Reiss 2003) as an objective
measure to compare the performance of different de-
bugging approaches. Intuitively, it is defined as the
fraction of a program that need not be investigated
given the program fragments, R, implicated by a de-
bugging tool such that the true cause, C, of a failure is
guaranteed to be found (Renieris & Reiss 2003). The
size of a program P is measured as the number of nodes
in its Program Dependence Graph pdg(P) that represents
control and data dependencies between statements and
methods. Starting at the implicated statements R, the
program is traversed along the data and control depen-
dencies in pdg(P) in breadth-first order until an expres-
sion in C is reached:
IBES(pdg(P), R, O)l

lpdg(P)|
BES(pdg(P), R, C) denotes the set of nodes in pdg(P) that
is traversed.

Similar to simpler indicators, for example the frac-
tion of a program implicated by potential explanations,
the score favours concise reports focusing on incorrect
program elements, while large reports or reports not in-
dicating a faulty program element are assigned a low
score. In particular, if areport implicates only the nodes
corresponding to the true cause, then score(P, R, C) is
close to one. Conversely, if the report encompasses the
entire program or PDG, the score is zero.

score(P,R,C) =1

Experimental Setup. A set of test programs has been
used to evaluate the performance of different debug-
ging approaches. The TCAS program was taken from
the Siemens Test Suite?, a test bench commonly used
in the debugging community, and transcribed to Java.
The remaining programs have been retained from ear-
lier tests of the VBM and dependency-based models.

Table 1 summarises the experimental setup. For each
program, n variants with different faults were created
by seeding single and double faults and programs were
tested under different test specifications. All programs
were analysed using between one and Test test cases.
With the exception of Adder and TCAS (the former sim-
ulates a binary full adder circuit and the latter the res-
olution advisory component of a collision avoidance
system used in commercial aircraft), no significant dif-
ference between the single and the multiple test-case
scenario was detected. This can be attributed to the
structure of the selected programs, where a large frac-
tion of statements are executed for all test cases.

A summary of our results is given in Table 1. (The
values are 0.5 quartiles over all program variants and
available test cases, as well as the total average val-
ues.) LoC denotes the number of non-comment, non-
delimiter lines in the program’s source code, Tests de-
notes the number of test cases available to compute

’http://www-static.cc.gatech.edu/...
.../aristotle/Tools/subjects/
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explanations, Comp represents the number of diagno-
sis components used to construct explanations, SSlice,
DSlice and VBM and AIM denote the scores obtained
from single-fault explanations computed by the static
and dynamic dependency models, the value-based
model and the abstract interpretation-based approach,
respectively. Exec contains the score obtained from the
number of statements that are executed for a test run.
Due to limitations of the implementation, some valid
diagnoses listed for the AIM may not be included in the
VBM'’s results, yielding a slight bias towards the VBM.
The columns labelled Time denote the time in seconds
required to compute explanations using the VBM and
the AIM, respectively.

Static vs. Dynamic Dependency-Based Models. The
results in Table 1 support the conclusion that that
static slicing and dynamic slicing in many cases can-
not improve much compared to the entire program
and the statements executed in test runs. Similarly,
dynamic slices often improve little compared to the
executed statements, as all statements contribute to
the final result. Given the close relationship be-
tween dependency-based models and slicing (Wotawa
2002), this result translates directly to dependency-
based MBSD.

Dicing is not applicable for most programs, as correct
test executions were not available. (TCAS is an excep-
tion and is accompanied with an extensive test suite;
however, Dicing fails to implicate any program state-
ment, as all incorrect program fragments are contained
in both passing and failing test executions.)

The time required to compute explanations is well
below 1s for all dependency-based models and has
been omitted from Table 1.

VBM vs. AIM. Comparing VBM and AIM, it can
be seen that the AIM improves over the VBM in most
cases. In fact, cases where the VBM provides fewer ex-
planations is due to explanations missed by the VBM.3
Overall, the scores for the AIM consistently outperform
the VBM'’s, indicating that the improved approxima-
tion of the conformance test indeed helps to eliminate
spurious explanations. The AIM provides significantly
fewer explanations than slicing, but is computationally
more demanding. The total time required to compute
explanations using the AIM ranges from one second to
one hour.

AIM vs. BMC. Experiments presented in (Gries-
mayer, Staber, & Bloem 2006) indicate that the model-
checking approach derives slightly fewer explanations
than the MBSD framework, but at the cost of scalability.
The average number of potential faults for the 41 TCAS

3The implementation of the VBM makes quite strong as-
sumptions on where in a program faults are located; many
faults in our test set violate those assumptions and cannot be
detected adequately.
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programs is 8 for the SAT checking approach, while
the MBSD model returns 10 explanations on average.
Translated to a score, the VBM results in 0.950, while
BMC achieves scores exceeding 0.995 for half of the test
cases. This can be explained by the fact that the model-
checking approach simulates each path precisely, while
the abstraction-based MBSD models rely on approxi-
mation. A more precise conformance testimplies fewer
explanations, but demands more resources.

For programs manipulating dynamic data struc-
tures, model checking is able to derive superior results
due to the case distinctions performed by the model
checker, but may exceed available resources even for
simple programs. Suitable definitions of fault modes
for expressions computing object references need to
be devised to avoid implicating a large number of ex-
pressions. (Griesmayer, Staber, & Bloem 2006) report
that their model checker failed to deliver results on a
program implementing a red-black tree data structure
with six nodes due to resource exhaustion.

While most of the BMC model’s scores are in [0.9, 1),
our results are slightly lower (Table 1). This can partly
be explained by the weaker abstraction we apply, but
also by different model granularity. Comparing the
diagnoses with the number of assumables instead of
the size of the program, the two approaches lead to
similar distributions. Comparing the execution times,
it can be seen that the AIM is faster than BMC (1093 s
on average) on the same processor.

Difference-based Debugging. Table 2 compares the
AIM to a spectra-based approach to fault localisation
proposed in (Renieris & Reiss 2003), where failing test
executions are compared to “similar” correct execu-
tions to isolate potential faults. Columns two and three
represent the distribution of scores computed for the
AIM, whereas columns four and five represent scores
derived using the spectra-based analysis (in particu-
lar, the nearest-neighbour-based analysis, which per-
formed best in the cited study). For each TCAS pro-
gram, a score was computed based on all available
test cases. While a unique score for the model-based
approach can be obtained by combining all available
test cases in the analysis, the spectra-based approach
derives a different score for each revealing test run.
Different from the study presented in (Renieris & Reiss
2003), column NN contains the best possible result that
can be achieved using the nearest neighbour analysis
rather than the distribution of average scores.
Model-based debugging achieves vastly better re-
sults than the spectra-based approach: where nearest
neighbour based debugging cannot provide useful re-
sults for more than half of the considered programs,
model-based fault localisation consistently achieves
scores above 0.7. Although the MBSD technique deliv-
ers more consistent results, the maximum scores within
the same category of the spectra-based approach are
slightly higher. Therefore, if a large number of test
cases is available that makes it easy to find a correct ex-
ecution similar to a given faulty trace, difference-based
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Table 1: Experimental results
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Name n LoC Tests Comp SSlice DSlice Exec VBM Time(s) AIM Time (s)
Adder 5 49 8 31 0.469 0551 0.387 0.836 6 0.878 7
Binomial 7 80 2 45 0.612 0.612 0.537 0.706 20 0.863 55.5
BinSearch 7 29 4 249  0.137 0275 0.275 0.310 13 0.931 5
BubbleSort 5 29 4 11 0.620 0.620 0.620 0.672 7 0.897 4
Hamming 7 48 3 38 0.208 0.354 0.354 0.666 556 0.875 64
Permutation 5 54 2 25 0.537 0537 0537 0.518 10 0.833 25
Polynom 9 105 2 689 0786 0.786 0.650 0.898 1035 0.910 359
SumPowers 6 27 4 16 0.407 0481 0481 0.592 7 0.667 2
TCAS 41 78 131 42 0.000 0.853 0.843 n/a n/a 0.950 133
Average 102 5544 1778 3353 0420 0563 0520 0650 2068 0.867 7272

approaches may provide equally good or better results
than the model-based approach. Otherwise, model-
based reasoning may provide better accuracy.

Cause Transitions. Another approach based on dif-
ferences between passing and failing test cases is pre-
sented in (Cleve & Zeller 2005). The idea pursued in
this work is to find “failure-inducing differences” be-
tween program states in a correct and a failing test.
Relevant differences between states in different execu-
tion traces can be seen as vertexes in a causal chain
that may explain why one program execution failed
whereas another execution succeeded. Bisection search
techniques can be applied to refine causal chains and
implicate additional expressions in a program. Faults
are located by traversing dependencies between pro-
gram statements starting at the last isolated cause tran-
sition. A comparison of cause transition based debug-
ging and spectra-based fault localisation is presented
in (Cleve & Zeller 2005), identifying the cause tran-
sitions method as superior. Direct comparison with
model-based techniques would be desirable; however,
individual results for cause transitions applied to TCAS
have not been published.

Results aggregated over the entire Siemens suite
show that the distribution of scores obtained us-
ing model-based debugging is similar to the cause-
transition-based approach for the interval [0.9,1) (the
best cause transition method achieves scores for
roughly 30% of all test programs). In approximately
five percent of the test cases, cause transitions are able
to pinpoint the location of a fault precisely — a re-
sult consistency-based approaches and spectra-based
debugging cannot deliver. The remaining results ob-
tained from cause transitions are mainly distributed
in the interval [0,0.6); scores within [0.6,0.9) are dis-
tributed evenly and can be expected in roughly 20%
of all cases. The comparison based on the distribution
of results given here may not be fully accurate, as the
wider scope of the analysis in (Cleve & Zeller 2005)
may lead to different results than TCAS only.

Overall, it seems that cause transitions are highly
accurate for faults where program states close to the
true fault can be inspected for both the correct and the
failing program execution; otherwise, cause transitions
seem to result in relatively low scoring explanations.
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Table 2: AIM vs. spectra-based fault localisation

Score AIM % NN %

[0,0.1) 0 0 19 46
[0.1,0.2) 0 0 0 0
[0.2,0.3) 0 0 0 0
[0.3,0.4) 0 0 0 0
[0.4,0.5) 0 0 3 7
[0.5,0.6) 0 0 0 0
[0.6,0.7) 0 0 4 10
[0.7,0.8) 12 29 1 3
[0.8,0.9) 15 37 5 12

[09,1] 14 34 9 22

Table 3: Results of fault isolation by distance metrics

TCAS explain A-slicing
vl 0.51 0.91
vll 0.36 0.93
v31 0.76 0.93
v40 0.75 -
v41l 0.68 0.88

Distance Metrics. Another difference-based ap-
proach is presented in (Groce 2004), where abstract
traces derived by a model-checker are compared to
isolate potential faults. The approach extends (Groce
& Visser 2003) such that execution traces similar to a
known counter example are explored with the goal of
isolating a minimal difference that induces a transition
from a correct to a faulty execution trace. Column
explain in Table 3 summarises results for five TCAS
programs obtained using the explain approach (Groce
& Visser 2003) and column A-Slice presents results
obtained from the difference-based algorithm (Groce
2005).

The AIM outperforms the explain approach on all
five examples with equivalent results on version 31.
Opposite results are obtained for the distance-based
debugger, where the AIM consistently falls short by
up to 16%. This is most likely a result of a more pre-
cise representation of the semantics of the underlying
program, together with the requirement of an addi-
tional specification of the correct behaviour that allows
to search for correct executions that are close to a given
counter example.
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Finding Multiple Faults. Initial experiments with
multiple seeded faults indicated that the number of
explanations obtained from the VBM and AIM does
not differ significantly from static slicing and does not
warrant the additional overhead necessary for the com-
plex models. Therefore, developing techniques that
can deal effectively with multiple defects over a wide
range of programs remains for future investigation.

Structural Faults

While the test suite described in the previous para-
graphs occasionally contains assignment faults, miss-
ing or additional statements, a systematic evaluation of
the models’ ability to locate structural faults is desired.
For this purpose, a test bench consisting of 38 variants
of the TCAS program were created, each containing a
single assignment fault where the target variable of an
assignment was changed randomly.

The AIM was applied to each of the variants, using
ten revealing test cases to drive the diagnostic pro-
cess. In addition to the plain AIM applied in previous
sections, we extended the model with additional fault
models tailored to locate faults in assignment state-
ments affecting variables and data structures reachable
from local and globally visible variables. Specifically,
we introduced the following fault modes:

RHS. Assume the right-hand side expression of an as-
signment is incorrect. The value stored by an assign-
ment is left unspecified, while the target variable
remains unchanged. This is the basic fault model
used in the evaluation described previously.

LHS. Each assignment statement assumed to exhibit
the LHS fault may assign to any type-compatible lo-
cal or global variable accessible at the assignment’s
label in the program. The right-hand-side expression
of the assignment is assumed to be correct.

GSF (Global Structural Faults). In addition to the ef-
fects of mode LHS, the right hand side expressions of
each assignment in mode GSF is assumed incorrect.

To simulate complex structural faults in a method,
each method call in mode GSF may assign an arbi-
trary value to a variable visible at the call site. This
fault model allows to isolate a method as possible
source of a structural fault, without modelling the
method on a detailed level.

Table 4 presents a summary of the results obtained un-
der different fault assumptions. For each fault model,
the median number of diagnoses per test case, the total
percentage of test cases where the fault was among the
implicated program elements, the average score and
time in seconds for a test case are presented.

Using the RHS mode only, 8 out of 38 faults could be
located; the results obtained with the remaining models
included all seeded faults. While RHS returns fewer ex-
planations, the overall score of the fault mode is lower,
since seeded faults are not always correctly identified.
On average, RHS and LHS derived between 5 and 6
explanations for each test case, while the GSF mode im-
plicates roughly three times the number of statements.
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Table 4: Result for Assignment Faults

Model Diagnoses Located Score Time (s)
RHS 5 21% 0.840 12
LHS 6 100%  0.923 44
GSF 18 100%  0.769 51

The time difference between GSF and the other modes
can be attributed to the particular implementation of
the model, which does not cache the set of accessible
variables.

While RHS and LHS result a reasonable number of
explanations, GSF clearly is too general to be applied
widely. However, the fault model may be useful when
restricted to certain complex program elements, such
as method calls. Then, complex faults, such as multiple
faults or missing code, within the contained program
fragment may be isolated, which could not be achieved
otherwise.

First experiments indicate that the BMC-based
model is too precise to effectively deal with structural
faults: we were unable to solve a single instance of the
same debugging problem using the LHS fault mode.
Given that the model checker has to explicitly examine
all possible choices of target variables for each mode as-
signment, the state space becomes prohibitively large.
None of the resulting SAT instances could be solved
due to memory exhaustion.

The results indicate that specialised models are re-
quired to effectively locate faults inducing changes in a
program’s data flow. It is also apparent that unless the
scope of a potential structural fault can be restricted to
a narrow region of a program, precise models are of
limited use. Instead, diagnoses computed using more
coarse grained models on a higher level of abstraction
can be used in a preliminary step to focus the modelling
efforts. Furthermore, the abstraction level must be cho-
sen carefully to ensure the search space remains small
while not losing too much accuracy. This is important
in particular for programs manipulating dynamic data
structures, as then the set of target variables increases
rapidly and explicit testing becomes infeasible.

Conclusion

We introduced the basic principle of model-based soft-
ware debugging and illustrated different models cen-
tred around abstract simulation of programs. Dif-
ferences to previous approaches were outlined and
results obtained using different debugging strategies
were compared. We illustrated the relationship be-
tween dependency-based approaches that can be ap-
plied to large programs but lead to coarse results to
execution based and abstract frameworks, which lead
to more refined approaches but are computationally
more expensive.

Further research is needed to find a model repre-
sentation that lies between the execution-based mod-
elling paradigm and the predicate abstraction based
formalisms to obtain a debugging framework that can
effectively handle a variety of programs. Synergies
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between test execution and static analysis can be ex-
ploited to limit the scope of the analysis to relevant
fragments of the execution trace, avoiding the state
space explosion encountered for model-checking while
avoiding overly coarse approximation that can be en-
countered for static analysis based frameworks.

While MBSD has been shown to focus user atten-
tion to a small number of fault candidates, no sin-
gle approach is likely to address arbitrary programs
and faults effectively. The abstraction-based MBSD
approaches still suffer from spurious results, and the
approaches relying on model checking either require a
separate formal specification of the program behaviour,
or may require excessive resources. (Semi-)Interactive
incremental refinement using simple abstraction, his-
tories about past executions and debugging sessions
as well as existing design artifacts would be desired to
simplify the specification of anticipated program be-
haviour, in particular for ad-hoc debugging scenarios
and casual users not trained in formal methods.

We believe that the general debugging problem can
only be solved by combination of different approaches.
In this context, the MBSD approach has potential, with
the MBSD engine as central component, unifying dif-
ferent debugging approaches though the common ab-
straction into components and fault modes, and its suit-
ability for an iterative, interactive debugging session
that reduces the number of diagnoses through multi-
ple user queries (Wieland 2001).

Ongoing work aims at (i) broadening fault models to
deal with a wider range of complex faults, such as as-
signments to incorrect variables, missing or swapped
statements, etc., and (ii) providing simple user inter-
action for incremental specification of complex pro-
gram behaviour. Ultimately, extensions to existing ap-
proaches capable of isolating complex faults and miss-
ing code are desired to cope with general programs.
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Abstract

This paper develops a fault diagnosis methodology for civil
engineering structures based on the bond graph approach.
The bond graph theory provides a modeling framework that
includes parametric models of the physical system and the
sensors. Structural faults are modeled as abrupt or gradual
damage in structural components. Sensor faults are modeled
as biases or drifts from true measurements. Fault detection
uses a statistical method to identify significant deviations of
measurements from nominal behavior of the structure. Fault
isolation is carried out by comparing predicted effects of
hypothesized faults with observed behavior of the structure.
Numerical illustrations of fault diagnosis of a frame struc-
ture driven by time-varying loads are provided.

Introduction

Damage identification and health monitoring of civil engi-
neering structures have received significant research atten-
tion worldwide (Doebling et al., 1998, Peeters & Roeck
2001, Chang et al., 2003). Diagnosing faulty behavior in
these structures is crucial to their safe operation, and de-
veloping robust damage detection methodologies is a chal-
lenging problem. Damage detection schemes can be
grouped into model-based and signal-driven methods. In
model-based methods, the change in the system parame-
ters, such as the structure’s natural frequencies, mode
shapes, and structural members’ stiffness or damping coef-
ficients are employed to characterize damage. Examples of
model-based damage identification techniques include the
ARX, ARMAX and the Least Squares models (Wang &
Haldar 1994 and Kathuda et al., 2005). Signal-driven me-
thods deal mainly with statistical and numerical analysis of
measurement data (Jiang & Mahadevan 2005, 2007). Real-
istic scenarios for damage detection will combine methods
for early detection of the occurrence of the damage and
then isolating the fault to components, such as a beam or a
column in a building. More advanced methods will also
quantify the size of the damage. This allows for repair of
the damaged component before catastrophic failure.

Bond graphs (BG) are an explicit topological modeling
tool for capturing the common energy structure of systems
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(Rosenberg and Karnopp 1983). It is based on modeling
energy flow between system components and inherently
enforces continuity of power and conservation of energy.
Bond graphs provide a systematic framework for building
consistent and well constrained models of dynamic physi-
cal systems across multiple domains that include electrical,
mechanical, hydraulic and thermal systems. The topologi-
cal structure of BG models causality constraints that pro-
vide the mechanisms for effective and efficient fault diag-
nosis based on cause and effect analysis.

Our diagnosis algorithm is based on the TRANSCEND
diagnosis framework (Mosterman & Biswas 1999). The
diagnosis models, temporal causal graphs (TCGs), are de-
rived systematically from BG models and provide the tem-
poral and causal relations between deviant observations
made on the system during its operation and hypothesized
faults. Residuals are computed as deviations in measure-
ments from nominal behavior. In an ideal or undamaged
system the residuals should be zero. Nonzero residual val-
ues imply faults in the structural components or in the sen-
sors. An abrupt fault is a sudden change in a system pa-
rameter (e.g., a sudden reduction in the stiffness or the
damping of a structural member). Incipient faults result
from slow variation in any of the system parameters over
time that causes the system behavior to drift from its steady
state (e.g., degradation or corrosion of steel bars over a
long period of time). We assume faults are persistent.

This paper presents a methodology for applying bond
graph theory to damage diagnosis for civil structures. The
TRANSCEND algorithms are applied to a new domain,
namely building structures. The paper focuses on detection
and isolation of faults in structural components and sen-
sors. For simplicity, we make the single fault assumption,
but the methodology can be extended to multiple faults
(Daigle et al. 2006).

Modeling Methodology

Model-based diagnosis methodologies require system
models that accurately represent system dynamics and also
link faulty behaviors to components of the model. We
adopt the bond graph modeling framework that provides
both these features and present a methodology for model-
ing multi-story building structures.
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Bond graph models are constructed using the Fault Adap-
tive Control Technology (FACT) system (Manders et al.
2006) within the Generic Modeling Environment (GME)
software developed at Vanderbilt University (GME-5
2005). MATLAB Simulink® models are automatically con-
structed from the bond graph models in GME using the
tools described in (Roychoudhury et al. 2007).

Modeling Building Structures using Bond Graphs

Figure 1 shows a two-story frame structure. We first exam-
ine the effectiveness and accuracy of bond graph models of
structures as compared to traditional structural dynamics
modeling techniques. The equivalent lumped-mass model
(two degree of freedom system) of the frame structure is
shown in Figure 1(b). The lumped parameter elements of
resistance (damping) (D;, D), capacitance (stiffness) (kq,

L (1) (1)
Fi(1) mlfz,Dz
—
ki, Dy
777" (a) 7 (b)

Figurel: (a) Frame building (b) Two-dof system

ky) and inductance (inertia) (m;, m,) are interconnected
using energy conserving junctions producing the topologi-
cal structure shown in Figure 2. Structural faults are repre-
sented by persistent, abrupt changes of the lumped parame-
ter values. This bond graph represents the equations of
motion of the frame structure in an implicit form. The bond
graph is modular with each floor represented as a separate
block. The blocks are connected through bond 5 to com-
plete the frame structure. The sensors are also modeled as
separate blocks for measuring displacements. Therefore,
this modeling framework is easily extendible to N-story
structures by duplicating the block of the second floor N-1
times.

We first demonstrate the effectiveness of bond graphs to
model these systems. To do this, we compute the dynamic
responses of this system and compare them with those
computed from the theory of structural dynamics. The
structure is driven by the two sinusoidal forces
Fi(t)=75sin(9¢) and F, () =100sin(9¢) as shown in Fig-
ure 1. In our example, the stiffnesses of the structure are
modeled by k;= 30.70 kN/m, k,= 44.30 kN/m, and the
masses at the floor levels are m,= 136 N s*m, m, =66 N
s*/m. The damping coefficients were modeled by the pa-
rameters D; =307 Ns/m, D, =443 Ns/m. The displace-
ment, velocity and acceleration responses for the frame
structure are computed using the derived simulation mod-
els and also by dynamic analysis using Duhamel’s integral
(Clough & Penzien 1993). Figure 3 depicts the displace-
ment responses from the two methods. The figure shows a
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good match between responses computed using the two
methods.
C: l/k') R: D2
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Figure 2: Bond graph model for the frame and
the sensors
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Figure 3: Dynamic response of the frame
to sinusoidal loading
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that the BG model provides sufficiently accurate results
when compared to standard techniques from structural dy-
namics.

The bond graph model developed for the two-story
frame structure was further examined when the structure is
driven by the first horizontal component of the El Centro
1940 earthquake ground motion (SMDB 2000). The
ground acceleration X, (#)is replaced by two horizontal
forces F; (1) = —m; X, (1),i =12 acting on each floor. The
displacement responses from the bond graph model and
dynamic analysis is shown in Figure 4. Again, the structure
responses show a good match compared with those ob-
tained from the structural dynamics theory.

0.06

- % — Dynamic Analysis
Bond Graph Model ||

4 First floor

0.04f

Displcement (m)
=

-0.04f ! —
-0.06 ;
0 2 4 6 8 10
Time (s)
0.08 : . :
_ Second floor |~ * ~ Dynamic Analysis
0.06¢ # Bond Graph Model [
0.04}

Displcement (m)
L

0 2 4 6 8 10
Time (s)

Figure 4: Dynamic response of the frame

to earthquake acceleration

Modeling Sensors

From a practical point of view, deviations in measurements
could result from damage in structural components or
could also be attributed to sensor errors. For sensor errors,
model-based identification models such as the finite ele-
ment and the Least-Squares methods may not provide ac-
curate results since these models do not account for sensor
faults. On the other hand, bond graph models can easily
model both the physical system and the sensors. Therefore,
since faults are modeled as changes in the model parame-
ters, bond graphs are capable of modeling faults in the
structural components and sensors. This paper examines
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this issue by modeling sensors using bond graphs based
upon the approach presented in (Daigle et al. 2006).

Faults in sensors could result in a bias or a drift in the
measured values. Biased measurements are those meas-
urements that deviate from their true value by a constant
quantity B. Faults in sensor measurements could also result
in a drift between the true value and the sensor measured
value over time.

For a sensor measuring the displacement response, a
bias fault implies that the actual measured displacement
d, is the sum of the true displacement d, and the bias
constant B . Nominally, B is zero. In the bond graph, the
sensor is modeled using a modulated source of flow (MSf)
and encapsulates the relationd,,(¢t;) =d,(t;)+ B, see Fig-
ure 2. As an example, consider the displacement sensor for
the first floor. The effort associated with bond 12, e,
represents the measured displacement, the effort associated
with bond 13 represents the true displacement, and the ef-
fort associated with bond 14 represents the bias quan-
tity B. A C-element with C =1 is included to integrate the
true velocity to obtain true displacement. The effort bal-
ance of the I-junction is e, =e;; + e, Where
e;3(t)=C] fis(t)dr =dj5(t)ande, = B, . This leads to
e, =ds+B, ord, (t)=d, (t)+ B,.

In the case of drift, the measured response d,, is the sum
of the true displacement d,and the driftd ;. The drift is
a function that increases gradually with time. We model
the drift using a linear function of time. Thus,
d,(t)=d,(t)+d,(t)ord, (t)=d,(t)+gt, where gis
a constant representing the slope of the drift function.
Again, the sensor is modeled in the same way as for bias,
but the bias term is replaced by the drift func-
tiond 4, (£) = g ¢ . Nominally, g is 0.

Fault Diagnosis Approach

The fault diagnosis methodology applied in this paper is a
model-based method and consists of fault detection, sym-
bol generation and qualitative isolation of faults. Figure 5
shows the overall architecture for the fault diagnosis ap-
proach. The parameter estimation of faulty components
(fault identification) is not considered in the numerical
examples. The details of the diagnosis procedures are pro-
vided below.

u
STRUCTURE
FAULT SYMBOL
DETECTION GENERATION
OBSERVER
MODEL
¥ PARAMETER |¢ QUALITATIVE
ESTIMATION FAULT ISOLATION

Figure 5: Diagnosis of dynamic systems
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Fault Detection and Symbol Generation

The detection scheme is based on comparison of measure-
ments from faulty and nominal structures. Herein, we dis-
tinguish between two distinct types of faults, namely, ab-
rupt or sudden faults and incipient or degrading faults.
Abrupt faults reflect a discontinuous reduction in any of
the system parameters (e.g., a sudden reduction in the stiff-
ness of a member of the structure). Incipient faults, on the
other hand, represent a slow change in any of the model
parameters. Abrupt faults can be expected to happen to
structures subjected to short duration high amplitude loads
such as blast loadings or strong motion earthquakes. In-
cipient faults could be expected to occur to structures in
their steady state region such as structures subjected to
vibrations from machineries.

The detection procedure is carried out by comparing the
measurements of nominal (normal or undamaged) to faulty
(damaged) measurements. This step leads to determining
the residuals, the difference between observed and esti-
mated behavior, which, when statistically significant, im-
ply fault occurrence. The structure is considered to be
faulty if the residual at any time point exceeds a predefined
threshold value. When noise is included in the measure-
ments, the Z-test is performed to examine if the structure is
faulty or not.

From a practical and experimental point of view, the
presence of noise in response measurements cannot be
avoided. Noise implies uncertainty in the sensors which
could be due to errors, inaccuracy, imprecision, or imper-
fection. When noise is present in the measurements of the
structure responses, the estimation of the residual cannot
be robustly carried out by simple subtraction of the data
and comparing the residual with a predefined threshold
value. Instead, a measure of the deviation of the residual
from the ideal value (typically zero) is defined. The meas-
ure of the deviation at time ¢;is defined by the average
residual for the last N, measurement time points.

The decision whether the deviation is significant or not
is based on a hypothesis test. In the present study we use
the Z-test for this purpose (Biswas, et al., 2003). To per-
form the Z-test, the variance of the residual should be
known. To approximate the conditions necessary for the Z-
test, the variance of the signal is estimated but for a larger
set of samples containing N, observation data points,
where N| >> N, . This approach is applied also to deter-
mine the slope of the deviation once detected.

The symbol generation follows the comparison of the
measurements from nominal and faulty behavior. If the
measurement of the faulty structure at a given point of time
is above normal, a + symbol is assigned, and if below nor-
mal, a — symbol is assigned.

149

May 29-31, 2007

Fat) — €10 fio

R4

Secon(:i floor

First floo :T S &8

€4=B

+1

- €17= B, g
[ !
13

€2 " pe;—p — fis

dt
15— es—p

First floor sensor Second floor sensor

Figure 6: Temporal causal graph for the frame and
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Fault Isolation

When faults are detected, fault isolation begins. The isola-
tion scheme is based on the temporal causal graph (TCG),
which is derived systematically from the bond graph model
of the system (Mosterman & Biswas 1999). The TCG is
derived based on the cause and effect relationships of the
system variables and the constitutive equations of BG ele-
ments. For the two-story frame structure, the TCG is
shown in Figure 6. The structure is first modeled using
bond graphs and the TCG is constructed. The TCG links
faults to their causal effects on measurements, called fault
signatures. Fault signatures represent 0™ through 4™ order
derivative changes on a measurement residual at the point
of fault occurrence. They provide the discriminatory power
in the fault isolation approach.

The TCG is used to perform a backward propagation for
the deviant measurement to generate the possible fault
causes. This identifies a set of parameters that could be the
reason for the fault. It also determines whether the cause is
an increase or a decrease in the parameter. Some of these
such as increase or decrease in the masses or increase in
the stiffness or damping parameters are omitted. The quali-
tative fault isolation consists of two steps which are:

1. Perform forward propagation for each possible fault
scenario determined in the previous step, to estimate
the fault signature matrix. This matrix contains the qu-
alitative effect of the change in the structure parame-
ters (reduction - or increase +) on the measurements
quantities. For instance, the signature of the stiffness
parameter k; is derived from the TCG by assuming
that k; decreases and tracking the effect of this on the
displacements u; and u, and their derivatives. The sig-
natures of other parameters are derived following the
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same procedure. The fault signature for the frame
structure of Figure 1 is provided in table 1.

2. Carry out progressive monitoring on each of these
fault causes and the one that matches the fault signa-
ture is the actual fault.

Table 1: Fault signatures for the frame up to the first
non zero direction of change

First floor dis- Second floor dis-

Fault placement (i) placement (i)
ky 00+ 000+
ks 00+ 00-
Dy 00+ 000+
D, 00+ 00-
B/ +

B3 0 +
By ]

B, 0 -
dn’ 0+ 00
dry 00 0+

The computed fault signatures of the frame structure are
shown in Table 1. We only show the signature up to the
first nonzero direction of change. Faults which produce
discontinuities on the measurements (0™ order changes)
provide additional discriminatory power. Higher order ef-
fects eventually manifest as first order effects, and since
we can only measure magnitude and slope reliably, only
the first change (and whether it was discontinuous) is use-
ful. Since we measure displacement, the fault signatures
represent a qualitative measure that reflects how a dis-
placement observation could be affected by a change (re-
duction or increase) in one of the structure parameters. For
instance, to derive the fault signature of the stiffness of the
first floor k;, a forward propagation is performed using the
TCG of Figure 6 by tracing the qualitative effect of a de-
crease in k; on the response measurements u; and u,. The
signature is found to affect the second derivative of u; and
the third derivative of u, and thus its signatures are 00+
and 000+, respectively. Signatures of other parameters are
generated following the same procedure, described in de-
tail in (Mosterman &Biswas 1999). It is observed from the
table that the fault in the stiffness parameter of the first and
the second floors have different signatures on the meas-
urements #, and u, . Furthermore, the signature of a fault
in the stiffness parameter k,is the same due to a fault in
the damping parameter D, . The same observation is valid
for the stiffness and damping coefficient of the second
floor. This observation is consistent since the reduction in
the stiffness or in the damping coefficient implies damage
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to the columns of the same floor, and in practical situa-

tions, knowing this is enough.
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Figure 7: Noisy measurements (5% noise)

Numerical Examples

Two-story Building under Blast Loading

The two-story shear frame of Figure 1 is considered. This
structure was studied by Wang & Haldar (1994) within the
context of system identification of frame structures with
unknown inputs. The structure is acted upon by a blast load
of peak amplitude of 150 kN at 7 = 0 s decreasing linearly
to zero at 2.0 s and applied at the second floor. The nu-
merical values for stiffness, masses and damping consid-
ered previously are adopted in this example for simulating
the theoretical response measurements for the undamaged
and damaged structure. The displacement, velocity and
acceleration responses at the two floors are computed using
the simulation model generated from the bond graph. The
possible fault causes considered include faults in the struc-
tural components (ky, k, Dy, D,) and bias (B, B,) or drift
(dry, dry) in the sensors.
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Table 2: Natural frequencies of undamaged and dam-
aged structure (Rad/s)

Undamaged Damaged structure (20 %)
truct
structure k| damaged k, damaged
W 11.83 10.68 (9.72 %)  11.69 (1.18 %)
W, 3291 32.61(0.91 %)  29.78 (9.51 %)

The sampling time of the simulated responses was taken as
0.01 s. For the damaged structure, reductions of 10 % and
20 % in the parameters k,, k,, D; and D, were used for the
experimental study. Table 1 summarizes the first two natu-
ral frequencies for the undamaged and the damaged struc-
ture due to damage of 20 % in the stiffness parameters. The
table summarizes also the associated percentage reduction
in natural frequencies. Figure 7 shows the theoretical dis-
placement measurements for the undamaged and damaged
structure.

Faults in Structural Components

We first consider damage in the columns of the first
floor. The fault is simulated by reducing the stiffness pa-
rameter kat #=0.60 s by 20 % and the theoretical meas-
urements u; and u, were computed using the simulation
model. The noise free displacements of the undamaged and
damaged structures were used as observations. Damage is
considered to occur if the displacement measurements de-
viate by more than 5 % of the nominal values. The diagno-

3

20X 10

— Ufaulty measurement
Faulty measurement

First floor

Displacement (m)

0 0.5 1 15 )
Time (s)
0.03 . .
Second floor | — Ufaulty measurement
0.025 Faulty measurement H

Displacement (m)

-0.005

0 0.5 1 1.5 2
Time (s)
Figure 8: Noisy measurements with sensor bias
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sis model detects a fault at 0.70 s due to deviation in u, ex-
ceeding the threshold quantity adopted. The displacement
u deviates at 0.76 s. The backward propagation determines
that the cause for the fault could be due to reduction in the
stiffness parameters k; and k, or the damping coefficients
D, and D, or due to increase in the masses 7, and m, .
In this study, the possibility of faults occurring due to in-
creases in the masses is eliminated since masses are as-
sumed to remain unchanged.
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Figure 9: Noisy measurements (abrupt fault)

Table 3: Diagnosis results for the frame structure

Fault Itrilizzt?s);l Detection and diagnosis time

ki 0.60 (20%) u; deviates, 0.73, u, deviates 0.76 k; or Dy
ky 0.60 (20%) u, deviates, 0.68, u; deviates 0.70 ky or Dy
Dy 0.55 (20%) u, deviates, 0.89, u; deviates 0.91 k; or Dy
Dy 0.55 (20%) u, deviates, 0.88, u; deviates 1.15k, or Dy
B 0.65(0.002m)  u deviates, 0.68

B3 0.65 (0.002m)  u, deviates, 0.68

The forward propagations for reduction in the parame-
ters k,or D, lead to the second derivatives ofu; and u,
above normal (00+). Similarly, the signature of reduction
in k, orD,is accompanied by below normal (00-)
and i, above normal (00+), see table 1. Comparing these
signatures with the fault signature in Table 1, the fault is
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identified in the columns of the first floor (due to reduction
in either k; or D, ). A similar analysis with a reduction of 20
% in the damping coefficient D, was also carried out and
the progressive monitoring leads to identifying the damage
in the columns of the first floor. It is to be noted that the
diagnosis model successfully isolates the fault to be in the
columns of the first floor or the second floor. From engi-
neering point of view, this is considered to be sufficient
since damage in the columns implies reductions in stiffness
and damping. The inspection that follows this step deter-
mines the location of the damage and necessary repair.

To address the issue of noise in measurements, a nu-
merically generated stationary Gaussian white noise with
zero mean and intensity 5 % of the root-mean-square val-
ues of the displacement at first floor is added to the theo-
retical responses. With the noise included in the response
data, the structure is again diagnosed and some of these
results are in Table 3 and Figures. 7-8. Herein, the Z-test is
employed with the mean residual adopted in detecting the
fault. In the numerical analyses, the parameters
Ny, N,,aare taken as 50, 5 and 1.0, respectively. By in-
jecting a fault of 20 % reduction in the stiffness parameter
k, and for a noise level of 5 %, the fault was detected at
0.73 s due to deviation on u; and u, deviates at 0.76 s (for
noise free the fault was detected at 0.70 s). This implies
that the presence of noise in the measurements may result
in predicting the fault at a different time compared with the
case of noise free measurements. The diagnosis model suc-
cessfully detects and isolates the fault source to be in the
stiffness or the damping coefficient of the first floor.

Faults in Sensors

We consider sensor faults modeled as bias in the measure-
ments. We inject a bias of 0.002 m to the displacement at
the first floor at 0.65 s. The true and faulty measurements
at the first floor with noise included are shown in Figure 8.
A similar analysis was carried out for a bias in the second
sensor, see Figure 8. The fault signatures for individual
biased measurements B, and B, are provided in Table 1.
The signature of the bias in one sensor on the displacement
measured by the same sensor is +. The bias or fault in one
of the sensors has no effect on the other sensor which is
physically true. In bond graph setting there is no path that
connects the element source that simulates the bias element
in one sensor (e.g,S,:B;)and the measurement in the
other sensor (f;) and therefore the signature is 0. For the
bias B,, the diagnosis model successfully detects the fault
to be in the first sensor at 0.68 s. For the noise free meas-
urements, the fault was identified at 0.65 s. A similar
analysis with bias in the second sensor was carried out and
the diagnosis model successfully detects the fault to be in
the second sensor, see Table 3.

Two-story Building under Sinusoidal Load

To examine the applicability of the diagnosis model devel-
oped in this paper to alternative external loading conditions
we reconsider the frame structure of Figure 1. The struc-
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Figure 10: Noise free measurements (degrading fault)

ture is assumed to be subjected to the sinusoidal
forces F (1) = 75sin(9¢) and F, (#) =100sin(9¢) as  shown
in Figure 1(a). The frequency of the driving forces is se-
lected to be close to the first natural frequency of the un-
damaged structure. The total duration of the input is taken
as 10.0 s. In the previous example, the damage was intro-
duced by decreasing the structure stiffness or damping at a
certain time by some value. In practical situations, it is
possible that damage to the structural members may occur
gradually over time and not suddenly. For this reason, this
example examines modeling degrading faults. This aspect,
to the best of our knowledge has not been considered ear-
lier within the context of fault diagnosis of civil structures.

We consider abrupt faults first. A reduction of 10 % in the
stiffness parameter &, is applied at 7 =4.0s and the simula-
tion model is used to generate the displacement measure-
ments at the floors levels. Figure 9 shows the noisy dis-
placement measurements for the undamaged and the dam-
aged structure. The damage was detected at 4.10 s for the
noise free measurements and at 4.16 s for the noisy meas-
urements due to deviation in #,. The numerical values for
Ni, N, and o were taken as in the previous Example.
Comparing the fault signatures of Table 1 and the meas-
urements variation, it is seen that the damaged parameter is
either k, or D, . Similar analysis was also obtained when the
damage was introduced to the stiffness of the second floor
and the diagnosis model detects the fault and isolates &, or
D, as the damaged cause.

In the above analysis, the structure damage was modeled
by a sudden reduction of 10 % in the stiffness parame-
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ter k;at 1 =4.0s. To model a degrading damage, i.e., slow-
ly varying damage to the structure, we introduce a linear
reduction to the stiffness of the first floor. The damage
represents a uniform reduction of 15 % in the parame-
ter k&, over the time period 3.0 to 10.0 s. Again, the structure
displacement response for the damaged structure was
simulated using the simulation model (see Figure 10). The
diagnosis algorithm detects the damage at r=5.32s and
the defect is in the columns of the first floor.

Conclusions

This paper develops a fault diagnosis methodology for civil
engineering structures based on a qualitative approach to
fault isolation. The paper focuses on fault detection and
qualitative isolation of defected structural and sensor com-
ponents. The proposed diagnosis scheme models sensors
using bond graph components and therefore is capable of
detecting and isolating faults in sensors as well. In this
context, it may be emphasized that alternative damage di-
agnosis techniques such as ARX, ARMAX and the least-
squares models do not account for sensor faults.

For verification purposes, both noise-free and noisy re-
sponse measurements were considered. The advantage of
the present diagnosis scheme is the isolation of faulty
components with less computation compared to solely
quantitative diagnosis methods such as ARX, ARMAX and
the least-squares approach. In the present paper, fault diag-
nosis of a two-story frame structure was studied. The diag-
nosis of larger and complex structures is of interest. Fur-
thermore, the diagnosis algorithm can be further improved
by including a least-squares scheme to quantify the fault
size of the isolated faulty component.

In the present study, physical dynamic systems such as
frame structures were modeled using shear frame models.
The use of more accurate models for continuous systems
taking into account translational and rotational degrees of
freedom is of significant interest. It is also of interest to
investigate multiple fault scenarios.
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Abstract

This paper address the problem of discovering chroni-
cles models from the timed data contained in the data
base of a knowledge based system that monitors, diag-
noses and controls a blast furnace. The key idea is to
add an entropic criterion in the Stochastic Approach,
which is based on the representation of sequences
of discrete event class occurrences as a homogenous
Markov chain and its corresponding superposition of
Poisson processes. This representation allows an ab-
ductive reasoning to discover temporal knowledge and
to represent it as an abstract chronicle model tree (the
BITAT algorithm). We define the BJ-Measure of a
sequential binary relation as an adaptation of the J-
measure of the Information Theory between two vari-
ables. The design of the BJ-Measure has lead first
to modify the BIT4T algorithm to reject the relations
when the antecedent and the consequent are indepen-
dent. And second, the BJ-Measure has lead to define an
heuristic to prune the BJT4T trees with the aim of re-
ducing the search space of potential diagnosis chronicle
models. The first results of this approach are presented
on the alarms of the SACHEM system of the Arcelor
Mittal Steel group.

Introduction

The aim of our works is to define a method for discovering
the relations between alarms in order to predict and avoid
undesirable alarms. The problem of discovering the rela-
tions between alarms in a sequence of alarm occurrences can
be formulated as follow: given a sequence of alarm occur-
rences, what is (are) the model(s) that allows predicting the
occurrences of an alarm? This problem is still an open prob-
lem (Mannila 2002) and one of the difficulties is the combi-
nation of logical relations and temporal constraints ((Cauvin
et al. 1998), (Hanks & Dermott 1994)). This problem is
similar to the “chronicle learning” problem where chroni-
cle models are frequent “patterns” of alarms. A chronicle
model is a graph where the nodes are alarms and the arcs are
timed constraints between the alarms occurrences (Ghallab
1996). This formalism can be used to represent the frequent
patterns that are discovered with algorithms inspired from
the Data Mining domain (cf. ((Cordier & Dousson 2000),
(Dousson & Duong 1999) for examples in a telecommunica-
tion network). (Le Goc & Bouché 2005) proposes a stochas-
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tic approach to model a sequence of discrete event class oc-
currences to avoid the main problems of the frequency ap-
proach of the Data Mining domain (see next section). The
stochastic approach considers that a sequence of discrete
event class occurrences is a particular execution of a timed
stochastic automaton. A sequence can then be represented
in the dual forms of a homogeneous Markov Chain and its
superposition of Poisson processes, which approximates the
stochastic and the temporal properties of the corresponding
timed stochastic automaton. Timed relations between dis-
crete event classes can then be directly deduced from these
representations.

The next section presents a brief state of art of the vari-
ous approaches for discovering temporal patterns from the
timed data contained in a data base. Section 3 introduces the
stochastic approach, and section 4 presents the BJ-Measure
that allows to prune the chronicle models produced with the
stochastic approach . An application of this approach on
Sachem system’s alarms is proposed in section 4 and the
section 5 concludes the paper on our current works.

Related Works

The Data Mining domain aims at defining techniques to find
a minimal set of relations of the type y — x that characterize
a database (Agrawal, Imielinski, & Swami 1993). Generally
speaking, these techniques generate a large amount of rules,
much of them being redundant and not informative accord-
ing an application domain, and largely differ according to
the fact that the data are timed or not.

Mining a Data Set

A lot of measures have been defined to evaluate the interest
of the discovered relations. According to (Blanchard et al.
2004), the interest notion is concerned the “generality” of
an n-ary relation (the number of examples), evaluated with
its “support” (Agrawal, Imielinski, & Swami 1993), (Ko-
dratoff 2000), the “implicative power” (i.e. the ability of a
relation y — x to deduce an x given a y) evaluated with the
Confidence Measure (Agrawal, Imielinski, & Swami 1993),
the Inclusion Rate (Gras et al. 2004), the Sebag-Schoenauer
Measure (Sebag & Schoenauer 1988), the Loevinger Mea-
sure (Loevinger 1947) or the J-Measure (Smyth & Good-
man 1992), or the “Statistical Significant”, evaluated with
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the xz test (Brin, Motwani, & Silverstein 1997), the Inten-
sity implication (Gras 1996) or its Entropic version (Gras et
al. 2001).

Let be X and Y two random variables taking a value
in the respective sets X = {x;},i=0,1,...,n and Y =
{yj},i=0,1,...,m. Considering the assignation of a par-
ticular value x; chosen in a set of n values to the variable X
as a discrete event occurrence (idem for Y)), Shannon defines
the entropy of the joint event (¥ =y;,X =x;) as the quantity
H(X,Y) (Shannon & Weaver 1949):

H(Y.X) =} p(j,i) x log(

L (i) W

where p(j,i) = p((Y =y;,X =x;)). Since p(Y =y,)
p(j) =Lip(j,i), we have:

. 1
:;pw X log(;m) )

Considering a Markovian process that generates a se-
quence of events X = x; and Y = y; according to the proba-
bilities p(i) and p(j) of the values x; and y;, Shannon defines
the conditional entropy of X, Hy—, (X) = H(X|Y =y;) as
the average of the entropy of X for each value of Y, weighted
according to the probability of ¥ of getting the particular
value y; (Clark & Niblett 1989):

H(X[Y =y;) th x log(——) 3)

1
pilj)
where p(i|j) is the probability of the transition from the
event Y = y; to the event X = x; in the considered Marko-
vian process. By definition, p(j,i) = p(i|j) x p(j) and
X jl’(i lj) =1
From these definitions, different measures have been de-
fined in order to evaluate the link between variables. Gen-
erally speaking, an Information Theory based measure of
the information exchanged between two variables Y and X
is an evaluation of the information provided by the event
Y = y; on the values of a variable X whenever the event
Y =y; changes the prior probabilities {p(i)} of the vari-
ous possible values x; of X to a new set of p{i|j} posterior
probabilities (Blachman 1968). So, any measure of the form
F(X;y;) = f(P,Q) linked with the information entropy of
a random variable X that take into account the prior P(X)
and the posterior Q(X) probabilities of X is an Information
Theory based measure that can used to reason on the rela-
tions between a given set of variables. For example, the Mu-
tual Information, also called the Entropy diminution or the
Entropy gain, measures the average amount of the informa-
tion shared between two variables Y and X (Jaroszewicz &
Simovici 2001):

1(Y,X) = - Y H(X|Y =y)) “4)
J
The Theil Uncertainty Coefficient measures the entropy
reduction rate of X due to Y (Theil 1970):
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u(y,x) = ®)

The J-Measure represents the mutual information amount
shared between the variable X and the value y; (Smyth &
Goodman 1992):

ST =3 = pli)x i) xtog )

p(Jj) x j(X,Y =y;) (6)

The J-Measure is unique, never negative and null at the
independence point (Blachman 1968). According to (Smyth
& Goodman 1992), the J-Measure is a combination of two
terms (equation 6): (i) p(j) = p(Y = y;) representing the
probability of the event ¥ =y;, and (i) j(X,Y =y;) rep-
resenting the Cross-Entropy between the distribution of the
probabilities of the value of X when ignoring the event
Y = y; and the distribution of the conditional probabilities
of the values of X considering the event ¥ = y; (Shore &
Johnson 1980). In other words, j(X,Y = y;) is a measure of
the distance between the two distributions (Figure 1).

08

06 1
=+ log| —=
plx

04

02 Independency

Figure 1: Graphical Representation of j(X,Y =y;)

Mining a Data Sequence

When the data are timed, the data base is a sequence, a se-
ries of symbols ordered with an index more or less explic-
itly connected with a set of times. Two basic problems oc-
curs when mining a sequence: (i) the relations depends of
the order of the symbols (sequentiality) and (ii) symbols are
not directly related with variables. The first problem entails
some difficulties to adapt the Information-Theory measures
that have proved to be efficient when mining data sets (Blan-
chard et al. 2005). To solve the the second one, Blanchard
and al. (Blanchard et al. 2005) propose an extended notion
of the Mutual Information, the Directed Information Ratio,
but very few applications have been yet published.

Agrawal and al. (Agrawal & Srikant 1995) proposes an-
other type of approach to discover sequential relations from
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a large sequence. The method consists in finding a suite
of items that is frequently observed in the sequence. The
frequency is the number of times a pattern is observed in
a given sequence (i.e. its support). This approach, called
the Frequential Approach, is the basic of a set of algo-
rithms like APRIORIALL, APRIORISOME and DYNAM-
ICSOME. Mannila and al. (Mannila, Toivonen, & Verkamo
1997) propose another method to discover sequential pat-
terns, called episodes, in a sequence of discrete events cor-
responding to the alarms of a telecommunication network
(Hatonen et al. 1996a; 1996b). An episode is a collection
of events that appear relatively close between them in a par-
tial order. The episode having a frequency over a minimal
threshold is then considered as a sequential pattern (WINEPI
and MINEPI algorithms).

In the temporal logic domain, Ghallab (Ghallab 1996)
proposes the notion of chronicle model to represent a set of
timed binary relations between events. A chronicle model
is a kind of temporal pattern specification where nodes are
events and links are timed binary constraints represented
as [min, max] intervals. Gallab’s method for discovering
chronicle models consists in splitting a set of sequences in
examples and counter examples and finding the longest pat-
terns that are common to the examples and that are not in-
cluded in the counter examples. The main problem of this
method is precisely to define what is an example and what
is a counter example. This explains why, with the "FACE”
algorithm, Dousson and Duong (Dousson & Duong 1999)
has adapted the notion of chronicle models to the method of
(Agrawal & Srikant 1995). But no sound method is provided
to evaluate the timed constraints of the chronicle models.

The main problems of the frequency approach for mining
a sequence are then the followings:

e The frequency approach fails at providing a global de-
scription of a sequence (Mannila 2002). This approach
generates a large amount of relations that are represen-
tative of the recurrent parts of a data set, but not of the
process that has generated the data set.

e The resulting n-ary relations are not linked with a specific
behavior. Patterns being basically associations, it is often
difficult to provide a semantic to the resulting relations.

e There is no sound theoretical basis for the evaluation
of the timed constraints between the sequential pattern
items.

e The computation time of the frequency approach is linked
with the size of the patterns and the size of the sequence.

Principles of the Stochastic Approach

The Stochastic Approach aims at solving these problems
when considering a given sequence ® = (o; :: C'),k € K =
{0,...,m—1} of m occurrences oy, of discrete event classes
C' as the observable effects of a series of transition state
of a timed stochastic automata (Le Goc & Bouché 2005),
(Bouché, Le Goc, & Giambiasi 2005).

When the discrete event class occurrences are indepen-
dent, the w sequence can be represented under the form
of a homogeneous Markov chain X = (X(#);k € K). To
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this aim, the set of discrete event classes Cg = {C'}izg.._1
of o is confused with the state space Q = {i};—o. -1 of
the Markov chain X. A binary subsequence @' = ( 05— ::
C',0 :: C7) C o corresponds then to a state transition in
X : X(d(ok—1)) =i — X(d(ox)) = j, where d is a function
returning the occurrence time (Yoi = (#,C") d(0x) = ). X
being homogeneous, the transition probability from a state i
to a state j is a constant p;;:

Vk € K,P[X(t) = jIX(tx—1) = i] = P[jli] = pij
Pij = P (0]<71 2 Chog Cj) - 60|0k,1 I Cl} 7)
pUEP C1|Cl]

A timed sequential binary relation of the form R(C',C/,
[t7,7"]) can be constituted with a sequential relation
Rs(C',C7) deduced from the transition probability matrix
P = [p;j], the timed constraints [, 7"] being computed
from the corresponding Poisson processes superposition. To
this aim, the P matrix is weighted in a B = [b;;] matrix with
the probability of the sub-sequence (oz_; :: C%,0x :: C/) in
:

b,’j = p,'jXP[(()k,l ZZCi,OkZZCj) g(l)] )
= P [(Okfl o C’,()k o Cj) - (I)|Ok,1 I Cl} (8)
x  Pllog_1:Cl,o;::C)) C 0]

Given a set Q = {@;} of sequences, the role of the "BJT”
algorithm (Backward Jump with Timed constraints (Le Goc
& Bouché 2005), (Bouché, Le Goc, & Giambiasi 2005))
is to compute the B matrix and the Poisson process su-
perposition associated with Q. Given a maximum depth
and a maximum width, the "BJT4T” algorithm (BJT for
Tree) uses these representations to constitute a set M =
{R(C',C’,[t~,7"])} of the most probable timed binary se-
quential relations leading to a specific output discrete event
class C* (i.e. M constitutes a tree).

A path is a series M = { R(C',C"*![t7,]) }, i =
0...n, of n timed sequential binary relations. The antic-
ipation rate of a path M is the ratio between the num-
ber i(M) of instances of M and the number i(M’) of in-
stances where M’ is the path M minus the last timed bi-
nary relation (i.e. R(C"~',C",[t ,,7/ ,])). An instance
®,, of M is a sub-sequence of @; C Q the occurrences
of which are consistent with the logical and the timed
constraints of M. For example, given a path Mjy; = {
Rip(CY,C%[1y5, 7)), if i(Mi23) = 10, and i(My) = 15,
My = Miz— Ry3(C?,C3,[153,755]), then the anticipation
ratio of Mjy3 is equal to 10/15 = 66%. The cover rate of
a path is the ratio between the number of instances i(M) and
the number of occurrences of the final (output) class of M in
Q. For example, if i(M123) = 10 and the number of discrete
event class occurrence o :: C2 in Q is 20, the cover rate of M
is equal to 10/20 = 50%. The Cover Rate is a kind of timed
version of the support notion of the Frequential Approach.
The ”"BJT4S” algorithm (BJT for Signatures) looks for the
anticipating and the cover rates of each paths of such a tree.

The first problem with this method is that the number of
paths contained in a tree is exponential with the width of
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the tree. The second problem is that the complexity of the
BJT4S algorithm is linear with the number of occurrences in
Q. So there is a need to define a way to prune such a tree in
order to keep only sub branches containing strong relations
between the classes. The Stochastic Approach defining a
mathematical framework that is compatible with the one of
Shannon’s Information Theory, we propose then to define an
oriented J-Measure, called the "BJ-Measure”, to evaluate the
quantity of information flowing from a discrete event class to
another. This measure aims at providing a mean to solve the
problem of Ghallab’s method of splitting a set of sequences
in examples and counter-examples. This paper presents an
application of the BJ-Measure to prune a tree of timed binary
relations provided by the Stochastic Approach.

The BJ-Measure

In the following, to avoid any confusion with the association
symbol ”—”, we will use the symbol ”—" to denote a timed
sequential binary relation: R(C',C?,[t™,7"]) =C' — C°.

Definition of the BJ-Measure

Considering the memoryless property of a Markov chain,
the relation C' — C? between the classes C' and C° can
be view like one of the four relations linking the values
of two random binary variables ¥ = {C',—C'} and X =
{C?,—C°} connected through a discrete memoryless chan-
nel (Figure 2, (Shannon & Weaver 1949)). This means that
—C'=Cgq — {C'} and —C° = Cy, — {C°}, so that p(C°|C'i) +
p(=C°|C") = 1. The basic definition of Shannon’s condition
information entropy (cf. equation 3) is then directly applied:

H({CO, _|C()}‘Ci)

—p(C7) x p(C?|C7) x log(p(C?|CT))

= p(C) x p(=C?|C") x log(p(=C?|C"))

H(C?|C) + H (=C?|CY)

(€))

Consequently, an oriented cross-entropy based measure
can be defined on a relation C' — C°.

P(C°|CY

P(C|~C)

P(—C|CY)

—C

—|Ci e

P(—C°|—CY)

Figure 2: Discrete Event Memoryless Channel

Definition 1 The occurrences of the event class C' bring a
quantity of the information to the occurrences of C° in a
given sequence o if and only if p(C°|C") > p(C?).

Indeed, when p(C°|C") < p(C°), the occurrences of C'
don’t carry any information about the occurrences of C?, and
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when p(C°|C") = p(C°), the occurrences of the classes C'
and C° are independent.

Definition 2 Considering a timed sequential binary rela-
tion C' — C° such that p(C°|C") > p(C°), the BJ-Measure
of C' +— C° is the cross-entropy between the occurrences of
the C' class and the occurrences of the set of class { C°, ~C°
L. BIM(C' +— C°) is given by the following formula, where
n(Cy) is the number of discrete event classes with at least
one occurrence in the sequence @:

BIM(C'—C%) =
p(C°|C) x log(MES)) (10)
(17 C()Ci (17 C()Ci
+ St x log(U )
where 1 - p(C”|Ci) = p(=C°|C) =
Yh—0...0(Co) ko (P(CHICY)).
By definition :

e if p(C' — C°|C") < p(C°), C' don’t carry information
about C°. The BJ-Measure must equal to 0.

o if p(C'+— C°|C") = p(C?), C' and C* are independent and
BIM(Ci — C°) =0.

o if p(C' — C°|C%) > p(C?), then BJIM(C' — C°) > 0.

1,2

08
0,6

04

02 Independency

0 L

N
>

)
plx) pldy)
Figure 3: Form of the BJ-Measure

When N(Cy) = 2, the BJ-Measure behaves exactly like
the right part of J-Measure (Figure 3). When N(Cy) = 2,
the BJ-Measure evolves according the average distribution
of probabilities of the transitions in the Markov chain. For
example, given a probability p(C?) = 0.3, the BJ-Measure
increases according to the number N(Cy) of classes in the
sequence @ and the probability p(C°|C") (Figure 4).

The BJ-Measure is then an Information Theory based
measure that is adapted to a Markov chain representing a
sequence of discrete event class occurrences. This measure
is then appropriate to estimate the quantity of information
flowing in a sequential relation linking two discrete event
classes.
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Figure 4: Example

The BJ-Measure of a path

The memoryless property of a Markov chain allows us to ex-
tend the BJ-Measure to an n-ary relation in the frame of the
Stochastic Approach. Let us consider a set of timed sequen-
tial binary relations S = {(C’ + C°)} build from a sequence
o with the BJTA4T algorithm. According to the memoryless
property of a Markov chain, the binary relations contained
in S are independent.

Any subset of S of the series form M = {(C' +— C'*1)},
i=0...n—1is a path of an Elp model (i.e. an n-ary rela-
tion). The BJ-Measure of a path M can be evaluated if a BJ-
Measure exists for each relation of the series {(C' — C'*1)}.
Indeed, a path M containing a relation C! — C'*!) such that
BJM(C' — C™1) =0}, i < n— 1, means that there is no in-
formation flowing from the C' class to the C'*! class. No
information can flow from the C? class to the C" class: the
BJ-Measure of the path M is then null. This leads to the
following condition:

Definition 3 The BJ-Measure of an n-ary relation M =
{C'— C*1Y o1 exists if and only if, ¥Y(C' +— CT1) C M,
BIM(C' +— C™1) > 0.

The condition of the Definition 1 has been included in the
BJAT algorithm to produce only trees with timed sequen-
tial binary relations having a positive BJ-Measure. The BJ-
Measure of a path M can then be defined as following:

Definition 4 When it exists, the BJ-Measure of an n-ary
relation M = {C' +— C*'V o, 1 is the sum of the BJ-
Measure of each binary sequential relation C' — C'™! of M.

BIM(M) = BIM({C'—C*"}ig.n1)

Yo BM(C it (D

The quantity B/JM (M) can then be interpreted as an esti-
mation of the quantity of information that flows through the
n-ary relation M. It is then possible to reason on this quan-
tity.

Pruning a Chronicle Model

The Chapmann-Kolmogorov equation of the Markov chain
theory provides the probability of a path (i,i+1,...,n) in the
transition probability matrix of a given sequence @ (Le Goc
& Bouché 2005): p(i,i+1,...,n) =[liq. 1 P(C"'|CT).
This corresponds to the probability of a path M = {C' —
C*WYicon1:
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Definition 5 The probability of an n-ary relation M =
{C!+— C™* 'Y io.u1 is the probability of the path (i,i+
1,...,n) in the Markov chain corresponding to ®, and this
probability is given by the Chapmann-Kolmogorov equa-
tion:

p(M) =TTz, .1 p(CT|C) (12)

By definition, the quantity P(M) decreases exponentially
with the number #n of relations in the path M when he quan-
tity BJM (M) increases monotonically. As (Smyth & Good-
man 1992) with the J-Measure or (Van Rijsbergen 1979)
with the F-measure, these two quantities can be combined
to find a good tradeoff between the probability of a path M
(i.e. its generality) and the quantity of information flow-
ing through it (i.e. its quality). (Le Goc & Benayadi 2007)
shows that this trade off is proportioned with the number n
of binary sequential relation in the path M. We defined then
the quantity L(M) = n x P(M) x BJM(M) to represent this
trade off. By construction, lim, i (L(M)) = L(C? — C")
> 0 and lim,_.(L(M)) — 0. Between these two limits,
L(M) is bounded by a convex function the maximum of
which depends of the marginal probability of the discrete
event classes that composes the n-ary relation ((Benayadi
& Le Goc 2007)). This leads to the following heuristic for
pruning a path M = {C’ +— C™*1},_o._,_1 when there is a
sub-path M! of M that maximize the quantity L:

Definition 6 Given a path M = {C' — C*'}io. .1,
M can be decomposed into tree series M' = {C'
C™%Y o pek—1, M* = {C' — C™Y}o i and M? =
{Ci — CHl}i:()___n,kH, k> 1, so that:

L(M") < L(M?) > L(M?).

This definition is an heuristic because there is no guaran-
tee that this maximum is global. But this local maximum
corresponds to a kind of optimum between the generality
and the quality of an n-ary relation. This heuristic is sim-
ple enough to be evaluated in a new algorithm called the
”BJT4P” (BJT for Pruning) algorithm. This algorithm im-
plements this heuristic to prune a tree provided by a new ver-
sion of the BJT4T algorithm that implements to the condi-
tion of the Definition 1. The next section shows on an indus-
trial application the results this BJ-Measure based heuristic
provides.

Application to SACHEM

Sachem is the name of the very-large-scale knowledge-
based system the Arcelor Mittal Steel group has developed
at the end the 20th century to managed its production tools.
Sachem is design to help the operators to monitor, diagnose
and control production tools like the blast furnace, one of the
most complex production process (Le Goc 2004). Sachem is
also the generic core of other knowledge based systems that
manage other kind of production tools like a galvanization
bath (the Apache system, cf. (Le Goc & Benayadi 2007),
(Le Goc & Bouché 2005)). The works presented in this
paper concerns the design of the second generation of the
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Sachem systems with the aim to propose a high level di-
agnosis service and to minimize the knowledge acquisition
and modeling phase. The diagnosis function aims at produc-
ing a causal interpretation of the observed behavior so that
adequate actions could be recommended to avoid potential
problems.

With a Sachem system, the behavior is described with a
flow of occurrences of phenomenon (i.e. a timed instance of
a phenomenon). A phenomenon corresponds to the logical
description of a type of physical or chemical transformation
that can occur in a process. A phenomenon is represented
with an object class characterized by a name, an identifier,
a set of attributes and four dates: begin date, end date, be-
gin detection date, end detection date. An occurrence of a
phenomenon is then an instance of such a class where at-
tributes and dates are valuated by the perception function of
a Sachem system. A phenomenon occurrence is then created
when a behavior corresponding to a particular phenomenon
is recognized. The creation is therefore the affectation of
values to the attributes and specifically the begin and begin
detection date ones. A phenomenon occurrence is deleted
when the end of a phenomenon is detected. So the end date
and end detection date attributes are valuated. A behavior is
a series of phenomenon occurrence ordered by their begin
date. Such a series is considered as a sequence of discrete
event classes where the classes are the observed phenomena.
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Figure 5: Beginning of the @ Sequence

The figure 5 presents the beginning of the w sequence
produced by Sachem at Fos-Sur-Mer (France) between the
08/01/2001 and the 31/12/2001. The whole sequence con-
tains 7682 occurrence of 45 discrete event classes (i.e. phe-
nomena). The associated Markov chain is made of 45 x 45 =
2025 states corresponding to a superposition of 2025 Pois-
son processes.

The application of the new version of the BJT4T algo-
rithm produces the tree of the most probable timed binary
sequential relations of the Figure 6) for the arbitrary cho-
sen 1463 class. This class is concerned with the usage

159

May 29-31, 2007

of the gas inside the blast furnace: an occurrence of the
1463 class means that the gas is not well used. This phe-
nomenon is the results of a wrong management of the blast
furnace. The algorithm was parameterized to build a tree of
5 classes depth and 20 classes width. Such a tree contain-
ing so 20° = 3200000 nodes, it is handily very difficult to
analyze.
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Figure 6: BJ4T tree for the 1463 Class

The Figure 7 shows the pruned tree of Figure 6 produced
with the BJT4P algorithm described in the preceding sec-
tion. This tree contains 195 nodes, that is to say a reduction
factor of 100,000. To analyze the properties of the pruning
algorithm, let us look for the pathes having an anticipating
ratio greater than 50% with the BJT4S algorithm (cf. Figure
8). Such a path is called a ”signature” because it is a good
candidate to be a diagnosis rule.
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Figure 7: 1463 Class BJTAT Pruned Tree

The BJT4S algorithm produces the signatures of Figure 8
with the pruned tree of Figure 7. The anticipating and the
cover ratio of the signatures are noted on the timed binary
sequential relation (in the Figure 8, AR and CR mean re-
spectively Anticipating Rate! and Cover Rate).

This result is very good: all the discovered signatures
corresponds to the a priori knowledge about the causes

las it is defined in (Le Goc & Bouché 2005), the Anticipating
rate can be greater than 100%.
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of a modification of the omega variable in a blast furnace
(Le Goc 2006). Technically, such a result was almost im-
possible to obtain without a pruning principle, that is to say
without taking into account the Information Theory in the
Stochastic Approach. But more, if the pruning heuristic does
not guarantee that all the signatures of a given tree are still
contained in the corresponding pruned tree, this application
shows that obviously, the signatures contained in the pruned
tree have a strong meaning according to the a priori knowl-
edge about the concerned phenomena. The same result is
observed on the Apache system, a clone of Sachem design
to manage galvanization bathes. This shows that the BJ-
Measure is an interesting tool to help the mining of a se-
quence of alarms according to the Stochastic Approach.
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Figure 8: 1463 Class Signatures

Conclusion and Perspective

This paper proposes a new measure for discovering the
chronicles models from a sequence of discrete event class
occurrence. This measure is an adaptation of the J-Measure
to ordered set of data. When combined with the Markov
chain theory (i.e. the Stochastic Approach for discovering
chronicle models), the BJ-Measure allows to envisage the
principles of an unsupervised learning process.

The Stochastic Approach provides a global description of
the sequence under the form of a probability transition ma-
trix of a Markov chain from which the BJT4T algorithm de-
duced a tree of the most probable chronicle models. The BJ-
Measure allows the definition of heuristics for pruning these
trees with the aim of reducing the search space of potential
diagnosis rules. Compared to the existing methods of the
literature, our approach presents the following advantages:

e The Stochastic Approach allows to extract a set of poten-
tial diagnosis rules in only one reading of the sequence.
This is a great advantage when the sequence is huge, that
is to say where most of the proposed methods have com-
puting problems.
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e The discovered chronicle models have a strong seman-
tic according to the dynamic process to diagnose because
the n-ary relations are looked for a specific discrete event
class.

The algorithm described in this paper is one of the tools
developed in "ELP Laboratory”, a Java environment for an-
alyzing the discrete events sequences. Our currents works
are concerned with the definition of heuristic for pruning a
tree according to its width, the comparison of our approach
with the other approach and the application the modeling to
a complex manufacturing process.
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Abstract

In recent years several approaches have been proposed for
model-based diagnosis of hybrid systems. These approaches
deal with discrete or parametric faults, and perform
consistency-based, stochastic or mixed reasoning. The
major restriction that a diagnosis application designer faces
is that each technique uses its own modeling paradigm and
the reasoning algorithms implement a single strategy.
Diagnosis application designers would like to have the
flexibility of building models that are suitable for the task
(e.g., appropriate abstraction level, appropriate details, type
of modeling paradigm used). They would also like to have
the flexibility in choosing the strategies used in the
diagnostic reasoning process.

We propose a general framework for stochastic and hybrid
model-based diagnosis called Hybrid Diagnosis Engine
(HyDE) that offers this flexibility to the diagnosis
application designer. We list the key steps in stochastic and
hybrid diagnosis and identify the kinds of models that are
needed in those steps. The HyDE architecture supports the
use of multiple modeling paradigms at the component and
system level. Several alternative algorithms are available for
the various steps in diagnostic reasoning. This approach is
extensible, with support for the addition of new modeling
paradigms as well as diagnostic reasoning algorithms for
existing or new modeling paradigms. We discuss the current
status of HyDE and its application in diagnosis of real and
conceptual systems.

Introduction

The traditional approach to building a model-based
diagnosis system is to select a diagnosis technology, build
models targeted for the selected technology, and test the
reasoning algorithms on the models using real or simulated
data to refine the models and fine tune the performance of
the algorithms. This approach works well when the
diagnosis application designer is familiar with the
diagnosis technology and the modeling paradigm it uses
and has a good idea of how to design the models to achieve
a specific goal, such as the diagnosis of a specific set of
pre-selected faults. In many cases, however, the diagnosis
problem is not so well defined and the diagnosis designer
would like to have the flexibility to experiment with
different kinds of models (e.g., multiple paradigms and
abstraction levels) as well as different strategies for
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diagnosis reasoning (e.g., pure consistency-based, purely
stochastic and different kinds of search algorithms).

In this paper we present the Hybrid Diagnostic Engine
(HyDE), a general framework for stochastic and hybrid
model-based diagnosis of discrete faults, that is,
spontaneous changes in operating modes of components.
HyDE combines ideas from consistency-based [Hamscher,
et al., 1992; De Kleer and Williams, 1987] and stochastic
[Hofbaur and Williams, 2002; Dearden and Clancy, 2002]
approaches to model-based diagnosis using discrete
[Williams and Nayak, 1996; Kurien and Nayak, 2000],
continuous [Gertler, 1988; Mosterman and Biswas, 1999]
and hybrid [Narasimhan and Biswas, 2003; Hofbaur and
Williams, 2002; Dearden and Clancy, 2002] models to
create a flexible and extensible architecture for stochastic
and hybrid diagnosis. HyDE supports the use of multiple
paradigms and is extensible to support new paradigms.
HyDE offers the application designer a wide variety of
options in selecting the diagnosis reasoning strategy. The
key features of HyDE are:
e Diagnosis of multiple discrete faults.
e Support for hybrid models, including autonomous
and commanded discrete switching.
e Support for stochastic models and stochastic
reasoning.
e Capability for handling time delay
propagation of fault effects.
Some preliminary work related to HyDE has been
presented in [Narasimhan, ef al., 2003; Narasimhan, ef al.,
2004].

in the

The following sections first present the kinds of models
used in HyDE, each of which includes a generic transition
model and a modeling-paradigm-specific behavior model.
Then we describe the kinds of faults HyDE can diagnose
and how they are represented in the models. Next we
discuss the HyDE reasoning architecture and how it
supports the use of diverse algorithms, enabling various
diagnosis strategies. We then identify the features currently
implemented and finally describe some applications that
use HyDE for diagnosis.
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HyDE Models

HyDE models have two parts. The first, which is common
to all supported modeling paradigms, describes the
transition behavior of the system. The second is the
behavior model, which is specific to each modeling
paradigm.
The transition model describes the following elements of
the system:
1. The set L of operating modes ]; of the system, 1 < i
<|LJ, called Locations.
2. The set T of allowed transitions t, 1 <i <m,
between the locations of the system, where t; = I; —
ly indicates a transition from location I; to I.

The behavior model specifies the behavior evolution and
has three parts: propagation model, integration model and
dependency model. Each kind of model part is used for a
different step in the diagnosis reasoning process. The
information in the propagation model allows the estimation
of unknown variable values from known variable values.
The dependency model captures information about the
dependencies between variables, models and components.
The integration model describes how the variables’ values
are propagated across time steps. Depending on the
modeling paradigm used, the same model may serve all
three roles or it may be necessary to specify each model
independently. The integration model is necessary only if
there are variables that have state, i.e., if values at one time
step depend on values at previous time steps. The
dependency model is optional, since a fully-connected
graph may be used as a trivial dependency model, but
Candidate Generation can be optimized if a dependency
model is specified. The behavior model is expressed as:

1. The set V of variables v; in the system, 1 <i < [V|.

2. The set of D domains d;, 1 <1 < |V, specifying the
allowed values (data types) for the variables, where
d; represents the domain for variable v;.

3. The set G of transition guards g, 1 <i < |T|,
representing the conditions for system transitions,
where g; is a condition predicate for transition t;.

4. The propagation model PM specifies the behavior
of the system within a time step' as relations over
variables. This includes

a. Global model PM, = R,(V), where R, is
the set of relations constraining values of
variables expressed in one of the supported
modeling paradigms.

b. Local models PM(l;) = Ry(V) for each [; €
L, where R, is the set of relations
constraining values of variables expressed
in one of the supported modeling
paradigms.

'Variables are assumed to take one or more values from
their domains at each time step in the reasoning process
described later.
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5. The integration model IM specifies the evolution of
values each variable across time steps. IM(v;) =
Ri(vi(t), Ovi(ti), Vi(ti-1), OVi(tia1),- -5 Viltien)s OVi(tin))s
where R; is a relation, vi(ty) is the instance of
variable v; at time t,, dvi(ty) is the instance of the
derivative of v; at time t;.

6. The dependency model DM specifies dependencies
among variables in V, relations R, and Ry
associated with the propagation model and relations
R, associated with the integration model.

For the sake of modularity, composability and hierarchy,

HyDE supports the use of component models as well as

system models. Component models specify the system

model in terms of the transition and behavior models of the
individual components and the interconnections among
components. Diagnostic reasoning may be performed
directly on component models in some cases, but in most

cases the component models have to be composed to a

higher-level system model before use. Users can choose to

build system models directly. The system model is
composed from the component model as follows:

o The transitional model for the system is a synchronous
composition of the transitional models of the
components and is derived as follows:

o SL=L;xL,...xL,wherel, 2 ...n are the
indices of the components making up the
system. A system location sl; would be (ly;,
Ly, ..., l), where the first subscript indexes
the component and the second subscript
indexes a location in that component.

o The system transitions Ty are derived as
follows: For each transition for component ¢
l. — lg, corresponding transitions are
created from every location in the system that
includes I, in the label to the location that
contains the label ., with the remaining label
being the same.

e The composition of the behavior model is a specialized
algorithm that depends on the type of modeling
paradigm used for the system model. The system
behavior model is derived as follows:

o V=V, UV, UV,...UV,, wherel,2...n
are the indices corresponding to the
components making up the system and V,
represents the set of variables that do not
belong to any component.

o The transition guards remain the same for
corresponding transitions.

o For each location Iy = {I;j Ly ... ln}. Mg = M,
U Mconnection U Mli U sz ... U Mnk where the
union operation U depends on the modeling
paradigm used for component and system
models.  Mcomection 18 the  component
connection model that specifies how
components interact with each other. M
represents  propagation, integration and
dependency models.
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HyDE also supports multiple behavior model paradigms at
the component and system level. Component models may
be specified in one paradigm and then transformed to
another form before composition to system model form; or
the component models may be transformed to a system
model in one paradigm, which can then be transformed to a
system model in another paradigm. Figure 1 illustrates the
interaction between component and system models. The
following convention is used in Figures 1 through 5.

I:’ Reasoning operations/steps [:] Models O Data/Information

D Objects G Collection

Both the transformation and composition may be
performed in either order when needed, rather than pre-
compiling system models in all possible system locations.

‘Compaonent Model Paradigm 1 ‘Companent Model Paradigm 2

| Model
“| Transformation
raltel Para el
omposmon Compose Compose Compo
Model
" Transformation

System Model Paradigm 1 System Model Paradigm 2 |
Figure 1: Component and System Models

HyDE Faults

HyDE can deal with discrete faults, that is, those that
correspond to an abrupt change in the configuration of the
system. HyDE models represent discrete faults as
transitions without guards (called unguarded transitions).
The absence of guards signifies that the occurrence of
these transitions cannot be directly observed, and hence
must be determined by reasoning about symptom
observations. Examples of such faults are valve stuck open,
motor stalled and circuit breaker tripped. Unexpected
behavior not explicitly modeled can be handled as an
unguarded transition to a unique “unknown” location that
has no model associated with it, assuring that it will be
consistent with all observations. It is also possible to model
parametric faults (abrupt changes in the values of system
parameters) if the new values for the parameters are
known. For example, we can model resistive faults as an
n% change in resistance for several pre-specified values of
n. It is not possible to model the general case in which n is
not known and has to be inferred by reasoning.

The use of unguarded transitions allows HyDE to infer the
occurrence of any unobserved event, not just faults. For
example, a transition that is based on a supervisory
controller command may be represented as an unguarded
transition if the issuance of the command is not observed.
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HyDE Reasoning

HyDE reasoning is the maintenance of a set C of weighted
candidates (c;, w;), 1 <1 < k. A candidate represents the
hypothesized alternative trajectories of the system inferred
from the transition and behavior models of the system,
knowledge of the initial locations of all components and
initial values of all variables, and the sensor observations
reported to HyDE. The candidates’ weights are a way of
ranking them and depend on several factors, including
prior probabilities of transitions and the degree of fit
between model predictions and observations. Although
weights are in the range [0, 1], weight is not a probability
measure, specifically posterior probability.

Each candidate contains a possible trajectory of system
behavior evolution represented in the form of a hybrid
state (HS) history and transition history. The hybrid state is
a snapshot of the entire system state at any single instant. It
associates all components with their current locations and
all variables with their current values. HS = (SL, VV)
where SL = and VV =
{(vi—value;)) | 1 £ 1 <m}. Applications run HyDE at
discrete time steps, typically but not necessarily when
observations are available. Time steps need not be
periodic. For each time step that HyDE reasons about, a
candidate contains two hybrid states, one at the beginning
of the time step and one at the end, as well as the set of
transitions taken by the system between the previous and
current time steps.

{(comp;—1) | 1 <i < n},

If HyDE has been run for a set of time steps {t; | 1< 1 <
end}, a candidate will be of the form {(Trans_,, hs;., hs+)

| 1< 1 < end}, where Trans_; = {(comp,, trans;) | 1< 1 <
end} is a set of ordered transitions (with associated
component) believed to have been taken by the system
between time steps t;.; and t;, hs. indicates the hybrid state
at the beginning of time step t;, and hsy. indicates the
hybrid state at the end of time step t;. All components that
do not have an explicit transition in Trans_,; are assumed to
have taken an implicit special guarded transition called
self-transition trans;. This transition is from location 1; to
location ;. As a result, Trans_,,; will include an entry for all
components but may have more than one entry for some
components if it is believed that more than one transition
occurred for those components.

At time step 0 (or some user-specified start time step t;) the
candidate set is initialized with candidate(s) derived from
the initial hybrid state of the system. If there is some
uncertainty about the initial hybrid state, it is possible to
sample from this uncertainty to create a set of initial
candidates. In the worst case, when the initial hybrid state
is not known, a set of candidates may be created by
randomly sampling the locations of the components.
Trans_,, is set to contain the self transition for all
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components. After initialization a candidate ¢; would look
like {(Trans_,, hso., hs,)}, where hs, indicates an unknown
or not yet estimated hybrid state. The weights of the
candidates may be set to 1; if prior probabilities are
available for initial hybrid states, those values can be used
as initial weights.

Candidate Car]sdmtjate Candidate Candidate
Set © Testing
hanagement| T
Potential Candidate
Candidate Generation
J
Figure 3: Reasoning Architecture

Once the initial candidate set has been created, HyDE’s

reasoning process uses the same sequence of operations for

each time step. The reasoning process can be divided into

three categories of operations, as illustrated in Figure 3:

1. Candidate Set Management maintains the candidate set,
including pruning unlikely candidates and adding new
candidates when necessary.

2. Candidate Testing deals with operations on a single
candidate, including estimation of the hybrid state,
updating the weight of candidate and reporting
inconsistencies.

3. Candidate Generation creates candidate generators from
inconsistencies reported by Candidate Testing and
supplies the next-best potential (untested) candidate to
Candidate Set Management when requested.

In the next three sections we will discuss each of these

categories in more detail.

Candidate Set Management

There are four Candidate Set Management operations,
shown in sequential order in Figure 4.

Ra-samgile
Prune Acdd o Weaghts
Candidates Candidates of

Updata
= Weight
of

CueTant
Candidate
Set _

ot
o Candidate
Candidates S_E[-"

= Candidates

Figur;e_4:_6a;d_i(iz;te Management

Updating weight of all candidates. The Candidate
Testing operations are called to update the weight of each
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candidate in the candidate set. When candidates are tested,
additional candidates may be spawned (described in the
candidate-testing section). Based on user preferences, these
candidates may be added to the candidate set for testing;
incorporated into a candidate generator to be re-generated
when requested (for later testing); or completely ignored.

Prune candidates. After the candidate weights have been
updated, candidates with weights below a user-specified
threshold t,, are pruned from the candidate set: C < { ¢; | c;
€ C & w; >=ty}.

Add candidates. Additional candidates may be needed to
fill the candidate set to a user-specified minimum count.
To re-fill the candidate set, a new potential candidate is
requested from the bank of candidate generators created as
a by-product of the candidate-testing operations. The
candidate generators are responsible for selecting the next
best candidate based a user-specified ranking function. The
potential candidate then goes through Candidate Testing
and may be pruned if its updated weight is not high
enough. More potential candidates are requested until the
candidate set has the requisite number of candidates.

Re-sample weights. As an optional step, candidate
weights may be normalized by re-sampling from the
distribution of weights. For the candidate set C = {(c;, w;) |
1 <i<k}, the sum W = Xw;, 1 <i<k is determined and
the candidate set is cleared C = {}. A random real number
x is sampled between 0 and W. If the value of x is between
2w;, 1 <i<j-1 and 2w, 1 <i<j, candidate (c;, 1) is added
to the candidate set. This process is repeated until the
candidate set has the requisite number of candidates
(usually k).

Candidate Testing

At each time step t;, each candidate ¢; is tested to find the
enabled transitions Trans_; taken between the previous
time step t;.; and the current time step t;; to estimate the
hybrid state at the beginning of the time step hs.; to
compose the system propagation model PMy; to estimate
the hybrid state at end of time step hsy+; update the weight
w; of the candidate; and to report any inconsistencies Ij.
These steps are illustrated in Figure 2.

Find enabled transitions. First collect the set of all
possible transitions out of the system location associated
with hs;;.;. The user has the option of including unguarded
transitions in this list. The guards on the selected
transitions are evaluated to compute a weight indicating the

Observations;
Transition Integration Propagation
MWodel Model Ivlodel MNoise
hodel
Candidate T T T T
v ¥ ] v
Find Propagate Propagate
Hybrid i
<t —> Enabled [ across | within —» Compare
ate
Transitions fime-step time-step

Figure 2: Updating Candidate to current time step
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Figure 5: Candidate Generation

likelihood of the guard being true. The user has to specify a
policy for handling enabled transitions. The options are to
consider only the most likely transition with weight > 0.5,
choosing the self transition if no such transition exists;
sampling from the distribution of enabled transitions;
selecting all transitions with weight > 0.5; or selecting all
enabled transitions irrespective of weight.

Estimate beginning hybrid state. The estimation of the
hybrid state at the beginning of the time step t; involves
two operations.

1. Estimate the new system location: First a new
Trans_,; is created for each enabled transition in the
previous step. Trans_ is applied to SL(hsg;) to
determine SL(hs;). There will be as many new
SL(hs;.) as there are enabled transitions. As
mentioned earlier, all but the most likely one are
reported to Candidate Set Management, which
decides what will be done with them.

2. Estimate the new variable values: The integration
model 1My is applied to VV(hs, ;) to get VV(hsy.).
Additionally, values for any input variables are set
to be their sensed values, if reported, at t;.

Load the propagation model. The possibly-new
propagation model of the system corresponding to SL(hs.)
has to be loaded. If SL(hs;.) has been reached earlier in the
reasoning process, its propagation model PM; has already
been cached and can be loaded directly. If SL(hs,.) has not
been reached, PM;; has to be composed from the model
associated with SL(hs;.), as described in the modeling
section. The composed model is cached for later re-use.
Estimate end hybrid state. The next step is to estimate
hs;+ using PMy. Assuming that all transitions occur
between successive time steps, we set SL(hs;.) = SL(hsy;).
VV(hs;:) is estimated by initializing PMy with VV(hs;.)
and executing PM;; by running a simulation or propagation
algorithm. If the execution fails, an Inconsistency I is
reported to the Candidate Generation system. This
inconsistency identifies the relation ripconsistens from PMy; that
did not hold.

Compare against observations. If output variables have
been reported, HyDE compares these observed values Y,
to their predicted values Y, in hsy;. The compqrison step
for n output variables is expressed as: R, = CF(Y,, Yy, &),
where CF is a comparison function, R, is a vector of n
residual values in [0, 1] indicating the degree of fit and ¢,
are the user-defined noise models for the n sensors
associated with the output variables.
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Update weight of candidate. An overall degree of fit
Toveranl 1S also computed from R,,. The user may select this to
be either the minimum weight in R,, the arithmetic mean of
R, or some custom function over (Y,, Y,, &,). The weight
of the candidate is updated by multiplying by roverair-

Reporting inconsistency. If 1y, is less than a user-
specified threshold, an Inconsistency I is reported that
contains all output variables whose degree of fit r; € R, is
less than the same user-specified threshold.

Candidate Generation

The Candidate Generation system is responsible for
creating a new potential candidate when requested by the
Candidate Set Management system. Figure 5 illustrates the
steps in Candidate Generation. The Candidate Generation
system consists of a set of candidate generators. When a
candidate is requested, each candidate generator reports its
next best candidate, where “best” is a user-customizable
criterion, and the best among these best candidates is
selected and returned to the Candidate Set Management
system.

Candidate generators come in two flavors. The first kind,
based on a candidate, always reports that candidate until
the candidate is selected for use. These kinds of candidate
generators handle the situation in which Candidate Testing
results in the spawning of new candidates and the user
specifies that these candidates go into the set of candidate
generators. In such a case each newly-spawned candidate
becomes the basis for a candidate generator.

The second kind of candidate generator is based on
conflicts. A conflict is a list of timed transitions which, if
taken jointly by the system, result in an inconsistency.
When the propagation or comparison step generates
inconsistencies, conflicts are generated using the
dependency model and become part of a new candidate
generator. The next section describes how a conflict is
created from inconsistencies and the section following
describes how the conflict-based candidate generator
works.

Conflict generation. When an inconsistency I;; is reported
at time t; from the propagation or comparison step, HyDE
creates (or retrieves if already created) the dependency
model DM,; corresponding to SL(hsy;). For each component
encountered, the transitions for that component from
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Trans_,; are added to the conflict set that has time stamp t;.
The same process is repeated in the dependency model
DMy, for the previous time step t;.;. However, the starting
points for the back traversals in the dependency model are
all the variables that depend on I;. This adds transitions
with time stamp t;; to the conflict set. The same procedure
is repeated for n previous time steps, where n is a user-
supplied parameter. The user may explicitly specify the
amount of time to backtrack and the maximum number of
guarded transitions to consider. When the inconsistency
contains two or more variables, a conflict is created for
each variable. A conflict-based candidate generator is then
created containing an initial hybrid state hs;., at time step
tin, an initial weight equal to the weight of the candidate
that generated the inconsistency, and the sets of conflicts
generated from the inconsistencies.

Generating a candidate from a conflict-based candidate
generator. When requested for a candidate, the candidate
generator generates a set Transynguaraea Of timed unguarded
transitions {trans; | 1 <1i < k} that resolve all the conflicts
in the candidate generator. A conflict is resolved by a
transition that is a sibling (same source location, different
destination location) of at least one transition in the
conflict. A set of transitions resolves a set of conflicts if,
for each conflict, there is a transition in the set of
transitions that resolves the conflict. The Candidate
Generator saves its state so that the next time it is asked it
can generate the next optimum candidate. The transitions
are chosen so as to optimize some user-defined criteria. For
example, the user may be interested in transitions with the
maximum prior probability or the set of transitions with
minimum size. Conflict resolution may use a two-step
hitting-set-based solution (generate a hitting set and
resolve the hitting set) or conflict-directed search
[Williams and Ragno, 2003] to generate the transitions
directly. A candidate is then created with initial hybrid
state hs;_j, and pre-loaded Trans_, for each t in {t, ..., t)).
Each entry transy in Transnguarded 1S added to Trans_,y.

HyDE Implementation Status

The HyDE reasoning engine is implemented in C++.
Complete diagnosis reasoning can be performed although
not all of the earlier-discussed capabilities have been
implemented yet. It passes an extensive and demanding
test suite on Windows, Solaris, Linux and VxWorks
platforms. A graphical modeling environment is available
using the GME open-source tool [Ledeczi, et al., 2001].
The same environment can also be used to set initial state
and configuration parameters. Observations can be
reported to HyDE either through streams (file or otherwise)
or an API allowing integration with a real-time system.

HyDE model variables can have Boolean, Enumeration,
Interval or Real domains. For Enumeration domains, the
domain’s values must be specified. The within-component
transition model is specified as a finite-state automaton in
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which locations are the states and the transition guards may
be specified either as commands, some predicate over
model variables, or a combination of the two. The
propagation model is specified as constraint predicates
over model variables. Constraints may be Boolean
expressions if the variables are Boolean; algebraic and
ordinary differential equations for interval- and real-valued
variables, and equality or inequality for all variables. If all
variables are interval or real, the user can configure HyDE
to solve the constraints symbolically to transform them into
state space equations or a Kalman Filter when used for
propagation. Currently the Euler integration technique is
the only integration model. The dependency model can
either be real-time justification (truth maintenance)
mechanism or a dependency graph that is derived from the
constraints.

HyDE currently supports only consistency-based
Candidate Set Management. Candidates are added to the
candidate set only if consistent and deleted only if
inconsistent. The maximum number of candidates in the
candidate set is configurable. In Candidate Testing, only
identification of the first enabled transition is supported.
Comparison may use an equality check or thresholding to
make a binary determination of consistency. Candidate
Generation uses best-first search with a configurable
preference for what is considered best. The user can set
several parameters, including maximum candidate size,
minimum candidate weight, and time of a candidate’s last-
hypothesized fault transition to guide the search.

HyDE Applications

HyDE has been and is being used on several projects.
These projects exercise very different capabilities of
HyDE, affirming the need for such a general framework.
The following three projects have successfully used HyDE
in demonstrations using real-time telemetry streaming from
the system being diagnosed.

1. The Drilling Automation for Mars Environment
(DAME) project, led by NASA Ames Research Center, is
aimed at developing a lightweight, low-power drill
prototype that can be mounted on a Mars Lander and drill
several meters below the Mars surface for conducting
geology and astrobiology research. Three kinds of
diagnosis technologies were used on this project, HyDE for

DAME Diagnostic Application
Figure 6: HyDE on DAME

DAME Drill
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Figure 7: Top Level HyDE model of DAME

model-based diagnosis, a rule-based diagnosis system, and
a neural-network diagnosis system. The drill and the
diagnostic application using HyDE are illustrated in Figure
6. HyDE was to model only the two major components of
the drill, the bit and the auger (top level model shown in
Figure 7). Nevertheless the model was complex, requiring
73 variables and 162 differential and algebraic constraints.
The model had nominal (nominal, idle), faulty (jamming,
inclusion unknownFault), and unobserved (HardMaterial)
locations. The bit model is shown in Figure 8.

There were four rounds of testing over a period of two
years. In 2005, laboratory experiments were run at
Honeybee Robotics, the company that constructed the drill.
Later in 2005, field tests were performed at Houghton
Crater on Devon Island, in the Canadian arctic, chosen to
approximate the Martian terrain and climate. Based on the
results, laboratory tests were performed at NASA Ames
Research Center in 2006 to improve the models for better
diagnosis. Finally, there was a second field test at the
Houghton Crater. [Balaban, et al., 2007] summarize
HyDE’s final performance:

All of the modeled fault modes were encountered in
the field; some, such as choking, binding, and hard
material, numerous times. The model-based
diagnostic system was able to successfully identify
the faults in roughly 85% of the cases. The rate of
false positive diagnoses was approximately 5%.

2. The Advanced Diagnostic and Prognostic Test-bed
(ADAPT) was developed at NASA Ames Research Center
with the goal to test, measure, evaluate, and mature
diagnostic and prognostic health-management
technologies. The test-bed hardware for generates, stores,
distributes, and monitors electrical power. The initial test-
bed configuration is functionally representative of an
exploration vehicle’s Electrical Power System. HyDE was
used to build an 86-component enumeration constraint
model of the test-bed components. The ADAPT is in stark
contrast to the DAME model in that it contains a lot of
components but very few variables and constraints in the
components. Diagnosis was purely consistency-based. In
addition, modeling used a special feature of HyDE that
allows observations to be made input variables, enabling
the modelers to build consistency models instead of
predictive models. HyDE passed all the acceptance tests,
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Figure 8: HyDE model of Drill Bit

which included a set of pre-defined fault scenarios and
acceptance bounds on the time to diagnosis. Additional
tests were run on other fault scenarios (not included in
acceptance tests) and HyDE was able to diagnose all but
one of these scenarios (resulting from inadequate
information in the model). More details of HyDE on
ADAPT are presented in [Scott Poll, et. al., 2007].

3. The Autonomous Lander Demonstrator project
(ALDER) demonstrated autonomy capabilities relevant to
a small spacecraft mission on traditional flight hardware
integrated with traditional flight software. Diagnosis
systems, including HyDE, were ported to VxWorks and
executed on the Aitech S950 processor, interoperating with
autonomy technologies for planning, diagnosis, computer
vision and adaptive control. A HyDE component model of
a simple propulsion system (tanks, valves, regulators,
attitude control system and main engine) detected common
faults such as stuck valves and regulator failures.

Several other projects are using HyDE for offline diagnosis
using simulated data. The International Space Station (ISS)
Electrical Power System (EPS) recovery procedure
automation project at NASA Ames Research Center uses
HyDE to supply current hybrid state to an execution
system that will attempt to partially automate recovery
procedures based on this information. The Aircraft
Landing Gear Diagnosis project at NASA Langley
Research Center is using HyDE to model the landing gear
and wheels of an aircraft in an effort to diagnose faults
during landing. The Spacecraft Engine Diagnosis project at
NASA Marshall Space Flight Center uses HyDE to model
components of the J2X engine, which is expected to power
the upper stage of the NASA Crew Launch Vehicle (CLV).
HyDE was also integrated with the CLARAty (Coupled
Layer Architecture for Robotic Autonomy) architecture at
NASA Jet Propulsion Laboratories.

Conclusions and Future Work

We presented the Hybrid Diagnosis Engine (HyDE), a
general framework for stochastic and hybrid model-based
diagnosis. HyDE supports multiple modeling paradigms
and multiple strategies for the steps in the diagnosis
reasoning. HyDE is extensible by adding new modeling
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paradigms and user-defined algorithms for diagnosis
reasoning steps. HyDE 1is being used on several projects
that span the spectrum from consistency-based reasoning
to stochastic reasoning and discrete models to hybrid
models.

HyDE is still a work in progress and we expect to keep
adding to the capabilities to HyDE through addition of new
modeling paradigms and algorithms. We have identified
several major areas for future work. We would like provide
mechanisms for validation and verification (V&V) of
models and algorithms, which would be prerequisite for
deployment on real systems. We would like to add support
for parametric faults. This would require support for
modeling of parameters representing such faults,
additional algorithms for parameter estimation and
modifications to existing algorithms for detection and
isolation of such faults. We would also like to use the
existing models and algorithms for suggesting recovery
sequences. Livingstone 2 [Kurien and Nayak, 2000]
demonstrated how this can be done for finite-domain
models. We would like to extend this to HyDE models and
algorithms.
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Abstract

Many real-world systems exhibit time-dependent (dynamic)
behavior such as time-dependent health, propagation time de-
lays, and state. This behavior cannot be diagnosed by tradi-
tional algorithms that do not reason about time. Many differ-
ent approaches have been proposed to include time in model-
based diagnosis, which are essentially based on specific mod-
eling techniques and associated reasoning algorithms. In this
paper we propose an alternative approach, which addresses
the problem of reasoning about time at the modeling level,
rather than at the algorithm level. Central to our approach
is the symbolic factorization of a time-dependent model into
a time-independent part that can be solved by traditional al-
gorithms, and a time-dependent part of which the solution is
trivial. The approach only requires an oft-line algorithm to
factorize the model and does not require a new algorithm to
diagnose dynamic systems during run-time. The modeling
technique is based on modeling dynamic behavior through
propagation delays, which also allows for modeling time-
dependent health and state. We show that for systems whose
dynamic behavior can be modeled in terms of propagation de-
lays, our symbolic approach at the model level outperforms
the essentially numeric approach at the algorithm level.

Introduction

Fault diagnosis of systems that exhibit time-dependent be-
havior such as copiers, spacecraft, cars, and wafer scanners,
is a difficult problem and computationally hard. The theory
of Model-Based Diagnosis (MBD) as initially proposed in
(Reiter 1987) and in (de Kleer & Williams 1987) with the
General Diagnostic Engine (GDE) does not consider time.
When reasoning over time merely involves taking into ac-
count multiple observations in time, traditional techniques
can be used. Essentially, for each time step the observation
sample is combined with an instance of the system model,
the conjunction of all combinations over time being solved
by a traditional algorithm. The approach is essentially nu-
meric in the sense that the time dimension is numerically
expanded in terms of the problem that is input to the reason-
ing algorithm.

*This work has been carried out as part of the TANGRAM
project under the responsibility of the Embedded Systems Institute.
This project is partially supported by the Netherlands Ministry of
Economic Affairs under grant TSIT2026.
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This approach is also applicable to systems with time-
dependent (intermittent) health. To illustrate this, we con-
sider a valve as depicted in Figure 1. We model the valve
as a system with an incoming and outgoing flow, denoted
1 and o respectively. For a healthy valve, the valve control

c

Figure 1: Valve.

variable, c determines o. A true control variable implies an
open valve for which o is equal to i, and a false control
variable implies a closed valve for which the outgoing flow
is zero, i.e., 0 = false. For an unhealthy valve the healthy
behavior is simply negated. Let h be the valve health, the
valve model then becomes,

h & ((c=(0e1))A(-ce o))

Let only c and o be observable. If at time ¢; the obser-
vations are ¢(t1) = false (closed valve) and o(t;) = true
(flow out) then the diagnosis becomes h(t1) = false (leaky
valve). Let the second set of observations be c(t2) = false
and o(t2) = false, indicating that the leak has stopped. If
we assume h(t1) = h(t2), i.e., a non-dynamic system, our
model is no longer consistent as a broken valve at ¢; can-
not explain the nominal behavior at . Hence, we need to
model a time-dependent health h(t), which leads to a diag-
nosis h(t1) = false and h(ty) = true.

When reasoning over time also involves taking into ac-
count other dynamic system behavior such as propagation
delays and state (inherently a manifestation of time delay),
a similar approach can be adopted as long as the delays are
modeled in terms of discrete time samples. Many other ap-
proaches to modeling dynamic systems have been proposed
(discussed later on) which are essentially based on the above
numeric process in dealing with time. Essential to models of
dynamic systems is that, apart from each variable (health, in-
ternal, or observable) becoming time-dependent, there may
exist propagation time delays between components and the
system may exhibit state. Examples of faults are time-outs
of a system response, faults with delayed symptoms or with
symptoms spread across time, intermittent faults, and faults
that affect state behavior.
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In this paper we propose an alternative approach, which
addresses the problem of reasoning about time at the mod-
eling level, rather than at the algorithm level. The approach
is based on the symbolic factorization of a model that in-
cludes propagation time delays into a time-independent part
that can be solved by any traditional algorithm that does not
consider time, and a small, time-dependent part of which the
solution is trivial.

The advantages of our approach are as follows. Unlike
the above mentioned numeric approaches, this approach al-
lows for the use of arbitrarily real-valued propagation de-
lays within a model. Furthermore, our modeling-level,
symbolic process significantly reduces diagnosis complex-
ity compared to an algorithm-level, numeric approach. In
the numeric approach with a K-step time window the di-
agnosis search time increases exponentially with K. In our
approach the increase is determined by the number of con-
nections between components. Let L denote the maximum
number of connections to one component, then, for a worst
case scenario, the diagnosis search time increases exponen-
tially only with K — £=2 as will be shown later on. For
engineered systems L is typically a small number (< 10)
and hence K — % < K. Finally, the approach provides
transparency as the problem of diagnosing dynamic systems
is (symbolically) reduced to a traditional diagnosis problem,
without the need for additional, time-specific, algorithmic
approaches. To illustrate the symbolic technique and its re-
duction in computational complexity, we compare it with a
simple, numeric approach for two toy problems (Polycell, a
combinatoric example, and SR Latch, a state example), and
present a performance evaluation based on the ISCAS-85
benchmark.

The remainder of this paper is organized as follows. In the
first section we discuss related work. In the second section
we present the concepts and notations for consistency based
diagnosis, and also present our formal extension for dynamic
systems. Next, we present two example models, which we
use throughout the paper to demonstrate our methods. In the
follow-on sections we explain the numeric expansion and
the symbolic factorization method. Next, we present imple-
mentation, performance evaluation, and compare and dis-
cuss both methods. The last section states our conclusions.

Related Work

The importance of diagnosis of dynamic systems is evident
from the fact that other approaches in the DX community
have firmly included time in their approaches. Examples
of these are timed failure propagation graphs (Abdelwahed,
Karsai, & Biswas 2005), discrete event systems (Grastien,
Cordier, & Largout 2005), and analytical redundancy of con-
tinuous, dynamic systems (Armengol et al. 2001). A full
discussion of these approaches is beyond the scope of this
paper in which we focus on including time in a GDE-like
approach.

In the past, there has been a considerable amount of re-
search on MBD of dynamic systems. MIMIC (Dvorak &
Kuipers 1989) diagnoses continuous-variable dynamic sys-
tems with fault models derived from dynamic qualitative
models. Diagnosis is performed at system sample rate under
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the assumption that faults occur one-at-a-time. In contrast
to GDE, it does not use dependency tracing and makes use
of explicit faults that may only occur in limited multiples.
XDE (Hamscher 1991) is an extension to GDE that uses
models with temporal abstractions created by the modeler,
such as cycles, frequency, and change, to diagnose time-
dependent, digital circuits. TEXSYS (Glass, Erickson, &
Swanson 1991), diagnoses a prototype thermal control sys-
tem by using qualitative and temporal reasoning over a com-
bination of consistency and classification models.

Our approach does no require the user to model any ar-
tificial temporal abstractions and allows him to model sys-
tems from any domain with real-valued propagation delays.
Furthermore we take benefit of an existing MBD implemen-
tation, LYDIA (Pietersma, Feldman, & van Gemund 2006)
that also allows modeling of behavioral modes (de Kleer &
Williams 1992), intermittent faults, and diagnoses multiple
faults with a state-of-the-art, first-best, Conflict-directed A*
search algorithm (Williams & Ragno 2004). Effort only has
been made in the implementation of simple model conver-
sion algorithms in front-end tooling.

Reasoning over time intervals also provides a powerful
approach to the diagnosis of dynamic systems. The theory
on time interval reasoning as proposed in (Williams 1990)
was implemented for diagnosis in (Dague, Jehl, & Taillib-
ert 1990) for continuous systems and in (Guckenbiehl &
Schafer-Richter 1990) in a GDE-like fashion. We will show
that our approach allows intervals to be constructed with de-
lays and also accommodates for limited accuracy in the tim-
ing of observations.

More recent MBD implementations, Living-
stone (Williams & Nayak 1999) and its successor
Livingstone II (Kurien & Nayak 2000) employ a state
approach in which the “next” operator allows modeling
of time-dependent behavior.  Livingstone implements
time dependencies with state transitions and requires all
transitions to be modeled synchronously. The combinatorial
state explosion that is inherent to this approach is limited by
this synchrony. Livingstone II further improves on this by
regenerating past hypotheses based on saved history.

In our approach, state is easily modeled with recurrent
(delay) relations, but does not require synchrony as arbitrary
propagation delays are allowed. We believe this to be a more
natural way of modeling multi-disciplinary systems. With
factorization, the combinatorial explosion is curbed by tak-
ing advantage of the system’s structure during compile time.

Preliminaries

We use the following notations and theory for our timed
MBD. First, we present some basic terminology.

Definition 1 (System). A diagnostic problem P is the or-
dered triple P = (M, C, O), where M is the system model,
i.e., a set of propositional sentences describing the behavior
of the system, C' is a set of components, contained in the
system, and O is an observation over some set of variables
in M.

In this approach for each component ¢ € C there is a cor-
responding propositional variable h. representing its health
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mode. We will call these variables h. health variables and
every instantiation of A\ ... hc a health vector.

Definition 2 (Diagnosis). A diagnosis for the system P =
(M,C,0)isaset D C C suchthat M AOA[A.cp —he] A

[/\ce(C\D) hc} L.

From Definition 1 and 2 it is visible that a diagnosis algo-
rithm should use an entailment mechanism that finds the set
of diagnoses D that are consistent with M A O, i.e., D that
can explain M A O.

The system model M describes the system behavior in
terms of relations between variables in a Finite Integer (FI)
domain.

Definition 3 (FI Literal). A FI variable v; € V takes a value
from a finite domain, which is an integer set S;. A positive
FI literal /] is a Boolean function I = (v; = s), where
v; € V,s € S;. A negative FI literal [; is a Boolean func-
tion [; = (v; # s), where v; € V, s € S;. If not specified,
a literal /; can be either positive or negative.

Note that all models in this paper have a Boolean domain,
S; = {False, True}, but that the proposed methods work
for any FI domain.

The relations are expressed in Well-Formed Formula (Wff).

Definition 4 (FI Propositional Wff). A FI propositional Wff
is a formula over the FI literals Iy, 15, ...,[,, and the stan-
dard Boolean connectives -, <, =, A, V.

Similarly, we define a time-dependent theory for MBD in
which the system behavior, (health) variables and literals
are a function of continuous time ¢, ¢ € R. We de-
fine a time-dependent diagnostic problem P(t), P(t) =
(M(t),C,O(t)). Likewise we define time-dependent health
variables, h.(t), variables, v;(t), and literals, I;(¢).

Definition 5 (Dynamic Variable). A dynamic variable is
variable z(t) such that,

T, t<O0
:U(t)@{ ;7 £>0

where x( is an initial value of x.

For a system model M (t), the propositional sentences de-
scribe time-dependent relations between variables. We ex-
press these relations by means of time delay 6 € R™. We as-
sume J to be known and constant, i.e., not a function of time
t. We also assume that each component has one character-
istic propagation delay 6, which coincides with the physical
propagation time of that component. Let A be the set of all
model time delays, A = {d1,...,0¢,..., 5‘0‘}.

Definition 6 (Dynamic FI Propositional Wff). A dy-
namic FI propositional Wff is a formula over Iy(¢t —
01)yeeyln(t=081), .. 11t =0c), .oy ln(t—0c), .. l1 (E—
dic))s - - - In(t=09)c|). and the standard Boolean connectives
o, &, =, A, V.

Note that time-dependent models are expressed only relative
to t. To reason effectively with these models it is necessary
that for some variables the initial condition at some point in
time is known, i.e., observed. Furthermore we assume that
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Figure 2: Polycell diagram.

variables keep their value after a delay unless specified oth-
erwise. Thus, for example, if in a model a sentence consists
of only one variable, z(t — §), and it is the only sentence that
involves z than = will be true indefinitely, starting at a time
o after ¢.

We can express intervals by combining two delays, thus,

y(t) & (2(t =) A-a(t - b))

defines y to be true for the interval between &1 and &5 after
t and false otherwise. This is also useful for expressing the
timing accuracy of observing y. State can be expressed by
defining recurrent relations between a variable at time ¢ and
prior time ¢ — ¢. For example,

Vo
1
o(t) & -w(t-— 5)
models a clock signal with period 1, starting at true for ¢ =
0.

Example Problems

We discuss two examples in which we use a time-dependent
health to model propagation delays and, through recursion,
state. We use these as leading examples throughout the rest
of this paper. The first example is derived from the Polycell
model (de Kleer & Williams 1987). This model consists of
three multipliers and two adders. We use a Boolean model
with three And gates and two Or gates as shown in Figure 2
and add dynamic behavior by introducing propagation de-
lays. Only x and y variables are observable. The Polycell
model is as follows,

hal(t) = (2’1 (t) < (SCl(t — (5,11) N o (t — 5@1)))
haa(t) = (22(t) & (x3(t — da2) A Ta(t — da2)))
hag (t) = (Zg(t) = ((L‘Q(t — (Sag) N x5 (t — (Sug)))
hol (t) = (y1 (t) < (2’1 (t — 501) V 29 (t — (501)))
hoa(t) = (y2(t) & (22(t — do2) V 23(t — 602)))
where d,1,...,d,2 are real-valued propagation delays. We

remark that the Polycell is stateless (combinatorial) as the
circuit has no cycles.

The second example is a model of system with state: a
Set/Reset (SR) latch as shown in Figure 3. When set, s is
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Figure 3: SR latch diagram.

true the outputs g and g are latched true and false respec-
tively, after a delay. For reset r, the outputs are opposite.
This latching is implemented with recurrent relations that
express state behavior for ¢ and g. The model is as follows.

ha(t) = (q(t) & ~(r(t —6) Va(t—9)))
ha(t) = (q(t) & —~(s(t — ) V q(t —9)))

where ¢ is typically a very small propagation delay.

Discrete Numeric Expansion

A relatively straightforward method of converting a time-
dependent problem is discrete numeric expansion of the
time-dependent model. We use this method as reference for
the more advanced factorization in the next section. First,
the model with continuous time needs to be converted to
one with discrete time. Thus, for all delays A we assume
that there exists a sufficiently accurate integer representa-

. + + +

tion AN" = {5? U A ,,6I‘NC|} C NT. We convert
the continuous ¢ to a discrete time k. Let M be defined as
a dynamic WIf according to Definition 6. The numeric ex-

pansion method consists of the following consecutive steps
(summarized in Algorithm 1).

. . . o +
1. Find the maximum discretization step, § such that V5Ij €
+ ot . ..
AN 5”(‘; € NT. Thus, § is the greatest common divisor

of AN',

N
6C

2. Discretize by replacing ¢ with k = g and 6CN+ with ~5—.

Next, we define a suitable discrete expansion range. We
take the maximum propagation delay 6,,.,, which is the de-
lay if the system itself would be considered as a compo-
nent. Increasing this range would allow for diagnosis at
more time steps. Note that diagnosis of recurrent compo-
nents becomes more accurate with increased sequence of ob-
servations. Hence for models with recursion also the guality
of diagnosis increases with this range. We continue the ex-
pansion as follows.

3. Find the maximum propagation delay 6,,.p.

4. Expand the model by instantiating all components for 0 <
k S 6])7'()[)

For the Polycell example assume the following values:
6 =041 =1 = 3042 = $043 = Go1 = 3002 This leads to a
maximum propagation delay of 5. By applying Algorithm 1
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Algorithm 1 Discrete Numeric Expansion of a time-
dependent model.
1: function EXPANDMODEL(M, A)
inputs: M, a model
A, set containing all delays in M
local variables: ¢, discretization step
dprop, model propagation delay
k, discrete time
¢, model component
2 6 < GREATESTCOMMONDIVISOR(A)
3 DISCRETIZEMODEL(M, §)
4 Oprop < GETMAXPROPDELAY (M)
5 forall k € [0, ..., dprop| do
6: for all c € M do
7.
8
9
0

INSTANTIATE(c, k)
end for
end for
: end function

we obtain.
vk e {0,...,5}
hailk] = (z1]k] & (z1]k — 1] A zo[k —1]))
ha2lk] = (22[k] & (zs[k — 2] A x4lk — 2]))
haslk] = (z3[k] & (z2k — 3] Axs[k — 3]))
horlk] =  (n1lk] & (z1]k — 1]V 22]k — 1]))
ho2[k] = (y2[k] & (22[k — 2] V 23]k — 2]))

Similar for the SR latch, if we assume § = 1, the maximum
propagation delay becomes 2, and the expansion yields.

vk € {0,2}
hilk] = (qlk] < =(r[k — 1] vglk —1]))
holk] = (glk] < = (s[k — 1]V g[k —1]))

The model is solvable by a classical algorithm.

Symbolic Factorization

We improve on the expansion by being selective, i.e., ex-
panding only required variables, and doing it symbolically
rather than numeric. This also means it is no longer required
that A maps to NT. The goal is to factor all time-dependent
variables out of the equations so that a traditional algorithm
can solve the diagnosis problem without the need to reason
in terms of time-dependent relations. To preserve the time-
dependent constraints we symbolically expand the relations
for variables in time, but only if the expanded relations are
required to solve the remaining equations. Factoring out
time dependencies provides a more efficient solution for the
time-dependent diagnosis problem.
For example, consider two serial buffers with delay,

M) = (o) < it - 9))
h2 (t) = (Og(t) < 01 (t — 6))

We factor out all time-dependencies, by translating the first
equation in time by 4,

hi(t—0) = (ol(t—08) s i(t—06—0d))
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as 01 (t — d) is used in the second equation. Next, we replace
all time-dependent variables with symbols according to,

hl = (01 = i5)
hg = (02 < 015)
his = (o015 & is5)

h1 <~ h1 (t)

o1 & o(t)

5 & i(t — 5)
h2 = h2 (t)

02 & 0o(t)
015 & 01 (t — 5)
his & h (t — (5)
o015 < o01(t—0)
i5s & i(t — 25)

which effectively factorizes the model in a static part, defin-
ing system structure and behavior (first three equations), and
a dynamic part (remaining equations) which merely links the
new symbols to the observables (i,0) or health variables (h).
Thus, symbolic factorization takes the following consecutive
steps.

1. Find all dynamic variables v(¢) that are shared between
components and have a delay.

2. Instantiate the component that determines v(¢) for all de-
lays it is used with by the other components.

3. Repeat step 2 until an input with maximum propagation
delay 6p0p is used. This is similar to the range size with
the numeric expansion method and can also be increased
for diagnosis of more time steps or, in case of recursion,
better quality of diagnosis.

4. Replace all variables with static ones.

The above is summarized in Algorithm 2. Compared to the
diagnosis algorithms that are subsequently applied, the com-
putational complexity of symbolic factorization is negligi-
ble.

Applying Algorithm 2 to the Polycell model leads to fol-
lowing results. Step 1 through 3 yield the following results.

hal(t) = (Zl(t) <~ (xl(tfé )/\l‘g(t*(sal)))
ha2(t) = (22(t) © (x3(t — 0a2) A Ta(t — 042)))
has(t) = (23(t) < (z2(t — da3) A 25(t — da3)))
hot(t) = (1(t) & (21(t — do1) V 22(t — d01)))
hoa(t) = (y2(t) & (22(t — do2) V 23(t — 002)))

hal(t—(s()l) = (zl(t—(Sol) == (951(t—5a1 —(501)/\
Ta(t — Ga1 — 0o1)))

haz(t — 501) = (Zg(t — 601) = (xg(t — 5@2 — 601) A\
Z4(t — 0g2 — 001))

haz(t — 502) = (Zg(t — 5 ) =2 (Ig(t — 5(12 — 502) A\
24(t — baz — d02))

hag(t — 502) = (23 (t — (502) == (1’2 (t — 5@3 — 602) A
z5(t — da3 — 002))
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Algorithm 2 Symbolic factorization of a time-dependent
model.
1: function FACTORIZEMODEL(M)
inputs: M, a model
local variables: V/, shared variables
t, continuous time
v(t), time-dependent variable
é, delay
vs, static variable
dprop, model propagation delay
dc, component delay

2 V < SHAREDVARIABLES(M)

3 Oprop — GETMAXPROPDELAY(M)
4 repeat

5: for all v(t) € V do

6: for all v(t — ) € M do

7: INSTANTIATE(c, v(t — §))
8 5c,maz ‘_MAX(dc,maah 66)
9: end for

10: end for

11: until d¢,maz = Sprop

12: for all v(t — §) € M do

13: REPLACE(v(t — §),vs)

14: end for

15: end function

In Step 4 we factor out all time dependencies, together these
form the dynamic model.

hat = (21 € (¥15,, A T26,,))
haa = (22 & (T35,, N T15,,))
has = (23 © (T25,5 N T55,5))
hot = (y1 & (215, V 226,1))
hor = (y2 & (225,, V 236,5))
hats,, = (215, © (16,150, N
T25,1501))
haz2s,, = (226,, © (235,06, N
T46,26,1))
ha2s,, = (2260, © (£35,56,5 A
T48,42602))
hass,s = (235, € (25,56, N
T55,3052))

Again, the second part links the new symbols to the original
time-dependent variables,

A= Zl(t)
ha1 & hul(t)
T15,, & xl(t — 6(11)
T25,, & .Ig(t — 5(11)
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ho2o & hea (t)
y2 & ye(t)

ha2s,, & haz(t — do2)
X35,000, < T3(t — da2 — d02)
T46,980 & Ta(t — da2 — do2)

ha2502 <~ hu2(t - 602)

hass,, € has(t —602)
T26,5602 < mZ(t - 5(13 - 502)
T58,3000 < ;E5(t — a3 — 602)

hass,, € has(t —602)

For the SR latch the results are as follows.

hi = (¢&~(rsVs))
ha = (74 —(s5Vgs))
his = (g5 & ~(rss Vss))
has = (G5 & (555 V qs6))

hi < hi(t)

a < q)

rs < r(t—90)

s = q(t—9)

haos < hg(t - (5)

s & qt—9)

Sss = S(t — 25)

s < q(t—20)

In each case, the first part of the model is solved with a stan-
dard diagnosis algorithm while the second part has a trivial
solution.

Implementation

We have validated our approach using LYDIA (Pietersma,
Feldman, & van Gemund 2006) as MBD implementation.
LypIA (Language for sYstems DIAgnosis) is a language
aimed at model-based reasoning. Currently a number of di-
agnosis algorithms have been implemented in an accompa-
nying tool set!. The results in this paper were obtained with
a diagnosis engine that uses Conflict-directed A* (Williams
& Ragno 2004). We have also created prototype implemen-
tations of the expansion and factorization algorithms (Algo-
rithms 1 and 2). Both operate on an intermediate represen-
tation of the LYDIA model and create an expanded and fac-
torized LYDIA model, respectively. Table 1 lists the LYDIA
subset as used in this paper. Propagation delays are imple-
mented with a VHDL-like “after” language construct.
Listing 1 shows the LYDIA model for the Polycell exam-
ple. The AndGate and OrGate component types both have a
propagation delay. The AndGate instances al, a2, a3 have
delays d_al, d.-a2, d.a3 and the OrGate instances ol, 02

! Available at http:/fdir.org/lydia/.
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LYDIA syntax description

system component

bool Boolean variable
real real variable

not, =, =>,and, or, nor | -, <& = AV, |
[...] array index
forall A

after time delay

Table 1: LYDIA syntax

have delays d_ol, d_o2. The result of the expansion algo-
rithm is shown in Listing 2. The result of the symbolic fac-
torization is shown in Listing 3.

Listing 1: Dynamic Polycell model.

system AndGate (
bool h, xI, x2, y, real d )
{

}

system OrGate (

h = (y = (x] and x2) after d );

system Polycell (
bool h_al, h_a2, h_.a3, h_ol, h_o2,
x1, x2, x3, x4, x5, yl, y2,
real d.al, d.a2, d.a3, d.ol, d.o2 )

{
bool z1, z2, z3;
system AndGate al, a2, a3;
system OrGate ol, 02;
al ( x1, x2, zl, d_al );
a2 ( x3, x4, z2, d_a2 );
a3 ( x2, x5, z3, d_a3 );
ol ( zl, z2, yl, d.ol );
02 ( z2, z3, y2, d.o2 );
}

Listing 2: Expanded Polycell model.

system AndGate_ (
bool h, x1, x2, y)

h=> (y=xl and x2);

system AndGate_ al, a2, a3;
system OrGate_ ol, 02;

forall (k in 0..5)
al[k] ( h.al[k], xI1[k], x2[k], zl[k] );
a2[k] ( h_.a2[k], x3[k], x4[k], z2[k] );
a3[k] ( h_a3[k], x2[k], x5[k], z3[k] );
ol[k] ( h-ol[k], zl1[k], z2[k], yl[k] );
o2[k] ( h-o2[k], z2[k], z3[k], y2[k] );
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Listing 3: Factorized Polycell model.

system AndGate_ al, a2, a3, al_dol, a2_dol,
a2_do2, a3_do2;
system OrGate_ ol, 02;

x1_dal = x1 after dal;

h_al_dol = h_al after dol;
x1_dal_dol = x1 after (dal + dol);
x2_dal_dol = x2 after (dal + dol);
al ( h_.al, x1_dal, x2_dal, zl );
a2 ( h_a2, x3_da2, x4_da2, z2 );
a3 ( h_a3, x2_da3, x5_.da3, z3 );
al_dol ( h_al_dol, xl_dal_dol,
x2_dal_dol, zl_dol );
a2_dol ( h_a2_dol, x3_da2_dol ,
x4_da2_dol, z2_dol );
a2_do2 ( h_a2_do2, x3_da2_do2,
x4_da2_do2, z2_do2 );
a3_do2 ( h_a3_do2, x2_da3_do2,
x5_da3_do2, z2_do2 );
ol ( hool, zl_dol, z2_dol, yl );
02 ( h.o2, z2_do2, z3_do2, y2 );

Listing 4 and Listing 5 respectively show the expanded and
factorized LYDIA model of the SR latch.

Listing 4: Expanded SR latch model.

“forall (k in 0..2) {
h1[k] => ( q[k] = r[k—1] nor _g[k—1] );
h2[k] = ( _q[k] = s[k—1] nor q[k—1] );
}

Listing 5: Factorized SR latch model.

_q-d = _q after d;

q-d = q after d;

hl => (q = r-d nor _q-d);
h2 = (_.q = s-d nor q-d);

Performance Evaluation

We have evaluated the performance of both methods with
models based on circuits in the ISCAS-85 benchmark. For
this purpose we have modified the available LYDIA ISCAS-
85 models by adding propagation delays to components at
the gate level. We converted these models using both Algo-
rithms 1 and 2, and diagnosed them for single fault scenarios
using an existing Conflict Directed A* LYDIA engine on a 3
GHz Pentium IV CPU.

Table 2 presents the results. The first column states the
circuit name. The number of components in the original
(static) model is indicated with |C|. The maximum propa-
gation delay is indicated with ¢,,.p. For the expanded (exp.)
and factorized (fac.) models the number of health variables
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is denoted by |C],,,, and [C|,,. respectively. The reduc-
tion (red.) in the number of health variables that we obtain
with symbolic factorization compared to numeric expansion
is given in percentages in the sixth column. The diagnosis
time is denoted by 1" and given for both methods in ms. The
last column gives the speedup in diagnosis time for the fac-
torization method.

As expected, the symbolic factorization yields a signifi-
cant reduction in both the number of health variables (33-
78%) and, more importantly, the speed-up in diagnosis time
(2.32 to 175.76). Due to the inefficiency of the numeric ex-
pansion and resulting memory exhaustion, the diagnosis en-
gine could not cope with the last three models listed. A com-
parison of diagnosis times for these models could therefore
not be made.

Discussion

As is visible from Algorithm 1, the listed conversion results,
and the experiments, the expansion method is not very effi-
cient. The number of health variables in the resulting static
model grows linearly with the number of expansion time
steps, dprop. As the diagnosis time grows exponentially with
the number of health variables, this makes the expansion
method inefficient for systems with large variability in delay
lengths. Consider for example a system with 10 sequential
components of which 9 have a delay of 10 time steps and one
with a delay of 1 time step. This particular system is then
expanded for (0o, — max(A))/6 = (91 — 10)/1 = 81
time steps leading to an equal amount of health variables.
Systems that integrate behavior across different physical do-
mains, e.g., electro-mechanical, tend to have this variability
in delays. Therefore, the expansion method is not suited for
these types of systems.

The factorization method is much more efficient than the
expansion method since the number of static health variables
is merely dependent on the number of shared variables and
the number of components with different delays that use it.
Since most engineering systems display some form of hi-
erarchy the number of interconnections is relatively limited
and, accordingly, the number of static health variables and
diagnosis time. In contrast to the numeric expansion, the
complexity of the factorization algorithm is not affected by
the actual values of the delays. The factorization approach
works for systems with constant propagation delays. How-
ever, for system with recurrent relations, i.e., feedback, the
quality of diagnosis is critically dependent on the duration
of the observation window and, as always, the number of
variables observed.

Compared to Livingstone, we obtain similar results,
though with different notation, under the assumption of syn-
chrony. Assumption of synchrony in both our approaches
means only one delay value for the whole model. In Liv-
ingstone state is implemented with the next operator (). For
example, © => (O(y) is equivalent with z(t — §) = y(¢).
Again as mentioned above, we believe non-synchrony to be
an important requirement for modeling of multi-disciplinary
systems. The synchronous state transitions may lead to a
state explosion when modeling systems with different time
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model | |C|  dprop |C’|ewp_ |C|fac_ red. [%] Tewp. [mS]  Tfac. [ms]  speedup
74181 62 2 124 83 33 738.2 4.2 175.76
74182 19 3 57 34 40 557.7 11.3 49.35
74283 40 3 120 60 50 8.9 2.3 3.87
74185 41 2 82 53 35 4.4 1.9 2.32
c432 146 3 438 178 59 104.5 14.9 7.01
c499 202 2 404 210 48 87.6 22.6 3.88
cl1355 | 513 2 1026 522 49 - 114.8 -
c1908 | 251 8 2008 451 78 - 99.0 -
c2670 | 982 2 1964 1037 47 - 579.1 -

Table 2: Experimental results for ISCAS-85 models.

resolutions since the largest delays need to be expressed in
terms of the smallest. This is similar to the numeric expan-
sion method. The factorization approach allows for a more
natural way of modeling dynamic systems with arbitrary de-
lays and does not suffer from this problem as all delays are
factored out. Moreover in our approach the existing algo-
rithm is oblivious to state and deals with the converted dy-
namic model just like any other.

As a final remark, note that the speedups as presented in
Table 2 constitute a lower bound as for all the gates in the
models the same propagation delay has been used. In reality,
therefore, the complexity reduction is even greater.

Conclusions

We have shown that models with propagation delays can be
effectively used for the diagnosis of dynamic system, includ-
ing systems with state. Factoring out propagation delays and
solving the resulting models with existing algorithms has
many advantages. The user can define arbitrary real-valued
delays which allows him to realistically model systems from
different engineering domains without having to resort to
temporal abstractions. Compared to numeric expansion,
factorization is computationally much more efficient as the
model is only expanded where necessary, i.e., where addi-
tional time-dependent relations are required for consistent
diagnosis. This is illustrated with significant speedup in
diagnosis time. Furthermore, the efficiency of factoriza-
tion does not suffer from a variability in propagation de-
lay, in contrast to the expansion method. Consequently, the
speedups involved will significantly increase when propaga-
tion delays differentiate per component type
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Abstract

Researchers in the diagnosis community have developed a
number of promising techniques for system health manage-
ment. However, realistic empirical evaluation and compari-
son of these approaches is often hampered by a lack of stan-
dard data sets and suitable testbeds. In this paper we de-
scribe the Advanced Diagnostics and Prognostics Testbed
(ADAPT) at NASA Ames Research Center. The purpose of
the testbed is to measure, evaluate, and mature diagnostic
and prognostic health management technologies. This paper
describes the testbed’s hardware, software architecture, and
concept of operations. A simulation testbed that accompa-
nies ADAPT, and some of the diagnostic and decision sup-
port approaches being investigated are also discussed.

Introduction

Automated methods for diagnosing problems with system
behavior are commonplace in automobiles, copiers, and
many other consumer products. Applying advanced diag-
nostic techniques to aerospace systems, especially aero-
space vehicles with human crews, is much more challeng-
ing. The low probability of component and subsystem fail-
ure, the cost of verification and validation, the difficulty of
selecting the most appropriate diagnostic technology for a
given problem, and the lack of large-scale diagnostic tech-
nology demonstrations increase the complexity of these
applications. To meet these challenges, NASA Ames Re-
search Center has developed the Advanced Diagnostic and
Prognostic Testbed with the following goals in mind:

(1) Provide a technology-neutral basis for testing and
evaluating diagnostic systems, both software and hardware,
(il)) Provide the capability to perform accelerated testing
of diagnostic algorithms by manually or algorithmically in-
serting faults,

(iii) Provide a real-world physical system such that issues
that might be disregarded in smaller-scale experiments and
simulations are exposed — “the devil is in the details,”

(iv) Provide a stepping stone between pure research and
deployment in aerospace systems, thus create a concrete
path to maturing diagnostic technologies, and
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(v) Develop analytical methods and software architec-
tures in support of the above goals.

NASA missions have always provided challenging prob-
lem domains for model-based diagnosis researchers. Early
demonstrations (Williams et al., 1998) were typically lim-
ited to particular subsystems or components, and were run
in “shadow-mode,” in parallel with the conventional con-
trol and fault protection software. However, the increasing
complexity of aerospace systems has made advanced diag-
nostic capabilities a necessity to ensure the reliability and
safety of missions. Although they are well-suited to ad-
dress the needs of aerospace missions, many of the tech-
niques that fall under the “model-based diagnosis” um-
brella face opposition from project managers, who may be
reluctant to consider techniques with limited flight experi-
ence.

We have developed the Advanced Diagnostics and
Prognostics Testbed at NASA Ames Research Center to
enable maturation of advanced fault management tech-
niques. ADAPT provides a representative physical domain
that serves as a benchmark for performance assessment and
comparison of algorithms and concepts that enable auto-
mated diagnosis of complex systems exhibiting hybrid, i.e.,
both continuous and discrete, behavior. The testbed docu-
mentation includes engineering schematics, component de-
scriptions, fault descriptions, and system engineering ana-
lyses, such as functional models, Failure Modes and Ef-
fects Analysis, and Testability Analysis. Additional infor-
mation includes a simulation and an Application Pro-
gramming Interface (API) to facilitate integrating diagnos-
tic applications with the testbed. We will provide the
documentation, simulation model, API, as well as nominal
and faulty testbed data to researchers in the diagnosis
community.

The process of developing advanced diagnostic applica-
tions is just as important to the verification and validation
of these systems as the specific algorithms that are applied.
ADAPT establishes a problem domain with known fault
signatures and the capability to inject failures during opera-
tion of the testbed. By implementing and testing different
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diagnostic approaches on ADAPT, we aim to improve per-
formance assessment methods and the comparison of di-
verse health management strategies.

This paper presents a description of ADAPT that in-
cludes its hardware and software architectures, the concept
of operations, and a simulation testbed that emulates the
real system. We also discuss some of the diagnostic ap-
proaches that are currently being developed on the testbed.

Testbed Description

The ADAPT lab is shown in Figure 1. The equipment
racks in the background can generate, store, distribute, and
monitor electrical power. The initial testbed configuration
functionally represents an exploration vehicle’s Electrical
Power System (EPS). The EPS can deliver AC (Alternat-
ing Current) and DC (Direct Current) power to loads,
which in an aerospace vehicle would include subsystems
such as the avionics, propulsion, life support, and thermal
management systems. A data acquisition and control sys-
tem sends commands to and receives data from the EPS.
The testbed operator stations are integrated into a software
architecture that allows for nominal and faulty operations
of the EPS, and includes a system for logging all relevant
data to assess the performance of the health management
applications. The following sections describe the testbed
hardware, diagnostic challenges, concept of operations,
and software.

Hardware Subsystems

Figure 2 depicts ADAPT’s major system components and
their interconnections. Three power generation sources are
connected to three sets of batteries, which in turn supply
two load banks. Each load bank has provisions for 6 AC
loads and 2 DC loads.

Power Generation. The three sources of power generation
include two battery chargers and a photovoltaic module.
The battery chargers are connected to appropriate wall out-

Power Generation

Solar Panel

Power Storage
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Figure 1: ADAPT lab at Ames Research Center.

lets through relays. Two metal halide lamps supply the
light energy for the photovoltaic module. The three power
generation sources can be interchangeably connected to the
three batteries. Hardware relay logic prevents connecting
one charge source to more than one battery at the same
time, and from connecting one charging circuit to another
charging circuit.

Power Storage. Three sets of batteries are used to store
energy for operation of