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i.MX31 WinCE 6.0 Lab 4: Debugging

Introduction

Learning Objectives
m Learn about the advanced debugging features in Platform Builder
m  Monitor the operating system on the device from your workstation

m Familiarize yourself with the Remote Tools

Prerequisites

Knowledge of the vocabulary used in OS design, Visual Studio, and the Platform Builder Plug-in
for Visual Studio

Knowledge of C and C++ languages

Lab Setup

To complete this lab, you must have:

m A development workstation running Windows XP or Vista

m Visual Studio 2005 (Version 8)

m Service Pack 1 for Visual Studio 2005

m Service Pack 1 for Visual Studio 2005 on Vista (if you are running Vista)
m  Windows CE 6.0 R2 Platform Builder plug-in with Service Pack 1

m A Zoom i.MX31 LITEKIT

m  The i.MX31 SOM-LV Windows CE 6.0 BSP

Creating the Platform Image

Create a new OS Design
Launch the Visual Studio 2005 New Project dialog.

m Select File | New... | Project...

Logic Product Development Company, All Rights Reserved 1
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New Project

Project bypes: Templates: |§|
=) Wisual C++ Yisual Studio installed templates
ATL
CLR ) &5 Design
General
MFC My Templates
Smark Device )
Winae -4 Search Online Templates. ..
Qther Languages
Cther Project Types
PlatFarm Builder For ZE 6.0
& project For creating a Windows Embedded CE 6.0 operating syskem |
Marne: | OSDesignd |
Location: | W INCERDDOSDesigns “ | [ Browse, .. l
Solution Mame: | CSDesignd | Create directory For solution
K ] [ Cancel l

m Select the Platform Builder for CE 6.0 project type.

m Choose the OS Design template

m Enter a name for your project, or go with the default name
m Click OK

The initial Dialog that is displayed below outlines the process of creating an OS Design. There
are a number of steps involved and you will step through the wizard and make selections as

appropriate.

Rev A Logic Product Development Company, All Rights Reserved
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Windows Embedded CE 6.0 05 Design Wizard

"' j ¥elcome to the Windows Embedded CE 6.0 0% Design Yizard

This wizard guides wou through the process of creating an &5 design for a CE 6.0 based
platform, &n 03 design defines the characteristics af a CE 6,0 03,

You can create an O35 design by choosing a design kemplate and one or more board
support packages (BSPs), & BSP includes an QEM adaptation laver (048L) and device
drivers,

This wizard helps vou;

Choose a B3P,

Choose a design template,

Add items to vour OS5 design or remove items From ik,

To continue, click Mext,

We will build an operating system for the i.MX31 SOM-LV device.

You could select more than one BSP (Board Support Package). For example, it may be useful to
select the Device Emulator and a hardware reference platform; the emulation environment can be
used by your internal/external application developers to build applications for your device while
hardware is still being developed.

Rev A Logic Product Development Company, All Rights Reserved 3
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Windows Embedded CE 6.0 05 Design Wizard

f! Board Support Packages
y.

Available BSPs:

[] Aruba Board: ARMY41

[ ] Renesas USTFS0R HARF SDE: SH4
[] CEPC: =26

[] Device Emulator: ARMY4I

[] H45ample OMAPZ420: ARMY4I
[[] LagicPL iMXET LY-50M: ARMY4I
[] LPD_OMAP3S:_S0M

[[] Mainstanelll PRAZTH: ARMY4T

[[] MEC DDE-Yr55004: MIPSIT_FP

[ ] MEC DOE-W55004: MIPSII

[[] MEC DOE-Yr55004: MIPSIY

[[] MEC DOE-Yr55004: MIPSIY_FP
TrainingB5P: ARMiY4T
[] V1A BSP CEPC:RE6

& BSP contains a sek af device drivers that are added
ko wour 05 design,

Select one or mare BSPs far your ©5 design.

Maoke: Only BSPs supported by installed CPUs are
displayed in the lisk,

< Previous ] [ Mext =

i.MX31 WinCE 6.0 Lab 4: Debugging

Zancel

Select TrainingBSP: ARMV4I
Click Next

You are now given a number of Design Templates to choose from as the starting point for this

project. If none of the options match your needs you can simply select ‘Custom Device’ and
build the image based on the components you select from the catalog.

For the purposes of this tutorial you will be using the PDA Device template.

Logic Product Development Company, All Rights Reserved
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Windows Embedded CE 6.0 05 Design Wizard

[

j Design T lat
‘. g esign Templates

fyvailable design templates:

Consurmer Media Device & design template is a set of predefined
Cuskom Device catalog ikems.

Industrial Device

PDA Device Choose the design template that is most
Phone Device closely aligned with the purpose of your
Small Footprink Device karget device.

Thin Client

Provides the starting point For a range of
personal digital assistants (PDAs) or mobile
devices with a clamshell-and-kevboard
design.

< Previous ” Mext = l[ Einish ][ Zancel

m  Select PDA Device from the list of Design Templates
m  Click Next

The Wizard now gives you the option of choosing a variant of the Design Template. For this
tutorial you will be using the Mobile Handheld variant.

Rev A Logic Product Development Company, All Rights Reserved 5
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Windows Embedded CE 6.0 05 Design Wizard

[

" j Design Template Yariants
-

Yarianks:
Mobile Handheld Mobile Handheld
Enterprise Web Pad

< Previous ” Mext = l[ Einish ][ Zancel

m  Select Mobile Handheld from the list of Design Template Variants

m Click Next

There are a number of options which can be selected for each of the sample platforms, the OS
Design Wizard will only show options that are relevant to the platform you are building. For
example, it would not make sense to include Internet Explorer or WordPad in a headless device
such as a Gateway. The Mobile Handheld device can include applications such as Internet
Explorer, WordPad, and Windows Messenger.

In this case we don’t need the .NET Compact Framework. De-select this item.

Rev A Logic Product Development Company, All Rights Reserved
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Windows Embedded CE 6.0 05 Design Wizard

[

" j Applications Media
-

MET Compack Framewark 2,0 Suppaort For applications and services

[] File Systems and Data Store g?jﬁgﬁg:ﬁr the .MET ¥2.0 Compact
[ windows Embedded CE Error Reporting '

AckiveSync
Inkernet Browser

Cuarker Wah Resources - Portrait Mode

[ windows Media AudiofMP3

[ ] windows Messenger

[ ] wordrad

< Previous ” Mext = l[ Einish ][ Zancel

m De-select the .NET Compact Framework
m Click Next

Next comes networking and communications, you can see that Windows CE provides support for
Personal, local, and wide area networking through technologies such as Bluetooth, IrDA, Wired
and Wireless networking, and VPN.

In our case the default options are fine.

Rev A Logic Product Development Company, All Rights Reserved 7
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Windows Embedded CE 6.0 05 Design Wizard

[

‘J MNetworking Communications
i

TCPIPvE Suppork The Internet standard protocaol, version &,
[ wide Area Metwork (Wan)
Local Area Mebwork, (LAM)
Personal Area Metwork (PAR)

|:| Security

< Previous ” Mext = l[ Einish ][ Zancel

m Click Next

We’re done! — The wizard is complete. You’ve configured the OS Design and can now further
customize it by adding and/or removing components from the Catalog.

Rev A Logic Product Development Company, All Rights Reserved 8
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Windows Embedded CE 6.0 05 Design Wizard

" j 0% Design Project Wizard Complete

‘fou have completed the wizard, Press Finish ko create your O35 Design project,

Einish ] [ Zancel

m  Click Finish

The Wizard will now prompt you with any security warnings or other notifications related to the
components you selected. Acknowledge these notifications.

Rev A Logic Product Development Company, All Rights Reserved 9
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) Catalog Item Notification

F
Security Warning
Security Warning
Under certain circumstances, the Object Exchange Protocol (OBEX) catalog
item can compromise the security of your platform, This catalog item poses the
following potential security risks:
& If proper security and authentication techniques are not used, a service that
interferes with services.exe can be installed.
# If proper encryption techniques are not used, OBEX running over Bluetoaoth
could expose data packets to third parties,
To learn more about potential OBEX security risks, as well as the best practices
for using this catalog itern more securely, see the following topics:
QBER Security
Enhancing the Security of a Device
w
Acknowledge l [ Cancel

m Click Acknowledge

At this point you have an OS Design containing all of the OS components which have been
selected from the Wizard. In the next section we will further customize the OS Design using the
Catalog.

Customize and Build the OS Design

Using the Catalog

You will now make changes to the items included in your OS Design using the Catalog View.
First, ensure that the Catalog View is visible.

m  Select the View menu
m  Choose Other Windows | Catalog ltems View

We need to select a few components for our i.MX31 SOM-LV device.

m In the search box, type i.MX31 LCD Backlight

m  Select the i.MX31 LCD Backlight component

m Note that there are other device drivers that are a part of this BSP.
m Under Display, selecti.MX31 IPU Display Driver

m Under Touch, select MC13783 Touch Driver

m  Your selections should match the following image:

Logic Product Development Company, All Rights Reserved 10
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Catalog Ttems View kd

|‘f_E-| Filter » | |#] @ <Search> = LJ

=3 Third Party A
=3 BSP

|:| LogicPD iMX27 LV-50M: ARMY4L
|:| LogicPD iM%31 LV-50M: ARMY4L
=] TrainingBSP: ARMY4I
= Device Drivers
[J Audio
=3 Backlight Control
=& .M%31LCD Backlight
4] BACKLIGHT CTLPML
4] BACKLIGHT IPU
{1 Battery
[ Block
{_1 Button
=3 Display
= '@' i.M¥31 IPU Display Driver
lﬂ I.M¥31 IPU DISPLAY
3 12CBus
3 Metworking
3 PCMCIA
[[J Pulse-width Modulator
[_J 5D Host Controller
[ Serial
{_ Timers
=-J Touch
@ b

{1 USE Devices L

@ Catalog Items View Ll’f~;|5|:|luﬁ|:|n Explorer Egclass View

3.2

Rev A

Enabling Profiling Kernel and Event Tracking

In the next section we will be using the Kernel Tracker. The Kernel Tracker tool requires that we

have enabled the Profiling Kernel.

You enable the Profiling Kernel by selecting the following options:

m Select the Solution Explorer view

m  Right Click on OSDesign4 (or the name of your project)

m Select Properties
m  Expand Configuration Properties

m Select the Build Options item

Logic Product Development Company, All Rights Reserved
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05Design4 Property Pages

Configuration:  |Ackive(TrainingBSk ARMY [ Configuration Manager ... ]
[=1- Cammon Properties Build options:
Build Tree (WINCEROOT) [] Buffer tracked everts in R&M IMGOSCAPTURE=1]
=) Configuration Properties Enable eboat space in memary [MGEBOOT=1]
General Enable event racking during boot [IMGCELOGEMABLE=1]
Lacals [] Enable hardware-assisted debugging suppart (IMGHDSTUB=1]
Build Options Enable kernel debugger [ho IMGHODEBUGGER=1)
Enviranment Enable KITL [no IMGMOKITL=1]
Cuskam Euild Actions Enahle profiling [IMGPROFILER=1]

Subproject Image Settings [] Flush tracked events to release directory [IMGAUTOFLUSH=1]
[[] Run-time image can be larger than 32 MEB (IMGRARMEB4=1]
[] Usze scopy instead of links to populate release directory [BUILDREL_USE_COPFY=1)
[ twfrite run-time image to flash memany IMGFLASH=1)

[ o4 H Cancel H Apply

4.1
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You will notice that the tools are currently set to build a Debug image of the platform. You have
“Kernel Debugging” enabled, but in order to use the Kernel Tracker tool you also need to enable
the Profiling Kernel and Event Tracking.

m  Select Enable Event Tracking During Boot
m  Select Enable Profiling
m Click OK

Adding Applications to the Platform

We have two applications to add to our platform, these are MemLeak and Philosophers. Let’s
now create these applications and add them to the platform workspace.

MemLeak

We’'re now ready to add our first application to the platform; this application will be a Windows
application with Ul. The application will be used to show Debug Zones to display focused debug
information from an application or driver, Remote Performance Monitor to monitor memory load
within the operating system, and to also show how CELOGDATA can be used to output custom
data items into the Kernel Tracker data stream. Memleak is a multi-threaded application which
will be created using the Platform Builder ‘Application Wizard’ — we will examine the code used in
this application later in the lab.

m In the Solution Explorer, right click on the Subprojects folder
m  Select Add New Subproject...

The Subproject Wizard is displayed and shows a number of different subproject types. Each of
the available types is described in the Platform Builder online help.

Logic Product Development Company, All Rights Reserved 12
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Windows Embedded CE Subproject Wizand

" j 2elect name, location and template

fvvailable templates: Subproject name:

WCE application |ME|TI|_EEIk |
WiCE Consale Application

WiZE Crynamic-Link, Library Location:

WCE Static Library |C:'I,WINCEE-IZIIZI'I,DSDesigns'I,OSDesign4'l,OSDesign4'l,Mn|

WiZE TLI% Dyvnaric-Link, Librarsy:

Mext = l[ Einish ][ Zancel

m  Choose WCE Application
m  Type the name of your application — MemLeak

m Click Next

You will be prompted for the type of application you want to add. There are three types of
applications. An empty project assumes that you will add all the source files needed for the
project. A “Simple” Windows CE application will create the core source files needed to build the
project and will have an entry point of WinMain. Finally, a typical “Hello World” application will
output the string “Hello World” to the screen when executed.

Rev A Logic Product Development Company, All Rights Reserved 13
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Windows Embedded CE Subproject Wizand

.‘. j Auto-generated subproject files

What kind of wWindows Embedded CE application would vou like to create?

) an empty subproject
*) & simple Windows Embedded CE application

) & typical "Hello world" application

Einish ] [ Zancel

m  Select A Simple Windows Embedded CE application
m  Click Finish

At this point you have application source written for you that simply exposes the entry point for
the application, you are now responsible for writing the rest of the application code.

m  Under Subprojects Expand MemLeak
m Expand Source Files
m Double Click on MemLeak.cpp

You will now replace the existing ‘skeleton’ code created by the application wizard.

m Select all of the code in the MemLeak application (use CTRL+A or the mouse)
m Delete all of the MemLeak source code.
m  Open the file C:\Labs\Lab4\LabFiles\MemLeak.cpp

m Copy the contents of this file into the MemLeak.cpp file in visual studio

Philosophers

We’'re now ready to add our second application to the platform. In this example we will be using
the Dining Philosophers problem which is a classic multi-process synchronization problem. The
problem consists of five philosophers sitting at a table who do nothing but think and eat. Between
each philosopher, there is a single stick. In order to eat, a philosopher must have both sticks. A

Logic Product Development Company, All Rights Reserved 14
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problem can arise if each philosopher grabs the stick on the right, then waits for the stick on the
left. In this case a deadlock has occurred, and all philosophers will starve. Also, the philosophers
should be fair and not hold onto the chopsticks for too long, therefore each philosopher should be
able to eat as much as the rest.

m In the Solution Explorer, right click on the Subprojects folder.
m Select Add New Subproject...

The Subproject Wizard is displayed and shows a number of different subproject types. Each of
the available types is described in the Platform Builder online help.

Windows Embedded CE Subproject Wizand

l" j 2elect name, location and template

fvvailable templates: Subproject name:

WiZE Application |F'|'Ii|':' |
WiCE Consale Application

WiZE Crynamic-Link, Library Location:

WiZE Static Library

WCE TU Dynamie-Link Library |C:'I,WINCEE-IZIIZI'I,DSDesigns'I,OSDesign4'l,OSDesign4'l,F'I'|

Mext = l[ Einish ][ Zancel

m Choose WCE Application
m  Type the name of your application — Philo
m Click Next

You will be prompted for the type of application you want to add. There are three types of
applications. An empty project assumes that you will add all the source files needed for the
project. A “Simple” Windows CE application will create the core source files needed to build the
project and will have an entry point of WinMain. Finally, a typical “Hello World” application will
output the string “Hello World” to the screen when executed.

Logic Product Development Company, All Rights Reserved 15
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Windows Embedded CE Subproject Wizand

.‘. j Auto-generated subproject files

What kind of wWindows Embedded CE application would vou like to create?

) an empty subproject
*) & simple Windows Embedded CE application

) & typical "Hello world" application

Einish ] [ Zancel

m  Select A Simple Windows Embedded CE application
m  Click Finish

At this point you have application source written for you that simply exposes the entry point for
the application, you are now responsible for writing the rest of the application code.

m Under Subprojects Expand Philo
m Expand Source Files
m Double Click on Philo.cpp

You will now replace the existing ‘skeleton’ code created by the application wizard.

m Select all of the code in the Philo application (use CTRL+A or the mouse)
m Delete all of the Philo source code.

m  Open the file C:\Labs\Lab4\LabFiles\Philo.cpp

m  Copy the contents of this file into the Philo.cpp file in visual studio

We’re going to run the Remote Call Profiler against the Philosophers application, in order to do
this we need to instrument the application.

m In Solution View, right click on the Philo Project (the top most node of the Philo application)

m Select Properties

Logic Product Development Company, All Rights Reserved 16
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This will display the Project Settings dialog for the Philosophers application.

Editing C:AWINCE600X05Designs\05Design4Y05Design4\P hilo\sources

[alobal Block

| C/C++ | Link Managed Code

El Mizc
.def File
Cusztarn % aniables [Collection)
Executable B ase Address
Generate Code File Mo
Local Memary D ebugging Mo
Feleaze Type Local
Ship Build Mo
Target .def MHame
Target .pdb Mame
Target Hame Philo
Target 05 “findows CE

Custom ¥Yanables
Specifies custom vanables for the project.

|3

| £

(] 4 ] [ Cancel

m Select and open Custom Variables

Custom Variables E'

Cusgtom wvanables:

" ariable Yalue

[

OE.

_COMMONPUBROOT $[_ PROJECTROOT [\cesysq..
—_PROJROOT $(_PROJECTROOT)
TISYINCPATH $WINCEROOTMpublichco. .
“OEMINCPATH $_WwINCEROOT Jspublichco..
FILE_WIEwW _ROOT_FOLDER Readke tut Stddke cpp preli...

FILE_WIEW_RESOURCE_FOLDER b
FILE_WIEMW_INCLUDES_FOLDER  StdAfsh

SOURCES Phila.cpp r
EOSTLIME BAGC Chdl reeHinl sk bt
MHew. . ] [ Edit... ] [ Bemove

m Select New
m Enter WINCECALLCAP for the Variable Name

m Enter 1 for the Variable value

Rev A Logic Product Development Company, All Rights Reserved 17
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Environment Variable

Warnable name:

"wfINCECALLCAP |

W arnable walue:
L |

Ok l [ Canicel ]

m Click OK

We also need to enable the generation of a .MAP file for this project.

m  Onthe Custom Variables Dialog, click New
m Enter WINCEMAP for the variable name

m Enter 1 for the Variable value

Environment ¥ariahle E

Wariable name:
W/INCEMAP |

Yariable wval.e:
L |

ok, l [ Cancel ]

m Click OK on all the open dialogs
m  Select Build | Build Solution

Examining Build Errors

In this exercise you will analyze the build results and various build errors to help you understand
any errors you may encounter in the real world.

m  Observe the text in the build output window from this lab. Identify the SYSGEN, BUILD,
BUILDREL, and makeimg steps (These keywords will be on the far left of the Output window
with a “’ next to them

The SYSGEN steps start with the line “Starting sysgen phase for project”. The
BUILD steps start with a “Build started with parameters”. The BUILDREL steps start
with “C: \WINCE600\build.log,” and the makeimg starts with “BLDDEMO: Calling
Makeimg -- Please Wait”. Any of these phrases may be search for with a Ctrl + F to find
the beginning of each section.

m  Open the C:\WINCEG600 folder using Windows Explorer
m  Observe the build.” files. You may open any of them in a simple text editor

The Build.log file contains all the information generated during the BUILD step. From the end of
the SYSGEN step to the beginning of the BUILDREL step. Build.wrn isolates all the warnings
that occurred during the build, and a Build.err file is generated to show errors if they occur.
Build.dat contains other information not relevant to this lab.

Logic Product Development Company, All Rights Reserved 18
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5.1 Create the GenBuildErr Subproject
m Click on the Solution Explorer tab to display the Solution Explorer
m Locate the Subprojects node below the OSDesign4 project in the Solution Explorer window

m Right click on the Subprojects node and select Add New Subproject... The Windows
Embedded CE Subproject Wizard will appear

m Select the WCE Application template

m  Type GenBuildErr in the Subproject name text box

fvailable kemplates: Subpraject name:

WEE Application |GenEuiIdErr |

WiZE Console Application

WiZE Crynamic-Link, Library Locakion:

WCE Static Library i . : :

WCE TUS DynamicLink Library |c.H,WINCEE-nnxoSDesugnsxOSDesugnﬂOSD.asugnﬂG:|
Mext = l [ Einish ] [ Cancel

m Click Next

m  Select A typical “Hello World” application and click Finish. The wizard will create the files
necessary our subproject

m  Select Build | Targeted Build Settings from the Visual Studio menu

m Ensure that Make Run-Time Image After Building does NOT have a check mark beside it.
If it does, deselect it by clicking on the menu item

This step will prevent the OS run-time image from being rebuilt after we build individual
subprojects. This setting will persist for all targeted builds throughout the life of this OS design.

Rev A Logic Product Development Company, All Rights Reserved 19
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Generating a Syntax Error

m  Right click the GenBuildErr subproject in the Solution Explorer and select Build. The
application will build and should complete with 0 errors and 0 warnings in the build output
window

m Navigate to C:\WINCE600\OSDesigns\OSDesign4\OSDesign4\GenBuildErr using
Windows Explorer

m  Observe the build.” files. These files contain the subproject specific build data

m Locate and expand the GenBuildErr subproject in the Subprojects node of the Solution
Explorer

m Expand the Source files node of the GenBuildErr subproject
m  Double click the GenBuildErr.cpp file. The file will load in the Visual Studio editor
m Locate the first call to the LoadString(...) function near the top of the file

m Delete the semicolon at the end of the line. This will create a syntax error

GenBuildErr.cpp® | Philo.cpp | MemlLeak.cpp | Start Page - X

(Global Scope) || = WInMain(HINSTAMNCE hinstance, HINSTAMCE hPrevInstance, LPWSTR [pC w

HINSTANCE hInst; // current instance
TCHAR seTitle[MAX LOADSTRING]: £ The title bar text
TCHAR szWindowClass[MAX LOADSTRING]: // The title har text

—
S

/f Forward declarations of functions included in this code module:
LTOM MyRegisterClass (HINITANCE hlInstance) ;

BEOOL InitInstance (HINSTANCE, int)

LRE3ULT CALLEACEK WndFroc (HUND, UINT, WPARALM, LPARLHM):

int WINAPT WinMain (HINZTANCE hInstance,

Rev A

HINATANCE hPrevInstance,
LPTSTR lpCmdLine,
int nCmd3how)

4 TODO: Place code here.
MSG m=sg;
HACCEL hhccelTable:

J/ Initialize global strings
Loaditring (hInstance, ID3_APP TITLE, s=zTitle, MAX LOADSTRING)

Load3tring (hInstance, IDC_GenBuildErr, szWindowClass, HNAX LOADITRING)
MyRegisteriClass (hInstance) ;

/4 Perform application initialization:
if (!InitInstance (hlnstance, nCmd3how)) v

m Save and close GenBuildErr.cpp
m Right click the GenBuildErr subproject and select Build. The build should fail, with one error
m Notice that a Build.err file has been created in you Windows Explorer window

You may need to refresh the Windows Explorer window for the Build.err file to appear.

Open Build.err and note the type of error generated

m  Switching back to Visual Studio, observe the build output window
m  Scroll up, until you see the error shown in the Build.err file

m Double click on the error. This should reopen GenBuildErr.cpp and place the cursor at the
line after the missing semicolon
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m Replace the semicolon and save.
m  Right click the GenBuildErr subproject and select Rebuild. The build should succeed.

Generating a Linking Error
m  While still in GenBuildErr.cpp, add the following pieces of code where shown:

extern VOID dummyFunction (LPVOID) ;
dummyFunction (NULL) ;

enBuildErr.cpp | Philo.cpp | MemLeak.cpp | Start Page - X

bal Scope) || =i winMainfHINSTAMCE hInstance, HINSTAMCE hPrevInstance, LPWSTR [pC &

TCHAR seWindowClass[MAX LOADSTRING] ; S The title bar text jﬁ

/4 Forward declarations of functions included in this code wodule:
LTOM MyRegisterClass (HINITANCE hlInstance);

BEOOL InitInstance (HINSTANCE, int):

LEESULT CALLEACE WndProc (HWIND, UINT, WPARAM, LPARLM):

extern VOID dwmnyFunction (LPVOID) ;

int WINAPI WinMain (HINSTANCE hInstance,
HINSTANCE hPFrewvInstance,
LPTSTR 1pCrdLine,

= int nicrd3honrg

#¢ TODO: Place code here.
M3G m=sg:
HACCEL hiccelTable;

ff Initialize global strings
Load3cring (hInscance, ID3 APP_TITLE, =zTitle, MAX LOADSTRING):
< gmyFunct lon (NULL) ;[
Load3tring (hInstance, IDC GenBuildErr, szWindowClass, MAX LOADITRING) :
MyRegisterClassihInstance) ;

ff Perform application initialization: “

m Save and close GenBuildErr.cpp

m Right click the GenBuildErr subproject and select Rebuild. The build should fail with three
errors

By refreshing the Windows Explorer window you should be able to view the new Build.err file.
m Locate the errors in the build output window in Visual Studio. Notice that double clicking on
the errors will not take you to the issue

m  Also note that the first error gives the function name that Visual Studio cannot identify, and a
general location

This error is a link error because you have called a function and told Visual Studio with the extern
call that it is defined somewhere else, but Visual Studio cannot find the definition.

m  Reopen GenBuildErr.cpp and delete the lines of code added above

m Save and rebuild the subproject

5.4 Generating a Makeimg Error

m Expand the Parameter files node of the GenBuildErr subproject.
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m  Double click the GenBuildErr.bib file. The file will load in the Visual Studio editor
m Delete the ‘U’ in $ ( FLATRELEASEDIR) \GenBuildErr.exe

m Save and build the GenBuildErr subproject

m Note that the build succeeds

m  Select Build | Make Run-Time Image from the Visual Studio menu. Data should be output
to the build output window, and the makeimage should fail. Note that no Build.err file is
generated because the makeimage step occurs after the build process

m Observe the errors in the build output window
m  Reopen GenBuildErr.bib and undelete the ‘v’ in GenBuildErr.exe
m Save and rebuild the subproject

m  Select Build | Make Run-Time Image from the Visual Studio menu. The makeimage should
succeed

m  Select Build | Targeted Build Settings from the Visual Studio menu
m Enable Make Run-Time Image After Building by clicking on this item

You have now successfully debugged various build errors!

6 Setting Breakpoints

You will now set a breakpoint that will be hit once the OS image has been downloaded. The
platform has a file system driver, so we can use the Platform Builder IDE to locate the code that’s
loading the driver and set a breakpoint on this code.

m  Within the Solution Explorer, expand the following folder in this order

OSDesign4
C:\WINCEG600
PLATFORM
COMMON
SRC

Soc
MX31_LDP_V1
DRIVERS
MXARM11
BACKLIGHT
DRIVER
Source Files

OO0 o0oooooooooao

m  Open backlight.cpp
m  Search for the function UINT32 BKL_ Init (UINT32 dwContext)
m Set a breakpoint on the following line (by clicking on the line and pressing the F9 key)

InitializeCriticalSection (&cs) ;
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DEBUGMSG (ZONE_FUNCTICN, (TEXT ("BEL INIT() +!\z\n")) }:

InitializeCriticalSection (&cs);

b

f get our activation information
dwStatus = RegCpenKeyEx (HEEY LOCAT MACHINE, (LPCTSTR)dwContext, 0, 0O,
EhDriverkKevy) ;

We will now download the image and examine how to interact with the breakpoint.
7 Download the Platform Image

7.1 Configure Download/Debug Transport

You are now ready to download and debug the Windows CE operating system image — before
you download let's check to make sure the debug and kernel transports are configured and that
we can view debug information over the serial terminal.

m Open TeraTerm by double clicking the icon on the desktop.

m Verify the serial port settings by clicking the Setup | Serial Port menu item (Your physical
Port may differ):

Tera Term: Serial port setup g|

Port: COM1 v 0K

Baud rate: 115200 v

Data: 8 bit v Cancel
Parity: none A

Stop: 1 bit v Help

Flow control; none v

Transmit delay
0 msecichar 0 msecfline

Ok now that you have configured your serial terminal we can continue to setup the device and
Platform Builder. Switch back to your Visual Studio 2005 instance.

m Select Target | Connectivity Options

The following dialog will be displayed:
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FEX

Device Configuration
Acd Device

Delete Device

Semice Configuration
Hernel Service Map

Core Service Seltings

Service Status

Target Device:

| CE Device

Download:

| Ethernet
[ LoCE_23803 |

Tranzport;

| Ethernet
[LoCE_29803 )

Debugger:

|KdStub
[ Frompt On Error |

Cloze

Settings

Settingz

Settingz

Help

Rev A

m Inthe Download box select Ethernet

m Inthe Transport box select Ethernet

m In the Debugger box select KdStub

m Click on the Settings box next to the Download: dropdown box. A box like this will appear:

Logic Product Development Company, All Rights Reserved
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Target device book name:

% Ethernet Download Settings

IP address:  0.0.0.0
Book loader: 0.0

Active target devices:

TFTP block size in bytes:
51z

Restore

Cancel
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m Leave this box open and move on to the next step

Now we will switch to the Tera Term window to configure our device.

m Power on the device.

m  You should see a losh prompt display.

B cOM1:115200baud - Tera Term ¥T

File Edit Setup Control Window Resize Help
s
LogicLoader
{c?) Copyright 2002-2088. Logic Product Development, Inc.
All Rights Reserved.
Uersion 2.4.1-IMX27_168 8801
losh> |
W

m Configure the network interface using either DHCP or a statically assigned address:

o For DHCP, type: ifconfig smO dhcp

o For a static ip address, use the following command: ifconfig <interface> <ip>
<netmask> <gw>
= Example: ifconfig sm0 192.168.1.1 255.255.255.0 192.168.1.0

m  Type the command bootme and press the Enter key. This will allow visual studio to connect
to this device. Note the name of the device that is displayed:
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W COM1:115200baud - Tera Term VT =3

File Edit 3Setup Control Window Resize Help
”
LogicLoader
Cc?) Copyright 2082-28008, Logic Product Development, Inc.
All Rights Reserved.
Version 2.4.1-IMX27_18 8801
losh? ifconfig sm@ dhep
tarting DHCP on sm@ .
lozh» bootme
evice’s name is LoGCE_29888.
ent BOOTME 1
w

m  Switch back to Visual Studio and the box you left open should now be populated with a
device. If there are multiple devices in the list, click on them and view the IP address. Make
sure it matches up with the one that you wrote down.

m Note: If the device does not appear in Platform Builder’'s “Ethernet Download Settings”
window, please check your firewall settings and anti-virus software. The “bootme” protocol
uses raw UDP packets for communication between the device and the tools.
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=

% Ethernet Download Settings

Target device book name:

IP address: 0.0.0.0
Boot loader: 0.0

Ackive karget devices:

LoCE_Z29803

TFTP block size in bytes:

512 Restore |

(0] 4 Cancel |

m Click OK in the small box, and then click Apply. Once you have done this, click the Close
button.

Download the Operating System
m Select Target | Attach Device

m The device should still be executing the bootme command, but if it is not, type bootme at the
losh prompt

m  When the image is finished transferring (a losh prompt will display), type the following
command to boot the image:
exec rtc:rtc_imx31 _pmic:dbg leds:1:disp_num:3:Kkitl:true:share_eth:1:

m The debugger may pause with a DEBUGCHK message. In the Debug menu, click Start or
press the F5 key on the keyboard to continue execution

The image will load quite slowly because we are in a DEBUG build.

Working with Breakpoints

You've set a breakpoint in shared source for the backlight driver. The breakpoint will get hit
before the OS has completed loading. Once the breakpoint has been hit you can do a number of
things, including View memory, View Registers, Call Stack, Single Step Code, and View local
variables.
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DEBUGMSGE (ZONE_FUNCTION, (TEXT("BEL INIT() +!\z\n")}} ):

=] | InitizlizeCriticalSection(&cs) ;

Callstack
Process: |nk exe | Thread: [e<00c10002

get our activatlon information

shDriverEevy) ;

You can see that a breakpoint has been hit because you have a yellow “Current Instruction”
pointer displayed over our breakpoint.

m Select Debug | Windows | Call Stack

The call stack window shows the function chain that brought you to the current breakpoint.

dwStatus = RegCpenKeyEx (HEEY LOCAL MACHINE, (LPCTSTR)dwContext, O, O,

b

QEACKELIGHT |BEL Init(unsigned int Omd02asf24) line 123

LEVHGR | LaunchDevice(fadev_t * 0x00000000, unsigned long 0x00=10002, unsigned long Oxc0503720, woid * 0xc0503720

DEVHGR|I_ActivateDewviceE=z(const unsigned short * 0xd0045170, const _REEGINI % 0=d0045030, unszigned long 0x000000

LDEVHGR |IDH_ActivateDeviceE=z(const unszigned short * 0xd0045170, const _REGINI = 0=d0045030, unsigned long 0=z00000

K. COREDLL |zx=_ ActivateDeviceEz{const unsigned short = 0=d0045170, const wvoid * 0xd0045030, unsigned long 0=0000

BUSENUN | DeviceFolder: :LoadDevice() line 164 + 84 bytes

BUSENUH ! BusEnum: jActivatedllChildDrivers() line 294

BUSENUH ! BusEnum: :PostInit{) line 158 + 28 bytes

BUSENUM ! Defaul tBusDriver: (FastIOControl{unsigned long 0x002a0048, unsigned char = 0xd02af2lc, unsigned long 0=0

BUSENUM | DefaultBusDriver: :IOControl {unsigned long 0x002a0048, unsigned char # 0xd0Zaf2lc, unsigned long 0=z00000

BUSENUM | IOControl (void * 0xd004ba?0. unsigned long 0x002a0048. un=igned char * 0xd02afZ0c. unsigned long 0=0000

DEVHGE |DH_DevDeviceloControl (fsopendev_t # 0=00000000, unsigned long 0=z00000000, woid #* 0x00000000., unsigned lom

KERHEL |MDCallKernelHAPT + &0 bytes

KERHEL |HKHandleCall{unsigned long 0=d02af108. _DHCALL STRUCT #* 0x8825474c) line 1983 + 40 bytes

K. COREDLL | DirectHandleCall{un=signed long 0x00000007) line 73 + 24 bytes

K. COREDLL |zxx DeviceloControl({woid #* 0x01ac0003, unsigned long 0x002a0048, wvoid * O0xd02af20c, unsigned long 0=0

LDEVHGR | DevicePostInit (unsigned short * Oxd02af?fc. unsigned long 0=002a20048. void * Oxd004b9b0. const unsigned

DEVMGE I ActivatelDeviceEz{const unsigned short #* 0xd02afb88, const _FEEGINI * 0xd02afd8c, unsigned long 0x000000

LDEVHGR|DH_ActivateleviceEx(const unsigned short = Oxd02afbi88, const _REGINI = 0Oxd0Zafdfc, unsigned long 0=00000
| ¥

W

m Back in the source window backlight.cpp, right-click on cs (it is shown on the current line
where the breakpoint was hit) and select QuickWatch

The following data will be displayed:

QuickWatch

Expression: Recalculate

= vl

Add Watch

Cument value: Close

LockCourt CcDOD0D0O000
CwnerThread (00000000
hiCrit CcDOD0D0O000
needtrap (00000000
dwContentions (00000000

m This shows the contents of this variable
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m Select Close

m Select Debug | Windows | Breakpoints (or press ALT+F9 on the keyboard).

Wi XK G e O 30
[Fat "{ backlight cpp...} 123’

m Click the Clear All Breakpoints (%) toolbar button
m Close the Breakpoint Dialog
m Select Debug | Start to allow the OS to finish loading

At this point, the operating system will finish loading.

Remote Tools & Memory Leaks

Remote Performance Monitor

The Remote Performance Monitor is a graphical tool for measuring the performance of a remote
Windows CE system. You can view the behavior of performance objects, such as processors,
memory, threads, and processes.

We will be using Remote Performance Monitor to monitor memory load on the reference board,
this is useful to track memory load over a period of time, if memory load increases over time this
could be normal behavior of the currently running processes and drivers, or this could indicate a
memory leak. We will use the MemLeak application to show how Remote Performance Monitor
can be used.

To start PerfMon:

m  Within Visual Studio, select Target | Remote Tools | Performance Monitor

You will be prompted for the device to connect to.

m Select Windows CE Default Device
m Click OK
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Select a Windows CE Device

- @ Windows CE Default Platfarm
% Default Device

LCancel

Once connected we will need to select which performance items we wish to monitor, in this case
we will be monitoring memory load.

m Select Edit | Add to Chart (or CTRL+I)
The Default objects displayed are CE ICMP Statistics:

Add to Chart X
Ohbject: CE ICMP Statiztics Instance: Add
ICRAP Out —
(B0 A e ss b ask Bequests "y ﬂ
Addrezs Mask Responzes =3
Echo Replies B Explain: >
Echo Replies/zec
Echos
Echoszizec v

Colop: | ~ | Scale |Defau|t | Width: - Style: -

m  Scroll the Object ComboBox to CE Memory Statistics

m Scroll the Counter ComboBox to Memory Load
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Add to Chart X
Object: | CE Memory Staistics | Instance: Add
Counter: | Available Pagefile Cancel

Ayailable Phyzical

Explain: =

Total Pagefile
Total Phyzical

Colop: | ~ | Scale |Defau|t * | Widh| —— vl Styler | ——— =

m Click Add
m Click Done

Performance Monitor will now display the current memory load, which should be flat. We will now
run the MemLeak program which leaks memory and will show the leak on the Performance
Monitor chart.

You can see from the Remote Display Monitor image below that the o/s is running at about 18%
memory load.

& Windows CE Remote Performance Monitor

Eile Edit Yiew Options Connection Help
C|elBle] EUioE +ex el &

100

Last 18.000 Awerage 18.000° Min 18000 Max 18.000 Graph Time: 100,000

Color Scale Counter Instance Parent Dbject
1.000 Memor Load
Data EunentAcl\Qlty .

m Switch back to Platform Builder
m Select Target | Run Programs...

You will be prompted with a dialog showing all of the executable programs which are in the build
directory for the workspace.
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Run Program [‘5_<|

Ayailable Programs:

donuts. exe

eventrzl exe
) ancel

GenBuildEm.exe

iltiring. exe

Inaddbi. B

mosquito. exe
nk.exe
oal exe
ozhench.exe

|3
[jma]
=
=

ozcapiure. exe L
Execution command line:
MemlLeak. exe L

m Locate and select MemLeak.exe from the list of Available programs
m Click Run
m  Switch back to Performance Monitor

You will notice that the graph clearly shows a change in the memory load in the system — we can
also obtain memory load information directly from our application using the GlobalMemoryStatus
API.

i Windows CE Remote Performance Monitor

File Edt View Options Connection Help

(2| les] E@oE +mx ol 6

Last 22,000 Average 18,700 Min 18.000 Max 22,000 Graph Time 100.000

Color Scale Counter Instance Parent Dbject

1.000 tMemory Load
Data: Curent Activity

We’'re done with Performance Monitor so this can now be closed.

m  Select File | Exit
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With the Remote Performance Monitor tool, you can observe the behavior of performance objects
such as CPUs, threads, processes, and system memory. Each performance object has an
associated amount of performance counters that provide information about device usage, queue
lengths, and delays, and information used to measure throughput and internal congestion.
Remote Performance Monitor provides the ability to track current activity on a target device and
the ability to view data from a log file.

Enabling Debug Zones in the MemLeak Application

Now that our MemLeak application is running, we can explore debug zones. Zones are useful in
allowing a developer to dynamically alter the verbosity of debug message output to the kernel
debugger. This is helpful when trying to narrow in on the source of a problem.

Debug zones and the Windows CE Console Debug Shell tool (Cesh.exe) provide the ability to
selectively turn the debugging message output from your code on and off by using macros. This
allows you to trace execution of your code without halting the OS. Tracing is a simple and non-
intrusive way of catching problems in your code without causing the OS to stop responding.
Debug Zones can be enabled either through Target Control, or through the Platform Builder IDE.

Debug zones are implemented by declaring a DBGPARAM structure in your source code.
DBRPARAM is defined in dbgapi.h. DBGPARAM contains three elements — we can see this
through the structure definition from dbgapi.h

typedef struct DBGPARAM {
WCHAR lpszName [32] ; // @field Name of module

WCHAR rglpszZones [16] [32]; // @field names of zones for first 16
bits

ULONG ulZoneMask; // @field Current zone Mask
} DBGPARAM, *LPDBGPARAM;

The following code example shows how the DBGPARAM structure is defined in memleak — in
this case we’re only defining three zones, Initialization, Function Tracing, and memory
allocation/free — you can also see that we’re defining that initialization is enabled as the default
zone, we could of course add tracing for any/all of the other zones.

DBGPARAM dpCurSettings =

TEXT ("MemLeak") , {
TEXT ("Init"), TEXT ("Trace Fn( );"), TEXT("Memory") , TEXT(""),
TEXT ("") , TEXT("") , TEXT("") , TEXT(""),
TEXT ("") , TEXT ("") , TEXT ("") , TEXT (""),
TEXT ("") , TEXT ("") , TEXT ("") , TEXT ("") },

// By default, turn on the zones for init and errors.

ZONEMASK INIT

The MemLeak sample, like most of the OS, is built to include debug zone information. We can
see this by opening the debug zone dialog in Platform Builder.

m Select Target and choose CE Debug Zones — the zone dialog will appear
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m Click on MemLeak.exe in the Name list and note the zone information dynamically updates
in the Debug Zones list.

Debug Zones [z|
Mame: Debug Zones [memleak. exe):

k.ws2.dl ~

k. wezpm.dil ] 1] Trace Fnl ]

kbdmouze. dll [C1[2] Memory

ked.dll [I[3]

kel dl 1041

kitl.dll [1[5]

memleak. exe [[E]

mgtt_o.dll [0

i, i | |OrE

ndiz.dll |E]

ndizpyer. dil o

ndizuio. dll 1]

nethios. dll [

nekui. dll 3

rik. Exe 4]

£ | [[15]

[ ]9 l[ Cancel ]

By way of demonstrating a zone, we’ll enable Trace Fn() messages — this will enable debug
output messages when the application allocates and releases memory.

m Click the box next to Trace Fn() in the Debug Zones list.
m Click OK

Here’s the output from the MemLeak application, we can see the entry to AllocateMemory( ) and
the allocation of 16384 * sizeof(TCHAR), we can also see the exit from Allocate memory — also,
we can see the entry point to FreeMemory( ) and the exit from FreeMemory( ) function.

1700858 PID:5c5000€ TID:5€2000€ - === -=--=-—=-—=——“~—~~—~—~“~—~——~—~——~—~—~~—~—~—~—~——_

1700858 PID:5c5000e TID:5e2000e Enter - AllocateMemory( ) Function
1700963 PID:5c5000e TID:5e2000e Leave - AllocateMemory( ) Function
1700963 PID:5c5000e TID:5e2000e Enter - UseMemory( ) Function
1700963 PID:5c5000e TID:5e2000e Leave - UseMemory( ) Function
1700963 PID:5c5000e TID:5e2000e Enter - FreeMemory( ) Function
1700964 PID:5c5000e TID:5e2000e Leave - FreeMemory( ) Function

1701465 PID:5c5000e TID:5€2000€ == === === == == === === oo oo
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This simply shows the flow of the application but doesn’t provide much additional debug
information about memory allocation. We can enable the second debug zone to obtain more
information from the application.

Next, we will enable Memory Tracing.

m Select Target and choose CE Debug Zones — the zone dialog will appear

m Click on MemLeak.exe in the Name list and note the zone information dynamically updates
in the Debug Zones list.

m Click the box next to Memory in the Debug Zones list.
m Click OK

Here’s a sample of the updated debug information from the memleak application. You can see in
this instance, the application had already brought the devices memory usage to 60%. At this
memory load, the application stops allocating memory.

1999153 PID:5c5000€ TID:5€2000€ - === -= === -—==—=——“—~~—~——~—~— =~~~ —~—~—~—~—~—~———_

1999153 PID:5c5000e TID:5e2000e Enter - AllocateMemory( ) Function
1999153 PID:5¢c5000e TID:5e2000e Check GlobalMemoryStatus( )
1999263 PID:5c5000e TID:5e2000e Memory Load 60%

1999263 PID:5c5000e TID:5e2000e Memory Load too high - not allocating
memory

1999263 PID:5c5000e TID:5e2000e Leave - AllocateMemory( ) Function
1999264 PID:5c5000e TID:5e2000e Enter - UseMemory( ) Function
1999265 PID:5c5000e TID:5e2000e Do Something Interesting here.
1999266 PID:5c5000e TID:5e2000e Leave - UseMemory( ) Function
1999266 PID:5c5000e TID:5e2000e Enter - FreeMemory( ) Function
1999266 PID:5c5000e TID:5e2000e Free Pointer 0x0

1999267 PID:5c5000e TID:5e2000e Leave - FreeMemory( ) Function

1999768 PID:5c5000€ TID:5€2000€ —= === === === ===~ —— =~~~ ——~—~——

We can see that the Free memory function is trying to free a pointer value of zero, hence the
memory leak.

Kernel Tracker

Using the Remote Kernel Tracker you can view thread interactions, internal dependencies, and
system state information, the tool shows all processes and threads in the system and when these
processes and threads are created, run, or stopped. It also shows when processes and threads
are sleeping. In addition to showing the running states of processes and threads, the Remote
Kernel Tracker tool displays system events. These system events are mapped onto the thread
that was executing at the time they occurred. The tool also shows system interrupts.

Kernel Tracker is an essential tool for tracking real-time events — but how can Kernel Tracker be
used to track memory? — The answer is simple, through the use of a call to the CELOG( ) API —
let’s take a look at some of the source code to the memleak application.
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MEMORYSTATUS g MemStatus;

memset (&g MemStatus, 0x00, sizeof (g MemStatus)) ;
g MemStatus.dwLength=sizeof (g MemStatus) ;
GlobalMemoryStatus (&g MemStatus) ;

DEBUGMSG (ZONE_MEMORY, (TEXT ("Memory Load
$d%%\n") ,g_MemStatus.dwMemoryLoad) ) ;

CELOGDATA (TRUE, CELID RAW LONG, &g MemStatus.dwMemoryLoad, (WORD)
(sizeof (DWORD)), 1, CELZONE MISC) ;

In the above code we obtain the current memory load by calling GlobalMemoryStatus( ) — we
then call CELOGDATA using the memory load as one of the parameters. In this case we’re
outputting memory load whenever we allocate memory, of course we could output any useful
information, including handles to events, or threads, memory allocation and free etc...

Let’s see this in practice.

m In Visual Studio, select Target | Remote Tools | Kernel Tracker

You will be prompted for the device to connect to.

m Select Windows CE Default Device
m Click OK

Kernel Tracker will download a number of device side components to the i.MX31; once these
have been downloaded, Kernel Tracker will display all running processes, and interrupts.

m Expand the MemLeak.exe item within Kernel Tracker

You will notice two threads being displayed, one being the application thread (identified as
memleak.exe), and the second thread (identified as Thread) which is checking memory load
every 500ms, and allocating 16384*TCHAR if memory load is below 60%.
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& Windows CE Remote Kernel Tracker

Eile Edit Yiew Connection Help

s EHEEBESEE @2 Q& | Zonheems 0o ~| TH

0:05:18. 0:05:19 0:05:20 D:05:21. 0:05:22. 005:23 0:05:24, D:05:25.
S T T T T O T T T S O i T T S TR T TS SN S TR S VU L T Rk [

- Interrupts
: if.le;ﬁi"fﬁfﬁ'ﬁfﬁﬁ';» ] 1 I 1L Il N1 T TT T T 1T 1 T JUT [T THREAD ?ﬁiazﬂﬁﬂuﬁnEgSTATE
" she ' I I =

- shell exe<<0x00E90002>> H——H—t——T T — T T 7 i i — 171 ---—--—-- Thiead Blocked

[+ udevice, exe < <0x019C0002
[+ udevice exe<<0x01B30002: >
[+ udevice, exe < <0x01FDO00Z >
[+ udevice exe < <0x023D0006 mm— Frocess Running

[+ udevice exe < <0x055F0002: > Process Not Running

explorer.exe < <0x05930002:
d. exe < < 0x05CA0002: SYNCHRONIZATION

[ Enter Critical Section

? =B .F B | E— o - T ,,,,,, F: BN SR EERSRES .  EERE L EE L R B R R M- R =@-- Leave Critical Section
MemLeak.exe <<0x0SC0L |- -F--1----- W= ] - 2 E . B § o 1 e |- } ————— D B | B CeaeEvent
[+] CEMGRC ERE < <0x0310002E> I I I i ) Set Event
[+ RTH.EXE < <0xD42100125> ) Fieset Event
eset Even

[E] Pulse Event

B Close Event

® Delete Event

B Wait for Multiple Objects
B Sleep Event

[E Create Semaphore

— - — - Thiead Sleeping
e Thisad Migiate

IE 5

@ Release Semaphore
Cloge Semaphore
® Delete Semaphare
[B Create Mutes

B FRelease Mutex

[B Close Mutex

@& Delete Mutex

MISCELLANEOUS
I Systern TLE
Fage Faul
3 Invert Pricrities
B Set Thiead Friority -

m Right Click on the ?MemoryThread (part of the memleak application)
m  Select Find Next Event on Thread

Kernel Tracker will ‘Jump’ to the next event on the selected thread — you will notice in the image
below that there’s a white square with four dots, this is a custom (or CELOGDATA) item, we can
hover our mouse over this item to get a ‘data tip’ this will display the information we output from
our code).

m  Hover your mouse over the CELOGDATA item — view the data tip

Rev A Logic Product Development Company, All Rights Reserved 37



i.MX31 WinCE 6.0 Lab 4: Debugging

& Windows CE Remote Kernel Tracker

Eile Edit Yiew Connection Help

s SHE BS&E & 2 6 R I | ZomRageime: [1000  ~| TH

0:11:22 0:11:23 0:11:24, 0:11:25. 0:11:26 0:11:37 0:11:28. 01129,
T T N i O A A U A 1 R T A S O A/ OO T T I S O I

- Interrupts

[+ Idle<«0x00000000 =

1] WKL EXE < <0x004000023> >

[+ -shell exe«<<0x00E90002 = >
[+ udevice, exe < <0x019C00025
[+ udevice exe<<0x01B30002: >
[+ udevice, exe < <0x01FDO00Z >
[+ udevice exe < <0x023D0006
[+ udevice exe< <0x055F0002: >
[+ explorer exe < <0x05930002: 1
1+ servicesd,exe < <0x0SCADINZ:

THREAD AND PROCESS STATE
1 1T [l [EINIE NI [} |1 L) LN 1T Ll 1 [ |1 (L LI 11} Thiead Running

T T T 11 [ | NN N N Thigad Blocked
— - — - Thiead Sleeping
e Thisad Migiate
m—— Frocess Running
Process Not Running

SYNCHRONIZATION
[ Enter Critical Section

- S| . — g |- - - L ,,,,, oy - | - -I, . I P -‘ B - R = Leave Critical Section
= gl i Y i - | B Create Event
|

[Event Info] Raw long, &0
Thread Info] ?MemoryThread <<0x0SE2000E=>, nPricrity = 251 I I ]

[+ CEMGRC.EXE <<0x031D00ZE >
[-RTH.EXE<<0x04210012> >

[F] Set Event

¥ Feset Event

[E] Pulse Event

B Close Event

® Delete Event

B “Wait for Multiple Dbjects
B Sleep Event

[E Create Semaphore

@ Release Semaphore
Cloge Semaphore
® Delete Semaphare
[B Create Mutes

B FRelease Mutex

[B Close Mutex

@& Delete Mutex

MISCELLANEOUS
I Systern TLE
Fage Faul
3 Invert Pricrities
B Set Thiead Friority -

|

<
0:11:21.869138 seconds, Raw long, 60

You will notice that the data tip shown below has [event info] Raw long, 60 — this shows that
memory load was at 60% at the time we called CELOGDATA (of course this value may be
different on your system).

m  We’re done with kernel tracker so you can close it
m If prompted to save data from Kernel Tracker, select No

We also need to stop the MemLeak application, there are a number of ways to achieve this,
either through the Windows CE Target Control Window, or through the Platform Builder Ul
directly.

m Select Debug | Windows | Processes

m Locate and select Memleak

Processes =]

& 2 €3 F ab

Proces=s Hane Proces=z. ..  Acc®

CEMJTC . EXE Q=00010000 =0
explorer . exe O=00010000 =0

memlealk . : O=00010000
Qzg0200000
rth . exe O=00010000

zervicesd  ==e
%

m Click the RED close process button

m Confirm “YES” to close the process
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Windows CE Remote Tools

Using the Remote File Viewer

In this exercise you will use the Remote File Viewer to transfer files between your development
workstation and a Windows Embedded CE 6.0 target device.

m  Your Hardware should still be running from the previous section. If not, restart it.

We will now take a look at the Remote File View tool.

m Select Target | Remote Tools | File Viewer from the Visual Studio menu. The Select a
Windows CE Device dialog will appear.

m Expand the Windows CE Default Platform node and select Default Device. Click OK.
Visual Studio will begin transferring the required files for the Remote File Viewer to the
Hardware

You may get a dialog box asking for the location of an executable. This is because the kernel
debugger running in the Hardware is attempting to monitor all processes that run on the device,
including the remote tools. This cannot be done because the debugging information is not
available for these tools, and we can safely ignore the request. If this happens, simply select
Don't display this dialog again and click cancel. Note that this issue only occurs because we
have left the kernel debugger running inside our OS run-time.

First we will use the tool to explore the device’s file system.

m Expand the Default Device node in the left hand pane and select the Windows directory.
The right hand pane shows a list of the files in the Windows directory on the target device.

m  Select View | Details from the Remote File Viewer menu to see the details of each file in the
folder.
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EN Windows CE Remote File Viewer

File Wiew Connection Help

2ol Zu| T %' x| i]4]
- Defaul: Device Mame | Size | floc #
D Metwoark. DDESHDF' |:|1||'[
+-(] Release [(AFavarites 01t
03 Recycled CdFonts o1t
L2 Application Daka CAPragrams 01y
3 My Documents Cdrecent 01y
g Emgram E'les - LA startUp o1
+ ocuments and Settings
21 Tom d [ advEackiight . di 9,216 bytes 01
ik [ afd.dl 288,256 bytes  01):
{4 Wind
- indaws atain :
3 Forts 1 appdata.ini 69 bytes 091
(LIS .
. ] i )
(] Faworites asterlsk way 3,116 bykes 091
(13 startUp [ asyncmac.di 59,904 bytes 01}
(L Recent audevman.dll 82,944 bytes  01):
1 Programs = autoras. di 19,456 bytes 01/
(] Deskkop [ avqshell. di 97,280 bytes  01):
backlight.dll 23,040 bytes  D1fi
£ ¥
Ready RN

Now we can try to copy a file from the device to your workstation.

Select logicpd.bmp in the right hand pane. We will copy this file from the Hardware to the
PC.

Select File | Import File from the Remote File Viewer menu.
Save the file to a convenient folder on your development workstation desktop.

Observe that the file has been transferred to the specified directory.

Below is how you copy a file to your device from your workstation.

Select the Desktop folder in the right hand pane of the Remote File Viewer. Expand the
Windows folder, if necessary, to find the Desktop folder. Select File | Export File from the
Remote File Viewer menu.

In the Export File dialog select a file from the development workstation and click Open. The

file will be transferred from the development workstation to the Hardware. You should be
able to see the file on your CE desktop.

Close the Remote File Viewer application.

Using the Remote Registry Editor

In this exercise, you will use the Windows CE Remote Registry Editor to examine and modify the
registry on the target device.

First we will start the Remote Registry Editor tool.

Select Target | Remote Tools | Registry Editor from the Visual Studio menu.

Click OK to accept the Default Device connection.
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m  Wait a few seconds for the connection to be established and for required files to be
transferred to the device.

The Remote Registry Editor also displays the registry of your development workstation under the
My Computer tree in the left hand pane. This tree will be available even if you are not connected
to the target device. Make sure you don'’t get confused about which registry you are viewing
and/or editing.

Now we can explore the device’s registry and modify a registry setting.

m In the left-hand pane of the Windows CE Remote Registry Editor, expand Default Device
m Then expand HKEY_LOCAL_MACHINE and select SOFTWARE
m Right click SOFTWARE and select New Key

m Enterin GeneriCo and click OK

GenerCa

] | Cancel

m  Right click on the new GeneriCo key and select New | String Value

m Create the string value with the name MyString, and the value MyStringValue

Mew String Value E|
M arne:
|M wString
Walle:
|h-'|_l,lString"»-"aIue
] | Cancel

m Click OK to create the value

m  Right click on the GeneriCo key and select New | Binary Value. This will bring up the New
Data Value dialog

m Create a binary value with the name MyBinaryValue. In the Value box, type
0123456789abcdef and click OK. Notice that the editor groups the entry into bytes, and
adds an ASCII translation of the values in the right column of the value box
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Mew Data Value §|

M arne:

|MyB inaryt alie

Walle:

ogoo 01 23 45 o7 89 AR CD EF MEg. 11
noog

ok | Cancel

You can also edit the ASCII translation area of this dialog box instead of typing in binary values.
There is no visible differentiator between the two areas in the dialog, just click your mouse in the
far right hand area if you wish to enter ASCII text.

Right-click on MyBinaryValue and select Delete
Confirm your intention to delete by clicking Yes
In the left-hand pane, right click on GeneriCo and select Rename

Type GeneriCo2 and press the Enter key

Now let’s save the registry to the workstation.

In the left-hand pane of the Remote Registry Editor, highlight the
[HKLM\SOFTWARE\GeneriCo2] key

Select Registry | Export Registry File from the Remote Registry Editor menu
Save the file to your desktop as MyDeviceRegKey.txt
Open the MyDeviceRegKey.txt file using a text editor

Observe that the format of the Windows CE registry file is identical to that used in other
versions of Microsoft Windows

Close and delete MyDeviceRegKey.txt
Close the Remote Registry Editor
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10.3 Using the Remote Process Viewer

In this exercise, you will use the Windows CE Remote Process Viewer to examine the processes
and threads running on a Windows CE target device.

m  Your hardware should still be running from the previous section. If not, restart it

First we will launch the Remote Process Viewer tool and explore what threads are running.

m Select Target | Remote Tools | Process Viewer from the Visual Studio menu

m Click OK to use the Default Device connection. The Windows CE Remote Process Viewer
tool will load

m Examine the list of active processes in the upper pane

=« Windows CE Remote Process Viewer g@@
File Yiew Connection Help
0n| Sh|e| x|

Procsss Bass Priorit # Threads Base Addr Access Ksy

2 ) ] oo {uu]
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udevice.exs 055F0002 3 i, 00010000 00000000
explorer.exe 05930002 3 4 oooloooo gooooooo Task Manager
servicesd.exe 05CAN002 3 7 00010000 0o0ooooon BluetoothSVC
CEMGRC .EXE 03EE00&6 3 3 00010000 00000000
CEPWCLI .EXE 0s5c90022 3 2 oooloo000 gooooooo
Thread ID Current PID Thread Priority Access Hey o
05370006 00400002 249 oooooooo
04E20006 00400002 251 no0o0oao
0s8poooz 00400002 249 oooooooo
05870002 00400002 2483 0o0o0oao
05830002 no400002 109 nooooooo
05670002 no400002 248 nooooooo
05530002 00400002 251 0o0o0oao
05500002 oo400002 251 oooooooo
0S4E0002 00400002 248 no0o0oao
05410002 00400002 249 oooooooo
03E8001A 00400002 251 0o0o0oao
(mnnnm? nnannnn? 251 nnnnnnnn ) )‘.’
Module Module ID Proc Count Global Count Base Addr Base Size hModule Full Path b
cetlkitl.dll B85E387EC 2 2 40BBOOOD 24576 85E397EC “Release cetl..
cetlstub.dll B5EBCC30 1 1 40BCOO00 20480 85ERCC30 “Windows>CETL..
toolhelp.dll 84E9921C 2 2 40160000 24576 84E9921C ~Windows~tool. .
coredll.dll 87FFABCC 131; 12l; 40010000 9599424 G7FFABCC ~Windows core. .
ceshell.dll G7F02D28 1 1 40980000 491520 87F02D28 sWindowscore. .
shlwapi.dll BSEATTSO 1 1 40600000 3522586 85EAT7S0 “Windows core. .
shdooyvw.dll 85ERCF3C 1 1 40740000 573440 85ERCF3C “Windowshcore. .
o0le32.d11 84ECESBS 3 3 40610000 36808248 84ECEBES “Windowsscore. . ¥
< >
Ready Connected Default Device MUM

m Click on NK.EXE in the Process pane. Thread details are presented in the center pane

m The DLLs loaded by a process are listed in the lower ‘Module’ pane. Note the base address
of coredll.dll
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Lotk sauds o ugags P Yu]
05580002 oo400002 251
05500002 oo400002 251
D54E0002 oo400002 249
05410002 oo400002 249
D3EB001A oo400002 251
nannnni = nodnnnn?z PEA
Module Module ID Proc Count Global Count Base Addr
cetlkitl.dll SoE39YEC 2 2 40BBEOOOO
cetlstub.dll SoERCC30O 1 1 40BCO0O00
toolhelp.dll o4E99Z1C 2 2 401s0000
coredl].dll S7FFARCC 1 1 40010000
ceshell . dll s7F0ZDz28 1 1 40980000
shlwapi.dll SoEAYYS0 1 1 40eD0000
shdoocvw . dll SoERCEF3C 1 1 40740000
oledZ.dll S4ECESES 3 3 40e10000
£
Ready

m Click on shell.exe in the Process pane. This process has one thread and loads two modules.

Note that coredll.dll is loaded at the same base address in shell.exe as it was in NK.EXE

m Click on explorer.exe in the Process pane. This process has many threads and many loaded
modules. Scroll to the bottom of the module list. Note that coredll.dll is loaded at the same
base address as in the other processes

m Close the Remote Process Viewer

m Select Target | Detach Device from the Visual Studio menu and close the Hardware window

11 Summary

You have now completed all the steps in this lab. Here’s what we have covered:

m Customized the platform by adding applications

m Enabled Profiling and Kernel Tracking

m Builtan O/S image

m Downloaded an operating system to the i.MX31 device

m  Worked with Remote Performance Monitor

m  Worked with Debug Zones

m  Worked with Remote Kernel Tracker

m Used various Remote Tools

This lab provided a hands on overview of the debug tools which can be used to track leaks within

a Windows Embedded CE based application or driver.
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